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More than 25 highly
dedicated individuals
meeting weekly since 

August 2022; researching 
and identifying election 

reform strategies for
Anoka County

PRESENTERS PROFILES

• Derek Lind—Ramsey, financial analyst

• Brenda Miller—Columbus, election judge, occ. therapist, homeschooler

• Paul Berndt—Coon Rapids, Manufacturing engineering

• Davin Tormanen—Vadnais Heights, 25 yrs. electronics technology

• Robert Kirchner—Coon Rapids, 40 yrs., local gov’t. admin.

• Lori Mahowald—Coon Rapids, election judge, operations/project mgmt.

Other Contributors

• Troy Cooper—Ramsey, financial services IT mgmt. & small business owner

• Jeannie Erickson—Coon Rapids, election judge, 30 yrs. Admin assistant

•  Lisa Henrickson—Linwood Twp., election judge, 37 yrs. state of MN

•  Gary Kemmetmueller—Coon Rapids, electronics technology

•  Richard Klabechek—Oak Grove, applied math/manufacturing engineer

•  Jonathan Liebsch—Ham Lake, election judge, software developer

• Sue Peterson—Ham Lake, election judge 

• Joe Richardson—Andover, election judge, power/energy industry

•  Channing Stowell—East Bethel, M.I.T. Sloan School trained data scientist 

• Pam Weber—Andover, election judge, physical therapist
6/26/24 5
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ELECTION INTEGRITY GOALS

1. Small Voting Precincts 

2. Secured Election Judge Data

3. Verified Registered Voters

4. Validated Paper Ballots

5. Paper Poll Books

6. Hand-Counted Paper Ballots

6/26/24 6



“It takes approximately 6
seconds to hand count a
contest … including training
time, sorting, stacking and
counting.”
(Hands-On Elections by Nancy
Tobi, 2010, pp. 92-93)

In November, 2023, a re-count of a AHSD #11 
election involving 4,393 ballots took just over 5
seconds to process each vote.

Hand 
Counting is a 

Global 
Standard

- - - - -
The Piling 

System
is a Proven 

Method

MN Statute:  Piling System

The Piling System of hand counting paper ballots has been in Minnesota Statutes since 1959
6/26/24 7



A FEASIBLE STRATEGY

• Use tabulators as mandated by State law

• Conduct Expanded Post-Election Review (PER)

• Hand count votes only for competitive offices

In the handout is your Hand Count Feasibility Study detailing the time and cost to
hand count ballots and votes in the 2024 in your city.

Hand Count Feasibility 
Study

6/26/24 8



City Council votes 5-0 to hand count all 
four precincts and all competitive 
offices 
in November Election under Post-
Election Review (PER)
April 29, 2024

6/26/24 9



Ramsey City Council voted 7-0 
to hand count 2/3 of their 9 
precincts under Post-Election 
Review (PER) for the 2024 
General Election.  This will include 
all offices with more than one candidate, 
with the exception of judicial offices.

City of Ramsey seeks to hand count 
votes during the 2024 Post-Election 

Review

6/26/24 10



The City Decision Process
• CONTACT: in person at open forum, by phone or email, including memes

• REQUEST: 30 minute PowerPoint presentation and Q&A

• PRESENTATION(S):  usually work session followed by a regular meeting for a decision

• FOLLOW UP: phone, emails or meetings to address questions or additional information

• LOBBYING:  we meet with individual council members; they cannot meet in an unposted meeting

• CONSULTING:  communicate with administrators and/or elections manager to address questions

• FLEXIBILITY: Each council is a little different

• PROFESSIONAL:  cities evaluate our information and our credibility

• TRUST: Building trust is key

6/26/24 11



Formation/Organization
• Grassroots formation
• Weekly meetings
• Sub-Teams

• Networking
• Marketing
• Tech
• Admin
• Cross-Team Projects

• “Duty is Ours, Results are God’s”  ~John Quincy Adams

SD35 Convention

6/26/24 12



We need transparent, verifiable, and auditable hand counting for public trust.

And send a message:
Don’t mess with Anoka County; don’t mess with my city.

Strategies
• MESSAGE: secure, transparent & local control
• NON-PARTISAN: consultant role
• COUNTY: focus at first with speeches
• CITY: focus registered voters & ballot data
• CONNECTIONS: with GOP BPOUs
• GOAL: is local control by County-City 

cooperation
• FOCUS: on what can be done within existing laws
• PLAN: comprehensive 6-point message

6/26/24 13



Process
• RESEARCH: study & analysis—data, diagrams, system analysis

• MARKETING: emails, postcards, memes & trade fairs

• SPEECHES: Open forum speeches to County and cities

• LOBBYING: tactful direct interaction with politicians 

• CONSULTING: tactful direct interaction with County/city staff

• PRESENTATIONS: to elected officials plus Q&A

• DOCUMENTATION: reports, resolutions, USBs

6/26/24 14

Practicing Election Procedures Providing Election Proof

Procedure-based elections Evidence-based elections



Products/Templates
• 5 Post Cards to distribute or mail  
• 82 two-minute speeches to County (online video)
• Presentations to cities via PowerPoint (available in pdf) 
• Handouts (available hardcopy and pdf)
• Resolutions (WORD)
• Memes (generic inventory)
• Locally-Controlled Elections Kit to cities (USB of all documents)
• aceit@aceit.vote (email address)
• www.projectminnesota.com/anoka (website)
• anoka county election integrity team - Search Results | Facebook
6/26/24 15
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USB: Locally-Controlled Elections Kit
• Presentation (pdf)
• Handout Brochure (pdf)
• Hand Count Plan Time/Cost Calculator (Excel)
• 11 Resolutions for Action (WORD)
• Oak Grove & Ramsey Resolutions (WORD)

BROCHURE
SUMMARY
FINDINGS

RECOMMENDATIONS
RESOLUTIONS

HAND COUNT COST DATA

Our presentation
contains information

specific to 
Linwood Township

-------
Statutory Powers

and
Potential Actions

ACHIEVING
SECURE & TRANSPARENT

LOCALLY-CONTROLLED
ELECTIONS

-------
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Questions & Answers

ACEIT Team with Liz Collin, Alpha News, April 29, 2024
6/26/24 17
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About Rick Weible

• Born and Raised in Minnesota
• B.A. Political Science – University of Minnesota
• 14 Years Elected Office 4 Years City Council, 10 Years Mayor St. 

Bonifacius
• 8 Years MN GOP CD3 Co-Chair and State Exec.
• Certified Network Engineer
• Worked at Help/Systems, the first ISO 9000 Software Company in USA.
• 28 Years of Cyber Security Consulting Experience
• CEO for D3Defense
• Moved to South Dakota 2018
• Manage clients DOD CMMC 2.0 Level 3 Certifications and Audits



Election Integrity – The Gold Standard

Transparency
Is The Inoculation To All Conspiracy Theories 



MN Gold Standards
Let’s Review Together

Risks in Minnesota



Building Blocks – MN Constitution



Building Blocks – MN Constitution



MN Voter Registration

https://www.sos.state.mn.us/media/5975/minnesota-voter-registration-application.pdf 

This is the first gate the state has left wide open for fraud.

https://www.sos.state.mn.us/media/5975/minnesota-voter-registration-application.pdf




MN – View your Sample Ballot

https://myballotmn.sos.mn.gov/ 

https://myballotmn.sos.mn.gov/


MN Election Code
206.57 EXAMINATION OF NEW VOTING SYSTEMS.

Subd. 6.Required certification.

In addition to the requirements in subdivision 1, a voting system must be certified by an independent testing 
authority accredited by the Election Assistance Commission or appropriate federal agency responsible for 
testing and certification of compliance with the federal voting systems guidelines at the time of submission of 
the application required by subdivision 1 to be in conformity with voluntary voting system guidelines issued 
by the Election Assistance Commission or other previously referenced agency. The application must be 
accompanied by the certification report of the voting systems test laboratory. A certification under this section 
from an independent testing authority accredited by the Election Assistance Commission or other previously 
referenced agency meets the requirement of Minnesota Rules, part 8220.0350, item L. A vendor must provide 
a copy of the source code for the voting system to the secretary of state. A chair of a major political party or 
the secretary of state may select, in consultation with the vendor, an independent third-party evaluator to 
examine the source code to ensure that it functions as represented by the vendor and that the code is free from 
defects. A major political party that elects to have the source code examined must pay for the examination. 
Except as provided by this subdivision, a source code that is trade secret information must be treated as 
nonpublic information, according to section 13.37. A third-party evaluator must not disclose the source code 
to anyone else.
https://www.revisor.mn.gov/statutes/cite/206.57 

MN bypasses the EAC.GOV and has additional versions.

https://www.revisor.mn.gov/rules/8220.0350
https://www.revisor.mn.gov/statutes/cite/13.37
https://www.revisor.mn.gov/statutes/cite/206.57


The EAC Standards

• 2002
• 2005 (1.0)
• 2015 (1.1)
• 2021 (2.0)
• As described in section 3 of the EAC's VVSG Lifecycle Policy, the EAC no 

longer accepts submissions to test new voting systems to previous major 
versions 12 months after new major VVSG standards are ready to be used 
for testing. With the accreditation of the first VSTL to test to VVSG 2.0 on 
November 15, 2022, VVSG 1.0 and VVSG 1.1 are now no longer used by 
the EAC to certify voting systems as of November 16, 2023.

Never Tested Through EAC

https://www.eac.gov/sites/default/files/TestingCertification/VVSG_Lifecycle_Policy_9_22.pdf


ES&S 5.3.4.0 Modem Issue Risk – MN 2019

https://officialdocuments.sos.state.mn.us/Files/GetDocument/119091 

https://officialdocuments.sos.state.mn.us/Files/GetDocument/119091


ES&S 6.0.4.0 (EAC Certification – not in MN)

• Windows 7 (Support Ended Jan 14th, 2020)
• 22/23 counties have the dell laptops
• Out of date AntiVirus – Norton Jan 22nd 2019 is 

latest date on it.
• FTP Server 10.0.5 is out of date and not supported.
• Laptops on purchase order Latitude 3500 are not 

certified for use.
• Modems are not EAC certified for use…
• https://www.eac.gov/sites/default/files/voting_syst

em/files/EVS6040_Cert_Scope%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf
https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


They Say It….At Least They Are Honest



ES&S 6.0.6.0 (Windows 10 – 2022 Elections)
• Windows 10 – 4/19/2021
• Windows Defender N/A is version
• Norton Removed
• FTP Server 11.0.07 out of date.
• PostgreSQL 11
• Laptop Hardware not conforming…
• Could have imported the modems….



ES&S 6.0.6.0 (Windows 10 – 2022 Elections)
• Windows 10 – 4/19/2021
• Windows Defender N/A is version
• Norton Removed
• FTP Server 11.0.07 out of date.
• PostgreSQL 11

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scop
e%20of%20Conformance%2012_28_21.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf


ES&S 6.0.6.0 (Windows 10 – 2022 Elections - MN)
• Windows 10 – 4/16/2021
• Windows Defender N/A is version
• Norton Removed
• FTP Server 11.0.07 out of date.
• PostgreSQL 11

https://officialdocuments.sos.state.mn.us/Files/GetDocument/137667 

https://officialdocuments.sos.state.mn.us/Files/GetDocument/137667


6.0.6.0 Hardware Allowed – EAC, Missing MN



ES&S 6.0.7.0 (Windows 10 – 2022 Elections - MN)
• Windows 10 – 4/16/2021
• Windows Defender N/A is version
• Norton Removed
• FTP Server 11.0.07 out of date.
• PostgreSQL 11

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131573 

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131573


So Wait…..Did You Notice the DS200 Models



Current Risk in the United States



7.4.2 - Protection Against Malicious Software 

• 7.4.2 Protection Against Malicious Software 
Voting systems shall deploy protection 
against the many forms of threats to which 
they may be exposed such as file and macro 
viruses, worms, Trojan horses, and logic 
bombs. Vendors shall develop and 
document the procedures to be followed 
to ensure that such protection is 
maintained in a current status. 



ES&S 6.0.6.0 & 6.0.7.0 Status (EAC.gov)



ES&S Electionware 6.0.6.0
MN is At HIGH Risk

What’s 
not 

detected 
or 

covered



Engineering Change Orders 6.0.6.0



ES&S Electionware 6.0.6.0
MN is At HIGH Risk

What’s 
not 

detected 
or 

covered



ES&S Engineering Change Orders 6.1.1.0



Dominion 4.14 E – MN Cert



Dominion 4.14 E – EAC Certification



Dominion 5.5C – EAC.Gov

https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-
C%20Certification%20and%20Scope%2007-09-2020.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-C%20Certification%20and%20Scope%2007-09-2020.pdf
https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-C%20Certification%20and%20Scope%2007-09-2020.pdf


Dominion 5.5C (MN Lies)

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606


Dominion 5.5C – EAC.Gov

https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-
C%20Certification%20and%20Scope%2007-09-2020.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-C%20Certification%20and%20Scope%2007-09-2020.pdf
https://www.eac.gov/sites/default/files/voting_system/files/DVS%20DSuite%205.5-C%20Certification%20and%20Scope%2007-09-2020.pdf


Dominion 5.5C – EAC.Gov
Not a Modification from 4.14

https://www.eac.gov/sites/default/files/voting_system/files/Dominion%20Voting%20Systems%20%20D-
Suite%205.5-C%20Test%20Report-Rev.%2001.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/Dominion%20Voting%20Systems%20%20D-Suite%205.5-C%20Test%20Report-Rev.%2001.pdf
https://www.eac.gov/sites/default/files/voting_system/files/Dominion%20Voting%20Systems%20%20D-Suite%205.5-C%20Test%20Report-Rev.%2001.pdf


Dominion 5.5C (Modems)

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606 

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606


ES&S Risks & EAC Response



2022 Case – Test Deck Fail?



https://whatsupnewp.
com/2022/12/rhode-
island-reaches-
settlement-with-
voting-machine-
vendor-over-primary-
election-errors/



https://www.providencejournal.com/story/news/politics/2022/12/29/elections-systems-and-
software-settle-with-ri-over-spanish-ballot-mistake/69764706007/





ES&S Issues
1.2022 Rhode Island settlement with ES&S, programming errors - https://whatsupnewp.com/2022/12/rhode-island-
reaches-settlement-with-voting-machine-vendor-over-primary-election-errors/

2.2023 Northampton County  - Errors not caught earlier - https://www.penncapital-star.com/blog/voting-rights-groups-
call-for-investigation-of-election-day-problems-in-northampton-county/

3.2019 article ES&S Systems found on-line by Motherboard - https://www.vice.com/en/article/3kxzk9/exclusive-critical-
us-election-systems-have-been-left-exposed-online-despite-official-denials

4.2022 Monmouth County Election double count of votes, the fact they tried installing software like this is a violation -
https://www.nj.gov/oag/newsreleases23/2023-0906-Monmouth-County-Investigation-Investigative-Facts-Report-(8-

31-2023)-(With%20Exhibits).pdf

5.2023 Hinds County (published Aug 31st) - Missing tapes from machines, starting at video 20:00 minutes... 26 
precincts, DS200, 3 components to verify the vote...1) paper ballot 26/26 of precincts have ballots, machine tapes 
26/26 did not include the tapes, media stick (thumb drive) 26/26 precincts did not include the media sticks in the ballot 
box....DS200 also has another measure, digital imaging, a picture of the ballot, not one digital image...ES&S turned it 
off....
https://www.wlbt.com/2023/08/31/archie-calls-hinds-co-democratic-chair-step-down-alleging-fraud-party-primary/

6.2023 Hinds County - Ransomware Attack did happen, $300,000 paid https://www.wlbt.com/2023/10/03/against-
advice-board-attorney-feds-david-archie-reveals-how-much-hinds-county-paid-hackers-after-cyberattack/

7.2023 Hinds County start of Ransomware est - (early Sept, story is Sept 11th ) https://www.wapt.com/article/hinds-
county-computer-system-remains-under-ransomware-attack/45053213

8.2023 ES&S Vote flips and poor test decks - https://www.post-gazette.com/news/politics-
state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112

9.Remote Access software illegally installed on systems (2018)- (oldie but goodie) -
https://www.vice.com/en/article/mb4ezy/top-voting-machine-vendor-admits-it-installed-remote-access-software-on-

systems-sold-to-states

10.Modems in 33,000 machines but didn't disclose where they are - 
(2020) https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-claims-394891

https://whatsupnewp.com/2022/12/rhode-island-reaches-settlement-with-voting-machine-vendor-over-primary-election-errors/
https://whatsupnewp.com/2022/12/rhode-island-reaches-settlement-with-voting-machine-vendor-over-primary-election-errors/
https://www.penncapital-star.com/blog/voting-rights-groups-call-for-investigation-of-election-day-problems-in-northampton-county/
https://www.penncapital-star.com/blog/voting-rights-groups-call-for-investigation-of-election-day-problems-in-northampton-county/
https://www.vice.com/en/article/3kxzk9/exclusive-critical-us-election-systems-have-been-left-exposed-online-despite-official-denials
https://www.vice.com/en/article/3kxzk9/exclusive-critical-us-election-systems-have-been-left-exposed-online-despite-official-denials
https://www.nj.gov/oag/newsreleases23/2023-0906-Monmouth-County-Investigation-Investigative-Facts-Report-(8-31-2023)-(With%20Exhibits).pdf
https://www.nj.gov/oag/newsreleases23/2023-0906-Monmouth-County-Investigation-Investigative-Facts-Report-(8-31-2023)-(With%20Exhibits).pdf
https://www.wlbt.com/2023/08/31/archie-calls-hinds-co-democratic-chair-step-down-alleging-fraud-party-primary/
https://www.wlbt.com/2023/10/03/against-advice-board-attorney-feds-david-archie-reveals-how-much-hinds-county-paid-hackers-after-cyberattack/
https://www.wlbt.com/2023/10/03/against-advice-board-attorney-feds-david-archie-reveals-how-much-hinds-county-paid-hackers-after-cyberattack/
https://www.wapt.com/article/hinds-county-computer-system-remains-under-ransomware-attack/45053213
https://www.wapt.com/article/hinds-county-computer-system-remains-under-ransomware-attack/45053213
https://www.post-gazette.com/news/politics-state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112
https://www.post-gazette.com/news/politics-state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112
https://www.vice.com/en/article/mb4ezy/top-voting-machine-vendor-admits-it-installed-remote-access-software-on-systems-sold-to-states
https://www.vice.com/en/article/mb4ezy/top-voting-machine-vendor-admits-it-installed-remote-access-software-on-systems-sold-to-states
https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-claims-394891


What Can We Do?

Transparency
Is The Inoculation To All Conspiracy Theories 



Election Officials – Testing & Transparency

• Create Standard Test Deck (Logic and Accuracy) – The “Control” 
• Use a Prime Number in each race.
• Every Ballot Option Assigned a Unique Number On The Ballot

• Let Voters Fill Out Ballots and Test Separately
• Publish Test Deck Reports on County Web Site
• Ballots Images and Cast Vote Records Published Night of Election.
• Electronic Poll Book Data Published Night of Election.
• Post Election Audit of 100% of all precincts and races, by hand.



Candidates & Party
• Recruit, Organize & Train Poll Workers and Election Judges.

• Laws, Rules, and What to Watch For…..chain of custody, signatures, folds, 
errors.

• Absentee Ballot Boards – Ensure Party Balance.
• Recruit, Organize & Train Poll Watchers.

• Laws, Rules, and What to Watch For…..backpacks, extra ballots, 
interpretations of bad ballots, use of thumb drives, unsecured areas and 
processes.

• Reporting of Incidents  - Ready Made Affidavit Templates 
• Understanding Rights and Assemble Legal Teams
• Validate Voter Rolls – Mailers & Post Cards – Return Mail Service, 

Digital and Door to Door Canvassing



What Voters Can Do?

• Help Your Election Official
• Attend Public Accuracy Tests
• Consider Being an Election Judge/Worker

• Help Your Party or a Candidate
• Attend Public Accuracy Tests
• Consider Being a Poll Watcher
• Register Voters
• Validate Voter Rolls by Canvassing Voters
• Write Letters to the Editor on How You are Helping to Protect the Election.



What Voters Can Do?

• Help Others Vote
• Encourage Friends and Family to Vote
• Register Others to Vote
• Drive Others to the Polling Place on Election Day

• Verify that no one Voted Absentee for you
• Some states don’t allow you to change your vote on election day.

• MN – Request an absentee ballot and bring it in with you unused….
• Vote in Person - Maintain Chain of Custody

• No Drop Boxes
• No Mailing it in



https://www.ktvu.com/news/voting-ballots-found-tossed-in-ravine-
miles-from-where-they-were-mailed-investigation 

https://www.ktvu.com/news/voting-ballots-found-tossed-in-ravine-miles-from-where-they-were-mailed-investigation
https://www.ktvu.com/news/voting-ballots-found-tossed-in-ravine-miles-from-where-they-were-mailed-investigation


Party Balance – It Matters – Fight For It



AFSCME – 2020 City and County Employee Union



AFSCME – 2020 City and County Employee Union



AFSCME – 2020 City and County Employee Union



AFSCME – 2022 City and County Employee Union



AFSCME – 2022 City and County Employee Union



AFSCME – 2022 City and County Employee Union



Constitutional Sheriffs (6/2024)



Constitutional Sheriff’s

• Do not wait for Sheriff’s to take action before the election
• Sheriff’s do not understand election law or machines
• Sheriff’s will make sure there is no intimidation of voters
• Sheriff’s will make sure there is no intimidation of workers
• Sheriff’s will help election officials keep the elections calm
• Sheriff’s may help transport election materials 
• Sheriff’s may help incase of disaster



MN– 206.83 – Testing of Voting Systems
206.83 TESTING OF VOTING SYSTEMS.

At least three days before voting equipment is used, the official in charge of elections shall have the 
voting system tested to ascertain that the system will correctly mark ballots using all methods supported 
by the system, including through assistive technology, and count the votes cast for all candidates and on 
all questions. Public notice of the time and place of the test must be given at least two days in 
advance by publication once in official newspapers. The test must be observed by at least two election 
judges, who are not of the same major political party, and must be open to representatives of the political 
parties, candidates, the press, and the public. The test must be conducted by (1) processing a preaudited
group of ballots punched or marked to record a predetermined number of valid votes for each candidate 
and on each question, and must include for each office one or more ballot cards which have votes in 
excess of the number allowed by law in order to test the ability of the voting system tabulator and 
electronic ballot marker to reject those votes; and (2) processing an additional test deck of ballots 
marked using the electronic ballot marker for the precinct, including ballots marked using the electronic 
ballot display, audio ballot reader, and any assistive voting technology used with the electronic ballot 
marker. If any error is detected, the cause must be ascertained and corrected and an errorless count must 
be made before the voting system may be used in the election. After the completion of the test, the 
programs used and ballot cards must be sealed, retained, and disposed of as provided for paper ballots.



Test Deck Recommendations

• Each ballot style within a precinct should be tested.
• Paper Based Oval filled ballots
• Paper Based ExpressVote Bar Code ballots

• Each option should have a unique number assigned to it.
• Not repeated within the contest
• Not repeated on the ballot.

• Prime Number should be used in each contest.
• Example at https://uscase.org/test-deck-chart 

https://uscase.org/test-deck-chart






Results with Full Decimal Places

• All races are correct



Results with 1 Decimal Place

• 27 errors and only 3 races are correct.



Results with 2 Decimal Places

• 7 errors and 23 are correct



Results with 3 Decimal Places

• All are correct



Recommendations

• Each ballot style within a precinct should be tested.
• Paper Based Oval filled ballots
• Paper Based ExpressVote Bar Code ballots

• Each option should have a unique number assigned to it.
• Not repeated within the contest
• Not repeated on the ballot.

• Prime Number should be used in each contest.
• Example at https://uscase.org/test-deck-chart 

https://uscase.org/test-deck-chart


Prime Number Chart

https://uscase.org/test-deck-chart

https://uscase.org/test-deck-chart


Examples – WY 2020 Primary – 9 Races Dem



Platte Cost Review



Support for Platte County



Hand Count ($1.13) vs Machines ($5.40)



Hand Count ($1.13) vs Machines ($5.40)



See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted 
ballots

Public Counting – Can observe with our 
own eyes and ears. 

Machine Counting – Supposed to audit 
programing by reviewing test decks, 
ballot images and Cast Vote Records 
(CVRs)

INSTANT TRUST INSTANT DOUBT



New Systems



Ballot ID 18399i.pdf has a small mark in the oval for “write-
in:” for the County Sheriff race causing the race to be an over 
vote, and the voter’s vote to be lost.



Ballot image 34195i.pdf is a case of the worst possible outcome, to where a 
voter who voted absentee by mail, or strictly by mail, voted on a poorly 
designed ballot, that invalidated a voter’s intent on a race in an election.  
Better design of the ballot could have prevented this from happening.  



The Folds





Ballots anyone



Making Copies

3,000 Dodge County Ballots printed
6 precincts, 2 copiers, 4 hours.

Copiers did not stop them from printing.



10,000 Blank Ballots - Not secure



What is our backup plan?



www.uscase.org   Election Research 
       501c3

http://www.uscase.org/


The Folds





Over-Vote





Public CVRS

• Dodge County WI
https://www.co.dodge.wi.gov/departments/departments-a-
d/county-clerk/election-information 

• Sauk County WI
https://www.co.sauk.wi.us/countyclerk/election-information-
cast-vote-record-cvr-reports

https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information
https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information
https://www.co.sauk.wi.us/countyclerk/election-information-cast-vote-record-cvr-reports
https://www.co.sauk.wi.us/countyclerk/election-information-cast-vote-record-cvr-reports


Cast Vote Records (CVRs)

•Transparency is the inoculation 
to all conspiracy theories 









https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


www.uscase.org   Election Research

http://www.uscase.org/


Extra Credit – Hash Validation

General Procedures for Hash Validation

1.Your voting system vendor must provide specific instructions on how to generate hashes 
from your voting system and the voting system equipment, and on how to perform the 
comparison with the trusted hashes.

2.Using the vendor-provided instructions, the general custodian must generate a hash from 
the system and from a representative sample of the voting system equipment.

3.The trusted hashes must be obtained from the SOS or directly from the EAC. 

4.The general custodian will compare the hashes generated from the system and a 
representative sample of the voting system equipment to the trusted hashes provided by 
the SOS or the EAC to verify that those hashes are identical.

5.If the generated hash and the trusted hash are identical, then the test is successful.

• NOTE: If your voting systems version has not changed from the last time you obtained 
trusted hashes from the SOS, you may utilize the same files to perform the hash 
validation testing. You can submit another request if the previous files are unavailable.



Extra Credit – Hash Validation

Obtaining Trusted Hashes

1.In order to compare hashes, you must first obtain your trusted hashes from the SOS or 
the EAC.When requesting your hashes, please send the following information to the SOS 
or EAC:

a. Voting System Vendor (Hart, ES&S, etc.)
b. Vendor Specific Software Version (Verity 2.X, EVS 6.X.X.X, etc.)

2.Typically you will receive two e-mail messages. The first one will include 
an encrypted, password protected compressed folder. The decrypting passcode will be 
included in the second e-mail message.

3.You must download the encrypted file to your computer or an external storage device in 
order to extract and obtain the folder containing the trusted hashes.

4.In order to access the files, you must enter the passcode provided on the second e-mail 
message.

5.Once files are available, you must generate your voting systems values for comparison 
using the tool provided by the vendor or other authorized hashing tool.



Extra Credit – Hash Validation

Generating Your Hashes

• You must follow your vendor-provided specific instructions when 
generating your hashes. Hash generation procedures vary 
depending on the software version, equipment and vendor. Normally, 
a file containing the hashes is generated on the voting system using 
a native tool and exported to an external drive for comparison.

• You are not required to generate hashes from every individual voting 
device, but you are required to perform a hash validation of a 
representative sample of your voting system equipment. At a 
minimum, you need to generate a hash from at least one of every 
type of voting system device owned by your entity, including any 
voting devices, any precinct or central scanners, and any election 
management system workstations.



Extra Credit – Hash Validation

Performing the Comparison

• Once you have received your trusted hashes and have successfully generated hashes 
from a representative sample of your voting devices, the final step is to compare your 
trusted hashes against your generated hashes to verify that they are identical. This 
comparison may be performed either through a visual comparison or by using a 
comparison tool.

• You can perform your hash comparison by visually comparing the string of characters 
from your generated hash against the string of characters from your trusted hash. If the 
two sets of characters are identical, then the hash validation is successful.

• You can also perform your hash comparison by using a software tool to perform the 
comparison. You should not use a vendor-provided comparison tool for this purpose. For 
recommendations on comparison tools, please work with the SOS.

• NOTE: Several counties have identified freeware products that have been effective when 
comparing files for the purpose of hash validation. Such products might not be compatible 
to use with all voting systems methods of hash comparison. It is your responsibility to 
verify and investigate software before you install it in your systems. Please consult your 
SOS security personnel for guidance concerning the use of freeware for this purpose.



Extra Credit – Hash Validation

Voting Systems Certification

• A voting system that is unable to generate a hash value to verify 
the programming cannot meet this requirement and therefore 
should not be certified by the SOS.



Building the Evidence 2024
During Public Accuracy Tests, ask for Ballot Images and CVRs, since there is no 
identifying information of a voter issue here…so privacy is not an issue at all. 
(Voters do not fill out ballots for the test decks, that would count in an election)
1) Get sample ballots from every precinct
2) Get test decks copies, and review where the folds may impact elections
3) Evaluate if they tested enough ballots with folds for each test deck
4) Get Test Deck Report(s) for each tabulator
5) Get the Cast Vote Records
6) Get the Ballot Images (there is no Personal Identifying Information)
7) Get the log files (system and election)
If they can not provide this, they have not proven they know how to use the 
election equipment, nor have they proven the systems are secure.



Action Item – Review MN Items (NEW 2024)
206.58 AUTHORIZATION FOR USE.

Subdivision 1.Municipalities
(a) The governing body of a municipality, at a regular meeting or at a special meeting 
called for the purpose, may provide for the use of an electronic voting system in one or 
more precincts and at all elections in the precincts, subject to approval by the county 
auditor. Once a municipality has adopted the use of an electronic voting system in 
one or more precincts, the municipality must continue to use an electronic voting 
system for state elections in those precincts. The governing body must disseminate 
information to the public about the use of a new voting system at least 60 days prior to 
the election and must provide for instruction of voters with a demonstration voting 
system in a public place for the six weeks immediately prior to the first election at 
which the new voting system will be used.

https://www.revisor.mn.gov/statutes/cite/206.58 

https://www.revisor.mn.gov/statutes/cite/206.58


Action Item – Review MN Items
206.58 AUTHORIZATION FOR USE.

Subdivision 1.Municipalities
(b) A municipality must not adopt or use a system unless it has been approved by the secretary 
of state pursuant to section 206.57.

Subd. 2.May use experimental systems.

The governing body of a municipality may provide for the experimental use of an electronic 
voting system in one or more precincts without formal adoption of the system. Use of the 
system at an election is as valid for all purposes as if the system had been permanently 
adopted.

If the governing body of a municipality decides to use an electronic voting system, it shall, at a 
regular or special meeting held not less than 30 days before the election, prescribe suitable 
rules and instructions consistent with sections 206.55 to 206.90 for using the system and shall 
submit the rules and instructions to the secretary of state for approval. When approved, a 
printed copy of the rules and instructions must be posted prominently in the polling place and 
must remain open to inspection by the voters throughout election day.

https://www.revisor.mn.gov/statutes/cite/206.58 

https://www.revisor.mn.gov/statutes/cite/206.57
https://www.revisor.mn.gov/statutes/cite/206.55
https://www.revisor.mn.gov/statutes/cite/206.90
https://www.revisor.mn.gov/statutes/cite/206.58


2024 Primary to do list (Spring Training)
1) Verify County Systems

1) Version Number of System
2) Determine if any Change Orders Submitted for Update to AntiVirus
3) Serial Number of each tabulator
4) Verify each tabulator is tested before election, otherwise can’t use
5) Ask for Accuracy Test Results to be posted on County Web Site

2) Absentee Ballot Boards
1) 203.B121 – Ask county to pass resolution to ensure party balance (General Election)
2) Ban use of County and City Employees, they have other work to do
3) The City and County union only donates to the DFL
4) We must have balanced party oversight, party must validate 

3) Absentee and Mail Precincts
1) No mailing in ballots and No Drop Boxes…Don’t Risk Your VOTE
2) Vote in person, Drop off in person

4) Help Others Votes
1) Drive elder neighbors to polling location, can register at polling location if needed.
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