
Certified – Really?
Understand the Laws & Rules

www.midwestswampwatch.com

http://www.midwestswampwatch.com/


About Rick Weible

• Born and Raised in Minnesota
• B.A. Political Science – University of Minnesota
• 14 Years Elected Office 4 Years City Council, 10 Years Mayor St. 

Bonifacius
• 8 Years MN GOP CD3 Co-Chair and State Exec.
• Certified Network Engineer
• Worked at Help/Systems, the first ISO 9000 Software Company in USA.
• 28 Years of Cyber Security Consulting Experience
• CEO for D3Defense
• Moved to South Dakota 2018
• Manage clients DOD CMMC 2.0 Level 3 Certifications and Audits



Resources
• Antivirus Research (Jan 1st 2022-July 8th 2024)

• USCASE.ORG
• ES&S Modem Security

• USCASE.ORG
• Hand Counting

• USCASE.ORG
• causeofamerica.org 

• Test Decks (Logic & Accuracy)
• USCASE.ORG

• MN, SD, WI, WY State Help Under the “More” tab.
• www.midwestswampwatch.com

• Sign up at Cause of America
• https://causeofamerica.org/Post/get-involved

https://causeofamerica.org/Post/get-involved
http://www.midwestswampwatch.com/
https://causeofamerica.org/Post/get-involved


What Voters Can Do?

• Understand How The Machines Work
• Don’t over mark a ballot

• Your Vote Won’t Count
• If you make a mistake, get another ballot



Overvote

• Vote intent is lost



Overvote

• Voter intent is lost



Overvote(the folds)

• Voter intent is lost



Overvote(the folds)

• Voter intent is lost



Next Level – Test Decks (Logic and Accuracy)

• Usually done in Public…
• Get the reports
• Review against your laws and administrative  rules
• Look for unique numbers within race
• Look for unique numbers across races



WY Statute 22-11-104. Conduct of elections in which systems utilized.

(iii) Before testing an electronic voting system for an election, notify the county chairman of 
each political party having a candidate on the ballot, stating the time and place of the test. 
The political party representatives and representatives of independent candidates may be 
present for the test, which shall be held at least two (2) weeks before the election. The test 
shall ascertain that the automatic tabulating equipment will accurately count the votes 
cast for all offices and all measures. The test shall be conducted by processing a 
preaudited group of paper ballots or ballot cards on which are recorded a predetermined 
number of valid votes for each candidate and on each measure and shall include for each 
office one (1) or more ballots which have votes in excess of the number allowed by law in 
order to test the ability of the automatic tabulating equipment to reject such votes. During 
the test a different number of valid votes shall be assigned to each candidate for an 
office, and for and against each measure. If any error is detected, the cause of it shall be 
ascertained and corrected and an errorless count shall be secured and certified to by the 
county clerk. On completion of the count, the programs, test materials and ballots shall be 
sealed and retained as provided for paper ballots;





Invalid Logic and Accuracy Test



WY Election Code
• 22-11-103. Capabilities required.

(d) A vendor shall file in the office of the secretary of state an application for 
certification of an electronic voting system and the secretary of state shall 
approve the application before any electronic voting system to be used in an 
election conducted under this code may be distributed, sold or upgraded by 
the vendor. The application for certification of an electronic voting system 
shall contain the following documentation: 

 (i) Proof that the electronic voting system has been certified by the 
United States election assistance commission; 

(ii) Proof that the electronic voting system meets the voluntary 
voting system guidelines adopted by the United States election 
assistance commission; 

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf

Bad Reference to VVSG (there are 4 versions now)

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf


The EAC Standards

• 2002
• 2005 (1.0)
• 2015 (1.1)
• 2021 (2.0)
• As described in section 3 of the EAC's VVSG Lifecycle Policy, the EAC no 

longer accepts submissions to test new voting systems to previous major 
versions 12 months after new major VVSG standards are ready to be used 
for testing. With the accreditation of the first VSTL to test to VVSG 2.0 on 
November 15, 2022, VVSG 1.0 and VVSG 1.1 are now no longer used by 
the EAC to certify voting systems as of November 16, 2023.

Never Tested Through EAC

https://www.eac.gov/sites/default/files/TestingCertification/VVSG_Lifecycle_Policy_9_22.pdf


Voluntary Now Becomes Required



Authority – WY SOS Rules
SOS Election Procedures Chapter 12 - Section 3.Grounds for Denial or Withdrawal of Certification of Voting Equipment.

The secretary of state may deny or withdraw the certification of equipment for any of the following reasons:
(a) A county clerk notifies the secretary of state of a significant problem with the equipment or the secretary of state determines 

there is a significant problem with the equipment;
(b) The secretary of state determines that the equipment fails to meet the requirements necessary for approval or 

continued compliance;
(c) The secretary of state determines there is a need for significant enhancements or adjustments to the equipment;
(d) The vendor fails to notify the secretary of state of significant enhancements or adjustments which are necessary to the 

equipment;
(e) Upon written request by the secretary of state, the vendor fails to submit the equipment for re-examination by an 

EAC/NIST certified VSTL;
(f) The equipment does not produce accurate results and reports as required by law;
(g) Changes are made in the equipment that do not comply with the requirements for certification;
(h) The equipment is no longer used by any county in Wyoming or is no longer available for purchase or repair from the 

company; or
(i) The equipment, vendor or its employees are found to be problematic in ensuring elections as critical infrastructure.

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_ty
pe=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


ES&S 6.0.4.0 (2020 – Purchase)

• Windows 7 (Support Ended Jan 14th, 2020)
• 22/23 counties have the dell laptops
• Out of date AntiVirus – Norton Jan 22nd 2019 is 

latest date on it.
• FTP Server 10.0.5 is out of date and not supported.
• Laptops on purchase order Latitude 3500 are not 

certified for use.
• Modems are not EAC certified for use…
• https://www.eac.gov/sites/default/files/voting_syst

em/files/EVS6040_Cert_Scope%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf
https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


ES&S 6.0.4.0 Certified Hardware

Source: https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


6.0.4.0 Hardware



Dell Latitude 3500 & OkiData Printer C712
and what is the “router” 

 These Items Are Not Certified for Use



6.0.6.0 Certified Dell Hardware Allowed



SySTOR Not Certified

Crook County 7/24/2024



SySTOR Not Certified or Reviewed by the EAC

Q: 5. Are the duplicators manufactured by 
Pioneer/Nec/Sony?

A: No, they just provide the drives. All the other 
vital parts such as the controllers, cases, power 
supply, etc. are from different manufactures. 
The duplicator is assembled and tested in 
our warehouse.

https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0
&Store_Code=duplicator 

https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0&Store_Code=duplicator
https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0&Store_Code=duplicator


ES&S Disclaimer – Raises Questions



ES&S DS200 Models 6.0.4.0 Vs 6.0.6.0 



MN Violations



Voluntary Now Becomes Required



7.4.2 - Protection Against Malicious Software 

• 7.4.2 Protection Against Malicious Software 
Voting systems shall deploy protection 
against the many forms of threats to which 
they may be exposed such as file and macro 
viruses, worms, Trojan horses, and logic 
bombs. Vendors shall develop and 
document the procedures to be followed 
to ensure that such protection is 
maintained in a current status. 



Current Risk in the United States



ES&S Electionware 6.0.6.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



Engineering Change Orders 6.0.6.0 – Does WY 
Have This Update? 



ES&S Electionware 6.0.6.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



ES&S Engineering Change Orders 6.1.1.0 
(Example)



Argument - There is not time to fix this

• The EAC’s VVSG 1.0 standards adopted in 2005.
• Codified into law by most of the States.
• It is so broken it can not be fixed.
• EAC lacks proper oversight.
• EAC has not taken proper action
• WY is using uncertified equipment in its elections

• Dell Laptop for Ballot on demand printing.
• OkiData Printer
• SySTOR Thumb Drive Duplicator



What is our backup plan?



Prime Number Test Decks
How to detect rounding errors



Results with Full Decimal Places

• All races are correct



Results with 1 Decimal Place

• 27 errors and only 3 races are correct.



Results with 2 Decimal Places

• 7 errors and 23 are correct



Results with 3 Decimal Places

• All are correct
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