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About Rick Weible

• Born and Raised in Minnesota
• B.A. Political Science – University of Minnesota
• 14 Years Elected Office 4 Years City Council, 10 Years Mayor St. 

Bonifacius
• 8 Years MN GOP CD3 Co-Chair and State Exec.
• Certified Network Engineer
• Worked at Help/Systems, the first ISO 9000 Software Company in USA.
• 28 Years of Cyber Security Consulting Experience
• CEO for D3Defense
• Moved to South Dakota 2018
• Manage clients DOD CMMC 2.0 Level 3 Certifications and Audits



Election Integrity – The Gold Standard

Transparency
Is The Inoculation To All Conspiracy Theories 



WY Gold Standards
Let’s Review Together

Risks in Wyoming



Piedmont, SD
Call 605-787-4884 

https://elkcreekresort.net/ 

Code: Election Integrity
10% off + Plus Extras

Thursday Aug 22nd 7:00-9:00 pm
Friday Aug 23rd  7:00-9:00 pm
Saturday Aug 24th 10:00 am-Noon 
Saturday Aug 24th 1:00-3:00 pm
Saturday Aug 24th 6:00-8:00 pm

ES&S Evidence
Hand Count Demos
Workshops

https://elkcreekresort.net/


2022 Case – Test Deck Fail?



https://whatsupnewp.
com/2022/12/rhode-
island-reaches-
settlement-with-
voting-machine-
vendor-over-primary-
election-errors/



https://www.providencejournal.com/story/news/politics/2022/12/29/elections-systems-and-
software-settle-with-ri-over-spanish-ballot-mistake/69764706007/







Invalid Logic and Accuracy Test



In the testing for US Senator, John Holtz and Reid Rasner have the same number of votes, we can't determine if the votes 
would be flipped, also for State Senate....Gary, Eric, Marc all have the same number of votes (1), then Taft and Darin have 
no votes selected for them...again we can't determine if the votes could be flipped...this is pure negligence and cause to 
question the results of the election due to lack of proper testing and due diligence.

That violates the law and rules...
22-11-104. Conduct of elections in which systems utilized.
(iii) Before testing an electronic voting system for an election, notify the county chairman of each political party having a 
candidate on the ballot, stating the time and place of the test. The political party representatives and representatives of 
independent candidates may be present for the test, which shall be held at least two (2) weeks before the election. The 
test shall ascertain that the automatic tabulating equipment will accurately count the votes cast for all offices and all 
measures. The test shall be conducted by processing a preaudited group of paper ballots or ballot cards on which 
are recorded a predetermined number of valid votes for each candidate and on each measure and shall include for 
each office one (1) or more ballots which have votes in excess of the number allowed by law in order to test the 
ability of the automatic tabulating equipment to reject such votes. During the test a different number of valid votes 
shall be assigned to each candidate for an office, and for and against each measure. If any error is detected, the cause of 
it shall be ascertained and corrected and an errorless count shall be secured and certified to by the county clerk. On 
completion of the count, the programs, test materials and ballots shall be sealed and retained as provided for paper 
ballots;

0 is not part of the set of valid votes....1,2,3,4 are...0 is not a vote...



What Voters Can Do?

• Understand How The Machines Work
• Don’t over mark a ballot

• Your Vote Won’t Count
• If you make a mistake get another ballot



Election Officials – Voter Rolls
• Death Records – Review Monthly
• National Change of Address (NCOA) Review Monthly.

• 3 Year look back

• Clerk of Courts – Should send a list to County Auditor each month:
• County Auditor to remove individuals any individual called for jury duty who is excused 

from jury duty because the individual:

• Has Moved

• Has Been Identified as mentally incompetent

• Has Been Sentenced to imprisonment in the federal penitentiary system

• Deceased voters published in an obituary, reported by a county coroner, or recorded in the 
death records maintained as vital statistics records by the Department of Health

• Those who are not citizens of the United States

• No Charge for Voter Rolls, It’s Our Data, We Already Paid for the Systems



Election Officials – Use of Machines

• Audit Your Equipment & Accessories.
• If it is not on the certified list, you can’t use it.
• Desktops, Laptops, Servers, thumb drives.
• Ask for Engineering Change Orders from your vendor, where needed.

• Check Antivirus 
• If it is not update to date, ask your vendor for an Engineering Change Order.

• Follow the State Laws and Rules for use of equipment.
• Reusing Thumb Drives

• The vendor should reformat them for you, don’t risk it doing it yourself.
• Only thumb drives on the Certified List are allowed to be inserted into election 

equipment.

(IF UNABLE TO PERFORM THESE TASKS – HAND COUNT ELECTION)



Election Officials – Testing & Transparency

• Public Testing Should Be Announced 2 Weeks Prior to Event
• Create Standard Test Deck (Logic and Accuracy) – The “Control” 

• Use a Prime Number in each race.
• Every Ballot Option Assigned a Unique Number On The Ballot

• Test 20% Absentee/Mail-In Folded Ballots
• Let Voters Fill Out Ballots and Test Separately
• Publish Test Deck Reports on County Web Site
• Public Test Deck Cast Vote Records on County Web Site
(IF UNABLE TO PERFORM THESE TASKS – HAND COUNT ELECTION)



Election Officials – Election Transparency

• Party Balance for Absentee, Early Voting and Election Day
• Retest Machines Ahead of Tabulation
• Post Retests on the County Web site
• Zero Reports Published on County Web Site
• Ballots Images and Cast Vote Records Published Night of Election
• Electronic Poll Book Data Published Night of Election
• Post Election Audit of 100% of All Precincts and Races, By Hand

(IF UNABLE TO PERFORM THESE TASKS – HAND COUNT ELECTION)



Candidates & Party
• Recruit, Organize & Train Poll Workers and Election Judges.

• Laws, Rules, and What to Watch For…..chain of custody, signatures, folds, errors.

• Absentee Ballot Boards – Ensure Party Balance.
• Recruit, Organize & Train Poll Watchers.

• Laws, Rules, and What to Watch For…..backpacks, extra ballots, interpretations 
of bad ballots, use of thumb drives, unsecured areas and processes.

• Reporting of Incidents  - Ready Made Affidavit Templates 
• Understanding Rights and Assemble Legal Teams
• Validate Voter Rolls – Mailers & Post Cards – Return Mail Service, Digital 

and Door to Door Canvassing



What Voters Can Do?
• Help Your Election Official

• Get Costs of Election Equipment and Maintenance Agreements
• Review Costs of Hand Counting
• Attend Public Accuracy Tests
• Consider Being an Election Judge/Worker
• Attend Hand Count Training
• Get Ballot Images & Cast Vote Records

• Help Your Party or a Candidate
• Attend Public Accuracy Tests
• Consider Being a Poll Watcher
• Register Voters
• Validate Voter Rolls by Canvassing Voters
• Write Letters to the Editor on How You are Helping to Protect the Election.



What Voters Can Do?
• Help Others Vote

• Encourage Friends and Family to Vote
• Register Others to Vote
• Schedule Time to Drive Others to the Polling Place on Election Day

• Verify that no one Voted Absentee for you
• Some states don’t allow you to change your vote on election day.

• MN – Request an absentee ballot and bring it in with you unused….
• Vote in Person - Maintain Chain of Custody

• No Drop Boxes
• No Mailing it in

• Visit Cause of America
• https://causeofamerica.org/Post/get-involved 

https://causeofamerica.org/Post/get-involved


What Voters Can Do?

• Understand How The Machines Work
• Don’t over mark a ballot

• Your Vote Won’t Count
• If you make a mistake get another ballot



Overvote

• Vote intent is lost



Overvote

• Voter intent is lost



Overvote(the folds)

• Voter intent is lost



Overvote(the folds)

• Voter intent is lost



Resources
• Antivirus Research (Jan 1st  2022-July 8th 2024)

• USCASE.ORG
• ES&S Modem Security

• USCASE.ORG
• Hand Counting

• USCASE.ORG
• causeofamerica.org 

• Test Decks (Logic & Accuracy)
• USCASE.ORG

• Sign up at Cause of America
• https://causeofamerica.org/Post/get-involved 

https://causeofamerica.org/Post/get-involved
https://causeofamerica.org/Post/get-involved


GET READY------WY------



WY Election Code
• 22-11-103. Capabilities required.

(d) A vendor shall file in the office of the secretary of state an application for 
certification of an electronic voting system and the secretary of state shall 
approve the application before any electronic voting system to be used in an 
election conducted under this code may be distributed, sold or upgraded by 
the vendor. The application for certification of an electronic voting system 
shall contain the following documentation: 

 (i) Proof that the electronic voting system has been certified by the 
United States election assistance commission; 

•
 (ii) Proof that the electronic voting system meets the voluntary voting 
system guidelines adopted by the United States election assistance 
commission; 

Source: https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf  (Pages 47-48)

Bad Reference to VVSG (there are 4 versions now)

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf


The EAC Voluntary Voting System Standards (VVSG)

• 2002
• 2005 (1.0)
• 2015 (1.1)
• 2021 (2.0)
• As described in section 3 of the EAC's VVSG Lifecycle Policy, the EAC no 

longer accepts submissions to test new voting systems to previous major 
versions 12 months after new major VVSG standards are ready to be used 
for testing. With the accreditation of the first VSTL to test to VVSG 2.0 on 
November 15, 2022, VVSG 1.0 and VVSG 1.1 are now no longer used by 
the EAC to certify voting systems as of November 16, 2023.

Source: https://www.eac.gov/voting-equipment/voluntary-voting-system-guidelines 

Never Tested Through EAC

https://www.eac.gov/sites/default/files/TestingCertification/VVSG_Lifecycle_Policy_9_22.pdf
https://www.eac.gov/voting-equipment/voluntary-voting-system-guidelines


Voluntary Now Becomes Required



Authority – SOS - Statute

Source - https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf  (Pages 48-49)

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf


Authority – WY SOS Rules
SOS Election Procedures Chapter 12 - Section 3.Grounds for Denial or Withdrawal of Certification of Voting Equipment.

The secretary of state may deny or withdraw the certification of equipment for any of the following reasons:
(a) A county clerk notifies the secretary of state of a significant problem with the equipment or the secretary of state determines 

there is a significant problem with the equipment;
(b) The secretary of state determines that the equipment fails to meet the requirements necessary for approval or 

continued compliance;
(c) The secretary of state determines there is a need for significant enhancements or adjustments to the equipment;
(d) The vendor fails to notify the secretary of state of significant enhancements or adjustments which are necessary to the 

equipment;
(e) Upon written request by the secretary of state, the vendor fails to submit the equipment for re-examination by an 

EAC/NIST certified VSTL;
(f) The equipment does not produce accurate results and reports as required by law;
(g) Changes are made in the equipment that do not comply with the requirements for certification;
(h) The equipment is no longer used by any county in Wyoming or is no longer available for purchase or repair from the 

company; or
(i) The equipment, vendor or its employees are found to be problematic in ensuring elections as critical infrastructure.

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_ty
pe=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


Authority – WY SOS Rules
SOS Election Procedures Chapter 12 - Section 4.Procedure for Notice of Possible Withdrawal of Certification and Remedy Process. At 

any time after the certification of equipment, the secretary of state may withdraw such certification by complying with the following 
procedures:

(a) Written notice of the grounds for possible withdrawal is given to the vendor. Such notice shall include the following information:

(i) The reason(s) for possible withdrawal of certification; and
(ii) The date upon which certification may be withdrawn.

(b) If the vendor is notified of grounds for a withdrawal of certification, the vendor is responsible for all fees associated with any remedy 
necessary to maintain certification.

(c) The vendor shall have thirty (30) days to respond to the notice of grounds for withdrawal of certification. The vendor's response shall 
contain one or more of the following:

(i) A description of the corrective measures taken;
(ii) An explanation as to why the problem is not significant and the reason corrective measures do not need to be taken; or
(iii) An explanation as to why there is no problem with the equipment.

(d) After receiving the vendor's response, the secretary of state shall within forty-five (45) days determine whether:
(i) The vendor's corrective measures are satisfactory;
(ii) The explanations offered are satisfactory;
(iii) Further explanation is necessary; or
(iv) Withdrawal of certification is required.

(e) The secretary of state shall notify the vendor and counties of the decision in writing within ten (10) business days after 
making the determination.

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_ty
pe=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


Authority – WY SOS Rules
SOS Election Procedures Chapter 12 - Section 5.Decertification of Voting Equipment. The secretary of state may issue a directive 

decertifying the equipment if the secretary of state determines that any of the following are applicable:

(a) The equipment fails to meet the requirements necessary for continued compliance;

(b) Changes are made in the equipment that do not comply with the requirements for certification;

(c) The use of the equipment could jeopardize the integrity of an election;

(d) The equipment, vendor or its employees are found to be problematic in ensuring elections as critical infrastructure; or

(e) The secretary of state determines that a single vendor is to be used for the purposes of equipment uniformity.

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_ty
pe=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


Authority – WY SOS Rules
SOS Election Procedures Chapter 12 - Section 6.Maintaining Certification

(a)Reporting of Upgrades and Modifications in Equipment and Software: The vendor shall notify the secretary of state of 
all planned upgrades, patches, and modifications to the equipment to include a description of the upgrades, patches and/or 
modifications and the areas impacted. The notification form shall be designed and provided by the secretary of state. No upgrades, 
patches, or modifications shall be applied without written approval by the secretary of state.

(b)Odd Year Reporting: By July 1 of each odd numbered year, the vendor shall certify to the secretary of state a list, by 
county, of the equipment being used and other related demographics as required within the reporting form that shall be designed 
and provided by the secretary of state.

(c)Election Year Reporting: By May 1 of each general election year, the vendor shall certify to the secretary of state a list 
providing information about the software and firmware versions being used by county. The reporting form shall be designed and 
provided by the secretary of state.

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_ty
pe=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


Authority – SOS Rules

SOS Election Procedures Section 3. Grounds for Denial or Withdrawal of Certification of 
Voting Equipment.
The secretary of state may deny or withdraw the certification of equipment for any of the 
following reasons:

(b) The secretary of state determines that the equipment fails to meet the requirements 
necessary for approval or continued compliance;

(d) The vendor fails to notify the secretary of state of significant enhancements or
adjustments which are necessary to the equipment;

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_
data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057 

https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057
https://rules.wyo.gov/DownloadFile.aspx?source_id=17636&source_type_id=81&doc_type_id=110&include_meta_data=Y&file_type=pdf&filename=17636.pdf&token=098180081130222022184007130153146000076038136057


They Say It….At Least They Are Honest 6.0.4.0

Source: https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


ES&S 6.0.4.0 (2020 – WY Purchase)

• Windows 7 (Support Ended Jan 14th, 2020)
• 22/23 counties have the dell laptops
• Out of date Antivirus – Norton Jan 22nd 2019 is latest 

update on it.
• FTP Server 10.0.5 is out of date and not supported.
• Laptops on purchase order Latitude 3500 are not 

certified for use.
• Modems are not EAC certified for use…
• https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scop

e%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf
https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


ES&S 6.0.4.0 Certified Hardware

Source: https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/EVS6040_Cert_Scope%28FINAL%29.pdf


ES&S 6.0.6.0 (Windows 10 – WY Upgrade 2022 Elections)

• Windows 10 – 4/19/2021
• Windows Defender N/A is version
• Norton Removed
• FTP Server 11.0.07 out of date.
• PostgreSQL 11
• Laptop Hardware not conforming…
• DS200 Change are modems still there?



They Say It….At Least They Are Honest

Source: 
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Con
formance%2012_28_21.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf


ES&S 6.0.6.0 Certified Hardware

Source: 
https://www.eac.gov/sites/default/files/voting_system/files/E
S%26S%20EVS%206060%20Certificate%20and%20Scope%
20of%20Conformance%2012_28_21.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf


6.0.6.0 Certified Dell Hardware Allowed



ES&S Disclaimer – Raises Questions



Dell Latitude 3500 & OkiData Printer C712
and what is the “router” 

 These Items Are Not Certified for Use



So Wait…..Did You Notice the DS200 Models

https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-claims-394891 

https://freespeechforpeople.org/wp-content/uploads/2020/01/eac.ess-letter-
re-modems-with-attachments-01.07.20.pdf 

https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-claims-394891
https://freespeechforpeople.org/wp-content/uploads/2020/01/eac.ess-letter-re-modems-with-attachments-01.07.20.pdf
https://freespeechforpeople.org/wp-content/uploads/2020/01/eac.ess-letter-re-modems-with-attachments-01.07.20.pdf


ES&S DS200 Models 6.0.4.0 Vs 6.0.6.0 



SySTOR Not Certified

Crook County 7/24/2024



SySTOR Not Certified or Reviewed by the EAC

Q: 5. Are the duplicators manufactured by 
Pioneer/Nec/Sony?

A: No, they just provide the drives. All the other 
vital parts such as the controllers, cases, power 
supply, etc. are from different manufactures. 
The duplicator is assembled and tested in 
our warehouse.

https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0
&Store_Code=duplicator 

https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0&Store_Code=duplicator
https://esystor.com/mm5/merchant.mvc?Screen=FAQ&Order=0&Store_Code=duplicator


ES&S 6.0.6.0 Certified Hardware

Source: 
https://www.eac.gov/sites/default/files/voting_system/files/E
S%26S%20EVS%206060%20Certificate%20and%20Scope%
20of%20Conformance%2012_28_21.pdf 

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20Scope%20of%20Conformance%2012_28_21.pdf


ES&S 6.0.6.0 Status



ES&S Statement 6.0.6.0



7.4.2 - Protection Against Malicious Software 

• 7.4.2 Protection Against Malicious Software 
Voting systems shall deploy protection 
against the many forms of threats to which 
they may be exposed such as file and macro 
viruses, worms, Trojan horses, and logic 
bombs. Vendors shall develop and 
document the procedures to be followed 
to ensure that such protection is 
maintained in a current status. 



Current Risk in the United States



ES&S Electionware 6.0.6.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



ES&S Engineering Change Orders 6.0.6.0



Engineering Change Orders 6.0.6.0 – Does WY 
Have This Update? 



ES&S Electionware 6.0.6.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



ES&S Engineering Change Orders 6.1.1.0 
(Example)



ES&S Risks & EAC Response



EAC 2019 Statement

Source: 
https://www.eac.gov/sites/default/files/voting_equipment/NO
C19.01_SoftwareDeMinimisChanges_11-15-2019.pdf 

https://www.eac.gov/sites/default/files/voting_equipment/NOC19.01_SoftwareDeMinimisChanges_11-15-2019.pdf
https://www.eac.gov/sites/default/files/voting_equipment/NOC19.01_SoftwareDeMinimisChanges_11-15-2019.pdf


7.4.2 - Protection Against Malicious Software 

• 7.4.2 Protection Against Malicious Software 
Voting systems shall deploy protection 
against the many forms of threats to which 
they may be exposed such as file and macro 
viruses, worms, Trojan horses, and logic 
bombs. Vendors shall develop and 
document the procedures to be followed 
to ensure that such protection is 
maintained in a current status. 



ES&S Has Newer Systems



Still At High Risk

7/24/2024 – No Change 
Orders for Windows 
Updates for 6.4.0.0



ES&S Electionware 6.4.0.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



ES&S Electionware 6.4.0.0
WY is At HIGH Risk

What’s 
not 

detected 
or 

covered



Argument - There is not time to fix this

• The EAC’s VVSG 1.0 standards adopted in 2005.
• Codified into law by most of the States.
• It is so broken it can not be fixed.
• EAC lacks proper oversight.
• EAC has not taken proper action
• WY is using uncertified equipment in its elections

• Dell Laptop for Ballot on demand printing.
• OkiData Printer
• SySTOR Thumb Drive Duplicator



What is our backup plan?



www.uscase.org 

Answer – We Can Hand Count

http://www.uscase.org/


See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted 
ballots

Public Counting – Can observe with our 
own eyes and ears. 

Machine Counting – Supposed to audit 
programing by reviewing test decks, 
ballot images and Cast Vote Records 
(CVRs)

INSTANT TRUST INSTANT DOUBT





Machines ($5.40) vs Hand Count ($1.13) 



Test Deck Recommendations

• Each ballot style within a precinct should be tested.
• Paper Based Oval filled ballots
• Paper Based ExpressVote Bar Code ballots

• Each option should have a unique number assigned to it.
• Not repeated within the contest
• Not repeated on the ballot.

• Prime Number should be used in each contest.
• Example at https://uscase.org/test-deck-chart 

https://uscase.org/test-deck-chart
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• Paper Based Oval filled ballots
• Paper Based ExpressVote Bar Code ballots
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• Prime Number should be used in each contest.
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Examples – WY 2020 Primary – 4 Races Rep



Examples – WY 2020 Primary – 9 Races Dem



2024 WY Review  - w/Jill Kauffman
Rick Weible

www.midwestswampwatch.com 

http://www.midwestswampwatch.com/


www.uscase.org   Election Research 
       501c3
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www.uscase.org 
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www.uscase.org   Election Research

http://www.uscase.org/


https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


Post Election Audit is 2 steps

Should be auditing the actual voted ballots with a hand count.  
Redoing the test deck is invalid, and does not review the real-world ballots that were cast… 

Source - https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf  (Pages 48-49)

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf




WY - Post Election Audit



County Authorization (Local Control)

22-11-102. Use authorized; purchase or 

lease.

The board of county commissioners of each county may adopt for use, either 

experimentally or permanently, in any election in any or all polling places within 

the county, any electronic voting system authorized by law.

Source - https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf  (Page 47)

https://sos.wyo.gov/Forms/Publications/ElectionCode_8.5x11-07012024.pdf
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