Declaration of Rick Weible
Pursuant to 28 U.S.C Section 1746, I, Rick Weible make the following declaration.

1. Iam over the age of 21 years and | am under no legal disability, which
would prevent me from giving this declaration.

2. lcurrently reside at 803 Elk Street, Elkton, SD 57026.

3. I am a computer network engineer and data analysis expert with over 25
years of industry experience. Owner of a small computer consulting
company, that has been in business for over 25 years providing compliance
certifications, desktop support, programming, network management and
security, web development and hosting.

4. The following attached documents were reviewed to prepare this affidavit:

a. Amended Certification Report and Recommendation for Dominion
Democracy Suite, version 4.14-E Voting System?

b. Certification Report and Recommendation for Dominion Democracy
Suite, version 5.5C Voting System?
c. Certification of Dominion Democracy Suite Version 5.5-C Voting

System?

! See Amended Certification Report and Recommendation for Dominion Democracy Suite,
version 4.14-E Voting System. Prepared by the Elections Division of the Office of the
Minnesota Secretary of State. January 28, 2016. Available online at
https://officialdocuments.sos.state.mn.us/Files/GetDocument/103651 Last accessed July
28, 2022.

2 See Certification Report and Recommendation for Dominion Democracy Suite, version 5.5C
Voting System. Prepared by the Elections Division of the Office of the Minnesota Secretary
of State. April 12, 2022. Available online at
https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606 Last accessed on July
28, 2022.

3 See Minnesota Secretary of State Certification of Dominion Democracy Suite Version 5.5-C
Voting System. Dated May 2, 2022. Available online at (see next page of foot notes)


https://officialdocuments.sos.state.mn.us/Files/GetDocument/103651
https://officialdocuments.sos.state.mn.us/Files/GetDocument/131606

d. Email from EAC Senior Election Technology Specialist confirming
Dominion Democracy Suite 5.0 is a new voting system*

e. ProV &V Test Plan for EAC 2005 VVSG Certification Testing
Dominion Voting Systems Democracy Suite (D-Suite) Version 5.0
Voting System, dated 7/20/16.°

f. ProV &V Test Plan for EAC 2005 VVSG Certification Testing
Dominion Voting Systems Democracy Suite (D-Suite) Version 5.5-C

Voting System, Revision 1, dated 6/16/2020.°

https://officialdocuments.sos.state.mn.us/Files/GetDocument/131989 Last Accessed July
28, 2022.

4 See Attachment 1: Email from Election Assistance Commission dated 7/13/2022.

> See Pro V & V Test Plan for EAC 2005 VVSG Certification Testing Dominion Voting Systems
Democracy Suite (D-Suite) Version 5.0 Voting System. July 20, 2016. Available online at
https://www.eac.gov/sites/default/files/voting system/files/Dominion Voting Systems D-
Suite 5.0 Test Plan.pdf Last accessed July 28, 2022.

6 See Pro V & V Test Plan for EAC 2005 VVSG Certification Testing Dominion Voting Systems
Democracy Suite (D-Suite) Version 5.5-C Voting System. June 16, 2020. Available online at
https://www.eac.gov/sites/default/files/voting system/files/Dominion%20Voting%20Systems
%20%20D-Suite%205.5-C%20Test%20Report-Rev.%2001.pdf Last accessed July 28, 2022.



https://officialdocuments.sos.state.mn.us/Files/GetDocument/131989
https://www.eac.gov/sites/default/files/voting_system/files/Dominion_Voting_Systems_D-Suite_5.0_Test_Plan.pdf
https://www.eac.gov/sites/default/files/voting_system/files/Dominion_Voting_Systems_D-Suite_5.0_Test_Plan.pdf
https://www.eac.gov/sites/default/files/voting_system/files/Dominion%20Voting%20Systems%20%20D-Suite%205.5-C%20Test%20Report-Rev.%2001.pdf
https://www.eac.gov/sites/default/files/voting_system/files/Dominion%20Voting%20Systems%20%20D-Suite%205.5-C%20Test%20Report-Rev.%2001.pdf

5. The Minnesota Secretary of State (MNSOS) Certification Report and
Recommendation of Dominion Democracy Suite, version 5.5-C Voting
System (DDS 5.5-C), dated April 12, 2022, classified DDS5.5-C as a

modification from the Dominion Democracy Suite 4.14-E system (DDS 4.14-
E).

Certification Report and Recommendation
Dominion Democracy Suite, version 5.5-C Voting System
Prepared by

Elections Division
Office of the Minnesota Secretary of State
State of Minnesota
April 12, 2022

Section 1: Introduction

Dominion Voting Systems (Dominion) submitted an application dated May 10, 2021, and Technical Data Package (TDP)
to the Office of the Minnesota Secretary of State (055) to certify the Dominion Demacracy Suite version 5.5-C {D-Suite
5.5-C) and Dominion Democracy Suite 5.5-CS (D-5uite 5.5-C5) voting systems to the 2005 Voluntary Voting System
Guidelines (VWVSG).

The D-Suite 5.5-C is a modification from the previously certified Democracy Suite 4.14-E Voting System (D-Suite
4.14-E). The D-5uite 5.5-C Voting System received a recommendation for certification from Pro V & V, an independent
testing authority, on July 7, 2020 and the D-Suite 5.5-CS Voting System received a recommendation for certification
from Pro V & WV on July 15, 2020. D-Suite 5.5-C is a paper-based optical scan voting system. D-Suite 5.5-C consist of the
following major components:




6. The Appendix of the Minnesota Secretary of State (MNSQS) Certification
Report and Recommendation of Dominion Democracy Suite, version 5.5-C
Voting System (DDS 5.5-C), dated April 12, 2022, includes a chart indicating
DDS 5.5-C version is the fourth modification of the original system DDS 5.0.
This chart contradicts the statements made in its introduction. ’

Section 5: _Appendix

51 Version History
Version history and Certification Dates from Pro V&V of Dominion Democracy Suite 5.5-C

S\rslem‘\lers;lﬂn I S\rslem‘Mod\‘ficd NTS Certification Date | DSS Certification Date
Democracy Suite 5.0 Original 2/7/2017

D-Suite 5.5 D-Suite 5.0 9/17/2018

D-5uite 5.5-B | D-suite 5.5 | 8/21/2019

D-Suite 5.5-C D-Suite 5.5-B 7/7/2020 TBD

5.2 Democracy Suite 5.5-C Voting System Capacities

Maximum Number of: | Value
Precinctsin Election 1000

Candidates per Office 462

Candidates in Tabulator | 10000

Ballot Styles in Election | 3000

Contests in a ballot 156
style
Ballot Styles ina 5
Precinct

Vate For in Contest 30

Number of Parties 30

Document Number. 222849
Filed: April 13, 2022

Office of the Minnesota
Secretary of Stale Steve Simon

7. The US Election Assistance Commission (EAC) is an “independent,
bipartisan commission charged with developing guidance to meet HAVA
requirements, adopting voluntary voting system guidelines, and serving as
a national clearinghouse of information on election administration.” The
EAC also certifies voting system and is responsible for accrediting the
independent testing laboratories that certify voting systems. The law also
established the Technical Guidelines Development Committee to assist the
EAC in the development of voluntary voting system guidelines. The EAC
sets the standards for election administration in the United States and
makes the determination of whether a voting system is new or modified.?

7 See MINSOS Certification Report and Recommendation, DDS 5.5-C dated April 12, 2022, page
24,
8 See the EAC website at https://www.eac.gov/about-the-useac



https://www.eac.gov/about-the-useac

8. OnlJuly 6, 2022, | submitted a request to the EAC seeking clarification as to
whether the DDS 5.5-C was a modification from the DDS 4.14-E system or
from the DDS 5.0 and whether the DDS 5.0 system was a new system. The
EAC responded with confirmation the DDS 5.5C system is a modification of
the DDS 5.0 system and that the DDS 5.0 voting system was a new system.

RE: EAC Contact Form Submission

Paul Aumayr <paumayr@eac.gov>
Thu 1/7/2022 1217 PM

To: Rick Weible <rick@rgvisions.com=>
Good Afternoon

The Democracy Suite 5.0 is considered by the EAC to be 2 new voting system that has not previously been tested to applicable federal standards
in the EAC Program. This is stated in the test plan, test report and the EAC certification documentation.

Democracy Suite 5.5-C is considered 2 modification of Democracy Suite 5.5-B, as stated in the test plan, test report and the EAC certification
documentation.

Hopefully this answers your question.

Sincerely

Paul Aumayr | St. Electon Technology Specialist
Election Assistance Commission

£33 3 Street NW, Sulte 200 | Washington, DC 20001
awwesc oy

PAUM3YT@REAC qov

From: NoReply <no-reply@eac.zov-
Sent: Wednezday, July 6, 2022 7:14 PM
Subject: EAC Contact Form Submission

Submitted on Wed, 07/06/2022 - 7:13 PM
Submitted by: Anonymous

Submitted values are:

First Name
Rick

Last Name
Weible

Address
St. Bonifaciuz, Minnesota. 55375

Message

In reviewing the Dominion 4.14-E, 5.0, 5.5-C, it appears that the 4.14E i 3 separate voting system from the 5.0 version, in that the 5.0 s 3 new
voting system. Where as we see some documentation that states “The D-Suite 5.5-C is 2 modification from the previously certified Democracy
Suite 4.14-F Voting System (D-Suite 4.14-E)" we believe that the 5.5-C is a modification from 5.0 and that 5.0 is 3 new voting system from
4.14E.._please let us know what is correct.

Thank you,
Rick

Phone Number
6123064555

Email
ricki@rgvisions.com

Concerning
Voting Systemn Testing And Certification




9. The ProV & V Test Plan of DDS 5.5-C indicates the DDS 5.5-C system is the
third revision of the DVS Democracy Suite 5.0, which was certified as a new
system.®

21 Revision History
The table below details the version history of the D-Suite 5.5-C System:
Table 2-1. D-8Buite 5.5-C System Revision History

System Version Certification Type | Baseline System Certification Number
D-Suite 5.0 New System --- (Original System)--- | DVS-DemSuite5.0
D-Suite 5.5 Modification D-Suite 5.0 DVS-DemSuite5.5
D-Suite 5.5-B Modification D-Suite 5.5 DVS-DemSuite5.5-B
D-Suite 5.5-C Modification D-Suite 5.5-B DVS-DemSuite5.5-C*

*Upon grant of certification by the EAC
22 Scope of Testing

The scope of testing focused on the addition of the Canon DR-G2140 central count scanner, the
HP M3501dn printer for the ICX BMD configuration, and the Microsoft Windows 10 Patch (Jan.
14, 2020). To evaluate the D-Suite 5.5-C test requirements, the submitted modifications were

TR-01-01-DVS-38-01.01 250f 63

10.The Pro V & V Test Plan for DDS 5.0, dated 7/20/16, indicates the 5.0
system is the first version of a new voting system.°

2.0 PRE-CERTIFICATION TESTING AND ISSUES
2.1 Evaluation of Prior VSTL Testing

The D-Suite 5.0 is a new voting system that has not previously been tested to applicable federal
standards in the EAC Program. The Dominion Voting Systems D-Suite 4.14-E system, previously
certified by the EAC (Reference NTS Report No. PR036164-01 Rev. C, which is available for
viewing on the EAC’s website at www.eac.gov) contains various components of the system
currently under test. For this reason, the TDP review that was previously performed will be
utilized to meet the requirements of part of the required TDP review; only the updated portions of
the TDP will be reviewed as part of this test program.

2.2 Evaluation of Prior Non-VSTL Testing

The D-Suite 5.0 is a new voting system that has not previously been tested to applicable federal
standards in the EAC Program.

9See Pro V & V Test Lab Certification Testing 6/16/20, page 25.
10 See Attachment 8, Pro V & V Certification Testing, 7/20/16, page 9.



11.The EAC certified the DDS 5.0 voting system as a new voting system on
February 8, 2017.1!

United States Election Assistance Commission ‘

VVSG 2005 VER. |

Certificate of Conformance

CERTIFIED

Dominion Democracy Suite 5.0 v

The voting system identified on this certificate has been evaluated at an accredited voting system testing la-
boratory for conformance to the 2005 Voluntary Voting System Guidelines (2005 VVSG) . Components evalu-
ated for this certification are detailed in the attached Scope of Certification document. This certificate ap-
plies only to the specific version and release of the product in its evaluated configuration. The evaluation
has been verified by the EAC in accordance with the provisions of the EAC Voting System Testing and Cer-
tification Program Manual and the conclusions of the testing laboratory in the test report are consistent with
the evidence adduced. This certificate is not an endorsement of the product by any agency of the U.S. Gov-
ernment and no warranty of the product is either expressed or implied.

Product Name: Democracy Suite

Model or Version: 5.0

Name of VSTL: Pro V&V

. z 3 Executive Director
EAC Certification Number: DVS-DemSuite-5.0 U.S. Election Assistance Commission

Date Issued: February 8, 2017 Scope of Certification Attached

" The final EAC Certificate of Conformance and Scope of Conformance available online at
https://www.eac.gov/sites/default/files/voting system/files/Scope.and.Cert.FINAL.2.8.17.pdf



https://www.eac.gov/sites/default/files/voting_system/files/Scope.and.Cert.FINAL.2.8.17.pdf

12.The MNSQOS Certification of Dominion Democracy Suite Version 5.5-C
Voting System, dated May 2, 2022, corrects the error in the introduction of
its own report by its removal of the language determining DDS 5.5-Cis a
modification from the 4.14-E system and also confirms the position of both
the EAC and Pro V & V that the DDS 5.0 system was a new system, as
supported by the information in the Appendix of that same report:

“The D-Suite 5.5-C Voting System configuration is a modification from the EAC approved D-
Suite 5.5-B Voting System. The D-Suite 5.5-B system configuration is a modification of the D-
Suite 5.5 System configuration. The D-Suite 5.5 System configuration is a modification to the D-
Suite 5.0 System configuration. ™

The D-Suite 5.5-C System is a paper-based optical scan voting system. The D-Suite 5.5-C
VoﬁngSysmmconﬁgnm uamdtﬁnﬂmﬁmﬁemtwn-sms.ﬂivm
System. configuratiol samod:ﬁenﬁenof&eD-SmbS.SSym
m,mn-ms.ssmunmﬁgmmsa ; em

! | The independent testing authority found that all these system confi guranons met (he
requnrements set for the in the EAC 2005 VVSG, Volumes I and Il. According to Pro V&V, an
independent testing authority, in its report on the certification testing of D-Suite 5.5-C, dated July
7, 2020, “the D-Suite 5.5-C Voting System was evaluated against the relevant requirements S
contained in the EAC 2005 VVSG, Volumes I and II. Pro V&V found: E

“The D-Suite 5.5-C Voting System, as presented for testing, successfully met the requirements set
forth for voting systems in the U.S. election Assistance Commission (EAC) 2005 Voluntary Voting
System Guidelines (VVSG), Version 1.0. Additionally, Pro V&YV, Inc has determined that the D-
Suite 5.5-C functioned as a complete system during System Integration Testing. Based on the test
findings, Pro V&V recommends the EAC grant the D-Suite 5.5-C System....certification to the
EAC 2005 VVSG.”

12 See Attachment 6, MNSOS Certification, page 4.



13. Through data practices requests, it has been confirmed that Dakota
County was using Dominion Democracy Suite 4.14-E in both 2020 and 2021.

From: Lokken, Andy <Andy.Lokken@CO.DAKOTA.MN.US>

Sent: Thursday, February 25, 2021 2:56 PM

To: Ekblad, Bill (0SS) <Bill.Ekblad@state.mn.us>; Ruedy, Valerie <Valerie.Ruedy@CO.DAKOTA.MN.US>; Senn, David
<David.Senn@CO.DAKOTA.MN.US>; Acevedo, Saul <Saul.Acevedo@CO.DAKOTA.MN.US>; Miland, David
<david.miland @co.dakota.mn.us>

Cc: Lundquist, Phillip <Phillip.Lundgquist@CO.DAKOTA.MN.US>

Subject: RE: Dakota County: Election Equipment / Software Version Validation Request

Hi Bill:

| hope this finds you well.

Phillip was able to verify that the software versions you list below are aceurate.
Thanks!

Andy

From: Ekblad, Bill {0SS) <Bill.Ekblad@state.mn.us>

Sent: Thursday, February 18, 2021 12:32 PM

Te: Lokken, Andy <Andy.Lokken@CO.DAKOTA.MN.US>; Ruedy, Valerie <Valerie.Ruedy@CO.DAKOTA.MN.US>; Senn,
David <David.Senn@CO.DAKOTA.MN,US>; Acevedo, Saul <Saul. Acevedo@CO.DAKOTA.MN.US>; Miland, David
<david.miland @co.dakota.mn.us>

Subject: Dakota County: Election Equipment / Software Version Validation Request

From: Ekblad, Bill (OSS) <Bill.Ekblad@state.mn.us>

Sent: Thursday, February 18, 2021 12:32 PM

To: Lokken, Andy <Andy.Lokken@CO.DAKOTA.MN.US>; Ruedy, Valerie <Valerie.Ruedy@CO.DAKOTA.MN.US>; Senn,
David <David.Senn@CO.DAKOTA.MN.US>; Acevedo, Saul <Saul.Acevedo@CO.DAKOTA.MN.US>; Miland, David
<david.miland@co.dakota.mn.us>

Subject: Dakota County: Election Equipment / Software Version Validation Request

WARNING: External email. Please verify sender before opening h or clicking on links.

Hello Again Andy, David, Valerie, and the Dakota County Team,
| hope 2021 is off to a good start for you all, and that you are staying warm and healthy in Hastings this winter!

As you all know, the work of cyber security never rests, and the past two months have been no exception. The high-
profile SolarWinds Orion software compromise has dominated headlines, and taught us much about foreign adversary
cyber skills and capabilities. And while we're fortunate that (as far as we know!) it has not directly impacted Minnesota
counties or elections, it has been an important reminder of how critical it is to know precisely what hardware and
software your organization is using so you can react with speed and agility if you ever find yourselves in the crosshairs of
such a highly-skilled cyber adversary.

Toward that end, and building on the info we gathered last year in our Election Year Information Security Assessment
with SecurityStudio, I've been working with the major election equipment vendors (in your case Dominion) to document
specific hardware and software versions currently in-use in each Minnesota county. Below is the list of hardware and
software we believe is currently in-use by your team there in Dakota County. Please validate/verify/confirm that we’ve
got this correct, then keep this list handy as a quick reference in the event of any future security concern:

Dominion Democracy Suite V4.14E:

« Election Event Designer - version 4.14.38 - EMS software
 Results Tally and Reporting - v. 4.14.38 - EMS software

* File System Service - v. 4.14.38 - EMS software

 Audio Studio - v.4.14.38 - EMS software

« Data Center Manager-v. 4.14.38 - EMS software

= Application Server-v. 4.14.38 - EMS Software

= EMS Database Server-v. 4.14.38

« EMS Election Data Translator (EDT} - v. 4.14.38




14.Based

on a thorough review of the aforementioned documents and

subsequent analysis, in my expert opinion:

a.

Dominion Democracy Suite, version 4.14 was a modification of
Dominion Democracy Suite 4.0, which was the original version of the
4.0 voting system. That system was first certified for use in
Minnesota by the secretary of state in January 7, 2014 and has
remained in use in Dakota County and some of its municipalities until
the current election cycle.

Dominion Democracy Suite version 5.5C is a modification of
Dominion Democracy Suite, version 5.0, which was a new voting
system distinct from the original Democracy Suite version 4.0 and all
revisions of version 4.0.

. Any county or municipality opting to utilize any version of the

Dominion Democracy Suite 5.0 for the first time in this election cycle
will be utilizing a new election voting system in this election cycle,
including recently certified Dominion Democracy Suite version 5.5C
and 5.5CS.

4

Rick Weible

07/29/2022

803 Elk Street, Elkton, SD 57026



