Complaint Form
Office of the Wyoming Secretary of State

This form may be used when any person believes there has been or is about to be a violation of Title IIT of the Help America
Vote Act of 2002, P.L. 107-252. A letter in substantially the same form may be used so long as it is signed, sworn, and notarized.
Title LI concerns voting system (machine) standards; provisional voting; voter registration, and the registration list

requirements.

If this form indicates other possible violations, the Complaint may be referred to other authorities. A person

with a complaint may also speak or write directly to local election officials.

This form must be filed within thirty (30) calendar days of the date of the alleged violation, and it

must be sent to the Wyoming Secretary of State, Elections Division, Herschler Building

East,

Suites 100 & 101, 122 West 25th Street, Cheyenne, Wyoming 82002.

For prompt resolution, it is helpful to have all pertinent information be provided as requested
below. If space is inadequate, please attach additional pages.

Printed name of person making complaint Jill Kaufman
Address 269 Bellis Road, Wheatland WY 82201

Telephone number(s) 307-331-1725 E-mail address jkaufman@wyoming.com

State the facts of the alleged violation including date, time, place, and relevant actions of people
involved.

The US Election Assistance Commission Voluntary Voting Systems Guidelines 1.0, section 7.4.2 -
Protection Against Malicious Software, states that, "Voting systems shall deploy protection against the
many forms of threats to which they may be exposed such as file and macro viruses, worms, Trojan
horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure
that such protection is maintained in a current status." ES&S sought approval of an update to the antivurus
and a system vulnerability called Print Nightmare, through an Engineering Change Order, ES-1141, which
was approved by the US Election Assistance Commission on June 8th, 2022. We are aware of an email
from ES&S to the WY SOS office dated July 31st, 2024, stating that the security protection and antivirus
update had not approved or installed yet on WY election systems. This is a clear violation of "ensuring that
such protection is mainted in a current status”, when it has not been implemented for the past 3 years.

In which category do you think the complaint belongs?

|

Voting machine standards.

Provisional voting,

Voter registration, registration by mail, and identification required.
Voter information requirements.

Computerized voter registration list standards.
Other:

Ooo0oooao

State the requirement that you believe has been violated or which is about to be violated, and, if
you know, identify the section, subsection, and paragraph of the law stating the requirement.

22-11-103 (d) (i) - Proof that the electronic voting system meets the voluntary voting system
guidelines adopted by the United States election assistance commission:

This form is available in alternate formats from the Secretary of State upon request.
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If anyone else observed the alleged violation, name that person or those people and provide
information so we can contact them, if you can. Statements from other witnesses may be attached

to this form.

Jill Kaufman received the information, regarding the July 31st, 2024 email from
ES&S to the WY SOS office, via a FIOA request of the SOS office.

Attach to this form materials which demonstrate that a violation may have occurred, if there are
any.

When the complained of violation first came to your attention, did you attempt to correct it with
Jocal or state authorities? If you did, describe what you did, how, when, where, and with whom
you did it, and what the result was. (There is no requirement that you do this.)

Yes, we made the WY SOS office aware during a presentation to their office on
June 19th, 2024 at 2 pm MT.

What would you like to see changed in the conduct of elections in order to correct the alleged
violation(s), if you know?
Follow 22-11-103 () "The secretary of state may"...."withdraw certification of an electronic voting system for any of the following
reasons:"
"(iiy The vendor fails to notify the secretary of state of necessary enhancements or adjustments to the electronic voting system" as per
the EAC's VVSG 1.0 section 7.4.2 requiring systems to be in a current status for protection.
The SOS shall send notice of immediate withdrawal of certification of to ES&S of their EVS 6.0.6.0, until the all systems in WY are
updated with ECO 1141 the systems are not certified for use in WY, until it is confirmed that all systems in WY are updated.
Your assistance in providing the requested information will speed resolution of this Complaint. If
you are dissatisfied with the resolution made by the Secretary of State based upon the written

Complaint and its attachments, you may then request a hearing.
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Signau&é of Person Filing C%plaint

State of Wyoming )

County offp\ o )

Subscribed and sworn to before me this Q¥ day of NQWM\DQ U 20 <ol

e glen veesiat e

Notary Public
PAMELA HAND
o e NOTARY PUBLIC
My commission €xXpires: STATE OF WYOMING
(alaoldoay v COMMISSION ID: 167949

MY COMMISSION EXPIRES: 12/20/2028




From: Mommzerts, Lo

Tor Chudic gray@wyo.goy

Subject: Public concerns:

Date: Wednesday, July 31, 20%4 2:38:37 PM
Attachmentsy ES8S EVS 6060 Cerfificate and &

of Co|
ESS EVSEOE0 Tect Report Rev 04.ndF
ESSSYS 6'0"6'0 D SveQurpdf
M——Ji—!ﬁﬂit WY SO s —

or A

Hi Secretary Gray,

approved Dell computers, we test on certain fa
Test Report that shows what we have tested on. What we certify is the certain specifications that,
are needed for and approved by the EAC, in the Systern Overview Documentation you can find the
certain specifications, The FAC does not require BOD systems to be certified, however, it has ballot

security such as: encryption, digital signature, audit Jogs, physical and systems access contract and
more.,

The ECO 1141 is something that can be y
update is made. Attached is the request
have followed up.

pdated, however, ES&S would need approval before any 3
for approval letter in 2022, thisis somethingwe should .= ~~—+"

Please let me know ff you would liketo set y
today (I'll be boarding a fi ight at 4:30)
OUr owm, we are open to that as well.

pacall. Justin, Sarah and | are available unti| 4:30pm
or any time Friday. Orifyou prefer for usto meetwith Rick on

Thanks!

Lori Momrmagrts

Regional Sales Manager

Election Systems & Software

Cell- 208-2504318 | Omaha: 877-377-8683

lort. momiy eSSV L [www.essvote.com

CONFIDENTIALLTY NOTICE:

This e~mail transmission: and, any documents, files or previous e-mail massages attac
information that is confidential, pratected by the attorney/client or other privileges,

hed to it may contain
public information. It s intended to be: conveye

and may constitute non-
d only to the designated recipient(s) named above.

Any unauthorized use, reproduction, forwardi ng, distribution or other dissemination of thig transmission is
strictly prohibited and may be unlawul, If vou are not an intended recipiant of this, email transmissian,
please notify the sender by return e~mail and permanently defete any record of this transmission. Your
cooperation is appreciated. To find out more Cl ere,
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