Complaint Form
Office of the Wyoming Secretary of State

This form may be used when any person believes there has been or is about to be a violation of Title III of the Help Americal
Vote Act of 2002, P.L. 107-252. A letter in substantially the same form may be used so long as it is signed, sworn, and notarized.
Title III concerns voting system (machine) standards; provisional voting; voter registration, and the registration list
requirements.  If this form indicates other possible violations, the Complaint may be referred to other authorities. A person
with a complaint may also speak or write directly to local election officials.

This form must be filed within thirty (30) calendar days of the date of the alleged violation, and it
must be sent to the Wyoming Secretary of State, Elections Division, Herschler Building
East, Suites 100 & 101, 122 West 25th Street, Cheyenne, Wyoming 82002.
For prompt resolution, it is helpful to have all pertinent information be provided as requested
below. If space is inadequate, please attach additional pages.

L. Printed name of person making complaint Rick Weible
Address 803 Elk St, Elkton, SD 57026
Telephone number(s) 612-306-4555 E-mail address rick@rgvisions.com

2. State the facts of the alleged violation including date, time, place, and relevant actions of people
mvolved.

The US Election Assistance Commission Voluntary Voting Systems Guidelines 1.0, section 7.4.2 -
Protection Against Malicious Software, states that, "Voting systems shall deploy protection against the
many forms of threats to which they may be exposed such as file and macro viruses, worms, Trojan
horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure
that such protection is maintained in a current status." ES&S sought approval of an update to the antivurus
and a system vulnerability called Print Nightmare, through an Engineering Change Order, ES-1141, which
was approved by the US Election Assistance Commission on June 8th, 2022. We are aware of an email
from ES&S to the WY SOS office dated July 31st, 2024, stating that the security protection and antivirus
update had not approved or installed yet on WY election systems. This is a clear violation of "ensuring that
such protection is mainted in a current status”, when it has not been implemented for the past 3 years.

3. In which category do you think the complaint belongs?

[oN|

Voting machine standards.

Provisional voting.

Voter registration, registration by mail, and identification required.
Voter information requirements.

Computerized voter registration list standards.

Other:

Oooooao

4, State the requirement that you believe has been violated or which is about to be violated, and, if
you know, identify the section, subsection, and paragraph of the law stating the requirement.

22-11-103 (d) (ii) - Proof that the electronic voting system meets the voluntary voting system
guidelines adopted by the United States election assistance commission;

This form is available in alternate formats from the Secretary of State upon request.
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5. If anyone else observed the alleged violation, name that person or those people and provide
information so we can contact them, if you can. Statements from other witnesses may be attached
to this form.

Jill Kaufman received the information, regarding the July 31st, 2024 email from
ES&S to the WY SOS office, via a FIOA request of the SOS office.

6. Attach to this form materials which demonstrate that a violation may have occurred, if there are
any.
A When the complained of violation first came to your attention, did you attempt to correct it with

local or state authorities? If you did, describe what you did, how, when, where, and with whom
you did it, and what the result was. (There is no requirement that you do this.)

Yes, we made the WY SOS office aware during a presentation to their office on
June 19th, 2024 at 2 pm MT.

8. What would you like to see changed in the conduct of elections in order to correct the alleged
violation(s), if you know?

Follow 22-11-103 (e) "The secretary of state may"...."withdraw certification of an electronic voting system for any of the following
reasons:"

"(ii) The vendor fails to notify the secretary of state of necessary enhancements or adjustments to the electronic voting system" as per
the EAC's VVSG 1.0 section 7.4.2 requiring systems to be in a current status for protection.

The SOS shall send notice of immediate withdrawal of certification of to ES&S of their EVS 6.0.6.0, until the all systems in WY are
updated with ECO 1141 the systems are not certified for use in WY, until it is confirmed that all systems in WY are updated.

9 Your assistance in providing the requested information will speed resolution ofthis Complaint. If
you are dissatisfied with the resolution made by the Secretary of State based upon the written
Complaint and its attachments, you may then request a hearing.

a Signature of Person Filing Complaint

State of Wyoming )

)
County of 7/7/%44{ )

SS:

Subscribed and sworn to before me this \C)‘gb day of NOVMD0c e ST

et s g

Notary Public {W@WWWW?

PAMELA HAND
NOTARY PUBLIC
STATE OF WYOMING

4
My COmMMISSION eXpPIres: %
COMMISSION 1D: 167949
MY COMMISSION EXPIRES: 12/20/2028
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ENGINEER CHANGE ORDER (ECO) ANALYSIS FORM

Manufacturer: | Election Systems & Software (ES&S)

System: | EVS Windows 10 and Server 2016

ECO Number: | 1141

ECO Description: | Windows 10 and Server 2016 PowerShell Script updates

Overview:

This ECO documents the application of Windows 10 and Server 2016 updates to the Election Management Systems (EMS)
that consist of running the following two PowerShell Scripts: Windows_Updates.ps] and Update-AntiVirus-
Definitions.ps1. The reason for the updates is to address the Critical Vulnerability CVE-2021-34527, also known as

PrintNightmare, in the Windows Operating System and to ensure EVS systems are running the most up-to-date antivirus
definitions.

Systems Affected:
Federal: EVS 6.2.0.0, EVS 6.0.6.0
State: EVS 6.0.7.0, EVS 52.42,EVS55.03

Supporting Documentation:

e ECO 1141 ORIGINAL.docx (ES&S ECO)

e ECOI1141 EVS5242 Security Update Procedures.pdf (ES&S Security Update Procedure)
e ECOI1141_EVS5503_Security Update Procedures.pdf (ES&S Security Update Procedure)
e ECOL141_EVS6060_Security Update Procedures.pdf (ES&S Security Update Procedure)
e ECO1141_EVS6070_Security Update Procedures.pdf (ES&S Security Update Procedure)

e ECOI 141_EVS6200_Security Update Procedures.pdf (ES&S Security Update Procedure)
Supporting Tools:
e ECO-1141.zip (PowerShell script files)

Engineering Recommendation:

Technical documentation review and onsite functional regression/verification performed at ES&S facility by Pro V&V to
approve change. Functional regression testing consisted of installing the updates on all of the affected systems and
executing/running two System Integration elections; one General and one Primary. The elections were executed on all
precinct tabulators, central tabulators, and Universal Voting System devices. Each election’s results were brought back
into the EMS for reporting verification. Pro V&V determined the updates did not adversely impact system reliability,
functionality, capability, or operation. No additional testing required.

Engineering Analysis: De Minimis

Reviewer: Approver:
Wendy Owens Michael Walker
Printed Name Printed Name
Sgnature Signature
05/3/ /2022 05/3//2022
Date Date
Pro V&V, Inc.
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- O G,
gfﬁj'g,% U. S. ELECTION ASSISTANCE COMMISSION

2

5 fw,, VOTING SYSTEM TESTING AND CERTIFICATION PROGRAM

2 & g 633 3™ Street NW, Suite 200
*W* Washington, DC 2100

June 8, 2022 Sent via e-mail

Sue McKay, Vice President of Federal Certification
Election Systems & Software

11208 John Galt Blvd.

Omaha, NE 69137

Re: ES&S ECO 1141

Dear Ms. McKay,

The EAC has reviewed the evaluation from Pro V&V regarding ES&S ECO 1 141, and agrees
with the lab recommendation that this be considered a de minimis engineering change order,
applicable to EAC certified voting systems EVS 6.2.0.0 and EVS 6.0.6.0.

This correspondence is to inform you that ES&S ECO 1141 is approved.

Sincerely,
o
«WW/;:

Jonathon Panek
Director, Testing & Certification

Cc: Pro V&V







‘Froms

Tox

Subject:
Dater
Attachmentsy

Mormaerts, [ o
chuck. gray@wye. oy

Public concerng:

Wednesday, July 31, 2074 23837 PM
ESBS FVS 6060

approved Del| computers, we test on certain lapteps, a
Test Report that shows what we have
are needed for and approved by the EAC, in the Systerr

havefollowed up

Please let me know if you would [i
Today (I'll be boarding a f] ight at 4:30) or any time Friday. Orifyo

is the request for approval lette

Ourown, we are open to that as well.

Thanks!

Lori Mommaerts

Regional Sales Manager
Election Systems & Software

e]

Cell: 2068-250-4318 |
lorf. momy I

Omaha: 877-377-8683
DHNRErTs@ essvoie co

tested on. What we certify is the

, however, ES&s would need approval before any
rin 2022, thisis something we should

keto set up a:call, Justin, Sarah and | are available: yntij 4:30pm

u prefer for us'to meet with Rick on

: fwww_essvote.com

CONFIDENTIALITY NOTICE:

This e~maif transmission; and any dacuments, files

information that is
public Information.

confidential,
It is intende:

protected by the attorney/client or ether privileges,
& conveyed only to the designated: recipient(s)

d to b

Or previeus e-miail messages attached to it may contain

and may constitute non-
Named abova.
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