
State of South Dakota 

State Board of Elections 

Petition for Declaratory Rulings 

  

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026), 

am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board 

of Elections for its declaratory ruling in regard to the following: 

  

1. The state statutes or State Board of Elections rules or orders or forms in question are:  

-----------------------------------Start of State Statute--------------------------------------------- 

 12-17B-2. Requirements for automatic tabulating, electronic ballot marking, 

and election voting equipment systems--Approval of changes or modifications. 

Any automatic tabulating or electronic ballot marking system used in an election shall 

enable the voter to cast a vote for all offices and on all measures on which the voter is 

entitled to vote. No automatic tabulating, electronic ballot marking, or election voting 

equipment system may be connected to the internet. No ballot marking device may save 

or tabulate votes marked on any system. Each system shall fulfill the requirements for 

election assistance commission standards certification and be approved by the State 

Board of Elections prior to distribution and use in this state. No system may be approved 

unless the system fulfills the requirements as established by the State Board of Elections. 

Any changes or modifications to an approved system shall be approved by the State 

Board of Elections prior to distribution and use. 

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5, 

2018. 

---------------------------------- End of State Statute---------------------------------------------- 

 

----------------------------Start of State Board of Elections Rule-------------------------------- 

           5:02:09:02.  Approval of automatic tabulating systems required before 

distribution. Prior to distribution in South Dakota, a company or corporation dealing in 

automatic tabulating or electronic ballot marking systems shall give written notice to the state 

board of elections and demonstrate that its system complies with SDCL 12-17B-2 and 

§ 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the requirements of the Election 

Assistance Commission 2015 voting system standards by an independent test authority 

accredited by the Election Assistance Commission. If the State Board of Elections approves the 

system, it shall issue a certificate of approval. 

           Any changes or modifications in an approved automatic tabulating or electronic ballot 

marking system may be certified by the State Board of Elections with or without the 

demonstration described in this section for initial approval. The modification for the already 

approved system must have been certified as fulfilling the requirements of the Election 

Assistance Commission voting system 2015 standards by an independent test authority 

accredited by the Election Assistance Commission or been certified to meet the national 

standard by another state. Any change or modification determined to be de minimis by the 

independent test authority does not need state board of elections certification. 

https://sdlegislature.gov/statutes/DisplayStatute.aspx?Type=Statute&Statute=1-26-15
https://sdlegislature.gov/statutes/DisplayStatute.aspx?Type=Statute&Statute=
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=12-17B-2
https://sdlegislature.gov/api/SessionLaws/1994/110/null/null
https://sdlegislature.gov/api/SessionLaws/2005/92/null/null
https://sdlegislature.gov/api/SessionLaws/2018/81/null/null
https://sdlegislature.gov/statutes/DisplayStatute.aspx?Type=Statute&Statute=12-17B-2


Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective September 24, 1979; 16 

SDR 203, effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 SDR 95, effective 

January 18, 1996; 29 SDR 113, effective January 30, 2003; 32 SDR 109, effective December 

26, 2005; 33 SDR 230, effective July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42, 

effective September 30, 2019; 47 SDR 37, effective October 6, 2020. 

---------------------- End of State Board of Elections Rule ------------------------------------ 

          2. The facts and circumstances which give rise to the issue to be answered by the board's 

declaratory ruling are: 

 

ES&S sold to both Lincoln County, March 18th 2020 (Exhibit A),  and Penington County, March 

31st 2020 (Exhibit B) Dell Latitude laptops model 5501 configured with the ES&S Electionware 

Results software, which is not listed in the US Election Assistance Commission Certificate of 

Conformance for the ES&S EVS 6.1.0.0 or 6.1.1.0 as part of its certified system to run the 

Electionware Results (EMS Standalone Workstation) software.  The change to a different laptop 

was not approved by the South Dakota State Board of Elections. 

a. The Help America Vote Act of 2002, defines what a voting system is: 

 
The laptops that have the ES&S, Electionware Management Software on it to produce 

combined election night results and reports, allows review of the logs on the thumb 

drives from the tabulators, and has an audit trail created of it’s processes of importing 

data from each thumb drive to create election reports. 

Source - Page 41/65 

https://www.eac.gov/sites/default/files/eac_assets/1/6/HAVA41.PDF  

 

 

b. The ES&S EVS 6.1.0.0 system configuration was approved on October 30th, 2019 by 

the State Board of Elections for use in the state of South Dakota. 

https://boardsandcommissions.sd.gov/bcuploads/2019EVS6100Report.pdf  

 

https://www.eac.gov/sites/default/files/eac_assets/1/6/HAVA41.PDF
https://boardsandcommissions.sd.gov/bcuploads/2019EVS6100Report.pdf


c. The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly shows that only the 

Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for 

use in the ES&S  voting system.  

 
https://www.eac.gov/sites/default/files/voting_system/files/EVS6100Cert_Scope_%2

528FINAL%2529.pdf  

 

d. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell 

Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use  

in the ES&S voting system. 

 
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%2

0Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf  

 

e. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of 

Elections approved of for use in the state of South Dakota in August of 2021. 

https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate

%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf  

 

f. As a side note it is important to note on Dell’s web site regarding Wake-on-Lan 

Capabilities and the default settings.  This makes it important to validate the settings 

during testing and certification to evaluate if these settings have been disabled and 

remain in the BIOS.  Without proper testing, documentation and certification, no 

claim can be asserted that the systems are secure.  - 

https://www.dell.com/support/kbdoc/en-us/000175490/dell-command-powershell-

provider-wakeon-lan-wlan 

 

g. Both Lincoln and Pennington Counties use the laptop to read the thumb drives from 

the tabulators, after processing the ballots, which do the following: 

a. Consolidate and report election results.  

b. Produce and maintain a comprehensive audit trail.   

https://www.eac.gov/sites/default/files/voting_system/files/EVS6100Cert_Scope_%2528FINAL%2529.pdf
https://www.eac.gov/sites/default/files/voting_system/files/EVS6100Cert_Scope_%2528FINAL%2529.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.dell.com/support/kbdoc/en-us/000175490/dell-command-powershell-provider-wakeon-lan-wlan
https://www.dell.com/support/kbdoc/en-us/000175490/dell-command-powershell-provider-wakeon-lan-wlan


During the Logic and Accuracy testing before an election, the laptop is used to: 

c. Prepare the voting system for use in an election, by confirming that the ballots 

are read correctly and the reports are correctly reporting results when 

compared to the expected results workbook. 

 

h. In walking through the US Election Assistance Commission’s (EAC) standards called 

the Voluntary Voting Guidelines 1.0 Volume I (VVSG 1.0), as required by South 

Dakota Statute 12-17B-2, “Each system shall fulfill the requirements for election 

assistance commission standards certification”,  which ES&S’ EVS 6.1.0.0 and 

6.1.1.0 was tested to, we see clarifying statements as to when hardware needs to be 

re-evaluated.  

a. First on page 4 of the VVSG 1.0 Volume I

 
When reading the list in this section, it is clear from the previous statement (f) 

that those three items are listed as part of (g), where hardware changes do 

matter. 

 

b. Secondly, on page 7 of the VVSG 1.0 Volume I 

 
The very statement “further examination of the system is required if 

modifications are made to the hardware….including the installation of the 

software on different hardware.”  The hardware between what was tested for 

the Election Management System (EMS) software changed between the 

certification and to what was sold, thus requiring an assessment and 



recommendation to the EAC and the vendor (ES&S). 

 

c. Thirdly, on page 67 of the VVSG 1.0 Volume I 

 
Here we can see that under hardware requirements that “Computers used 

to….consolidate and report votes, and perform other election management 

activities”, is listed.  This is exactly what the Dell laptops running ES&S 

Electionware Management System (EMS) is, the software that provides the 

consolidated reports of the vote totals and performs other election 

management activities for the counties. 

 

d. Fourthly, accuracy requirements come into play on pages 68-69 of the VVSG 

1.0 Volume I, for this section, we will focus on the central-count voting 

systems, since neither county uses tabulators at the precinct, and the precincts 

send in all of the ballots into the county seat for processing.  



 

 

 
Here in (d.) we can see that when using multiple tabulators, we are able to 

consolidate the election results with the laptop and use the laptop to report 

results.   

Source – US Election Assistance Commission Voluntary Voting Systems 

Guidelines 1.0 (VVSG 1.0) Volume I  - 

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.

PDF  

 

i. Now in walking through the second volume of the US Election Assistance 

Commission’s (EAC) standards called the Voluntary Voting Guidelines 1.0 Volume 

II (VVSG 1.0), as required by South Dakota Statute 12-17B-2, “Each system shall 

fulfill the requirements for election assistance commission standards certification”,  

which ES&S’ EVS 6.1.0.0 and 6.1.1.0 was tested to, we see clarifying statements as 

to when hardware needs to be re-evaluated.  

a. First on page 10 of the VVSG 1.0 Volume II, in looking at the exceptions, we 

can see that in (c.) there is a list of exceptions to the exceptions, which means 

that these devices need to be examined and certified for use.  So, in short, the 

laptops that produce an official output report need to be tested.  

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


 

 
 

b. On page 11 of the VVSG 1.0 Volume II, we can see the accredited test lab 

would be reviewing configuration management records and may determine 

the next steps, if just documentation updates are needed, minor retest, or a 

complete retest is warranted.  

 
 

 



c. On pages 23-24 of the VVSG 1.0 Volume II, we can see that ES&S would be 

required to provide full system descriptions, in essence a full inventory of 

software and hardware used in COTS (Commonly Off The Shelf). 

 

 
The section where identification of all COTS hardware used in the operation 

of the voting system is a shall, and it is not optional.  This leads one to believe 

that if you are switching versions within a vendor space, you would need to 

identify that, since once a model is declared, and if a vendor changes to a 

different model, the test lab must be able to validate it and certify it for use in 

an election. 

 

d. On page 25 of the VVSG 1.0 Volume II, we can see the detailed specifications 

required for the hardware components.  

 
 

e. On pages 28-29 of the VVSG 1.0 Volume II, the COTS laptop with the ES&S 

Electionware Management System (EMS) would fall into this category since 

there is an operator interface, logic and arithmetic for combining totals, and 



data report outputs. 

 

 
 

f. On pages 61-62 of the VVSG 1.0 Volume II, section 4.2.1, it is clear that the 

vendor has a responsibility to communicate with the test lab all COTS 

manufacture specifications and evidence that the equipment has been tested to 

the equivalent of the EAC requirements, by using the word “shall”.  And there 

is no bypass around, since testing by the vendor is not a substitute for the 

accredited test lab.  

 

 
g. On page 62 - of the VVSG 1.0 Volume II, it is clear that performance and 

construction matter, and that the testing equipment shall be equivalent to what 

is used in the real world. 

 
Source – US Election Assistance Commission Voluntary Voting Systems 

Guidelines 1.0 (VVSG 1.0) Volume II  - 

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG1.0Vol.2.PDF  

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG1.0Vol.2.PDF


 

 

j. The Dell Latitude 5580 has the following components: 

a. Supported Processors – Intel 6th and 7th  Generation processors. 

b. Supported WLANs - This laptop supports the Intel 8265 with and without 

Bluetooth or Qualcomm 1820 with Bluetooth card. 

c. Three USB 3.0 ports, with one PowerShare. 

d. Memory is Two-SODIMM slots DDR4 at 2133 and 2400 Mhz. 

e. Contactless smart card specifications - BTO with USH. 

https://www.dell.com/support/manuals/en-us/latitude-15-5580-

laptop/late5580_om_pub/technical-specifications?guid=guid-8be0e657-f5fa-

4ebb-bf14-3ee91e1a5775&lang=en-us  

f. The mother board looks like this, and is made in China 

 
https://www.parts-

people.com/index.php?action=item&id=32139&utm_source=google&utm_m

edium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad

_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-

elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tH

Et1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB  

https://www.dell.com/support/manuals/en-us/latitude-15-5580-laptop/late5580_om_pub/technical-specifications?guid=guid-8be0e657-f5fa-4ebb-bf14-3ee91e1a5775&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5580-laptop/late5580_om_pub/technical-specifications?guid=guid-8be0e657-f5fa-4ebb-bf14-3ee91e1a5775&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5580-laptop/late5580_om_pub/technical-specifications?guid=guid-8be0e657-f5fa-4ebb-bf14-3ee91e1a5775&lang=en-us
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB
https://www.parts-people.com/index.php?action=item&id=32139&utm_source=google&utm_medium=cpc&adpos=&scid=scplp32139&sc_intid=32139&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlkvvQr5vuLh_LR5tHEt1OGQwR8ab88GkDdwbXA93VYqbYse_euGe5sIaApdrEALw_wcB


g. The laptop ports are arranged in this order. 

 
https://dl.dell.com/Manuals/all-

products/esuprt_laptop/esuprt_latitude_laptop/latitude-15-5580-

laptop_Setup%20Guide_en-us.pdf  

 

 

k. The Dell Latitude 5501 has the following different components: 

a. Supported Processors – Intel 9th Generation processors. 

b. Supported WLANS – This laptop supports; Intel Dual Band Wireless AC 

9560 (802.11ac) 2x2 + Bluetooth 5.0, Qualcomm QCA61x4A (DW1820) 

802.11ac Dual Band (2x2) Wireless Adapter + Bluetooth 4.2, and Intel 

AX200 + Bluetooth 5.0. 

c. Supported Mobile broadband is - Intel XMM 7360 Global LTE-Advanced. 

d. Two USB 3.1 Gen 1 port , One USB 3.1 Gen 1 with PowerShare, One USB 

3.1 Gen 2 (Type-C) with Thunderbolt. 

e. Memory is Two-SODIMM slots DDR4 at 2666 Mhz. 

f. Dell ControlVault 3 Contactless Smartcard reader with NFC. 

https://www.dell.com/support/manuals/en-us/latitude-15-5501-

laptop/latitiude_5501_setupspecs/system-specifications?guid=guid-ab67ed37-

0818-4592-a25c-f04b3a73c18d&lang=en-us  

https://dl.dell.com/Manuals/all-products/esuprt_laptop/esuprt_latitude_laptop/latitude-15-5580-laptop_Setup%20Guide_en-us.pdf
https://dl.dell.com/Manuals/all-products/esuprt_laptop/esuprt_latitude_laptop/latitude-15-5580-laptop_Setup%20Guide_en-us.pdf
https://dl.dell.com/Manuals/all-products/esuprt_laptop/esuprt_latitude_laptop/latitude-15-5580-laptop_Setup%20Guide_en-us.pdf
https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/latitiude_5501_setupspecs/system-specifications?guid=guid-ab67ed37-0818-4592-a25c-f04b3a73c18d&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/latitiude_5501_setupspecs/system-specifications?guid=guid-ab67ed37-0818-4592-a25c-f04b3a73c18d&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/latitiude_5501_setupspecs/system-specifications?guid=guid-ab67ed37-0818-4592-a25c-f04b3a73c18d&lang=en-us


g. The laptop ports are configured in this manner: 

 

 
https://www.dell.com/support/manuals/en-us/latitude-15-5501-

laptop/Latitiude_5501_SetupSpecs/right-view?guid=guid-baae19b3-ea97-

46a6-8033-9d1da79cbf78&lang=en-us  

https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/Latitiude_5501_SetupSpecs/right-view?guid=guid-baae19b3-ea97-46a6-8033-9d1da79cbf78&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/Latitiude_5501_SetupSpecs/right-view?guid=guid-baae19b3-ea97-46a6-8033-9d1da79cbf78&lang=en-us
https://www.dell.com/support/manuals/en-us/latitude-15-5501-laptop/Latitiude_5501_SetupSpecs/right-view?guid=guid-baae19b3-ea97-46a6-8033-9d1da79cbf78&lang=en-us


h. The mother board looks like this, and is made in China 

 
https://www.parts-

people.com/index.php?action=item&id=27412&utm_source=google&utm_m

edium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad

_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-

elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6

QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB  

 

 

l. As we can see through the itemized list as well as the pictures of the layout of the 

ports, of the two laptop models above, they are not the same in function and form, the 

motherboards, memory, network cards, and processors are different, even the USB 

ports and cases are different, thus requiring a review through the engineering change 

order submittal by the vendor.  Allowing the test lab to review and the EAC to certify 

the changes to the voting system.  

 

m. Hardware components matter, just to brush off COTS to be broadly inclusive can lead 

to issues of compatibility, unknown security gaps and even performance failures 

when proper vetting and testing is not happening.  Imagine if an untested COTS 

computer crashed during the accumulation of the gathering of the data from the 

thumb drives, producing reports, or during a backup.  As an example, there are known 

issues with Intel Processors, and it takes time to research discover, solve and mitigate 

issues.  Just recently Intel and Dell notified the user community of the Intel Core 13th 

and 14th generation i5, i7, and i9 processors in their Dell and Alienware branded 

desktop, tower, and workstation computers.  In July of 2024 reports of instability and 

blue screens were reported, but it wasn’t until July of 2025 that a software patch at 

the BIOS level to regulate the power to the processor fixed the issue. (Exhibit C) 

https://www.dell.com/support/kbdoc/en-

us/article/lkbprint?ArticleNumber=000227933&AccessLevel=10&Lang=en  

 

n. In this case the newer Dell laptop model includes an Intel 9th Generation processor 

that has a recently discovered security issue, which has not been addressed by the 

EAC nor ES&S, this vulnerability does not exist in the 6th and 7th Intel generation 

processors. CVE-2024-45332 deals with the exposure of sensitive information caused 

by shared microarchitectural predictor state that influences transient execution in the 

https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.parts-people.com/index.php?action=item&id=27412&utm_source=google&utm_medium=cpc&adpos=&scid=scplp27412&sc_intid=27412&gad_source=1&gad_campaignid=21205085926&gbraid=0AAAAAD6HM6zgDkeefaNB-i-elN3Uh1I9R&gclid=Cj0KCQjwqqDFBhDhARIsAIHTlktolJvFIji99vQmYg6QZJEeZ2ZwthtL5bbK5joH0psqcqiW7RTNdLYaAuoyEALw_wcB
https://www.dell.com/support/kbdoc/en-us/article/lkbprint?ArticleNumber=000227933&AccessLevel=10&Lang=en
https://www.dell.com/support/kbdoc/en-us/article/lkbprint?ArticleNumber=000227933&AccessLevel=10&Lang=en


indirect branch predictors for some Intel® Processors may allow an authenticated 

user to potentially enable information disclosure via local access.  Now coupled with 

an unreviewed network card, wireless card, and potentially cellular card, imagine the 

possibilities. (Exhibit D)  Intel’s 5/13/2025 notice can be found here - 

https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-

01247.html  

  

o. ES&S has not submitted any Engineering Change Orders for any new laptops or 

desktops for EVS 6.1.0.0 or 6.1.1.0, as required by the US Election Assistance 

Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be 

considered as part of an approved voting system. 

 

p. On page 2 of all ES&S administration manuals it is clear ES&S understands the 

requirements, by placing this notice in the manual: 

a. “United States Election Assistance Commission Notification for 

Approved Voting Systems 

In accordance with the United States Election Assistance Commission (EAC) 

Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies 

the purchaser that any changes or modifications to an EAC approved voting 

system which have not been tested and certified by the EAC will void the 

EAC certification for such EAC approved voting system.” 

 

q. I have asked the U.S. Election Assistance Commission about changes in approved 

laptops; they have confirmed that an Engineering Change Order is common for 

hardware upgrades and is the most frequent reason for submissions. (Exhibit E) 

 

r. There are no meeting minutes since October of 2019 by the South Dakota State Board 

of Elections indicating an application by ES&S seeking approval of any changes or 

modifications to any prior approved voting system seeking to add new models of 

laptops. 

 

s. Lincoln and Pennington Counties and ES&S and failed to abide by our state laws and 

rules, which clearly requires approval of a change or modification to an already 

approved configuration by the South Dakota State Board of Elections before a new a 

new laptop model is used prior to distribution and use in South Dakota. 

  

          3.  The precise issue to be answered by the board's declaratory ruling is:  

a. Did ES&S comply with the rules which require “a company or corporation 

dealing in automatic tabulating or electronic ballot marking systems…give 

written notice to the state board of elections and demonstrate that its system 

complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is 

certified as fulfilling the requirements of the Election Assistance Commission 

2015 voting system standards by an independent test authority accredited by 

the Election Assistance Commission”, to include a Dell Latitude 5501 laptop?    

b. When the State Board of Elections approved EVS 6.1.1.0, which did not have 

a listing of minimum system requirements, does that mean it is wide open, or 

https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01247.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01247.html
https://sdlegislature.gov/statutes/DisplayStatute.aspx?Type=Statute&Statute=12-17B-2


did the State Board of Elections approve only the COTS systems listed on the 

Election Assistance Commission Certificate?  

c. Does the State Board of Elections consider an Election Assistance 

Commission approved Engineering Change Order, which includes a change in 

COTS hardware, automatically approved for use in South Dakota and is not 

subject to review or approval? 

d. Does the State Board of Elections consider a change to a COTS system 

without Election Assistance Commission approval of an Engineering Change 

Order, and without any documentation of review or certification, 

automatically approved for use in South Dakota and is not subject to review or 

approval? 

e. Does the State Board of Elections have guidance from ES&S as to what is 

allowed from a minimum standard as “COTS”?  

f. Does the State Board of Elections have guidance from Election Assistance 

Commission as to what is allowed from a minimum standard as “COTS”? 

g. Has the State Board of Elections provided guidance to the counties as to what 

is allowed from a minimum standard as “COTS”? 

h. Does the State Board of Elections allow counties to purchase “COTS” 

systems from any vendor, other than ES&S? 

i. If a security issue is discovered with a COTS system, who is responsible for 

maintaining it? 

j. If a security issue is discovered with a COTS system, who is responsible for 

troubleshooting it and resolve the issue? 

k. Do counties have the authority to purchase systems not listed in the COTS 

portion of the certificate without having the vendor first notify the State Board 

of Elections and potentially obtain approval?  

l. Does ES&S have an obligation to notify the State Board of Elections of “any” 

changes or “modifications” from a documented COTS hardware, before sale 

and use in the state? 

 

 

 

Dated at (    Elkton, SD    ), this _28th __ day of _August______, 2025___. 

 

 

 

SWORN TO BEFORE ME 

 

            ______________________                                          ______________________ 

Notary Public                                                               Rick Weible 

Commission expires:      803 Elk St., Elkton, SD 57026 

       Signature of petitioner.  
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