
Hawk Associates, 520-335-8788, web@hawkassociates.us  

 

Active Directory Administrator – Ft. Huachuca/Sierra Vista, AZ 

 

Job Description: Hawk Associates is seeking an IT professional who wants to join a mission-focused team 

at Fort Huachuca, Arizona -- A team that is dedicated to providing Clients with successful technical 

solutions and Employees with job satisfaction.   

 

Hawk Associates, a Service Disabled Veteran Owned Small Business (SDVOSB), provides Information 

Technology/Cybersecurity and C5ISR support to the DoD Joint Warfighter, non-DoD Agencies, 

Government organizations, Coalition Partners, and Commercial Industry.  Join us – dedicated professionals 

getting the job done right…the first time.   

 

Responsibilities:  

• Active Directory and user account management  

• Install, secure, and maintain Windows Server (2012/2016/2019) systems and Active Directory 

environments 

• Ensure security compliance for Windows server based systems to include STIG and IAVM compliance 

• Troubleshoot and resolve Active Directory, GPO, Active Directory Federated Services, and 

password/identity management systems  

• Build/maintain Active Directory infrastructure and the global backup and recovery of Active Directory 

• Build and maintain an identity management solution 

• Ensure server configuration compliance with DoD and Army regulations 

• Troubleshoot Microsoft physical and VMware virtual environments 

 

Requirements: 

• Current TOP SECRET security clearance with SCI eligibility 

• Current CompTIA Security+ or other IAT Level II certification 

• An approved Microsoft certification and/or training OR the ability to obtain a Microsoft certification 

and/or training within 6 months of hire 

• At least 3 years of applicable experience with in-depth knowledge of Active Directory environment to 

include Group Policy, Security Groups, Delegations, and permissions to OUs and objects 

• Experience with Windows Server, Systems Center, and Active Directory, Windows Server 2012/2016 

technologies as well as industry best practice with regard to the implementation, deployment, 

compliance and maintenance of Active Directory solutions in a secure network environment 

• Advanced understanding of Server 2012R2 and 2016 Operating Systems 

• Knowledge of current DoD network administration requirements, concepts, practices, and procedures 

Preferred Qualifications: 

• Experience with IIS 

• Understanding of MS SQL 2012/2016/2019 fundamentals 

• Experience with WSUS 

• Experience with Exchange 2013/2016 

• Experience with Microsoft System Configuration Manager 1802 

• VMWare (or other virtualization solution) experience 

• Critical thinking, troubleshooting abilities, and the ability to quickly learn new concepts and 

technologies Experience with PowerShell scripts and utilize command line interface 

• Experience with Certificate Authorities including managing templates and issuing certificates using the 

Certificate Server 

mailto:web@hawkassociates.us

