OPEN SOURCE AND INTERNET
INVESTIGATOR: PRACTITIONER

COURSE OVERVIEW

The internet is an amazing resource and an important tool
when it comes to conducting investigations. But knowing
how to use it effectively to secure the information and
evidence needed for a case is key. More investigations now
involve some form of open source or internet investigation.
This training course provides an advanced understanding of
how open source and the internet can further investigations
and how to lawfully gather evidence.

LEARNING OUTCOMES

* Apply advanced internet search techniques.

e Demonstrate robust operational security techniques.

* Apply advanced evidence capture methodologies in
internet investigations.

* |dentify evidential and intelligence opportunities to
develop internet investigations.

* Apply appropriate safeguards when operating online to

protect tactics including anonymisation.

* Demonstrate the tracing of subjects and commodities
through current and historic websites and IP addresses.

* Demonstrate higher levels of investigation of social
media content.

* Discuss the process of preparing internet material for

court or tribunal presentation.

COURSE FORMAT

Duration: One day

Method: In person or online

Materials: Course handouts provided
Certification: Completion certificate provided

AUDIENCE

This course is suitable for any investigator, from any
organisation, who already conducts Open Source and
Internet Investigation in their role and wants to refresh or
advance their skills.

Please note that if you do not have experience of Open
Source and Internet Investigations, you should complete

the ‘Open Source and Internet Investigator: Introduction’

course prior to attending.
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