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RISK MANAGEMENT PLAN 
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LIKELIHOOD 
Rate the likelihood of the identified risk occurring with the controls in place. 
Ratings are: Almost certain, Likely, Possible, Unlikely or Rare. 
 
CONSEQUENCE 
Rate the consequence to the Program outcomes of the identified risk occurring with the controls in place. 
Ratings are: Insignificant, Minor, Moderate, Major or Catastrophic. 
 
CURRENT RISK RATING 

Likelihood Insignificant 
Consequences 

Minor 
Consequences 

Moderate 
Consequences 

Major 
Consequences 

Catastrophic 
Consequences 

Almost Certain Low Medium High Extreme Extreme 
Likely Low Medium High High Extreme 
Possible Low Medium Medium High Extreme 
Unlikely Low Low Medium Medium High 
Rare Low Low Medium Medium Medium 
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  Proposed Treatment Strategies 

1 External factors and influences e.g. 
Natural disaster – flood, fire 
 
 
 
Pandemics.  
 
 
 
 
 
 
 
 
 
Government/funding changes. 

Loss of building and capacity 
to deliver primary health 
care services 
 
Post pandemic impact   
Rebuilding services to 
reengage community 
Increase staff numbers 
Increase client attendance 
at the service  
Reintroducing programs and 
services to support clients 
 
Reduction in capacity to 
deliver primary health care 
services 
Reduced capacity for self-
generated income with MBS 
item number changes 
Loss of experienced and 
qualified staff 
Loss of physical resources to 
support comprehensive 
delivery of service 
Reduced capacity to achieve 
identified NKPI goals / 
targets in IAHP activity plan  

Relevant insurances in place 
Disaster management plan 
 
 
 
Policies updated and implemented including: 
- post pandemic planning  
- communication to community re programs and 
services  
 
 
 
 
 
 
 Increase alternate funding sources and grow self-
generated income 
 
CWAATSICH team members are trained to work 
across multiple roles/positions within each clinic.  
 
Current asset register and monthly medical 
consumables reviews to support resource levels 
 
Shared workforce planning with local 
stakeholders supported by MOU’s /agreements 

Likely Major High Acceptable Maintain up to date insurances 
Annual review of disaster 
management plan 
 
 
 
 
CWAATSICH Post Pandemic plan 
HR to monitor and initiate 6mthly/ 
PRN PPE and infection control 
training for CWAATSICH team 
members 
 
 
 
Funding sources through other 
agencies ie WQPHN, NACCHO, 
Queensland Health, Prime 
Minister and Cabinet 
Partnerships with local and 
regional stakeholders to support 
service delivery 
Monitoring policies in line with 
emerging issues. 
Monitor, train and adapt to MBS 
changes that will impact 
negatively on self-generated 
income 
 

2 Workforce availability 
Overall age of work force 
Locum/temporary clinical positions 
versus permanent positions 
Unfilled vacancies due to staff turnover 
Training and workforce development 
costs 
Succession planning for key senior staff 
and directors. 

Ageing workforce 
Poor outcomes in 
recruitment exercises 
reduced GP clinical services 
Staffing levels impact 
capacity to meet NKPI  
targets and to provide 
consistent and 
comprehensive services 

Working with high schools and universities to 
recruit year 11/12 students and university 
students through traineeships to fill vacancies and 
succession planning. 
 
Upskilling current CWAATSICH Team members to 
improve career pathways within organization  
Working with GP training organizations, RACGP, 
ACRRM and training universities to access medical 
student placements to increase exposure to 

Possible Moderate Medium Acceptable Promote placements with high 
schools and university students 
interested in administrative or 
health career pathways 
Promoting workforce 
opportunities within wider 
communities. University/TAFE 
placement program.  
Apprenticeship programs/ 
Recruitment agencies 
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  Proposed Treatment Strategies 

Cost of investment in 
training and mentoring time 
reduces productivity of phc 
resources 
 
 

ACCHO health pathways to recruit registrars and 
more permanent GP workforce in rural and 
remote areas. 
On the job training  
Developed remuneration package options for 
professional staff e.g. housing 
Management team development e.g. QAIHC,  
Regular management team meetings and action 
planning sessions 

 
Work with HHS and PHN re GP 
recruitment and rotating GP’s 
Active participation in SEM model 
project to improve registrar 
recruitment opportunities 
- FIFO OPTIONS with recruitment 
agencies 
- remuneration packages for key 
staff (GP’s, nurses, AHP’s) 
- Regional workforce strategies 
with stakeholders and member 
services support e.g., QAIHC, 
Health Workforce QLD, NACCHO, 
SWHHS, WQPHN 
- Shared access to training and 
refresher courses with other 
ACCHO’s and stakeholders 
- QAIHC and other external 
training sources, SWHHS, 
Benchmark 
- Online learning via webinars. 
Develop Training schedules and 
training manuals, resources 
facilitating different learning 
styles 
Visual, auditory, concrete. 

3 Workforce capacity 
e.g. staff do not have all appropriate 
qualifications as required by law and 
relevant industry standards, including 
requirements for working with 
vulnerable people, police checks. 
 
Poor workforce performance 
/motivation 
 

non-compliance with 
funding requirements & 
regulations  
- loss of capacity to deliver 
phc and Program services 
lack of HR compliance 
controls in place  
Reduction in capacity for 
delivering PHC services 
Reduced continuity of care 
Increased staff turnover 
Lack of recruitment of  
suitable staff lead to unfilled 
positions 
 
- nkpi outcomes not met 

internal Audit processes 
-  Blue Card checks Managed by Business Services 
- Current recruitment practices /Register ensures 
all new staff have Qualifications/Registration/ 
checks/ licences 
- external support via recruitment agencies 
 
performance management processes in place 
(discipline, appraisals, feedback) 
Staff training and in house Development 
Staff feedback and rewards pathways and 
processes 
Staff wellness support program 
 

Almost 
Certain 

Major High Unacceptable  
HR controls and audits 
implemented in line with Audit 
and Accreditation systems. 
 
HR reports to Board quarterly 
 
Enable HR systems reviews and 
training for staff. 
 
Headhunting in rural areas is 
essential to recruit eligible 
candidates  
traineeships with potential high 
school students. 
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  Proposed Treatment Strategies 

- reduced life expectancy 
 

Policies reflect advertising of vacant positions and 
if not filled CEO to head hunt suitable eligible 
candidates to fill positions 
seek external support via recruitment agencies 

established working relationships 
with recruitment agencies. 

4 Poor stakeholder/community 
engagement 
E.g. Lack of community buy in;  
 
Poor client satisfaction with services; 
loss of reputation in community. 

Decrease in client numbers 
 
 
 
Lack of consultation with 
community and stakeholder 
engagement 
 
 
 
Increase in chronic diseases 
- nkpi outcomes not met  
- reduced life expectancy 
 
 

Model of care reflects comprehensive primary 
health care service delivery that meets clients’ 
needs 
Clinical recall, reminder and health information 
education practices 
- community communication pathways, AGM, 
community meetings, local media partners, 
CWAATSICH website, noticeboard, newsletters, 
SMS 
- proactive engagement via clinic and preventative 
health programs 
- diverse range of community targeted programs 
from birth to senior years 
- promote new clinical services, eye health clinic, 
hearing clinic, ultrasound guided injections etc. 
Reduced clients’ complaints due to quality access 
to primary health care 

unlikely Minor low Acceptable  
Increased access to GP services in 
each clinic 
 
Increase service profiles e.g. Allied 
health, aged care, NDIS 
 
Community sponsorships 
 
Improved chronic disease 
management 
 
The model of care reflects clients 
satisfaction. 
 
 

5 Reputational risk 
e.g. breakdown in relationship with 
suppliers; stakeholders; phns; and 
referral pathways. 

Adverse media coverage 
Any allegation of fraud or 
corruption 
Termination of a significant 
Alliance 
AGPAL Audit indicates 
significant issues from 
stakeholders 
loss of funding 
failure to attract GP’s 
reduction in capacity to 
deliver quality PHC services 
 nkpi outcomes not met  
reduced life expectancy 
 

- Regular meetings with WQPHN, QAIHC and 
other stakeholders 
- membership of WQPHN Executive and QAIHC 
representation for South West Queensland 
- Nukul Murra Alliance 
-- minimum quarterly Community meetings 
Tuesday afternoon and Friday education and 
training sessions for clinical and interested team 
members 
 
 
 
 
 
 

Unlikely Moderate Low Acceptable Regular audits of finance, clinical 
and operational systems and 
processes. 
 
community meetings for feedback 
and solutions. 
  
due diligence and establishment 
of MOU’s applied when working 
with other stakeholders. 
 
new partnerships 
  
 
 
 
 
 
 
 

6 IT failure Cyber-attack. Antivirus solution on all systems 
firewall maintained 

Possible Minor Low Acceptable ICT review of hardware and 
software needs 
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  Proposed Treatment Strategies 

e.g. IT system failures; data 
integrity/privacy breaches; CIS 
issues/compatibility; loss of client data; 
version control and back-up concerns; 
connectivity; and ageing 
hardware/software. 

Significant breach of privacy 
impacts consumer 
confidence 
Data notifications breach 
impacts on loss of data and 
client files. 
Acquisition of new 
technology outside budget 
impacts on funding  
nkpi outcomes not met  
- reduced life expectancy 
 
 

user password complexity 
notice of any attempted breach /virus to notify to 
CEO and SMT 
IT support arrangement with local supplier/QAIHC 
 
- investment in new and replacement program for 
hardware and software 
  
internal back-up and control procedures 
monitored and in place 

Back up systems in place 
 
Changes to funding contract 
obligations that require upgrades 
in technology, data collection or 
analysis. 
Overall age of technology 
infrastructure, future upgrade 
requirements and projected costs 
Training in use of new 
technology/efficiency gains 
Monitoring changing 
cybersecurity needs 
 

7 Poor Governance 
e.g. board; corporate; clinical. 

 
Unskilled board results in 
destabilization of 
organization 
Governance framework that 
is not adhered to, can cause 
ambiguity in the governance 
operations. 
Loss of confidence in Board 
and management team 
Failure to prepare for 
succession Planning of CEO 
and Executive Management 
team 
Increase in clinical incidents 
and clinical near misses with 
clients and clinical team 
members 
 
 
 
 
 
  

 
Regular upskilling and training   of Board and SMT 
 
Regular strategic board meetings. 
 
Governance board charter in place 
Effective board meeting practices 
Agendas 
Reports 
 
 
Quarterly Clinical Governance meeting and CQI 
processes in place 
 
- AGPAL Certification processes and Clinic 
Operations manual reviewed 
 
 
 

Unlikely Major Low Acceptable  
ongoing governance training for 
directors. 
 
Clear Terms of Reference for 
clinical governance and other 
committees. 
 
Business operation plans 
developed and implemented. 
 
Seeking and encouraging younger 
people onto the board or 
leadership roles to enable proper 
succession planning 
 
Evidence of board minutes and 
reports 

8 Work Health & Safety breaches 
e.g. lack of safe work environment; 
violence in communities; personal risk or 
threat to staff. 

Loss of resources and 
productivity and quality of 
services outcomes 
 
Increased work cover costs 
 

Regular WPH& Safety meetings  
 
internal WH&S reviews and audits and 
investigation processes in place 
 

Unlikely Moderate Low Acceptable  
Regular workplace Health and 
Safety meetings. 
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  Proposed Treatment Strategies 

Staff concerns about personal 
safety at work 
 
Disruption to community 
programs 
 
Reduced service outcomes 
 
Reduced life expectancy 
 

- investment in ergonomic aids 
- return to Work program 
- risk management strategies implemented as part 
of  Community engagement programs 
 
- professional counselling for staff at risk 

Annual Fire training and 
workplace health and safety  
 
Quarterly clinical governance 
meetings. 
 
- workplace wellbeing program 
 
- Partnerships with community 
groups and other service 
providers 

9 financial mismanagement/ change 
e.g. financial fraud; decrease in funding; 
poor financial management; insolvency; 
underspends; cash flow shortfall; and 
loss of key contract provider. 

Inadequate fraud controls in 
place 
 
Failure to meet statutory 
guidelines and accounting 
requirements 
 
Poor procurements 
approaches. 
 
Lack of Financial delegation  
 
Poor financial reporting 
mechanisms in place 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

joint ventures and collaboration opportunities 
 
 
effective financial checks and balances 
implemented 
 
- quality reporting practices 
 
- Monthly review of program spends 
- external auditor engaged in finances 
 
- invest in financial literacy of directors/board – 
QAIHC 
 
- compliance registers in place 
 
- effective Service agreement reporting and 
relationships with funding officer 

Unlikely Moderate Low Acceptable  
improve and capture data to 
increase medicare uptake 
 
Expand income to include 
co commissioning  
 
regular auditing processes in 
place. 
 
Ensure network of professional 
contractor support agencies to be 
available to assist during heavy 
workload periods 
 
quarterly financial reports 
provided to Board 
 
unqualified audit reports 
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  Proposed Treatment Strategies 

10 Compliance 
e.g. legal and regulatory standards; 
quality assurance; accreditation; and 
probity checks. 

Legal action instigated 
against organisation or a GP. 
Breach of contract that 
caused a loss of funding. 
ACN complaint or 
investigation. 
QCAT Complaint launched 
or Health Ombudsman. 
30%  dissatisfaction levels 
client surveys 
Major non-compliance with 
QIP or IAHP Activity Plans  
Reduced program, service 
delivery and financial quality 
and efficiency 
Service outcomes not met  
 

Ensure active management of all contracted 
milestones and deliverables within systems are 
implemented. 
 
Effective Quality system and processes in place  
- CQI and internal review processes in place 
- Management team review quality systems and 
practices 
- Legal support contracted as required 
 
Quarterly compliance reports prepared for Board  
 
AGPAL and QIP accreditation implemented 
 
CQI implemented across all business units 
 

Rare Moderate Low Acceptable Regular audits 
 
Board reports 
 
Unqualified audits 
 
Performance and compliance 
registers implemented 
 
Timely reporting to DOH 
Accreditation met in a timely 
manner 
 

11 Infrastructure issues/failure 
E.g. Damage to buildings/assets; limited 
clinic space; building maintenance 
problems; mismanagement of assets; 
tenure /lease issues; and mobile service/ 
vehicle issues. 

Reduced program, service 
delivery and financial quality 
and efficiency 
 
Poorly resourced clinical 
spaces, lack of GP, AHW, 
SEWB and allied health 
consulting spaces reduces 
clinical and allied health 
service delivery  

- Asset management and maintenance processes 
in place 
- building leases secured 
- establishment of capital works programs for 
repairs and maintenance  
 
WPH&S meeting established  

Possible Minor Low Acceptable 5-year capital works project 
 
Regular auditing of assets 
Test and tagging 
Fire safety audits 
Asset management reviews 

12 Demand for service changes 
E.g. Reduction or increase in demand. 

Reduced access and NKPI 
outcomes 
  
Loss of funding 
 
Changes in community and 
stakeholders’ needs and 
demands for services not 
monitored and reviewed 
 
Failure to establish 
productive engagement 
with community and 
relevant stakeholders. 

Monitor community profile and service needs 
- adjust services and programs to meet 
community needs based on data analysis and 
benchmark reports. 
 
Minimum quarterly community engagement with 
Board of directors across CWAATSICH clinic sites 
 
Community survey and evaluations for programs 
and health promotions across sites 
 

Unlikely Moderate Low Acceptable Planning and scheduling of 
appointments to reduce NON-
ATTENDANCE 
Monitoring health profiles to 
meet community demands. 
 
UTILISE BENCHMARK reports to 
meet emerging needs. 
 
Active engagement and 
consultation with communities 
and joint planning  
 
Use surveys instruments to gain 
feedback from the community as 



Indigenous Australians' Health Program – Primary Health Care 2025 - 2026 

 
 

Ri
sk

 R
ef

er
en

ce
 Risk Identification 

What event can happen and how it can 
happen 

Risk Impact 
What are the effects if it 
does happen 

Risk Controls 
What controls are currently in place 

Li
ke

lih
oo

d 

Co
ns

eq
ue

nc
es

 

Cu
rr

en
t r

is
k 

ra
tin

g 

Ac
ce

pt
ab

le
/ 

un
ac

ce
pt

ab
le

? 
  Proposed Treatment Strategies 

part of annual health needs 
assessment 
 

13 Failure to maintain up to date probity 
checks e.g. Working with children 
(WWC); working with vulnerable people 
(WWVP); national criminal record check 
(NCRC). 

- non-compliance with 
funding requirements & 
regulations  
- loss of capacity to deliver 
primary health care and 
program services 
- NKPI outcomes not met 
- reduced life expectancy 
 

Internal audit and quality system processes to 
monitor compliance 
 
Implemented twice yearly audit reviews with 
external accounting firm 
 
Regular HR audits using HR software system 
ELMO with alert notification systems 

Rare Major Low Acceptable Due diligence around recruitment 
and meeting funding and 
legislative requirements. 
 
CQI processes implemented and 
ongoing. 
 
Maintain external contractors to 
support CWAATSICH to review 
and upskill staff. 
 


