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CYBER THREAT INTELLIGENCE & SPYWARE HUNTING| OUTLINE 

Course Overview 
 

The Cyber Threat Intelligence & Spyware Hunting Workshop is an 
advanced defensive cyber security course from BLUE Team training 
path aims to teach trainees to install, detect, remove spy tools. by 
understanding how these programs work and the modern methods 
used by cyber criminals. CTISH relies on intelligence gathering using 
open source intelligence, social media intelligence, human 
intelligence, technical intelligence. Cyber Threat Intelligence & 
Spyware Hunting Workshop will allow trainees to gain the practical 
experience to manage and learn how spyware tools work, furthermore 
cyber threat intelligence whereby trainees to understand the 
adversary’s decision-making process. 

Cyber Threat Intelligence & Spyware Hunting Workshop is designed 
for those people who wish to become cyber security professionals, 
Spyware and Malware Hunter, Information Security Assurance 
specialists, the course covers: 

o Develop key sources of threat intelligence  
o Malware and spy software in computers - Practical using tools. 
o Analyzing image with advance memory forensics labs. 

Upon completion trainees will be able to: 

o Protection. Detection & Removal of Potentially Unwanted 

Programs. 

o Have the knowledge to perform OSSIM Installation. 

o Have the knowledge to accurately detect spyware tools from 

analyzing the RAM image. 

 

 
 

Course Title:  
Cyber Threat Intelligence 
& Spyware Hunting 
Workshop 

Duration: 
4-6 sessions 
 
Class Format Options: 
Instructor-led classroom –
Practical Training. 

Who Should Attend: 

- Cyber Security 
Professionals 

- SOC Managers 
- SOC Engineers 

- IT Auditors 
- System Administrators 
- IS Managers 
- IT Managers 

 

Prerequisites: 

- Cyber Security Plus  

- Incident handling & 

Response Workshop. 

 

Provided Materials: 

- Softcopy Materials. 

- Workshop tools. 

 

This training course is 

practical training course 

on which each trainee 

will learn how to 

configure spyware tools, 

how to detect and 

eradicate the spyware 

tools. 

Final Scenario should be completed by the 

trainee to receive attendance certificate. (3 

hours).  

 


