
 

 

OPEN SOURCE INTELLIGENCE | COURSE OUTLINE 

Course Title:  

Open Source Intelligence 
Workshop 
 
Duration: 

2-4 sessions  
 

Class Format Options: 

Instructor-led classroom 

Training. 

Training is 100% Practical, 

No theoretical part. 

Who Should Attend: 

- Cyber Security 
Professionals 

- SOC Managers 
- SOC Engineers 

- IT Auditors 
- System 

Administrators 
- IS Managers 
- Penetration testers 
- Incident Handlers 
- Digital Forensics 

Examiners 

Prerequisites: 

- Cyber Security Plus 

Workshop 

- Cyber Security First 

Responder Workshop 

- Ethical Hacking 

Workshop 

OSI is extremely 

advanced RED team 

course, the trainee 

should check the 

prerequisite and confirm 

acceptance. 

 

 

 

 Course Overview 

 

Open Source Intelligence Workshops is an advanced cyber 

security course aims to teach trainees on the proper technique 

to conduct information gathering using passive and active 

techniques. It covers a step by step how to create your cat-

fishing/cat-phishing account; The OSI is designed for those 

people who wish to conduct a professional and extermly 

advanced information gathering using open source websites 

and tools, Upon completion, you should be able to create 

your Cat Phishing account and master the information 

gathering process. 

Open Source Intelligence Workshop does not contain a 
theoretical part, this course contain only a advanced labs thus 
it is 100% practical. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

OSI  Labs 

o Lab 1: OSINT Framework LAB. 

 

o Lab 2: Cat phishing Step by Step LAB. 

 

o Lab 3: OSI Important URLs LAB. 

 
o Lab 4: OSI Extensions LAB. 

 
o Lab 5: OSI Search Engines LAB. 

 

 

The above OSI labs do not reflect by any means the training course practical section, however, it 

can be considered as the course outline. 


