_CYBER Z@/NES
INSbI?HT

CYBERZ NES

— Innovatlon & Research Division —
o

/

H9j Hilw g0 Cubwil
alall alaaaill alnisl anin
araglull aigylig

] 22ill I &bl d4élpall go JLaiidl
&l pgeanll alaaaill Jleall

CYBER Z 'NES



15 '
, C\I(ﬂzglémﬁl\_lll;zs pillg alibdl dalw
—‘\Eﬁ‘ Jolsll ol

r m
 dulaw alalaicl
Jah Jolall plhill Joe
Aualall atull
L .|

=1

)b alily sl Yyl pig 4 @

r
2l JLw i pan
lallh| dwwgall
L

r |

I alols dialo
1aul Jgngllg

L

.

goll 1l Jieibillg dungnall alyj Ladl Jaall 1ha oAy

CYBER Z/NES



_&%}?Iﬁg.ﬁws siapall paaillg dudlyall :aniall d

by Cyber Zones

(Insight Server) palall (Insight Agent) (JLagll

Quaphll 6jaglll Lo (uad ayii «
dyaglull cililyllg hliill gay «
golg juin Jlnil ¢

alill graqil &yjjapall paaill aag
auiillg jhlaall Jrawidpn e
AUl jgnilig pylaill o

a1 alieli sl ggug djarill §)ga Jiauwi

CYBER Z/NES



UNES

CYBERZQ,
INSIGHT

alolill draglull dudlpall aljad

LAC Jajllg
Adlgill

:}alduill uii
ahihill cilylnell giii

.l éudlpall
allwlal a1jga dugy
- oralual

@Glaill pladiwl biail
Jjiillg alacl

blaii :a4unll hhni
dlilncg Saapill (Glaill
Jujilll7gayl

:alaloll aldac

Jill, awill hloil

Jeogllg il




-

9 .
SinSianT > lusgill caliuslg Sebull Juaill o

by Cyber Zones
_‘ ————

Slalsll susgill Cilpdigo

“Abnormal file access, data
staging, offensive tools

=

P ——
saio hlijul (

= After-hours usage, activity

G

)

—' — —

Olall Glpugo
Suspicious processes,
unauthorized access

2

L CYBER Z{/NES



ZRINES

CYBER ‘
'Néy'cg'zﬂ S1olizall jblaoll paudi wljao

.

N\

2gg2) diglolll Lhsy
. A »5“9 ..“.." ..II
1)4wo culauagill

¢lglul @l ol il JI5ig aslis 6)gball vjg
plaatwlll Jio] Cyaall blall] bl caillg
< > [Jo=)l Gilsgl o)b [Llel opily

CYBER Z/NES



by Cyber Zones

CYBE 14 o : “al 1 .
ﬂﬁ; IBNglé(Ll,_ll\_lll::S a._l,njlpJIt__.,.lln.yx.l.ll gall phl go anclgall

MITRE ATT&CK

c".'lhaill,z,.'il.ﬁ.l.'l'clj.'i'!
alids plaiiul

athoill allhn
I-.E ! " II '- L . .nll °
,c'j”h]'.n.llbLn.iiJI ®
Glibd] e pi o

dhuniill djayn cillaw :8 halAll

aauull ¢lglw dig) :13 hulall

avinlll Glgaall awg Alauaaill dLini a1agi

CYBER Z/NES



1

I ﬂ% CYBER Zg

oulg dall Lle aoilall agyl” Cilelpol aslall ciléréaill jacay

“@aiiiwoll Cilolyis Ul awgilall cileslpoll &y piull 35lgall

CYBER Z/NES



CYBER Z/NES

INSIGHT aiolpinl pilaig by e

by Cyber Zones

CYBER Z/NES



NSRS dyalisl] dsdlrall elyg Lo 1spngal Ll

by Cyber Zones

duls1a)l Olayagill paiio BLis| CLausSyl

duigilallg dulindl Oldudil) 6> dohrio yul/darsid a3l

Josll ybb bgiyeg ehaio Judsill

|
|
|

CYBER Z 'NES



— CYBER Z0)
> HINSIGHT

BNES

padl dc pug adusuwdl pladiwdl Glb

21l puill 25903

plasiwdl Gl

Gialgall daudslall awbiwldl « v
Guoaillg Jliioll pco o v/

awlslall Wlauagill woldiisl « v
amguinoll grabgall lsglu (6 @séaill « v/
dsyisall 6jgalll asani e v

CYBER Z/NES




CYBER ZJNES
—&%}INSIGHT Il S 1L Al e SR
a.wg.JI dlog yueuuidl Ol
Soiaadl y2ull || SAS Olul> 80Jl 350> 3 &all
$899 dul> 2 82>y diw 838> 5 L8
$2,499 il 4 saslg die sla=20 °)*‘w| 9{:&'

$9,999

dul> 12

63>g diw

)lg> 100

CYBER Z/NES




RS

YBER

ZRINES

INSIGHT

by Cyber Zones

:(SAS) glol glosbd Gbuwls
poduuoll Juuuaill

cl83llg LIS U1 Gumai

bup woluwibll aclgd Cuaal
o6 0 pleog «audglull 23ladll

clalllg plBill doo

dollw o 25Lillg 2jlgall dusljo
olbill cillauwg ciloas)|

= |

Jblaoll

i _
elbillg puslpll go Gaadll
G621 Cllouw o Gaaill
il dollwg

L _

lgiollug ililwl diluo

G (bl 62cl6 wauhil

Al o §821lg «cladll
aublisll

L |

CYBER Z/NES



— CYBER ZNES TR L !
ST A dudlyall cljg Lo :@nulAll

by Cyber Zones

' ’ - — . I

a.l.bl:l.ll ul:u:.g.l.ll mhhi.‘u.l !‘—u.___//

'." 'ITSHI .:::‘\

— 11—t \\‘ L -

jT Ul 23201 e 8528l )yl @35l30ll alago go liwwdo Ja
611ll 6 }mb ol aogeao amub ulcl pl 3 q | Ganse

CYBERJ/f; NES .aslul &gl duslisll dnioll

CYBER Z/NES



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14

