How to Use the Checklist

Review each section to ensure your start-up addresses key compliance areas. Each checklist
provides actionable steps to meet South African regulatory standards and support sustainable
business practices. While it’s a general guide, it's recommended to seek further clarification
on specific requirements from relevant legal or compliance advisors.

Customer Compliance Checklist

Explicit Consent for Data Collection

[ Obtain explicit consent from customers Explain
before collecting personal data.
U] Clearly inform customers why their data is Explain

being collected, how it will be used, and if it will
be shared with third parties.
Purpose Limitation

[ Collect only the data necessary for the Explain
specified purpose (e.g., providing services,

support).

[ Avoid collecting unnecessary or excessive Explain

personal data.

Privacy Policy Accessibility
1 Make the privacy policy easily accessible on Explain
your website, customer portals, and any digital
platforms where data is collected.

O Ensure the policy is clear, comprehensive, and | Explain
covers data collection, storage, sharing, and
customer rights.

POPIA (South Africa), GDPR (EU) Compliance
[ Ensure compliance with relevant data Explain
protection laws, such as POPIA in South Africa,
GDPR in the EU, or other local regulations.

[ Appoint a Data Protection Officer (DPO) or Explain
Information Officer if legally required.

Data Encryption

Disclaimer

This checklist is for informational purposes only and should not be construed as legal advice.
It does not guarantee compliance with applicable laws or serve as a substitute for professional
legal or compliance consultation. Start-ups should engage qualified professionals to address
specific legal requirements and ensure full compliance.
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[ Encrypt all sensitive customer data during
storage and transmission to prevent
unauthorized access.

Explain

Access Control

I Implement access controls to restrict data
access to authorized personnel only.

Explain

[ Use multi-factor authentication (MFA) for
accessing systems with customer data.

Explain

Regular Security Audits

[ Conduct regular audits and vulnerability
assessments to identify and address security
risks.

Explain

O Implement corrective actions based on audit
findings to enhance data protection.

Data Quality and Accuracy

Explain

[ Regularly review customer data to ensure it is
accurate, up-to-date, and complete.

Explain

Customer Access and Correction Rights

[ Provide customers with access to their data
and allow them to correct inaccuracies.

Explain

O Include instructions in your privacy policy on
how customers can request data updates or
corrections.

Data Retention Policy

Explain

[ Establish a data retention policy outlining
how long customer data is stored.

Explain

[ Retain data only for as long as necessary to
fulfill the purpose for which it was collected or
as legally required.

Explain

Secure Disposal of Data

O Implement secure methods for data disposal
(e.g., permanent deletion, shredding) once the
data retention period expires.

Explain

[ Document the disposal process and maintain
records for compliance purposes.

Disclaimer

Explain

This checklist is for informational purposes only and should not be construed as legal advice.
It does not guarantee compliance with applicable laws or serve as a substitute for professional
legal or compliance consultation. Start-ups should engage qualified professionals to address
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Complaint Policy and Procedures

Opt-In for Marketing Communications

[ Obtain customer consent (opt-in) for Explain
marketing emails, SMS, or direct messages in

compliance with local regulations.

Unsubscribe Options

[ Provide a clear and accessible way for Explain
customers to opt out of marketing

communications.

O Process opt-out requests promptly and Explain
update marketing lists accordingly.

Consent for SMS and Call Marketing

[ Obtain explicit consent before engaging in Explain
SMS or call marketing to avoid unsolicited

messages.

O Implement a clear, accessible policy for
handling customer complaints.

Explain

[ Provide channels for customers to submit
complaints and ensure prompt responses.

Explain

Complaint Record Keeping

[ Maintain records of customer complaints,
resolutions, and follow-up actions.

Explain

U Periodically review complaints to identify
common issues and improve service.

Access and Portability Rights

Explain

[ Allow customers to request access to their
data and receive a copy in a machine-readable
format if requested.

Explain

Right to Erasure

O Provide customers with the option to request
deletion of their data, where applicable.

Explain

Data Processing Transparency

[ Be transparent about data processing
activities and notify customers if significant
changes to processing methods occur.

Disclaimer

Explain

This checklist is for informational purposes only and should not be construed as legal advice.
It does not guarantee compliance with applicable laws or serve as a substitute for professional
legal or compliance consultation. Start-ups should engage qualified professionals to address
specific legal requirements and ensure full compliance.
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Vendor Due Diligence
O Conduct due diligence on third-party vendors | Explain
to ensure they meet data protection and
security standards.

Data Processing Agreements (DPAs)

[1 Use DPAs with third-party vendors to define Explain
their obligations in handling customer data.
Periodic Vendor Audits

L1 Periodically audit vendors’ data protection Explain
practices and compliance with contractual
obligations.

10. Employee Training and Awareness
Data Protection Training

O Provide regular training to employees on data | Explain
protection practices, customer privacy rights,
and compliance obligations.
Confidentiality Agreements

[ Ensure all employees handling customer data | Explain
sign confidentiality agreements.
Incident Response Training

L1 Train employees on incident response Explain
protocols, including how to report and manage
data breaches.

11. Breach Notification and Incident Response
Incident Response Plan

[1 Develop a comprehensive incident response Explain
plan for data breaches or security incidents
involving customer data.

Breach Notification Procedures

O Establish procedures for notifying customers | Explain
and regulatory bodies (e.g., POPIA Information
Regulator in South Africa) in case of a data
breach.

Breach Record Keeping

O Maintain records of data breaches, including | Explain
the nature of the breach, actions taken, and
mitigation measures.
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