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CMMC Advanced Scoping Checklist
For Organizations Seeking Assessment (OSA) & Organizations Seeking Certification (OSC)

Purpose
This comprehensive checklist will help you identify and document all assets within your organization for CMMC Advanced assessment. Advanced level requires protection of Controlled Unclassified Information (CUI) and includes 110 security practices. Use this guide to prepare for either self-assessment or third-party certification.

Advanced vs. Foundational: Key Differences
Foundational Level: 15 practices, protects Federal Contract Information (FCI), self-assessment only
Advanced Level: 110 practices, protects CUI, requires detailed documentation (SSP, asset inventory, network diagrams)

Instructions
1. Complete ALL sections - Advanced requires comprehensive documentation
2. Check boxes and fill in details for each category
3. Maintain this checklist as part of your System Security Plan (SSP)
4. Update when changes occur in your assessment scope
5. Present to C3PAO assessors if pursuing certification

Step 1: Understanding Controlled Unclassified Information (CUI)
CUI is information that requires safeguarding or dissemination controls pursuant to federal law, regulations, or government-wide policies. It includes technical data, proprietary information, personally identifiable information (PII), and other sensitive unclassified information.
	Completed
	Action Item

	☐ 
	Identify all DoD contracts requiring CUI protection

	☐ 
	Review contract clauses for CUI requirements (DFARS 252.204-7012)

	☐ 
	Identify all CUI categories present in your organization

	☐ 
	Determine data flow of CUI through your systems




Step 2: Categorize All Assets
Advanced level requires you to categorize every asset into one of five categories. Each category has different documentation and assessment requirements.
Category 1: CUI ASSETS
Assets that PROCESS, STORE, or TRANSMIT CUI - fully assessed against all 110 practices
	Completed
	Documentation Requirement

	☐ 
	Document each CUI asset in asset inventory

	☐ 
	Document asset treatment in System Security Plan (SSP)

	☐ 
	Include in network diagram of assessment scope

	☐ 
	Prepare evidence for all 110 security requirements

	☐ 
	Identify who has access to these assets



CUI Asset Inventory:
	✓
	Asset Type
	Quantity
	Notes / System Names

	☐ 
	Servers handling CUI
	
	

	☐ 
	Workstations with CUI access
	
	

	☐ 
	Laptops with CUI
	
	

	☐ 
	Mobile devices with CUI
	
	

	☐ 
	Network infrastructure (firewalls, switches, routers)
	
	

	☐ 
	Applications processing CUI
	
	

	☐ 
	Databases storing CUI
	
	

	☐ 
	Cloud services with CUI
	
	

	☐ 
	Email systems with CUI
	
	

	☐ 
	File shares containing CUI
	
	




Category 2: SECURITY PROTECTION ASSETS
Assets providing security functions - assessed against relevant security requirements
	Completed
	Documentation Requirement

	☐ 
	Document each security asset in asset inventory

	☐ 
	Document asset treatment in SSP

	☐ 
	Include in network diagram

	☐ 
	Identify security capabilities provided

	☐ 
	Map to relevant security requirements



Security Protection Asset Inventory:
	✓
	Security Asset Type
	Provider/Product
	Security Function

	☐ 
	Firewall / Next-Gen Firewall
	
	

	☐ 
	Intrusion Detection/Prevention (IDS/IPS)
	
	

	☐ 
	SIEM / Log Management
	
	

	☐ 
	Antivirus / Endpoint Protection
	
	

	☐ 
	VPN / Remote Access
	
	

	☐ 
	Multi-Factor Authentication (MFA)
	
	

	☐ 
	Vulnerability Scanner
	
	

	☐ 
	Backup Solution
	
	

	☐ 
	Encryption Tools
	
	

	☐ 
	Security Operations Center (SOC)
	
	




Category 3: CONTRACTOR RISK MANAGED ASSETS (CRMA)
Assets that CAN, but are NOT INTENDED TO, process/store/transmit CUI due to policies and procedures in place. Limited assessment if properly documented.
	Completed
	Documentation Requirement

	☐ 
	Document each CRMA in asset inventory

	☐ 
	Document risk-based policies preventing CUI on these assets

	☐ 
	Document procedures and practices in SSP

	☐ 
	Include in network diagram

	☐ 
	Document why CUI won't reach these assets

	☐ 
	Prepare for limited assessment if documentation insufficient



CRMA Inventory:
	✓
	Asset Description
	Policy/Procedure Preventing CUI

	☐ 
	HR systems
	

	☐ 
	Accounting systems
	

	☐ 
	General business workstations
	

	☐ 
	Conference room systems
	

	☐ 
	Guest WiFi network
	




Category 4: SPECIALIZED ASSETS
Assets that CAN handle CUI but CANNOT be fully secured (IoT, OT, GFE, Test Equipment, etc.). Document risk management approach - limited assessment.
	Completed
	Documentation Requirement

	☐ 
	Document each specialized asset in inventory

	☐ 
	Document risk-based management approach in SSP

	☐ 
	Include in network diagram

	☐ 
	Show compensating controls where possible

	☐ 
	Document why full security controls cannot be applied



Specialized Asset Inventory:
	✓
	Specialized Asset Type
	Examples / Notes

	☐ 
	Internet of Things (IoT)
	Smart devices, sensors

	☐ 
	Industrial IoT (IIoT)
	Manufacturing equipment

	☐ 
	Operational Technology (OT/SCADA)
	Industrial control systems

	☐ 
	Government Furnished Equipment (GFE)
	Govt-owned equipment

	☐ 
	Restricted Information Systems
	Govt-configured systems

	☐ 
	Test Equipment
	Oscilloscopes, analyzers

	☐ 
	Other
	




Category 5: OUT-OF-SCOPE ASSETS
Assets that CANNOT process/store/transmit CUI and do NOT provide security protection. Must be physically or logically separated from in-scope assets. NOT assessed.
	Completed
	Documentation Requirement

	☐ 
	Verify physical or logical separation from CUI environment

	☐ 
	Document separation methods (firewall, VLAN, physical airgap)

	☐ 
	Ensure no CUI can flow to these assets

	☐ 
	Be prepared to justify inability to handle CUI




Step 3: Document People, Facilities & External Service Providers
A. PEOPLE with CUI Access
	✓
	Personnel Type
	Count / Access Level

	☐ 
	Full-time employees
	

	☐ 
	Part-time employees
	

	☐ 
	Contractors/Consultants
	

	☐ 
	Administrators (system/network)
	

	☐ 
	External Service Provider personnel
	

	☐ 
	Remote workers
	



B. FACILITIES Handling CUI
	✓
	Facility Type
	Address / Physical Security Controls

	☐ 
	Primary office location
	

	☐ 
	Satellite offices
	

	☐ 
	Data centers / Server rooms
	

	☐ 
	Manufacturing facilities
	

	☐ 
	Remote work locations
	



C. EXTERNAL SERVICE PROVIDERS (ESP)
CRITICAL: ESPs handling CUI must be properly assessed or certified
	✓
	Provider Name
	Service Type
	Handles CUI?
	CMMC Status / FedRAMP

	☐ 
	
	Cloud Service Provider (CSP)
	
	

	☐ 
	
	Managed IT Services
	
	

	☐ 
	
	SIEM / SOC Provider
	
	

	☐ 
	
	Backup / DR Provider
	
	

	☐ 
	
	Other ESP
	
	




Step 4: Prepare Required Documentation
Advanced level requires extensive documentation. Complete ALL items below:
	Completed
	Required Documentation

	☐ 
	System Security Plan (SSP) - MANDATORY

	☐ 
	Asset Inventory (all 5 asset categories)

	☐ 
	Network Diagram showing assessment scope

	☐ 
	Data Flow Diagrams showing CUI movement

	☐ 
	Policies and Procedures documentation

	☐ 
	Evidence of security controls implementation

	☐ 
	ESP/CSP agreements and Customer Responsibility Matrix (CRM)

	☐ 
	Incident Response Plan

	☐ 
	System maintenance documentation

	☐ 
	Access control lists and user roles

	☐ 
	Configuration management documentation

	☐ 
	Plan of Action & Milestones (POA&M) for any gaps




Step 5: Prepare for Assessment
	Completed
	Assessment Preparation Task

	☐ 
	Review all 110 CMMC Advanced security requirements

	☐ 
	Conduct internal gap assessment

	☐ 
	Remediate any findings before formal assessment

	☐ 
	Organize all evidence and documentation

	☐ 
	Brief all relevant personnel on assessment process

	☐ 
	If pursuing certification: Select C3PAO assessor

	☐ 
	Schedule assessment timeframe

	☐ 
	Prepare assessment scope documentation package

	☐ 
	Conduct pre-assessment readiness review

	☐ 
	Ensure all systems are in production state



Important Reminders for Advanced Level
✓ System Security Plan (SSP) is MANDATORY for Advanced
✓ Asset inventory must include ALL in-scope assets
✓ Network diagrams must show assessment scope boundaries
✓ ESPs handling CUI must be assessed or FedRAMP certified
✓ Certification assessments require third-party C3PAO, for OSC
✓ POA&Ms can address minor gaps but must have closure dates
✓ Annual affirmations required to maintain certification
✓ Certification valid for 3 years (with annual affirmations) for OSC


Self-Assessment or Certification?
Your contract will specify which type is required. Look for these key contract clauses:

FAR 52.204-21: Basic Safeguarding of Covered Contractor Information Systems - Indicates CMMC Foundational (Level 1) requirement for Federal Contract Information (FCI)

DFARS 252.204-7012: Safeguarding Covered Defense Information and Cyber Incident Reporting - Requires CMMC Advanced (Level 2) for Controlled Unclassified Information (CUI), mandates NIST SP 800-171 implementation

Need Help with CMMC Advanced Compliance?
DSP Cybersecurity specializes in CMMC Advanced assessment preparation and certification support.

Our services include:
• CMMC Foundational, Advanced, and Expert consulting
• Comprehensive gap assessments
• System Security Plan (SSP) development
• Asset inventory and network diagram creation
• Remediation roadmaps and implementation support
• C3PAO coordination and assessment preparation
• POA&M management and closure
• Annual compliance maintenance

Visit us: www.dspcybersecurity.com
Email: devindra.persaud@dspcybersecurity.com
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Advising. Securing. Protecting.

This checklist is provided as a guidance tool. It does not replace official CMMC documentation or requirements. For official CMMC information, visit cyberab.cisa.dhs.gov/cmmc
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