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CMMC Foundational Scoping Checklist
For Organizations Seeking Assessment (OSA)

Purpose
This checklist will help you identify and document all assets within your organization that process, store, or transmit Federal Contract Information (FCI). Use this guide to prepare for your CMMC Foundational self-assessment and ensure compliance with DoD cybersecurity requirements.

Instructions
1. Review each section carefully
2. Check the box for each item you have identified or completed
3. Document details in the "Notes" column
4. Keep this checklist with your CMMC documentation

Step 1: Understanding Federal Contract Information (FCI)
Federal Contract Information includes information, not intended for public release, that is provided by or generated for the Government under a contract to develop or deliver a product or service.
	Completed
	Action Item

	☐ 
	Identify all DoD contracts your organization holds

	☐ 
	Locate contract language that identifies FCI

	☐ 
	Determine which departments/teams handle FCI



Step 2: Identify In-Scope Assets
In-Scope Assets are ALL assets that PROCESS, STORE, or TRANSMIT FCI. These assets will be assessed against CMMC Foundational requirements.
A. PEOPLE Who Handle FCI
Check all that apply:
	✓
	Personnel Type
	Count / Notes

	☐ 
	Full-time employees
	

	☐ 
	Part-time employees
	

	☐ 
	Contractors/Consultants
	

	☐ 
	Vendors
	

	☐ 
	External Service Provider personnel
	



B. TECHNOLOGY That Handles FCI
Check all that apply:
	✓
	Technology Type
	Quantity / Notes

	☐ 
	Servers (physical and virtual)
	

	☐ 
	Desktop computers
	

	☐ 
	Laptops
	

	☐ 
	Mobile devices (phones, tablets)
	

	☐ 
	Network appliances (firewalls, switches, routers)
	

	☐ 
	Wireless access points
	

	☐ 
	VoIP phones/systems
	

	☐ 
	Applications/Software
	

	☐ 
	Database systems
	

	☐ 
	Cloud services (specify provider)
	

	☐ 
	Email systems
	




C. FACILITIES Where FCI Is Handled
List all physical locations:
	✓
	Facility Type
	Address / Details

	☐ 
	Main office location
	

	☐ 
	Satellite offices
	

	☐ 
	Server rooms / Data centers
	

	☐ 
	Manufacturing facilities
	

	☐ 
	Remote work locations
	



D. EXTERNAL SERVICE PROVIDERS (ESP)
List all ESPs that handle FCI on your behalf:
	✓
	Provider Name
	Service Type
	CMMC Compliant?

	☐ 
	
	Cloud hosting (AWS, Azure, etc.)
	

	☐ 
	
	Managed IT services
	

	☐ 
	
	Email hosting
	

	☐ 
	
	Backup services
	

	☐ 
	
	Other:
	



Step 3: Identify Out-of-Scope Assets
Out-of-Scope Assets DO NOT process, store, or transmit FCI. These assets are NOT part of your CMMC assessment.
	Completed
	Action Item

	☐ 
	Document all assets that DO NOT handle FCI

	☐ 
	Verify network segmentation between in-scope and out-of-scope assets

	☐ 
	Ensure FCI cannot flow to out-of-scope assets

	☐ 
	Maintain list of out-of-scope assets for reference




Step 4: Identify Specialized Assets
Specialized Assets CAN handle FCI but are UNABLE to be fully secured. These assets are NOT assessed against CMMC requirements.
	✓
	Specialized Asset Type
	List/Describe (if applicable)

	☐ 
	Internet of Things (IoT) devices
	

	☐ 
	Industrial IoT (IIoT) devices
	

	☐ 
	Operational Technology (OT) / SCADA systems
	

	☐ 
	Government Furnished Equipment (GFE)
	

	☐ 
	Restricted Information Systems
	

	☐ 
	Test Equipment
	



Step 5: Prepare for Self-Assessment
	Completed
	Preparation Task

	☐ 
	Create inventory of all in-scope assets

	☐ 
	Document your assessment scope boundaries

	☐ 
	Identify person responsible for CMMC compliance

	☐ 
	Review CMMC Foundational requirements (15 practices)

	☐ 
	Gather evidence of current security controls

	☐ 
	Develop System Security Plan (SSP) - recommended

	☐ 
	Schedule time for self-assessment completion



Important Reminders
✓ Foundational level requires 15 practices (FAR 52.204-21 controls) for scoping
✓ However, maintaining this checklist is a best practice
✓ A new assessment is required if there are significant changes to your scope
✓ Operational changes within existing scope do not require new assessment
✓ Annual affirmations of compliance are required



Need Help with CMMC Compliance?
DSP Cybersecurity specializes in helping DoD contractors achieve and maintain CMMC compliance.

Our services include:
• CMMC Foundational, Advanced, and Expert consulting
• Gap assessments and remediation
• System Security Plan (SSP) development
• Ongoing compliance support
• Staff training and awareness

Visit us: www.dspcybersecurity.com
Email: devindra.persaud@dspcybersecurity.com
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Advising. Securing. Protecting.

This checklist is provided as a guidance tool. It does not replace official CMMC documentation or requirements. For official CMMC information, visit cyberab.cisa.dhs.gov/cmmc
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