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PURPOSE:

To define Protected Health Information (PHI) and explain the procedure for protecting the confidentiality of patient health information.

POLICY:

1. Suburban Hospice will ensure the patient’s right to confidentiality of all patient identifiable information by following appropriate safeguards to protect all Protected Health Information (PHI) and Electric Protected Health Information (EPHI). PHI/EPHI is defined as any of the following identifiers that could identify an individual

· Name
· All geographical identifiers are smaller than a state 
· Dates (other than year) directly related to an individual
· Phone numbers 
· Fax numbers
· Email addresses
· Social Security numbers
· Medical record numbers
· Health insurance beneficiary numbers
· Account numbers
· Certificate/license numbers
· Full face photographic images and any comparable images
· Any other unique identifying number, characteristic, or code except the unique code assigned by the investigator to code the data

2. All associates, including the governing body/board of directors, will treat the following information concerning patient care/service with the utmost confidentiality:

· Paper, electronic, and computerized information
· Telephone and cell phone communication
· Verbal communication
· Faxed information

3. Admission staff will obtain the signed authorization form from the patient or appropriate representative that will allow the release of confidential information for treatment, payment, and operations, including release to licensing, regulatory, and accrediting bodies.

4. Patients will receive the organization's privacy notice during the admission visit and will sign the acknowledgement form confirming receipt and understanding of the hospice policies and procedures regarding confidentiality.

5. If information is requested for any purpose other than treatment, payment, or operations, a separate authorization form, listing the specific information to be released, will be obtained and signed by the patient or appropriate representative prior to releasing the information requested.

6. All requests for the release of information will be given to the case manager. Only the case manager or his/her supervisor may release PHI/EPHI and confidential information.

7. Records may be released without patient authorization only by court order, subpoena, or other legally recognized information access procedure.

8. Accessibility to patient records is limited to medical records staff, billing staff, appropriate leadership, and staff caring for the patient. Staff members will discuss patient-related information with hospice personnel only on a need-to-know basis.

9. Patient records are kept in a secure location to prevent loss, tampering, and unauthorized use. Records will be stored in a manner that minimizes the possibility of damage from fire and water.

10. All associates and contract staff will receive training in confidentiality of patient information during orientation, annually, and will sign a Confidentiality Agreement.

11. The Suburban Hospice Board of Directors will receive training in confidentiality and will sign a confidentiality agreement.

12. All business associates that may have access to PHI/EPHI will have a Business Association Agreement signed before the initiation of care.

13. The hospice and any agent acting on behalf of the hospice, in accordance with a written contract, must ensure the confidentiality of all patient identifiable information contained in the clinical record and may not release patient identifiable information to the public.

14. Associates will follow all HIPAA regulations.
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