?(\A Office of County Sheriff Jim Olson, Sheriff

e Ca1ver County Government Center Emergency: 911
' Justice Center 7 Sheriff Admin: (952) 361-1212
CARVER 606 East Fourth Street Admin. Fax:  (952) 361-1229
COUNTY Chaska, Minnesota 55318-2102 Dispatch: (952) 361-1231
June 3, 2016 (Non-Emergency)
Google.com

1600 Ampitheater Parkway
Mountainview, CA 94043
uslawenforcement@google.com
Fax: (650) 649-2939

This letter is to inform Google that it is the intention of the Carver County Sheriff’s Office to serve a
search warrant on Google within 90 days for all data associated with the following Goo gle account(s):

including email content and attachments, email originating from, or being sent to, free and paid services,
all email content and billing information. T am requesting Google preserve data from 01/01/15
~ through 06/03/16.

This letter is a request to preserve such records and is being made under the provisions of 18 United
States Code Section 2703(f) which states that “...a provider of wire or electronic communication
services or a remote computing service, upon request of a government entity, shall take all necessary
steps to preserve records and other evidence in possession pending the issuance of a court order or other
process”. '

We request that the profile remain open in order that the subject be able to continue to use the profile in
question. Please do not disclose/notify the user of the issuance of this preservation request, Disclosure to
the user could impede an investigation or obstruct justice."

Please contact this office with any questions concerning this request.

1 A .
J @ﬁng V) N—
Detective Chris Wagner
Badge #875
Carver County Sheriff's Office
606 Bast 4th Street

Chaska, MIN 55318

Equal Opportunity Employer
Printed on 30% FPost-Consumer Recycled Puper




‘?‘v\ Office of County Sheriff Jim Olson, Sheriff

e (Carver County Government Center Emergency: 911
<= Justice Center Sheriff Admin: (952) 361-1212
CARVER 606 East Fourth Street Admin. Fax:  (952) 361-1229
COUNTY Chaska, Minnesota 55318-2102 Dispatch: (952) 361-1231
(Non-Emergency)

August 10, 2016

Google.com

1600 Ampitheater Parkway
Mountainview, CA 94043
uslawenforcement@google.com
Fax: (650) 649-2939

This letter is to inform Google that it is the intention of the Carver County Sheriff’s Office to serve a
search warrant on Google within 90 days for all data associated with the following Google account(s):

including content and attachments, email originating from, or being sent to, free and paid services, and
billing information, Iam requesting Google preserve data from 01/01/15 through 06/03/16.

This letter is a request to preserve such records and is being made under the provisions of 18 United
States Code Section 2703(f) which states that “...a provider of wire or electronic communication
services or a remote computing service, upon request of a government entity, shall take all necessary
steps to preserve records and other evidence in possession pending the issuance of a court order or other
process”.

We request that the profile remain open in order that the subject be able to continue to use the profile in
question.

Please contact this office with any questions concerning this request.

i

Detectlve Chris Wagne

Badge #875

Carver County Sheriff's Office
606 East 4th Street

Chagka, MN 55318

Equal Opportunity Employer

Printed on 30% Post-Consumer Recycled Paper
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{\‘ Office of County Sheriff Jim Olson, Sheriff

P ME Carver County Government Center ' Emergency: 911

ke [ustice Center Sheriff Admin: (952) 361-1212
CARVER 606 East Fourth Street Admin. Fax:  (952) 361-1229
COUNTY Chaska, Minnesota 55318-2102 Dispatch: (952) 361-1231 -

(Non-Emergency)

August 31, 2016

Google.com

1600 Ampitheater Parkway
Mountainview, CA 94043
uslawenforcement@google.com
Fax: (650) 649-2939

This letter is to inform Google that it is the intention of the Carver County Sheriff’s Office to serve a
search warrant on Google within 90 days for all data associated with the following Google account(s):

including content and attachments, email originating from, or being sent to, free and paid services, and
billing information. I am requesting Google preserve data from 01/01/15 through 06/03/16.

This letter is a request to preserve such records and is being made under the provisions of 18 United
States Code Section 2703 (f) which states that “...a provider of wire or electronic communication
services or a remote computing service, upon request of a government entity, shall take all necessary
steps to preserve records and other evidence in possession pending the issuance of a court order or other
process”.

We request that the profile remain open in order that the subject be able to continue to use the profile in
question.

Pleasg contact this office with any questions concerning this request.

<
Detective Chris Wagner
Badge #875
Carver County Sheriff's Office

606 East 4th Street
Chaska, MN 55318

Equal Opportunity Employer
Printed on 30% Post-Consumer Recycled Paper




Flga s e

" Trom: Chris Wagner
" Sent: Friday, June 24, 2016 9:39 AM
To: Chris Wagner
Subject: Fwd: Notice Regarding Legal Process
Attachments: google preservation.pdf; ATTO0001 htm
Sent from my iPhone

Begin forwarded message:

From: <uslawenf0rcement@google.09m>7

Date: June 23, 2016 at 7:16:30 PM CDT
To:
Subject: Notice Regarding Legal Process

Hello,

Google is in receipt of the attached preservation request. We understand you are seeking
preservation of subscriber records and email content related to the accounts specified in your
request. Accordingly, we have preserved such records, to the extent such data exists.

Please note: after a diligent search and reasonable inquiry, we have found no records for any
Google account-holder(s) identified as as specified in your
request. Therefore, we do not have documents responsive to your request.

In accordance with 18 U.S.C. 2703(f), Google will retain these records for a period of 90 days,
after which they may be subject to deletion. The statute also allows one 90-day extension upon
request. If you wish to extend preserved records for an additional 90 days, please submit a
request for an extension prior to the expiration of the initial 90-day period.

If you send subsequent legal process seeking production of previously preserved data, please
specity in the body of your legal process that you are requesting the production of preserved data
and reference Google’s case number (listed in the subject line of this email) in your request.

This email does not require your response. Please limit any replies to questions regarding this
preservation request,

Regards,
Google Legal Investigations Support




y Office of County Sheriff Jim Olson, Sheriff

—— Car\.fer County Government Center Emef'gency: 911
e [ustice Center Sheriff Admin: (952) 361-1212
CARVER 606 East Fourth Street Admin. Fax:  (952) 361-1229
COUNTY Chaska, Minnesota 55318-2102 Dispatch: (952) 361-1231

(Now-Emergeiicy)

June 10, 2016

Drophox legal compliance
Dropbox.com

185 Berry Street Suite 400
San Francisco, CA 94107 .
Fax: (415) 789-4485

This letter is to inform Dropbox that it is the intention of the Carver County Sheriff's Office to serve a
search warrant on Dropbox within 90 days for all data associated with the following Dropbox account(s):

! including all content and attachments including but not limited to documents, spreadsheets, user

' created files, email and other communications, schedules, calendars, internet usage data, system files

and logs in your possession along with having the duty to take all reasonable steps to preserve any and
all electronic information including halting any process that destroys data, including but not limited to

data destruction.

| am requesting Drophox preserve data from 04-21-15 through 05-21-16.

This letter is a request to preserve such records and is being made under the provisions of 18 United
States Code Section 2703(f) which states that “...a provider of wire or electronic communication ser\nces
or a remote computing service, upon request of a government entity, shall take all necessary steps to
preserve records and other evidence in possession pending the issuance of a court order or other
process”.

Please contact this office with any questions cencerning this request.

Detactive Chris Wagner # 875
Carver County Sheriff's Office
606 East 4" Street Chaska, MN 55318

Officed

Equal Opportunity Emplover
Printed on 30% Post-Consumer Recycled Faper




Chris Wagner

L —
( From: uslawenforcement@google.com
Sent: Friday, August 26, 2016 11:04 AM
To: Chris Wagner
Subject: RE: [5-9458000012845] Regarding Your Preservation Request
Attachments: 201608101438 pdf
Hello,

We have received your preservation request. According to our records, we already received a preservation
request from you regarding the same target account(s) within the past 90 days. The account was preserved
pursuant to the original preservation request. Should you wish to extend the preservation at the end of the 90-
day period, you may seck an extension at that time.

You may reply directly to this email to either withdraw the most recent request and/or to send in a preservation
extension request at the appropriate time. Please note that we do not preserve an account multiple times within

the same 90-day period.

Regards,

Google Legal Investigations Support




Chris Wagner

( From: uslawenforcement@google.com
‘Sent: Wednesday, August 31, 2016 10:10 AM
To: Chris Wagner
Subject; Re: [4-3594000013139] Preservation Request extension

{

This is an automaied response.

The USLawEnforcement(@google.com address is exclusively for submission of criminal law enforcement
requests from an agency in the U.S. We take requests to this email address very seriously. Requests for
additional confirmation that we have received your request are not necessary and may further delay our ability
to respond to your request,

When Google receives a government request for information about a user’s account, it is Google’s policy to
notify the user before information is disclosed, unless such notice is prohibited by law. Prior to notifying the
user, we will take steps to preserve the information you requested and are entitled to in accordance with the type
of legal process submitted.

If you are not pursuing a criminal case on behalf of a law enforcement agency in the U.S., please refer to
https://support.google.com/fags/answer/6151275 regarding how to serve Google with legal process and
disregard the remainder if this communication,

~ [ you have not sent your request from an official government-issued email address or if you are not a law
--eénforcement agent submitting a request pursuant to a criminal investigation, you may not receive a reply.




Chris Wagner

P

(

From: uslawenforcement@google.com
Sent: Thursday, June 23, 2016 7.17 PM
To: Chris Wagner

Subject: Notice Regarding Legal Process

Attachments: google preservation.pdf

Hello,

Google is in receipt of the attached preservation request. We understand you are seeking preservation of
subscriber records and email content related to the accounts specified in your request. Accordingly, we have
preserved such records, to the extent such data exists.

Please note: after a diligent search and reasonable inquiry, we have found no records for any Google account-

holder(s) identified as i NNGEGNENNNERN s spccified in your request. Therefore, we do not have

documents responsive to your request.

In accordance with 18 U.S.C, 2703(f), Google will retain these records for a period of 90 days, after which they
may be subject to deletion. The statute also allows one 90-day extension upon request. If you wish to extend
presetved records for an additional 90 days, please submit a request for an extension prior to the expiration of
the initial 90-day period.

~If you send subsequent legal process seeking production of previously presérved data, please specify in the
- -body of your legal process that you are requesting the production of preserved data and reference Google’s case

number (listed in the subject line of this email) in your request.

This email does not require your response. Please limit any replies to questions regarding this preservation
request.

Regards,
Google Legal Investigations Support




hris __ jner

~ From: uslawenforcement@google.com
" Sent: Wednesday, August 10, 2016 2:50 PM
To: Chris Wagner
Subject: Re: [5-9458000012845] preservation request

This is an automated response.

The USLawEnforcement@google.com address is exclusively for submission of criminal law enforcement
requests from an agency in the U.S. We take requests to this email address very seriously. Requests for
additional confirmation that we have received your request are not necessary and may further delay our ability
to respond to your request.

When Google receives a government request for information about a user’s account, it is Google’s policy to
notify the user before information is disclosed, unless such notice is prohibited by law. Prior to notifying the
user, we will take steps to preserve the information you requested and are entitled to in accordance with the type
oflegal process submitted.

If you are not pursuing a criminal case on behalf of a law enforcement agency in the U.S., please refer to
hittps://support.google.com/fags/answer/6151275 regarding how to serve Google with legal process and
disregard the remainder if this communication.

( ~ It you have not sent your request from an official government-issued email address or if you are not a law

. enforcement agent submitting a request pursuant to a criminal investigation, you may not receive a reply.




Chris Wagner

" From: uslawenforcement@google.com
Sent: Thursday, September 15, 2016 11:06 PM
To: Chris Wagner
Subject; Regarding Your Preservation Request
Attachments: 201608311001 pdf
Hello,

Google is in receipt of the aitached preservation request. We understand you are seeking preservation of
subscriber records and email content related to the accounts specified in your request. Accordingly, we have
preserved such records, to the extent such data exists.

In accordance with 18 U.S.C. 2703(f), Google will retain these records for a period of 90 days, after which they
may be subject to deletion. The statute also allows one 90-day extension upon request. If you wish to extend
preserved records for an additional 90 days, please submit a request for an extension prior to the expiration of
the initial 90-day period.

If you send subsequent legal process seeking production of previously preserved data, please specify in the
body of your legal process that you are requesting the production of preserved data and reference Google’s case
number (listed in the subject line of this email) in your request.

- This email does not require your response. Please limit any replies to questions regarding this preservation
fequest. '

Regards,
Google Legal Investigations Support




Chris _Wagner

rom; uslawenforcement@google.com

Sent: Monday, September 12, 2016 8:49 AM
To: Chris Wagner

Subject: Re: [7-8797000013266] search warrants

This is an automated response.

The USLawEnforcement@google.com address is exclusively for submission of criminal law enforcement
requests from an agency in the U.S. We take requests to this email address very serfously. Requests for
additional confirmation that we have received your request are not necessary and may further delay our ability
to respond to your request.

When Google receives a government request for information about a user’s account, it is Google’s policy to
notify the user before information is disclosed, unless such notice is prohibited by law. Prior to notifying the
user, we will take steps to preserve the information you requested and are entitled {o in accordance with the type
of legal process submitted. '

I you are not pursuing a criminal case on behalf of a law enforcement agency in the U.S., please refer to
hitps://support.google.com/faqs/answer/6151275 regarding how to serve Google with legal process and
disregard the remainder if this communication.

T you have not sent your request from an official government-issued email address or if you are not a law
enforcement agent submitting a request pursuant to a criminal investigation, you may not receive a reply.




Chris Wa ﬁer

( ‘rom: , uslawenforcement@google.com
Sent: Friday, June 03, 2016 4:39 PM
To: Chris Wagner
Subject: Re: [7-2527000011864] preservation request

This is an automated response.

The USLawEnforcement@google.com address is exclusively for submission of criminal law enforcement
requests from an agency in the U.S. We take requests to this email address very seriously. Requests for
additional confirmation that we have received your request are not necessary and may further delay our ability
to respond to your request.

When Google receives a government request for information about a user’s account, it is Google’s policy to
notify the user before information is disclosed, unless such notice is prohibited by law. Prior to notifying the
user, we will take steps to preserve the information you requested and are entitled to in accordance with the type
of legal process submitted. »

If you are not pursuing a criminal case on behalf of a law enforcement agency in the U.S., please refer to
https://support.google.com/fags/answer/6151275 regarding how to serve Google with legal process and
disregard the remainder if this communication.

- % you have not sent your request from an official government-issued email address or if you are not a law
enforcement agent submitting a request pursuant to a criminal investigation, you may not receive a reply.




