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Novarra WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide
Abstract

This Users Guide contains server installation procedures, and administration and troubleshooting pro-
cedures.

© 1999-2002 Novarra, Inc. The copyright in this documentation and the software accompanying this
documentation is owned by Novarra, Inc. Protected by U.S., Canadian and other patents, both registered
and pending. All rights reserved.

Certicom is a trademark of Certicom Corp., and Security Builder (r) is a trademark of Certicom Corp. ©
1997-2000 Certicom Corp. All rights reserved. Security Builder contains an implementation of NR
signatures, licensed under U.S. patent 5,600,725.

Java and all Java-based marks are trademarks or registered trademarks of Sun Microsystems, Inc. in the
U.S. and other countries. Licensee may not create additional classes, interfaces, or subpackages that are
contained in the “java” or “sun” packages or similar as specified by Sun in any class file naming
convention. In the event that Licensee creates an additional API(s) which: (i) extends the functionality of
a Java Environment; and, (ii) is exposed to third party software developers for the purpose of developing
additional software which invokes such additional API, licensee must promptly publish broadly an
accurate specification for such API for free use by all developers. The license for the licensed software
does not authorize licensee to use any Sun name, trademark, or logo. Licensee acknowledges that Sun
owns the Java trademark and all Java-related trademarks, logos and icons, including the Coffee Cup and
Duke (“Java Marks”) and agrees to: (i) comply with the Java Trademark Guidelines at http://
www.sun.com/policies/trademarks; (ii) not do anything harmful to or inconsistent with Sun’s rights in the
Java Marks; and (iii) assist Sun in protecting those rights, including assigning to Sun any rights acquired
by licensee in any Java Mark.

Graffiti, HotSync, Palm Computing, PalmConnect, and Palm OS are registered trademarks, and the
HotSync logo, Palm, Palm III, Palm V, Palm VII, and the Palm V logo are trademarks of Palm
Computing, Inc., or its subsidiaries.

Contains ScriptEase™, a JavaScript-compatible, ECMAScript-compliant interpreter developed by
Nombas, Inc., http://www.Nombas.Com. All rights reserved.

Windows 95/98/NT, Exchange, and Outlook are either trademarks or registered trademarks of Microsoft
Corporation.

Contains Java Network Programming, which is incorporated in the licensed software pursuant to the
following terms:

Java Network Programming, Second Edition
© 1997-1999 Merlin Hughes, Michael Shoffner, Derek Hamner; all rights reserved.
Manning Publications Company; ISBN 188477749X, http://nitric.com/jnp/.
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THIS SOFTWARE IS PROVIDED BY THE ABOVE NAMED AUTHORS “AS IS” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHORS, THEIR PUBLISHER OR THEIR
EMPLOYERS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Contains zlib.h-interface of the ‘zlib’ general-purpose compression library Version 1.1.3, July 9, 1998. ©
1995-1998 Jean-loup Gailly and Mark Adler.

All other brands, product names, company names, trademarks, and service marks used herein are the
property of their respective owners.

While every effort has been made to ensure technical accuracy, information
in this document is subject to change without notice and does not
represent a commitment on the part of Novarra, Inc.

Novarra, Inc.

3232 N. Kennicott
Arlington Heights, IL 60004
Tel: (847) 368-7800

Fax: (847) 590-8144
E-mail: info@novarra.com
Web site: www.novarra.com
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Introduction

Thank you for choosing Novarra WirelessWeb Enterprise Suite, the
sophisticated wireless software suite that empowers your mobile workforce
with seamless access to the Internet, your Intranet, and corporate applications
from their wireless devices.

1.1 Product Overview

Novarra WirelessWeb Enterprise Suite transforms and adapts Internet content
so that it can be efficiently delivered to mobile devices without customizations
to existing content. Our InstantWireless solution allows you to implement your
wireless strategies in the fastest time possible and without the time and cost
setbacks required for developing custom applications or re-authoring Web
content in another markup language.

Novarra WirelessWeb Server has two main components: the Adaptive Content
Accelerator and Wireless Connectivity Manager. The Adaptive Content
Accelerator performs real-time adaptation of Web content including WAP-
compliant phones. The Wireless Connectivity Manager controls wireless
sessions, protocols, and content transmission for efficient and secure
communication with wireless devices.

WirelessWeb Server supports HTML 4.01, JavaScript 1.3, and WML 1.2
languages. Key objects, such as tables, frames, hypertext links, and forms, are
utilized to fully leverage Web-based eBusiness applications on handheld
devices. End-to-end security is achieved using HTTP 1.1 Basic Authentication,
device authorization, behind-the-firewall deployment, as well as SSL
encryption over the Internet and Certicom-based ECC encryption over-the-air.

WirelessWeb microBrowser is a thin-client browser that can be installed on
wireless devices to serve as an effective user interface to easily navigate across
Internet content or applications. When implemented together, WirelessWeb
Server and microBrowser offer an end-to-end information delivery solution
that provides efficient communication between the wireless device and
Internet/Intranet content.

Introduction
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1.2 About Novarra Documentation

This WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide
shows you how to set up, administer, and troubleshoot problems you might
encounter with WirelessWeb Server.

The WirelessWeb Enterprise Suite 3.10 Developer’s Guide explains the basics
of the WirelessWeb Server's normalization process and how you can take
advantage of autonormalization, Novarra markup language, and templates to
control the presentation of your existing Web content on wireless devices. This
document is intended for Web developers.

We’re very interested in knowing how we can improve WirelessWeb
Enterprise Suite to better meet your needs. Feel free to send any comments or
suggestions about the software or documentation to info@novarra.com.

1.3 Contacting Technical Support

Novarra provides technical and installation support for all administrators of
this product. Novarra Technical Support is available between the hours of 8:00
a.m. to 5:00 p.m. PST, Monday through Friday. You may reach us at:

E-mail: support@novarra.com
Telephone: 847-368-7895

Fax: 847-463-0539

Mail: Novarra Technical Support

3232 N. Kennicott
Arlington Heights, IL 60004

When contacting technical support, please be prepared to provide the
following information:

* General contact information, including name, company, e-mail, and
phone number

* Type of mobile device in use

» Type and version of the operating system

* A brief description of the problem and the steps necessary to recreate it

* Specific error messages

1-2 Novarra Confidential Novarra, Inc
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Installing Novarra WirelessWeb
Enterprise Suite

The Novarra WirelessWeb Enterprise Suite setup provides an easy to use
interface for installing the software.

2.1 Pre-installation

If Tomcat JSP Engine has already been installed, check that the ToMmcaT HOME
environment variable is set to the directory where it is installed.

Novarra WirelessWeb Enterprise Suite supports other JSP engine servers.
Please contact Novarra Technical Support for more details. For Technical
Support contact information see section 1.3, “Contacting Technical Support”
on page 1-2.

2.2 Installing Novarra WirelessWeb Enterprise
Suite

Novarra WirelessWeb, Novarra Agent and Tomcat JSP Engine must be
stopped before reinstalling or upgrading:

Start—Programs—Novarra WirelessWeb—Stop ALL Novarra services
(WWES + Agent + Tomcat)

|n Stark ALL Mowarra services (WWES + Agent 4+ Tomcak)
& Start Novarra Agent
e Stark Mowvarra Wirelessiweb

S + Agent + Tomcat)

ﬁ Stop Movarra Agent
° Stop Movarra Wirelesswweb
@ Uninstall Mowvarra Wirelessiweb

Installing Novarra WirelessWeb Enterprise Suite Novarra Confidential 2-1
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2.2.1 Installing WirelessWeb Server

@/ Note:

Make sure you are installing WirelessWeb onto a system that meets the
minimum requirements.

The setup performs each of the following procedures:

Installs the Java Run-Time Environment (JRE)

Transfers the WirelessWeb software to the hard drive

Backs up existing configuration files if necessary

Automatically installs HotSpot™ Server if you do not have the latest
version installed

Insert the WirelessWeb CD into the CD-ROM drive.

From the Windows Start menu, select Run and type:
x:\server\setup

substituting “x” with the letter designating your CD-ROM drive.
Click the OK button.

After some initial loading and status text, the Novarra copyright
information is displayed. Click Next to continue.

The Welcome panel opens to introduce you to the Novarra
WirelessWeb installation. Click Next to proceed.

Read the license agreement and click the I Agree button to accept its
terms.

When prompted to select an installation folder (on a clean installation
only), either accept the default location (C:\Program Files

folder\Novarra\WirelessWeb) or enter a different path. Then, click the
Next button to continue.

Egalnstaller o im] 5

Engines for
Wireless Data™

Installation directory

CAProgram Files\Mavarralirelessieb Browse

[ Cancel ] [ == Bask ] [ Mesd == ]

2-2
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Since the installation folder varies depending on your system settings or

the value you enter in this panel, it is referred to as <WirelessWeb

location> throughout the Novarra WirelessWeb Enterprise Suite

documentation.

8. If you are reinstalling or upgrading WirelessWeb Server, then the
Previous Installation Detected panel is displayed in the setup.

This panel informs you that the WirelessWeb software must be stopped

before proceeding. If you are not ready to stop WirlessWeb, you can

cancel the upgrade and come back later.

Egalnstaller

=101 x|

Engines for
Wireless Data™

Previous Installation Detected

Installer has detected a previous installation
of the Novarra WirelessWeb software.

This WWES and agent software must be stopped to continue
this upgrade (the agent will be restarted at the end of the
upgrade procedure).

Click "Next”™ to stop Novarra WirelessWeb and Nowvarra aAgent
to proceed with the upgrade installation, or click "Cancel™
to cancel this upgrade without stopping Nowvarra Wirelessleb.

[ cancel | [ <= Back ] [ Next == |

9. The main file transfer proceeds. Several panels and command prompt
screens will appear and disappear. The setup completes its changes to

your system such as adding shortcuts and updating the WirelessWeb

configuration files. A status bar informs you of the progress.

10. The Novarra Thank you panel appears. Click Next to continue

Egalnstaller

=101 x|

Engines for
Wireless Data™

lidvaiid

Thank you for installing Novarra WirelessWeb 3.10.
To start Novarra Wirelessleb server please select:

Start
-» Programs
-> Novarra WirelessWeb
-» fAtart Nowarra WirelessWeb
-» Start Novarra Agent

L) ) (o)

Installing Novarra WirelessWeb Enterprise Suite Novarra Confidential
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11. The installation complete panel appears. Click on Finished.

Egalnstaller o im] 5

Engines for
Wireless Data™

;.. The Novarra WirelessWeb installation is complete.

[ Earnel ] [ == Hack ] [ Finished

2.2.2 Installing Novarra Management Console

The WirelessWeb Server must be installed before the Novarra Management
Console.

1. Insert the WirelessWeb CD into the CD-ROM drive.

2. From the Windows Start menu, select Run and type:
x:\server\oamp setup
substituting “x” with the letter designating your CD-ROM drive.

3. Click the OK button.

4. After some initial loading and status text, the Novarra Management
Console copyright information is displayed. Click Next to continue.

5. The Welcome panel opens to introduce you to the Novarra
Management Console installation. Click Next to proceed.

6. Read the license agreement and click the I Agree button to accept its
terms.

7. If this is a new installation (or an uninstall has been performed prior to
this installation), go to step 11.

8. If you are reinstalling or upgrading Management Console, then the
Previous Installation Detected panel is displayed in the setup.

2-4 Novarra Confidential Novarra, Inc
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This panel informs you that the Tomcat software must be stopped

before proceeding. If you are not ready to stop Tomcat, you can cancel
the upgrade and come back later.

Egalnstaller

=101 x|

Engines for
Wireless Data™

Previous Installation Detected

Installer has detected a previous installation
of the Novarra Management Console software.

Installer must stop the Tomcat service to continue this
upgrade of the Novarra Management Console application.
Tomcat will be restarted at the end of the upgrade
procedure. Note that any web applications running under the
Tomcat service will be unavailable while Tomcat is stopped.

Click "Next”™ to stop Tomcat and proceed with the
upgrade installation, or click "Cancel™ to cancel
this upgrade without stopping Tomcat.

[ Cancel ] [ == Hapk ] [ s ]

9. The main file transfer proceeds. Several panels and command prompt
screens will appear and disappear. The setup completes its changes to

your system such as adding shortcuts and updating the Management

Console configuration files. A status bar informs you of the progress.

10. If you are reinstalling or upgrading Management Console (without
having performed an uninstall), then the Tomcat Installation Audit
panel appears stating Tomcat was found. Click the Next button to

continue. Go to step 16.

Egalnstaller

=101 x|

Engines for
Wireless Data™

~Tomcat Installation Audit

The Novarra Management Console installation program has

detected an existing installation of Tomcat, in
C:\tomcat-3.2.3

., but that Tomcat installation does not hawve an

installation of the Novarra Management Console

web application.

The Novarra Management Console installation program will

attempt an installation of the Novarra Management Console

web application into the current TOMCAT HOME location
[C:ytomcat-3.2.3)

[ Cancel ] [ == Hapk ] [ s ]

Installing Novarra WirelessWeb Enterprise Suite Novarra Confidential
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11. If this is a new installation (or an uninstall has been performed prior to
this installation), an alert appears asking you to install Tomcat. Click
the Next button to continue the installation.

Egalnstaller

Engines for
Wireless Data":

12. Click the Yes button to install Tomcat.

E‘%Tomcat Install

2)
[res J [t |

13. The Tomcat Installation panel appears asking you to wait while it
installs Tomcat 3.2.3.

‘:i Installer

Engines for
Wireless Data":

2-6 Novarra Confidential Novarra, Inc
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14. The Tomcat Install Complete panel appears. Click the Next button to
continue.

‘:i Installer

Engines for
Wireless Data":

15. The Tomcat Service Installation panel appears. Click the Next button to
continue. Go to step 17.

‘:i Installer

Engines for
Wireless Data":

Installing Novarra WirelessWeb Enterprise Suite  Novarra Confidential 2-7
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16. If you are upgrading WirelessWeb (without uninstalling first), the
Novarra WWES Configuration Upgrade/Transform panel appears.

‘:i Installer

Engines for
Wireless Data":

The installer now restores all saved configuration files (for any services
and constituent components you may have added, their application
configurations, and for any subscriber authorization files you may have
added). It also performs an upgrade transformation for any new
configuration parameters or groups that may be part of the new release.
Any existing configuration that you may have had is preserved.

Egalnstaller

Engines for
Wireless Data":

A panel stating the success appears. The panel also directs you to the
logfile which was created as part of the upgrade/transform, so that you
may review any updates that were made to your configuration.

2-8 Novarra Confidential Novarra, Inc
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17. The Novarra Thank you panel appears. Click Next to continue.

Egalnstaller

Engines for
Wireless Data":

18. The installation complete panel appears. Click on Finished.

‘:i Installer

Engines for
Wireless Data":

Installing Novarra WirelessWeb Enterprise Suite Novarra Confidential
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2.3 Setting Up WirelessWeb Server

2.3.1

2.3.1.1

The Management Console provides an easy to use interface for setting up and
configuring the server software. Before you can setup WirelessWeb, you may

need to prepare some information or reconfigure your firewall in order to allow
WirelessWeb to communicate with your wireless network connection.

Preparing to Setup WirelessWeb

You must perform the following prior to beginning the setup.

e Determine the static IP address of WirelessWeb Server.
* Configure your firewall.

Determine the Static IP Address of WirelessWeb Server

The IP address of the machine on which you’re installing WirelessWeb Server
is required so that wireless devices and networks can determine where to route
traffic bound for the WirelessWeb Server. Record this information, which you
must supply to your network vendor or for use with a wireless device
simulator.

The IP address of WirelessWeb Server must be static because the various
networks and wireless devices must always point to the same IP address.

2.3.1.2

Configure Firewall

One of the advantages of WirelessWeb Server is that it can run behind a
corporate firewall, adding another layer of security to your company’s Internet
or Intranet applications.

The following table details how you must configure the firewall to allow traffic
from each network to reach WirelessWeb Server. For example, read the first
row of data as, “On HTTP networks, forward incoming TCP traffic arriving on
port 8827 to the New Server.”

Table 2-1: Open ports through firewall

Novarra

Connectivity Traffic Type Default Port Forward To

Service

HTTP Incoming TCP 8827 WWES Server

HTTPS Incoming TCP 8775 WWES Server
2-10 Novarra Confidential Novarra, Inc
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2.3.2 Setup WirelessWeb

2.3.2.1 Start WirelessWeb and Management Console

After installing Novarra WirelessWeb and Novarra Management Console (see
Chapter 2, “Installing Novarra WirelessWeb Enterprise Suite”), the programs
must be started.

Navigate to and click the “Start ALL Novarra services (WWES + Agent +
Tomcat)” shortcut:
Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movar S + Agent + Tomcat)

ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
R Stop Mowarra Agent

° Stop Movarra Wirelesswweb

@ Uninstall Mowvarra Wirelessiweb

2.3.2.2 Login Management Console

1. Navigate to and click the “Management Console Login” shortcut:
Start—Programs—Novarra Management Console—Management
Console Login

r! alVia12 ra
vvai
Management Console and Administrator
user login

USErname [admin

login |

2. Enter the username and password and click the login button:

These are defaults and can be changed at a later time.

username: admin
password: admin
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2.3.2.3 Check Host Connection

1. From the navigation frame on the left hand side of the welcome page,
click the + next to Configuration to expand the folder. Click the
Maintain Hosts link. The Hosts Configuration frame appears.

a Nowvarra Services
@ Operation Control

Hosts Configuration
Ela Configuration

E At 127.0.0.1 Mem:511Mb
Maint. Host:
—\!a'” =3 TDS . Add/ Remove Hosts
SMMP Cémifiguration
@ AddfEditfRemove Services Ao & Host
: R Host
@ Service Application Configuration EMaveE & fo

E Connection Status
@ Application Function Maintenance

[]-@ Performance fFault
L o ; This interface will allow you to add hosts to, or remave hosts from, the
[]@ User Administration
Movarra cluster.
Logout

About

2. Inthe Hosts Configuration frame, click the Connection Status link.
The Hosts Connection frame appears.

A Novarra Services

@ Operation Control Hosts Connection

a Eonbaiating Host Hame Status Operation
Maintain Hosts
. . 127.0.0.1 Connected Ho Action
SMMP Configuration
: @ Add/Edit/Remove Services 10.1.4.241 Connected Ho Action

@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

3. Make sure the Status for the host is Connected before proceeding.
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2.3.2.4 Start Services

1. From the navigation frame on the left hand side of the page, click the +
next to Operation Control to expand the folder. Click the Start/Stop
Cluster link. The Cluster Start/Stop frame appears.

A Novarra Services

Ela Operation Control Cluster Start / Stop
Connect to Hosts Thiz function will transition all hosts within the server cluster to

Start/Stopacluster either ACTIVE or DORMARNT. & dormart-to-active transition is
recuired when & service or component is added or removed. If :
(o start,rst?;s:aruices Go Active

& host's status is NOT RUNNIMNG  then the Movarra

Go Darmant |

Services Status Wirelessteb Service for that host must be started from the
H X ‘Windowes "Start”" pulldowen menu.
Status Display Preferences Host Harme Opstatus
[]-@ Configuration 127.0.0.1 ACTIVE
101124 ACTIVE
[]-@ Performance fFault
[]-@ User Administration
Logout
About

2. Ifthe Opstatus is Dormant, click the Go Active button. The Opstatus
changes to ACTIVE.

2.3.2.5 Check Services Status

1. From the navigation frame on the left hand side of the page, click the +
next to Operation Control to expand the folder. Click the Services
Status link. The Server/Component Status/Maintenance frame

appears.
A Novarra Services
ElCy Operation Control Server/Component Status/Maintenance
: Connect to Hosts
Start/Stop Cluster |15 Reload Period
i StartfStop Services
LMM
NOW-HTTF Service Hame Component Hame Opstatus Grade of Service Last Change
ServicesStatus LRm e
Status Disfplay Preferences NOV-HTTP L * N g 5 2002 TUTEICAM
[].@ Configuration ACA up 307 Aug 5, 2002 T0: 1436 ALT
[]-@ Performance fFault
[]-@ User Administration
Logout
About

2. Check to see that the Opstatus of all the Services/Components are UP.
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Novarra Management Console

The Novarra Management Console serves as an HTML tool that enables you to configure various aspects
of Novarra WirelessWeb Enterprise suite.

C 20 I o Y« 1 o G L]

3.2 Operation Control......cccivimiisrmsssrmss s s s s sssassssansssnsssnnss 3=6

3.2.1 Connect t0 HOSES ...uviiiiiiii i 3-6
3.2.2 Start/Stop ClUSTEr i e 3-7
3.2.3 Start/Stop SerVICES ittt i e e 3-7
3.2.3.1 Start/Stop LMM i s 3-8
3.2.3.2 Start/Stop NOV-HT TP oo e e e c e e e raaeaas 3-9
3.2.4 SErviCes STatUS ..oiiviiiiiiiiiii i 3-9
3.2.5 Status Display PreferenCes.....ccvviiiiiiiiiiii i 3-10
3.3 Configuration Folder........cciviiimmimmmsmssssssnssssnssssnsssnssssnnsnnnnsnanns 3=-12
3.3.1 Maintain HOSES ...uviiii i 3-12
3.3.1.1  Add @ hOSE o e 3-13
3.3.1.2 ReMOVE @ NSt e e eas 3-13
3.3.1.3 Connection StatusS....c.iiuiiiiiiii i 3-14
3.3.2 SNMP Configuration .....cviiii i i e 3-14
3.3.2.1 Add Trap Destination .....ccciiiiiiiiiiii i e 3-15
3.3.2.2 Edit Trap Destination .....cciiiiiiiii i i e 3-15
3.3.2.3 Delete Trap Destination ...civiiiiiiiiii i e 3-15
3.3.2.4 Edit Trap Communities for Destination ..........coooeiiiiiiiii i e 3-16
3.3.2.4.1 Add Trap CommMUNITY ..ovieiiriiiii i i i rre e eenneeaes 3-17
3.3.2.4.2 Edit Trap CommMUNITY ..vviriiiiii i i re e e aneenes 3-17
3.3.2.4.3 Delete Trap COMMUNITY .oviriiiiiiiiie i s e eneanneenes 3-17
3.3.2.4.4 Display all Trap Configurations......c.ccviiiiiiiiiiiiii i e aeea 3-17
3.3.2.5 Display All Trap Configurations ......ccvviiiiiiiiii i e 3-18
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3.3.3 Add/Edit/REMOVE SEIVICES ...iiuiiiiiriiiiiiiiri e eaes 3-19
3.3.3.1 Add @ SEIVICE et ea 3-19
3.3.3.2 Edit @ SEIVICE e e 3-19

3.3.3.2.1 Add @ COMPONENT ...ttt it e e e areeaes 3-20
3.3.3.2.2 Edit @ CoOmMPONENt vt e 3-21
3.3.3.2.3 Remove @ COMPONENT ...ttt e s s e saneeraneeranens 3-22
3.3.3.3 REMOVE @ SEIVICE... ittt e e a s e aa s e aaes 3-24

3.3.4 Service Application Configuration.........cooeiiiiii i 3-24
3.3.4.1 Configure Logging/Monitoring Module (LMM)......ccoiiiiiiiiiiiiieieeeee 3-24
3.3.4.2 Configure NOV-HTTP ... it e e e e neees 3-27

3.3.4.2.1 Configure Adaptive Content Accelerator .........ocvieiiiiiiiiiiiiiiieenen 3-28

3.3.5 Application Function Maintenance ........c.ocoviiiiiiiiiiiiii 3-30

3.3.5.1 Maintenance on a Service Application .......coiiiiiiiiiiiiiiii 3-31

3.3.5.1.1 Subscriber Authorization ..o 3-31
3.3.5.1.1.1 Add @ DEVICE ceuuiniieiiiiiie ittt e 3-32
3.3.5.1.1.2 Edit @ DEVICE «euuineiiiiiiei it 3-33
3.3.5.1.1.3 Delete @ DeVICE ...oviriiiiiiiiiii it e 3-33
3.3.5.1.1.4 ENable ... 3-34
3.3.5.1.1.5 Disable ... 3-34
3.3.5.1.1.6 COMMIL 1ottt e e 3-35
3.3.5.1.1.7 View Authorization File.........coiiiiiiii e 3-35
3.3.5.1.2 ACA MaintenanCe ....icviiiiiiiiiiii i 3-36
3.3.5.1.2.1 Cookie MaintenancCe .......c.cviiiiiiiiiiiiiii e 3-36
3.3.5.1.2.2 Template MaintenanCe .....c.cviiiiiiiiii i i e e 3-37
3.4 Performance/Fault Folder ......cccciiiiiiiiinnnsccsssnssnsssssss s ssssnnsnnns 3-38

3.4.1 Performance MONItO .. .cuiveiiriiiin e 3-39
3.4.1.1 Configure Performance DiSplay ..c.cvieiieiiiiiiii i e naeeaes 3-39
3.4.1.2 Monitor ACA PerfOrmManCe. ... o e e e aees 3-39

G 32 WeoTe [« [ [ Ve A8 I =T | o Lo [P 3-40
3.4.2.1 USEI FIlEOIS e e e 3-40

3.4.2.1.1 Viewing/Editing @ Filter ..o e 3-42
3.4.2.1.2 Add @ FIlEer e e 3-44
3.4.2.1.3 CloNe @ FIlter ..o 3-45
3.4.2.1.4 RemoVve @ Filter ..o e 3-45
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3.5 User Administration Folder.........cccivimimmiemnnnsssmsssssnsssnssnnsnnsnns 3-46
3.5.1 Add/REMOVE USEIS tiiiiiiiiiiiiiiiiiiiiesiesssiiiiisssestesssssnsssrresssiisssssneesss 3-46
3.5.1.1 Add User
3.5.1.2 Edit User
T T A T o= g ¢ o 1Y < U =T < ol 3-48

3.5.2 Change PasSWOId ....ciiuiiiiiiiiii i it erie s e e s s s e e raneaaneennes 3-49

3.6 Logout......cccciiiinmmrmmnnnnnnsnnnnrnnsnn s nnnnnnnnnnnnnnnnnnn s nnnnnnnnnnnnnnnnnnnnns 3= 30
C T A - X 5 T 1§ R L1 |
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3.1 Login

1. Navigate to and click the “Management Console Login” shortcut:

Start—Programs—Novarra Management Console—Management
Console Login

r! alVia12 ra
vvai
Management Console and Administrator

user login

USErname [admin
password I*****

login |

2. Enter the username and password and click the login button:

These are defaults when first installed and can be changed. See “Add/
Remove Users” on page 3-46.

username: admin
password: admin

3. The WirelessWeb Enterprise Suite welcome page appears.

A Novarra Services

-@ Operation Control Welcome to Movarra Movarra Management Consale

@ Configuration

_ Performance/Fault WirelessWeb Enterprise This console serves as an HTML tool that enables you ta

3] Suite configure various aspects of Movarra Wireless\Web Enterprise
@ User Administration suite.
Logout

about This window contains two frames. The left frame provides a

"tree” view of the Novarra Management Console, starting from
the root level. The right frame displays the contents of the folder
or ohject currently selected in the tree. An abject may be a
function or a group of properties .

To preview the contents of a folder in the left frame, click the +
sign preceding the folder. To close an open folder in the left
frame, click the - sign. To select an ohject, click the ohject. The
right frame then displays the appropriate data. To edit data
displayed, either click the Edit buttan ar click a property; then
make your changes in the editor window that appears.
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3.2 Operation Control

This section is for starting and stopping Novarra WWES services and
components, and for monitoring the "health" of various components by
displaying their Grade of Service (GoS). To access, click the Operation
Control link in the navigation frame. The Operation Control Section

welcome frame appears.

A Novarra Services

El5 Dperation,Control

Hosts
Start/Stop Cluster

@ Start/Stop Services
Services Status

Status Display Preferences
[]-@ Configuration

[]-@ Performance fFault

[]-@ User Administration

Logout
About

Welcome to Movarra

WirelessWeb Enterprise
Suite

Configuration Section

Maovarra OAMP Operation Control Caonsole

This section is for starting and stopping Movarra WWES
services and components, and for monitoring the "health” of
various components by displaying their Grade of Service (GOS).

To preview the contents of a folder in the left frame, click the +
sign preceding the folder. To close an open folder in the left
frame, click the - sign. To select an ohject, click the ohject. The
right frame then displays the appropriate data. To edit data
displayed, either click the Edit buttan ar click a property; then
make your changes in the editor window that appears.

3.2.1

The following items are available in the Operation Control folder:

*  “Connect to Hosts”
»  “Start/Stop Cluster”
» “Start/Stop Services”

» “Services Status”

» “Status Display Preferences”

Connect to Hosts

The Hosts Connection frame displays the host’s status. If a host is not

connected, a button is present to start that host.

A Novarra Services
Ela Operation Control

Connect toHosts
Start/Stop Suster

@ Start/Stop Services
Services Status

Status Display Preferences
[]-@ Configuration

[]-@ Performance fFault

[]-@ User Administration

Logout
About

Hosts Connection

Host Hame Status Operation
127.0.0.1 Connected Ho Action
10.1.4.241 Connected Ho Action

3-6
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3.2.2 Start/Stop Cluster

This function will start/stop all the services and the components in the whole
cluster. This is required when a service or service/component is added/

removed.
1. Click the Start/Stop Cluster link. The Cluster Start/Stop frame
appears.
A Novarra Services
5 operation Control Cluster Start / Stop
; Connect to Hosts Thiz function will transition all hosts within the server cluster to
Start/Stopncluster either ACTIVE or DORMARNT. & dormart-to-active transition is
recuired when & service or component is added or removed. If G :
Jg ] . o Active | Go Dormant |
(g Start/Stop'Services a host's status is NOT RUNNING, then the Navarra
Services Status Wirelessteb Service for that host must be started from the
X Wincoves "Start" pulldown menu.
Status Display Preferences Host Hame Opstatus
[]-@ Configuration 127.0.0.1 ACTIVE
101124 ACTIVE
[]-@ Performance fFault
[]-@ User Administration
Logout
About

2. To stop the cluster, click the Go Dormant button. The Opstatus
changes to DORMANT.

3. To start the cluster, click the Go Active button. The Opstatus changes
to ACTIVE.

3.2.3 Start/Stop Services

This section provides controls for starting and stopping Novarra WirelessWeb
Enterprise Suite components. To access, click the Start/Stop Services link in
the navigation frame. The Start/Stop Services Console welcome frame
appears.

3 Novarra Services
==y Operation Control Welcome to Movarra Movarra Management StariStop Services Console
: Connect to Hosts

Start/Stop Cluster WirelessWeb Enterprise This section pravides cantrols for statting and stopping Novarra
i Suite WAWES components.
a Start,fStoEgSerwces
LI Configuration Section To preview the contents of a folder in the left frame, click the +
NOM-HTTP sign preceding the folder. To close an open folder in the left

frame, click the - sign. To select an ohject, click the ohject. The
right frame then displays the appropriate data. To edit data
Status Display Preferences displayed, either click the Edit button aor click a property; then
[II-@ Configuration make your changes in the editor window that appears.

[]-@ Performance fFault
[]-@ User Administration

Logout
About

Services Status
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3.2.3.1 Start/Stop LMM

1.

Click the LMM link. The Service Start/Stop for LMM frame appears.

A Novarra Services

Ela Operation Control
Connect to Hosts
Start / Stop Cluster

i Start f Stop Services

Services Status
Status Display Preferences
[]-@ Configuration
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Service Start / Stop for LMM

Service/Component Status Actions

Stop |
Stop |

Livitd ue

LMM up

The two buttons that appear on this page are:

* Stop
» Start
To stop the LMM, click the Stop button. The Status for the component

changes to DOWN-ADMIN and the Status for the service changes to
COMPROMISED.

A Novarra Services

Ela Operation Control
Connect to Hosts
Start/Stop Cluster
i StartfStop Services

Services Status

Status Display Preferences
[]-@ Configuration

[]-@ Performance fFault

[]-@ User Administration

Logout
About

Service Start / Stop for LMM

Service/Component Status

Actions

Ex
Ex

Lt OOWN-A DN

LMM COMPROMISED

Stop |

To start the LMM, click the Start button. The Status for the component
changes to UP and the Status for the service changes to UP.

A Novarra Services

Ela Operation Control

: Connect to Hosts
Start / Stop Cluster

i Start f Stop Services

E MOV -HTTP
Services Status
Status Display Preferences
[]-@ Configuration
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Service Start / Stop for LMM

Service/Component Status Actions
Lt ue Stop |
LMM up Stop |

3-8
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3.2.3.2 Start/Stop NOV-HTTP

1. Click the NOV-HTTP link. The Service Start/Stop for NOV-HTTP
frame appears.

A Novarra Services
5 Operation Control Service Start / Stop for NOV-HTTP
Connect to Hosts

5' Start / Stop Cluster

: ACA ue Stop |
Ea Start f Stop Services

NOV-HTTP up Stop |

Service/Component Status Actions

' HNOMVHTTE
Service—fStatus
Status Display Preferences
[]-@ Configuration
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

The two buttons that appear on this page are:
* Stop
« Start

2. To stop the NOV-HTTP, click the Stop button. The Status for the
component changes to DOWN-ADMIN and the Status for the service
changes to COMPROMISED.

3. To start the NOV-HTTP, click the Start button. The Status for the
component changes to UP and the Status for the service changes to UP.

3.2.4 Services Status

1. Click the Services Status link. The Server/Component Status/
Maintenance frame appears.

A Novarra Services

ElCy Operation Control Server/Component Status/Maintenance
Connect to Hosts

' Start/Stop Cluster |15 Reload Period

] StartfStop Services

' MNOW-HTTR Service Hame Component Hame Opstatus Grade of Service Last Change
' ServicesStatus LMM
H L up -7 Aung 5, 2002 T0: 1436 ALT
Status Dhrsplay Preferences NOV-HTTP
(3 Configuration ACA up 301 Aug 5, 2002 10:14:36 AN

[]-@ Performance fFault
[]-@ User Administration

Logout
About

2. The Reload Period can be changed by entering a new number of
seconds (15 seconds is the minimum).
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3. The Opstatus and Grade of Service of each Service/Component is
shown.

» Opstatus — The operational status. An Opstatus of UP indicates
the Service/Component is running. An Opstatus of DOWN-
ADMIN indicates the Service/Component was stopped by an
administrator. An Opstatus of DOWN-OP indicates that there is a
problem with that component.

* Grade of Service — A numerical value of an attribute. When a
mouseover is done on the number, a Tool Tip indicating what the
attribute represents is displayed. The attribute’s value is selectable
(see section 3.2.5, “Status Display Preferences” on page 3-10.) It
may be necessary to increase the Reload Period in order to view the
Tool Tip.

A “-1"in the Grade of Service column indicates that Grade of Service is not
available for that Service/Component.

3.2.5 Status Display Preferences

This page is used to select Grade of Service (GoS) attributes for each created
service's component. The values of selected attributes will then be displayed
under the Grade of Service column in line with each component's name on the
Services Status page (see section 3.2.4, “Services Status” on page 3-9.)
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1. Click the Status Display Pref link. The Status Display Preferences

frame appears.

[ Novarra Services

Ela Operation Control

: Connect to Hosts
Start/Stop Cluster
] StartfStop Services

@ L
“[gf] NOW-HTTP

Services Status

Status DisplaysPreferences
[]-@ Configuration

[]-@ Performance fFault

[]-@ User Administration

Logout
About

Status Display Preferences

Thiz page should be used to select Grade Of Service (Go3) attributes for each created service's component. The
values of selected attributes will then be displayed next to each component's name on the "Service Status" page

LWIM Service

Component fame ‘ GoS Attribute ‘ GoS Attribute's Description

‘ LM ‘ [=] ‘ None
‘ NOV-HTTP Service
Component fame GoS Attribute GoS Att.nb]lte s
Description
ACA |FreeRam j This number represents the
total BLAM (in IB) that is

available to the ACA at the
time of the measurement.

Update GoS Attributes | Feset |

2. Select a Grade of Service (GoS) attribute for each service/component
on the dropdown menus. Once selected, a description of the attribute
appears to the right. The default attribute for GoS is FreeRam.

If no menu item appears in the dropdown, Grade of Service is not available
for that service/component.

3. Click the Upgrade GoS Attributes button.

Novarra Confidential

3-11



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

3.3 Configuration Folder

This section is for clustering services, application specific configuration and
the operation control panel.

1. Click the Configuration folder link. The Configuration Section
welcome screen appears in the right frame.

a Nowvarra Services
@ Operation Control
=1y Confi i

Hosts
SMMP Configuration

Welcome to Novarra Movarra Management Consale

WirelessWeb Enterprise
Suite

This section is for clustering services, application specific
canfiguration. and the aperation cantrol panel.

To preview the contents of a folder in the left frame, click the

@ AddfEdit/{Remove Services
@ Service Application Configuration
@ Application Function Maintenance

Configuration Section

+ zign preceding the folder. To close an open folder in the
left frame, click the - sign. To select an abject, click the

[]-@ Performance fFault
[]-@ User Administration

Logout
About

ohject. The right frame then displays the appropriate data.

To edit data displayed, either click the Edit hutton or click a

prapery, then make yaur changes in the editor window that
appears.

3.3.1

2. The following items are available in the Configuration folder:

* “Maintain Hosts”

*  “SNMP Configuration”

* “Add/Edit/Remove Services”

* “Service Application Configuration”
* “Application Function Maintenance”

Maintain Hosts

This interface will allow you to add and remove hosts in the Novarra cluster.
You can also check the connection status. To access, click the Maintain Hosts
link in the navigation frame. The Hosts Configuration frame appears.

a Nowvarra Services
@ Operation Control
Ela Configuration

MaintaingHosts
SNMP Cgfiguration

[]-@ Performance fFault
[]-@ User Administration

Logout
About

* @ AddfEditfRemove Services
@ Service Application Configuration
@ Application Function Maintenance

Hosts Configuration

127.0.0.1 Mem:511Mb

Add / Remove Hosts

Add & Host
Remaove & Host
Connection Status

This interface will allow you to add hosts to, or remave hosts from, the
Movarra cluster.

3-12
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3.3.1.1 Add a host

1. In the Host Configuration frame, click the Add a host link. The Host
Creation frame appears.

a Nowvarra Services
@ Operation Control
Ela Configuration

B L Host IP Address: |1D.1 A.24
E Maintain Hosts

SMNMP Configuration Add Host |
@ AddfEdit/{Remove Services

@ Service Application Configuration

Host Creation

@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

2. Enter the new host’s address and click the Add Host button. The Host
Configuration frame appears with the new host displayed.

A Novarra Services
@ Operation Control
EI--@ Configuration

: Maintain Hosts
SMMP Configuration
: @ AddfEditfRemove Services Add 5 Host

: Remaove & Host
.@ Service Application Configuration Connection Status

Hosts Configuration

Add / Remove Hosts

@ Application Function Maintenance
[]-@ Performance fFault
L o ; This interface will allow you to add hosts to, or remave hosts from, the
[]@ User Administration
Movarra cluster.
Logout

About

3.3.1.2 Remove a host

1. Inthe Host Configuration frame, click the host you want to remove.
Click the Remove a Host link. An alert appears asking you to confirm

deletion of the host.
A Novarra Services
El{; Operation Control Hosts Configuration
Ela Configuration
e Maintain Host Microsoft Internet Explo e 127.0.0.1 htem: 511 Mk
At s Xl pdd/ Remove Hosts || [IXEETIIESED
SMMP Configuration
Confirm delete of 10.1.1.241
t @ Add/Edit/Remove Services @ Addl a Host
Remove & Host
@ Service Application Configuration ’TI carcel | Connection Status
@ Application Function Maintenance
[]-@ Performance fFault
B o ; This interface will allow you to add hosts to, or remave hosts from, the
@ User Administration N ————
Logout i
About
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2. Click OK. The Host Configuration frame no longer displays the
removed host.

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add/Edit/Remove Services

@ Service Application Configuration

@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

Hosts Configuration

127.0.0.1 Mem:511Mb

Add / Remove Hosts

Add & Host
Remaove & Host
Connection Status

This interface will allow you to add hosts to, or remave hosts from, the
Movarra cluster.

3.3.1.3 Connection Status

In the Host Configuration frame, click the Connection Status link. The Host
Configuration frame displays the host’s status.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

: @ AddfEditfRemove Services

@ Service Application Configuration

@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

Hosts Connection

Host Hame Status Operation
127.0.0.1 Connected Ho Action
10.1.4.241 Connected Ho Action

3.3.2 SNMP Configuration

This interface allows you to change the SNMP configuration for a given
Novarra server.

1. Click the SNMP Configuration link in the navigation frame. The

SNMP Trap Configuration frame appears.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMNMP Corfiguration

@ Add f Edw'f Remove Services
@ Service Application Configuration

@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

SNMP Trap Configuration

Configure SNMP Trap Destinations

Add Trap Destination

Edit Trap Destination

Delete Trap Destination

Edit Trap Communities for Destination
Dizplay AN Trap Configurstions

Logout This interface allows you to add, edit, or delete a destination for traps sent
about from this Movarra cluster. It also allows you to change the trap communities
to use in SMMP traps sentto a given SMMP trap destination.
3-14
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2. The following items are available in the SNMP Trap Configuration
frame:
* “Add Trap Destination”
« “Edit Trap Destination”
*  “Delete Trap Destination”
« “Edit Trap Communities for Destination”
* “Display All Trap Configurations”

3.3.2.1 Add Trap Destination

1. Inthe SNMP Trap Configuration frame, click the Add Trap
Destination link.

2. Enter in the Trap Destination IP Address and click the Add
Destination button.

A Novarra Services

-@ Operation Control SNMP Trap Configuration
i

Configuration

L Trap Destination IP Address: |1 921658.03
Maintain Hosts

SMMP Configuration Add Destination |

@ Add f Edit f Remove Services

@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

3. The Trap Destination IP Address now appears in the SNMP Trap
Configuration frame.

- Novarra Services
(i Operation Control SNMP Trap Configuration
Ea Configuration

Maintain Hosts

Configure SNMP Trap Destinations

SMNMP Configuration
@ Add / Edit / Remove Services Add Trap Destination

_ _ _ _ _ Edit Trap Destination
@ Service Application Configuration Delete Trap Destination
@ Application Function Maintenance Edit Trap Communities for Destination

[]-@ Performance / Fault Dizplay &A1l Trap Configurations

[]-@ User Administration

Logout This interface allows you to add, edit, or delete a destination for traps sent
About fram this Movarra cluster. It also allows you to change the trap communities
to use in SHMP traps sentto a given SNMP trap destination.

3.3.2.2 Edit Trap Destination

1. Inthe SNMP Trap Configuration frame, select the Trap Destination
you want to edit. Click the Edit Trap Destination link.

2. Change the IP address of the Trap Destination.
3.3.2.3 Delete Trap Destination

1. Inthe SNMP Trap Configuration frame, select the Trap Destination
you want to remove. Click the Delete Trap Destination link.
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2. An alert appears asking you to confirm deletion of the Trap
Destination. Click OK. The SNMP Trap Configuration frame no
longer displays the removed Trap Destination.

3.3.2.4 Edit Trap Communities for Destination

This interface allows you to add, edit, or delete a trap community for traps sent
to this trap destination from this Novarra host. It also allows you to commit
SNMP Trap configuration changes to either the current Novarra host, or to all
Novarra hosts

1. Inthe SNMP Trap Configuration frame, select a Destination.

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

SNMP Trap Configuration

Configure SNMP Trap Destinations

Add Trap Destination

Edit Trap Destination

Delete Trap Destination

Edit Trap Communities for Destination
Dizplay AN Trap Configurstions

This interface allows you to add, edit, or delete a destination for traps sent
from this Mavarra cluster. It also allows you to change the trap communities
to use in SMMP traps sentto a given SMMP trap destination.

2. Click the Edit Trap Communities for Destination link. The SNMP
Trap Community Configuration frame appears.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration

@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

SNMP Trap Community Configuration

Configure SNMP Trap Communities for Trap
Destination 192.168.0.3

Addd Trap Community

Edlit Trap Community

Delete Trap Community
Dizplay AN Trap Configurstions

This interface allows you to add, edit, or delete a trap cammunity far traps
sent to this trap destination.

3. The following items are available in the SNMP Trap Community

Configuration frame:

*  “Add Trap Community”

+ “Edit Trap Community”

* “Delete Trap Community”

* “Display all Trap Configurations”

3-16
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3.3.2.4.1 Add Trap Community

1. Inthe SNMP Trap Community Configuration frame, click the Add
Trap Community link.

2. Enter a Community name.

a Nowarra Services
¥l (;@ Operation Control SNMP Trap Communities - Trap Destination 192.168.0.3
i

Configuration

Trap Community: I
Maintain Hosts P ity: Ipubllc2

SMMP Configuration Add Community |

@ Add f Edit f Remove Services

: @ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

3. Click the Add Community button. The community now appears in the
list for that Trap Destination.

A Novarra Services
El{; Operation Control SNMP Trap Community Configuration
Ela Configuration

Maintain Hosts

Configure SNMP Trap Communities for Trap
Sl EamigrEden Destination 192.168.0.3
@ Add f Edit / Remove Services
: @ Service Application Configuration 'Tiddi E:z gs::a:g
@ Application Function Maintenance Dielete Trap Community
[]‘@ Performance f Fault Dizplay &1 Trap Configurations

[]-@ User Administration

ez This interface allows you to add, edit, or delete a trap community for traps
About sent to this trap destination.

3.3.2.4.2 Edit Trap Community

1. Inthe SNMP Trap Community Configuration frame, select the Trap
Community you want to edit. Click the Edit Trap Community link.

2. Change the Trap Community name and click the Change Community
button.

3.3.2.4.3 Delete Trap Community

1. Inthe SNMP Trap Community Configuration frame, select the Trap
Community you want to remove. Click the Delete Trap Community
link.

2. An alert appears asking you to confirm deletion of the Trap
Destination. Click OK. The SNMP Trap Configuration frame no
longer displays the removed Trap Community.

3.3.2.4.4 Display all Trap Configurations

1. Inthe SNMP Trap Community Configuration frame, click the
Display All Trap Configurations link.
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2. A display of all Trap Configuration parameters in the Novarra cluster

appears.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

: @ Add f Edit f Remove Services
@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

SNMP Trap Configuration
Trap Destination
192.168.0.3

Community Hames
public2
public

This is the same information as found when you click the Display All Trap
Configurations link in the SNMP Trap Configuration frame (see below).

3.3.2.5

Display All Trap Configurations
1. Inthe SNMP Trap Configuration frame, click the Display All Trap

Configurations link.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

SNMP Trap Configuration

Configure SNMP Trap Destinations

Add Trap Destination

Edit Trap Destination

Delete Trap Destination

Edit Trap Communities for Destination

Dizplay &1 Traiﬁonfiguraﬁons

This interface allows you to add, edit, or delete a destination for traps sent
from this Mavarra cluster. It also allows you to change the trap communities
to use in SMMP traps sentto a given SMMP trap destination.

appears.

2. A display of all Trap Configuration parameters in the Novarra cluster

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

SNMP Trap Configuration
Trap Destination
192.168.0.3

Community Hames
public2
public
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3.3.3 Add/Edit/Remove Services

This interface will allow you to add, edit and remove services. To access, click
the Add/Edit/Remove Services link in the navigation frame. The Service
Configuration frame appears.

A Novarra Services

;3 Operation Control Service Configuration
Ela Configuration
@ Maintain Hosts Service Hame
Add f Edit /f Remove Services
SMMP Configuration Lhlhd
i Add / Edit £ Remove Services Add & service
: Edit & service

Remave a service

@ Service Application Configuration
@ e FrrEien Mefenemes This interface will allow you to add, edit, or remove Mavarra services.

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

3.3.3.1 Add a service

Novarra recommends that service additions and deletions not be
performed. Rather, new components be added to the existing Novarra
service (example: NOV-HTTP) or existing components can be edited or
removed. Components are added, edited or removed via the Edit a
service link.

3.3.3.2 Edit a service

1. Inthe Service Configuration frame, click the Service Name you want
to edit (example: NOV-HTTP).

A Novarra Services

;3 Operation Control Service Configuration
Ela Configuration
: Maintain Hosts Service Hame
Add f Edit /f Remove Services
SMMP Configuration Lhhd
Ea Add f Edit f Remove Services Add & service

Edit a=ervice
@ R Removea ;rvice
@ NOY¥-HTTP
@ Service Application Configuration
@ e FrrEien Mefenemes This interface will allow you to add, edit, or remove Mavarra services.
[]-@ Performance f Fault

[]-@ User Administration

Logout
About
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2. In this Service Configuration frame, you can Add, Edit or Remove
Components.

a Nowvarra Services
@ Operation Control
Ela Configuration

Maintain Hosts HOV-HTTP
Add / Edit f Remove Components
SMMP Configuration

Service Components Configuration

B add / Edit f Remove Services A & component
2 Edit & component
-
@ LMM Remove a component
El= NO¥-HTTP
ACH
[]_@ S (el Confmmmon This interface allows you to add, edit, or remoave Novarra components.

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

3.3.3.2.1 Add a component

1. Click the Add a component link. The Service Component Add frame
appears.

a Nowvarra Services
@ Operation Control
Ela Configuration

— Adaptive Content Accelerator name: A0
Maintain Hosts
SMMP Configuration Host Iw 'l

Ela Add f Edit f Remove Services Add Compaonent |
@ LMM

ECy NO¥-HTTP

g Ach

[]-@ Service Application Configuration

Service Component Addition

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

2. Enter a new name for the Adaptive Content Accelerator (ACA). Select
a Host from the list.

3. Click the Add Component button. The Cluster Start/Stop frame
appears.

In order for the add to take effect, the cluster must be stopped and
restarted.
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A Novarra Services

4. Click the Stop button and wait for the Opstatus to change to

DORMANT.

@ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

Thiz function will transition all hosts within the server
cluster to either ACTIVE or DORMANT. & dormant-ta-
active transition iz required when a service or

Cluster Start / Stop

componert is added of removed. If & host's status is NOT Go Active | Go Darmant |
Logaut RUMMING, then the Movarra Wirelessieb Service for that
host must be started from the Windowes "Start" pulldown
About et
Host Hame Opstatus
127.0.041 DORMANT
101124 DORMANT

5. Click the Start button and wait for the Opstatus to change to ACTIVE.

a Nowvarra Services
@ Operation Control

Configuration

Cluster Start / Stop
Thiz function will transition all hosts within the server
@ Performance / Fault cluster to either ACTIVE or DORMANT. & dormant-ta-
. ) active transition iz required when a service or
@ User Administration component is added or remaved. If & host's status is NOT
Logout RUMMING, then the Movarra WirelessiWeh Service for that
host must be started from the Windowes "Start" pulldown
About menat
Host Hame Opstatus
127.0.041 ACTIVE
101124 ACTIVE

Go Active | Go Darmant |

3.3.3.2.2 Edit a Component

1. Click the Edit a component link. The Service Component Edit frame
appears.

A Novarra Services
@ Operation Control
EI--@ Configuration
Maintain Hosts SELL T
SMMP Configuration Host
B add / Edit f Remove Services
(g LMM
ECy NO¥-HTTP

ACH
]-@ Service Application Configuration
]-@ Application Function Maintenance
]-@ Performance f Fault
]-@ User Administration
Logout
About

Service Component Edit

Related Componentlame:

Java YM Heap Size (Mb)

B
£

2. Edit the Host address and/or Java VM Heap Size.
3. Click the Update button. The Cluster Start/Stop frame appears.

In order for the edit to take effect, the cluster must be stopped and
restarted.

Novarra Confidential

3-21



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

4. Click the Go Dormant button and wait for the Opstatus to change to
DORMANT.

A Novarra Services
@ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

' Logout

Cluster Start / Stop
Thiz function will transition all hosts within the server
cluster to either ACTIVE or DORMANT. & dormant-ta-
active transition iz required when a service or
component iz added or removed. If a host's status is NOT
RUMMING, then the Movarra WirelessiWeh Service for that
host must be started from the Windowes "Start" pulldown

Go Active | Go Darmant |

menu.

Host Hame Opstatus
127.0.041 DORMANT
101124 DORMANT

5. Click the Go Active button and wait for the Opstatus to change to
ACTIVE.

A Novarra Services

: @ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

Cluster Start / Stop
Thiz function will transition all hosts within the server
cluster to either ACTIVE or DORMANT. & dormant-ta-
active transition iz required when a service or
component iz added or removed. If a host's status is NOT
RUMMING, then the Movarra WirelessiWeh Service for that
host must be started from the Windowes "Start" pulldown

Go Active | Go Darmant |

menu.

Host Hame Opstatus
127.0.041 ACTIVE
101124 ACTIVE

3.3.3.2.3 Remove a Component

1. Inthe Service Configuration frame, select the Component Name you
want to remove (example: ACA1) and click the Remove component

A Novarra Services

link.

@ Operation Control
EI--@ Configuration
Maintain Hosts
SMMP Configuration
B add / Edit f Remove Services
(g LMM
ECy NO¥-HTTP
ACA
]-@ Service Application Configuration
]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

A
E

Service Components Configuration

HOV-HTTP
Create f Edit f Remove Components

Add a component
Edit & component

Remave aﬁomponem

This interface allows you to add, edit, or remoave Novarra components.
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2. An alert appears asking you to confirm deletion of the component.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

B add / Edit f Remove Services
(g LMM

ECy NO¥-HTTP

g Ach

[]-@ Service Application Configuration

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Service Components Configuration

Microsoft Internet Explorer x|

This inte @ Confirm delete of ACA1and its related components L

Create f Edit f Remove Components

Add a component
Edit & component
o ms s nmponent

HOV-HTTP

[8]4 I Cancel |

3. Click the OK button. The Cluster Start/Stop frame appears.

In order for the removal to take effect, the cluster must be stopped and

restarted.

4. Click the Go Dormant button and wait for the Opstatus to change to
DORMANT.

A Novarra Services

@ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

Logout

Cluster Start / Stop

Thiz function will transition all hosts within the server
cluster to either ACTIVE or DORMANT. & dormant-ta-
active transition iz required when a service or
component iz added or removed. If a host's status is NOT
RUMMING, then the Movarra WirelessiWeh Service for that
host must be started from the Windowes "Start" pulldown

Go Active |

menu.

Host Hame
127.0.041
101124

Go Darmant |

Opstatus
DORMANT
DORMANT

5. Click the Go Active button and wait for the Opstatus to change to
ACTIVE.

a Nowvarra Services
@ Operation Control

@ Configuration
@ Performance f Fault
@ User Administration

Logout
About

Cluster Start / Stop

Thiz function will transition all hosts within the server
cluster to either ACTIVE or DORMANT. & dormant-ta-
active transition iz required when a service or
component iz added or removed. If a host's status is NOT
RUMMING, then the Movarra WirelessiWeh Service for that
host must be started from the Windowes "Start" pulldown

menu.

Host Hame
127.0.041
101124

Go Active |

Go Darmant |

Opstatus
ACTIVE
ACTIVE

Novarra Confidential
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3.3.3.3 Remove a service

Novarra recommends that service additions and deletions not be
performed. Rather, new components be added to the existing Novarra
service (example: NOV-HTTP) or existing components can be edited or
removed. Components are added, edited or removed via the Edit a
service link.

3.3.4 Service Application Configuration

This section is for application specific configuration. Such as the configuration
of the LMM, line handlers, device managers, ACAs, etc.

Services can be configured only when the entire cluster is DORMANT or
when the entire cluster is ACTIVE and the service us up and running.

3.3.4.1 Configure Logging/Monitoring Module (LMM)

1. To access, click the Service Application Configuration link in the
navigation frame. The Application Configuration Section welcome
frame appears.

A Novarra Services
-@ Operation Control Welcome to Movarra Movarra Management Consale
Ela Configuration

. Wireless\Web Enterpn.se This section is for configuring operational pararmeters for
E Suite the ACA and LM components.
SMMP Configuration
@ Add f Edit f Remove Services Service Application To preview the contents of a folder in the left frame, click the
E| Service Application Configuration Configuration + zign preceding the folder. To close an open folder in the

left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.

; '@ NOY-HTTP To edit data displayed, either click the Edit button or click a

@ Application Function Maintenance property; then make your changes in the editor window that
D'@ Performance f Fault Appears.
D'@ User Administration
Logout
About
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1. Click the LMM (folder) link and the LMM (document) link. The
LMM Configuration Editor frame appears.

A Novarra Services

i) Opereiion For LMM Configuration Editor
EI--@ Configuration

Maintain Hosts Existing Components

[z SMMP Configuration Please zelect component group to the left in

EJ-@ Add / Edit / Remove Services order to edit itz confipuration settings
=3 Service Application Configuration
? COMMECTORS
=) Ll FILEAPPENDER:
ADMINFILTER
-@ NO¥-HTTP
[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration
- Logout . .
iggeld Component Configuration Editor for LMV
About
Attribute Iame Value Resf:art Description
Required?
‘LogServerHost “12?.0.0.1 ‘ Tes ‘IP mumber for host running T Service
LogServerPort | [318 Ves Ez;tn;wnber uzed by LogServer to recetve

‘ SmtpHost “10.1.1.? ‘ Tes ‘ EMTP Zerver Host IP

*%% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Update UpdateAll Defaults |
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2. Select a component group by clicking on the component’s name
(Example: ADAPTORS). The Component Configuration Editor for

LMM frame for that component appears.

A Novarra Services

@ Operation Control

Ela Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration

@ NOY¥-HTTP

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

LM Configuration Editor

Existing Components
Please zelect component group to the left in

order to edit itz confipuration settings

LOGSERVER
ADAETORS
COMMNECTORS
FILEAFFENDER
ADMINFILTER

Component Configuration Editor for LWL

Attribute Iame Value Description

Required?

‘ Restart

HitmlPort “8888

Tes ‘ HTML Adaptor Port Mumber

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when runninj?service is restarted.

Update | UpdateAll | Defaults |

The components that can be configured are:

LOGSERVERS

FILEAPPENDER

ADAPTORS

ADMINFILTER

CONNECTORS
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3. Edit the appropriate fields and click the Update button. The bottom

frame displays “Information for component "LMM" has been

successfully updated and sent to the host.”

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration

@ NOY¥-HTTP

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

LM Configuration Editor

Existing Components

LOGSERVER

CONMECTORS
FILEAPFENDER
ADMINFILTER

Please zelect component group to the left in

order to edit itz confipuration settings

Information for component "LMM" has been sucessfully updated and sent to the host.

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

8.)

3.3.4.2 Configure NOV-HTTP

In the navigation frame, click NOV-HTTP. The navigation frame expands

4. Restart the service (see section 3.2.3.1, “Start/Stop LMM” on page 3-

beneath the service application selected. The Adaptive Content Accelerator

(ACA) link for that service appears.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM

Eoy NOY-HTTP,
g Ach {

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Welcome to Movarra

WirelessWeb Enterprise

Service Application
Configuration

Movarra Management Consale

This section is for configuring operational parameters for
Suite the ACA and LMM components.

To preview the contents of a folder in the left frame, click the
+ zign preceding the folder. To close an open folder in the
left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
prapery, then make yaur changes in the editor window that
appears.
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3.3.4.2.1 Configure Adaptive Content Accelerator

The Adaptive Content Accelerator is a shared component. Changes made in

the ACA for one service will be reflected in all other services.

1. Click the ACA link. The Component Configuration Editor for ACA

frame appears.

A Novarra Services
@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services

Ela Service Application Configuration

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Component Configuration Editor ACA

General

Select a group to manage:
Cookies

Automatic Mormalization
Cascading StyleSheets

=

Grade Of Service Statistios ¥ |

Component Configuration Editor for ACA

‘ IENGLISH Vl ‘

Attribute Hame Value ReR::i‘ra:ﬂ Description

Alert level ‘ Ig vl ‘ Mo Indicates the alert level. Higher numbers generste more output.

Max message rate |1 0 es The average number of messages to allow to the media
manager in & second. Important: This should OMLY be changed
for testing purposes.

Max nested requests ISD Mo The maximum number of nested requests (e.q. frame requests)
that a request can spawn.

Max nested frame level |5 Mo The maximum depth of nested framesets that the ACA wil
pursUe.

UDP buffer size |1 000000 es The zize of the UDP Buffer size for send and receive buffers
The default seems to be 5192 on VWindows MT A bigger buffer
will result in fewer messages being dumped on the floor st high
message rates, but may result in messages arriving st the client
guite late.

Max failed heartbeats |2 Yes This i= the number of hearthests a connection iz allowed to skip
before it iz considered dead. Higher traffic may require mare
failed heartbeats, but never more than about 10,

HTTP port ‘ I2555 ‘ Yes ‘ HTTP port for administration access to the ACA.

Max meta refresh seconds |1 5 Mo All meta tags with hitp-ecguiv equal to refresh that are set below
this number of seconds will be loaded in the nested request
GUELE.

Max redirects |5 Mo Macximum number of redirections allowed due to the meta tag
wyith hittp-ecuiv

Hested request error reporting | QO & Off Mo Enableidizable entering an error into the Dom for & nested
request failure.

Language Mo Indicates the alert level. Higher numbers generste more output.

Update

*%% L1l attributes specified with "Restart Reguired?” field set to
will take effect only when running service is restarted.

UpdateAll

nyagn

Defaults
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2. Select a group to manage by clicking on the group’s name (Example:
Security - SSL). The Component Configuration Editor for ACA
frame for that group appears.

A Novarra Services
@ Operation Control
= o Een e Component Configuration Editor ACA

Maintain Hosts Load Balancing Options ;I
SMMP Configuration
Select a group to manage:
[]-@ Add f Edit / Remove Services
By Service Application Configuration
(g LMM
EC3 NOY-HTTP
ACH
[]-@ Application Function Maintenance
H{z Performance / Fault Component Configuration Editor for ACA
[]-@ User Administration
Logout
_ Restart s
Attribute Hame Value _ Description
About ‘ Required? ‘ =
‘ SSL enabled ‘ & 0n © Off ‘ Mo EnableDizable SSL security.
‘ SSL cipher suites ITLS_ECDH_ECDSA_\MTH_ ‘ Yes ‘ Cipher sutes allowed for S5L.

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaults

The groups that can be configured are:

General Http Wireless Connector | System
Automatic Normalization Load Balancing Options Templates
Cascading Style Sheets Proxy Trace

Cookies Security-SSL Trace Override
Grade of Service Statistics | Serializer Options User Agent
Image Support Session/Thread WML
Javascript Subscriber Authorization
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The Update All button is used for updating all components of this type
throughout the Novarra cluster.

3. Edit the appropriate fields and click the Update button (or Update All
button if appropriate). The bottom frame displays “Information for
component "ACA" has been successfully updated and sent to the host.”

a Mowarra Services
@ Dperation Control . : 5
Eley Configuration Component Configuration Editor ACA
Maintain Hosts
SMMP Configuration
[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM
ECy NO¥-HTTP

ACH

[II-@ Application Function Maintenance Information for component " ACA" has been sucessfully updated and sent to the host.
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

Load Balancing Options ;I

Select a group to manage:

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

4. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)

3.3.5 Application Function Maintenance

This section is for maintaining various server functions.

A Novarra Services

-@ Operation Control Welcome to Movarra Movarra Management Consale
Ela Configuration
F . WirelessWeb Enterprise This section is far maintaining various server functions.

Suite
ST CemgurE i To preview the contents of a folder in the left frame, click the
@ Add f Edit f Remove Services Application Function + sigh preceding the folder. To close an open folder in the
@ Service Application Configuration Maintenance leftframe, click the - sign. To select an object, click the
E| ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
prapery, then make yaur changes in the editor window that

lication FunctioniMaintenance
{7 NOV-HTTP

[]‘@ Performance f Fault appears.
[]‘@ User Administration
Logout
About
3-30 Novarra Confidential

Novarra, Inc



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

3.3.5.1 Maintenance on a Service Application

In the navigation frame, click the service application (example: NOV-HTTP).
The navigation frame expands beneath the service application selected.
Subscriber Authorization and Adaptive Content Accelerator (ACA) links for
that service appear.

A Novarra Services

-@ Operation Control Welcome to Novarra Movarra Management Consale
Ela Configuration
Teieln B Wireless\Web Enterpn.se This section is for configuring operational pararmeters for
Suite all ACA components.
SMMP Configuration
* @ Add f Edit f Remove Services Service Application To preview the contents of a folder in the left frame, click the
@ Service Application Configuration Configuration + zign preceding the folder. To close an open folder in the

left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
prapery, then make yaur changes in the editor window that

@ ACA appears.
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Ea Application Function Maintenance

3.3.5.1.1 Subscriber Authorization

1. Click the Subscriber Authorization link. The Subscriber
Authorization frame appears.

a Nowvarra Services
Gl i
. @ Operation Control Subscriber Authorization

Elv configuration Search Devices: I* Search |
Maintain Hosts

SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration

Device List

Ea Application Function Maintenance
EC3 NOY-HTTP

Subscribetduthorization
- ACA |-"\—n'|T Al Eclit Delete Enahle Dizakle Commit “iewy authorization file

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

2. To search for a device, enter the device name (or a wildcard * for all
devices) and click the Search button.
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3.3.5.1.1.1 Add a Device

A Novarra Services

1.

Click the Add link.The frame beneath Subscriber Authorization now

has Device ID and Device Info editable fields.

@ Operation Control

EI--@ Configuration

Maintain Hosts

' SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization
-@ ACA
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Subscriber Authorization

Search Devices: I* Search
Device List
Aﬁd Ediit Delete Enable Dizahle Comimit Wiewy autharization file
Device Id I
Device Info

Add

A Novarra Services

now appears in the Device List.

2. Enter the appropriate information and click the Add button. The device

@ Operation Control

EI--@ Configuration

Maintain Hosts

' SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization
() ACA

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search |

—

Device List

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file
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3.3.5.1.1.2 Edit a Device

1. Click the device in the Device List that you want to edit. Click the Edit
link in the Subscriber Authorization frame. The frame beneath
Subscriber Authorization now has a Device Info editable field.

a Mowarra Services
@ OrerEien Comi) Subscriber Authorization
Ela Configuration Search Devices: I* Search

Maintain Hosts T

evice Li
ST CemgurE i Movarra: TestID 1.0

@ Add f Edit f Remove Services

@ Service Application Configuration

Ea Application Function Maintenance

EC3 NOY-HTTP
Subscriber Authorization
@ ACA Al % Delete Enahle Dizakle Commit “iewy authorization file
[]-@ Performance f Fault
[]-@ User Administration Device Info Test D1 Date Enahledw
Logout Editl
About
2.

Make your changes and click the Edit button.

3.3.5.1.1.3 Delete a Device
1. Click the device in the Device List that you want to delete. Click the
Delete link in the Subscriber Authorization frame. An alert box
appears confirming the deletion of the selected device.
a Mowarra Services
@ Uperstionleuntol Subscriber Authorization
Ela Configuration Search Devices: I* Search |
: Maintain Hosts T
evice
SMMP Configuration
@ Add / Edit f Remove Services
@ Service Application Configuration
Ea Application Function Maintenance Microsoft Internet Explorer
EC3 NOY-HTTP @ ;
: ) o Confirm delete ofMovarral: Test ID 1:08/08(2002
Subscriber Authorization
@ ACA Al ’—I ammit “iewy authorization file
[]-@ Performance f Fault o Cancel |
[]-@ User Administration Device Info ITest o1 Date Enahledw
Logout Editl
About

2. Click the OK button. The device no longer appears in the Device List.
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3.3.5.1.1.4 Enable

1. Click the device in the Device List that is currently disabled (the word

DISABLED appears in the name on the Device List).

a Mowarra Services

@ Operation Control Subscriber Authorization

5@ Configuration Search Devices: I* Search |

Maintain Hosts Device List

' SMMP Configuration =

@ Add f Edit f Remove Services

@ Service Application Configuration

By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization

@ ACA Al Eclit Delete Enahle Dizakle Commit “iewy authorization file
[]-@ Performance f Fault

[]-@ User Administration
Logout
About

2. Click the Enable link. The device is now enabled.

a Nowvarra Services
@ Operation Control

: Subscriber Authorization
=y Configuration Search Devices: I* Search |
Maintain Hosts —
) ) Device List
' SMMP Configuration Movarral: Test ID1:0
@ Add f Edit f Remove Services

@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization

@ ACA A Ediit Delete Enaple
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Dizahle Comimit Wiewy autharization file

3.3.5.1.1.5 Disable

1. Click a device in the Device List that is currently enabled (the word

DISABLED does not appear in the name on the Device List).

a Nowvarra Services
@ Operation Control

: Subscriber Authorization
=y Configuration Search Devices: I* Search |
Maintain Hosts —
) ) Device List
' SMMP Configuration Movarra 1:Test 1D 1:0
@ Add f Edit f Remove Services

@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization

@ ACA A Ediit Delete Enable
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Dizahle Comimit Wiewy autharization file
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2. Click the Disable link. The device is now disabled (the word
DISABLED appears within the name on the Device List).

a Nowvarra Services
@ Operation Control

: Subscriber Authorization
Elv configuration Search Devices: I* Search |
Maintain Hosts

) ) Device List
SMNMP Configuration Movarrs 1:IDISABLEDTest ID 1:08
@ Add f Edit f Remove Services

@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization

@ ACA Al Eclit Delete Enahle % Commit “iewy authorization file
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

3.3.5.1.1.6 Commit

Click the Commit link. An alert appears confirming the authorization file will
be copied to all hosts. Click the OK button.

A Novarra Services

ol i

H@ Operation Control Subscriber Authorization

Elv configuration Search Devices: I* Search |

: Maintain Hosts —
Device Li

SMMP Configuration -

@ Add f Edit f Remove Services

@ Service Application Configuration

Ea Application Function Maintenance Microsoft Internet Explorer
EC3 NOY-HTTP
: ) o This will copy the autharization file to all the hosts.
Subscriber Authorization
@ ACA Al ammit “iewy authorization file
[8]4 I Cancel |

[]-@ Performance f Fault

[]-@ User Administration

Logout

About

3.3.5.1.1.7 View Authorization File

1. Click the View Authorization File link. A window opens with the

Authorization file.

MNovarra 1:Test ID 1:08/08/2002
#Novarral: Test ID 1:08/08/z2002

2. To close the window, click on the X in the upper right-hand corner of
the window.
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3.3.5.1.2 ACA Maintenance

Click the + next to the ACA folder or click the ACA link. The navigation
frame expands beneath ACA. The Cookie Maintenance and Templates
Maintenance links appear.

A Novarra Services

-@ Operation Control Welcome to Movarra Movarra Management Consale
Ela Configuration
A Wireless\Web Enterpn.se This section is for configuring operational parameters for
Suite all ACA components.
SMMP Configuration
* @ Add f Edit f Remove Services Service Application To preview the contents of a folder in the left frame, click the
@ Service Application Configuration Configuration + sign preceding the folder. To close an open folder in the

left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
Subscriber Authorization prapery, then make yaur changes in the editor window that
E!-- e appears.

Ea Application Function Maintenance
EC3 NOY-HTTP

ookie Maintenance
Template Maintenance
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

3.3.5.1.2.1 Cookie Maintenance
1. Click the Cookie Maintenance link. The Cookie Inquiry frame

appears.
a Mowarra Services
@ Operation Control Cookie Inquiry
Ea Configuration
: Maintain Hosts Hebworkld: HTTP Device Id: IB%AECQBUUZ'I

SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration Get Cookies |
By application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
E"a ACA
Cookie Maintenance
Ternplate Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

2. Enter HTTP in the Network ID.
3. Enter the Device ID.

Do not use the Device ID in the example. To determine the Device ID, see
section 4.2.1, “Determining the Device ID” on page 4-3.
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4. Click the Get Cookies button. The Cookie Maintenance for Device
frame appears

a Nowvarra Services
@ Operation Control
Ela Configuration

Maintain Hosts

EC3 NOY-HTTP
Subscriber Authorization
Ecy ACA
Cookie Maintenance
Terplate Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Hame Value Domain Path | Version Expires Delete ?
SMMP Configuration
session-id 104-2024666-5255525 AMAZON COM ! o Thu,15-Aug-2002 03:00:00 |
@ Add / Edit f Remove Services
.@ Service Application Configuration session-id-time 1028395400 AMAZON.COM |/ i Thu,15-Aug-2002 030000 | [T

Ea Application Function Maintenance

Cookies Maintenance for Device BO96AEC98002130E2

ubid-main 430-5403592-2439244 AL TN COh ! o Tue,01-Jan-2036 02:00:01 ]

continue-shopping-
url=fzubstiomehome bitmli 04-2024668-
ohidos_path 52855288 continue-shopping-post- AMATON SO ! u]
data=&continue-shopping-
description=generic gateway default

=ession |

Update Cookies |

5. Click the Delete? checkbox for the cookies you want to delete.

Once a cookie is deleted, it cannot be recovered.

3.3.5.1.2.2

6. Click the Update Cookies button.
7. Those cookies are now deleted from the cache.

Template Maintenance

The template maintenance function provides a simple file upload facility for
uploading template files to the WirelessWeb Server. The file specified in the
"FileName" field will be copied from the filesystem of the administrator and
placed into the filesystem of the WirelessWeb Server in the directory specified
in the "DirectoryName" field (relative to <WirelessWebLocation>\config.

This is not a very useful function if the filesystem containing the templates

is the same as (or is on the same networked file system as) the filesystem
for the WirelessWeb Server.

For more information on Templates, see the WirelessWeb Enterprise Suite
Developer’s Guide.
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1. Click the Template Maintenance link. The Template File Upload
frame appears.

A Novarra Services
@ Operation Control Template File Upload

Ela Configuration
; File Hame: I Browse... |

Maintain Hosts

SNMP Configuration Directory Hame: I
E{z Add f Edit f Remove Services
@ ! ! Upload |

@ Service Application Configuration

Ea Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
Ecy ACA
: Cookie Maintenance
TemplatesMaintenance
[]-@ Performance f Fa
[]-@ User Administration

Logout
About

2. Enter the File Name and Directory Name and click the Upload button.

3.4 Performance/Fault Folder

This section provides statistics data collection functions for Novarra
WirelssWeb Enterprise Suite components.

1. To access, click the Performance/Fault link in the navigation frame.
The Performance/Fault Section welcome frame appears.

A Novarra Services
@ Operation Control Welcome to Novarra Movarra Management Perforrnance/Fault Console
E|--a Configuration
Maintain Hosts
SMMP Configuration

@ Add / Edit / Remove Services Performance / Fault To preview the contents of a folder in the left frame, click the
; + zign preceding the folder. To close an open folder in the
left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.

H"ﬁ%ﬁiﬁult To edit data displayed, either click the Edit button or click 2
@ Performance’Monitor property; then make your changes in the editor window that
@ Logging f Tracing ekl

[]‘@ User Administration

Logout
About

WirelessWeb Enterprise This section provides performance statistic data collection
Suite functions for Movarra WWES compaonents.

@ Service Application Configuration
@ Application Function Maintenance

2. The following item is available in the Performance/Fault folder:
* “Performance Monitor”

*  “Logging/Tracing”
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3.4.1 Performance Monitor

This section allows the operator to configure monitoring parameters for the
ACA (Adaptive Content Accelerator) and to monitor ACA performance. To
access, click the Performance Monitor link in the navigation frame. The
Configure Performance Display welcome frame appears.

a Nowvarra Services
@ Operation Control
Ela Configuration

Maintain Hosts

SMMP Configuration

Ela Performance f Fault

Monitor ACA Performance
[]-@ Logging f Tracing

[]-@ User Administration

Logout

About

[]-@ Add f Edit f Remove Services

[].@ Service Application Configuration To preview the contents of a folder in the left frame, click the
S ; ) + sign preceding the folder. To close an open folder in the
[]‘@ Application Function Maintenance

=iy PerformanceEMonitor
@ e W omETEe ek prapery, then make yaur changes in the editor window that

Welcome to Novarra Movarra Management Consale

WirelessWeb Enterprise This section allows the operator to configure monitoring
Suite parameters for the ACA (Adaptive Content Accelerator) and
to monitor ACA perfarmance.

Ferformance Monitor

left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a

appears.

3.4.1.1

3.4.1.2

The following items are available in the Performance Monitor folder:

* “Configure Performance Display”
*  “Monitor ACA Performance”

Configure Performance Display

This section allows the operator to configure monitoring parameters for the
ACA.

1. Navigate to the Status Display Preferences frame for the service you
want to configure. (Example: HTTP):

Performance/Fault—Performance Monitor—Configure
Performance Display—>NOV- HTTP—-ACA

2. Select the Grade Of Service (GoS) attributes for each created service's
component by clicking the appropriate Yes/No radio button.
3. Click the Update button.

4. The ACA Performance Monitor frame appears with a table
containing the GoS attributes and their values.

Monitor ACA Performance

This page displays performance parameters for each ACA component. These
parameters are configured from the Configure Performance Display folder.
1. Navigate to the ACA Performance Monitor frame:
Performance/Fault—Performance Monitor—Monitor ACA
Performance
2. The ACA Performance Monitor frame appears with a table
containing the GoS attributes and their values for each service.
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3.4.2 Logging/Tracing

This section is for setting up logging and tracing for all messages (events)
generated by operational service components. A user will be able to define
which generated application events they want to see and where should they be
logged to. To access, click the Logging/Tracing link in the navigation frame.
The Configuration Section welcome frame appears.

A Novarra Services
@ Operation Control Welcome to Novarra Movarra Management LoggingiTracing Console
Ela Configuration

Misiintiziin Mzsis WirelessWeb Enterprise This section is for setting up logoing and tracing for all
) . Suite messages (events) generated by operational service
SMMP Configuration components. A userwill be able to define which generated
@ Add f Edit f Remove Services Logging ;‘Tracing application events hefshe wants to see and where should
@ Service Application Configuration they be logged ta.

a geplicationipunetionlitaintponce To preview the contents of a folder in the left frame, click the
@ NO¥-HTTP + sign preceding the folder. To close an open falder in the
[.]..a Performance / Fault left frame, click the - sign. To select an abject, click the
@ Performance Monitor object.. The r|ghtframe th.en d|sp|ays the gppropnate I:!ata.
To edit data displayed, either click the Edit button or click a
- prapery, then make yaur changes in the editor window that
@ User Fircers appears.

[]-@ User Administration

Logout
About

E—5 Loggin Tracin

3.4.2.1 User Filters

LMM Filters are available for each registered user of this application to enable
advanced tracing and logging for all messages (events) processed by each
operational service component. Each user can create their own filters by
specifying filter criteria that they want to use to filter incoming messages.

When an event is generated by one of the components of the WirelessWeb
Server, it is received by the LMM Service. Each of the filter's criteria is applied
to the event. If the event meets the criteria, then it is sent to the web-based
logging client application running on the user's machine for his review. If not,
it is dropped.

Use this interface to add new LMM filters or to modify, delete, or remove
existing filters.

For information on using the LMM Log Client, see section B.1.3, “Using the
LMM Log Client” on page B-9.

A default filter "System” is supplied with the Novarra Management Console.
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1. Click the User Filters link. The LMM User Filter(s) Console welcome

frame appears.

A Novarra Services
[]-@ Operation Control
[]-@ Configuration
Ela Performance f Fault
@ Performance Monitor
E--a Logging f Tracing

E'Cy User Filters

in

E a
[]-@ User Administration
Logout
About

Welcome to Movarra Movarra OAMP LM User Filter(s) Console

WirelessWeb Enterprise LM Filters are available for each registered user of this
Suite application to enable advanced tracing and logging for all
messages {events) processed by each operational service
User Filters campanent. Each user can create their own filter by

specifying filter criteria that they want to use to filter
incaming messages.

When an event is generated by one of the components of
the Wireless\Web Server, itis received by the LMM Service.
Each ofthe filter's criteria is applied to the event. If the event
meets the criteria, then itis sentta the logging client
application running on the user's machine far his or her
review. If not, the eventis dropped.

To preview the contents of a folder in the left frame, click the
+ zign preceding the folder. To close an open folder in the
left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
prapery, then make yaur changes in the editor window that
appears.

2. Click the user’s link below User Filters (Example: admin). The LMM

Filter Management frame appears for that user.

a Nowvarra Services

[]-@ Operation Control

[]-@ Configuration

Ela Performance f Fault

@ Performance Monitor

E--a Logging f Tracing
Ea User Filters

[]-@ User Administration

Logout
About

LMIM Filter Management
L . Use this interface to add
Existing Filt
S new LI filters or to
LidtinstrumentationLeveluserMame=ADMIN filterName=System type=std modify, delete, or remove
existing filters

Add Filter | Clone Filter | Removwe Filter

General Information about filters

In the Logging and Momtorng Wodule (LW, filters are used to specify fltering critenia for all events
generated by various server modules and are created on the LW Service which recetves and processes
these events. Filtering criteria are applied to an event during this processing to determine f a particular event
should be acted upon. Such filtered events are redirected to the user's GUI Clent application, using
addittional GUT client parameters specified on each filter.
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3.4.2.1.1 Viewing/Editing a Filter

1.

Click on a filter in the Existing Filters list. The list of attributes for that

filter appear in the Updating Filter frame.

a Nowvarra Services
[]-@ Operation Control

[]-@ Configuration
Ela Performance f Fault
: @ Performance Monitor
E--a Logging f Tracing
Ea User Filters
adrmin
[]-@ User Administration
Logout
About

LMIM Filter Management

Existing Filters

Add Filter | Clone Filter | Bemovwe Filter

TTze this
mterface to add
new L
filters or to
maodifyy, delete,
of remove
existing filters

LMMInstrumentationLevel:userName=ADMIN filterName=Nystem, ivpe=sid

In order to modifiy this filter, please update filter attributes below and then click on Tpdate Filter'

button to commit your changes

Updating Filter -

Attribute Iame Value Description

Device ID: I TTzer's Device ID
Tdentifies Wireless

Network ID: |ALL j Metwork used by device
(ARJCDIBEMWA)
TWireless Web Server's

Component I I Cotnponent ID

Host Name: I— Idenhﬁgs Cotrputer
geEnerating events

ACATD: I ACA Service I

Class IName:

Tdentifies Java class in
inplementation of W2

Event Priority:

ALL &

Ewent's Priority; ATL,
DEBUIG, IF O,
WARI, ERROR,
FATAT

Requested URL:

—

TIEL requested by the
user

Filter Status (Active/Inactive):

ACTIVE

Tdentifies filter as
ActivelTnactive.

Filter Iame

System

Mame of the user-defined
filter

(Screen shot continued on next page)
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TraceEvents: & On O Off Trace on Events info
TraceSystem: ©On & Of Trace on Systetn info
. Trace on Session
aces 1LY t o «
Ir O (#(ClEE Management info
. L Trace on Subscriber
3 @ e L
TraceSubscriberAuthorization: Cn O Of Anthorization info
TraceCookies & On ©Off Trace on Cooldies
TraceException: & On ©Off Trace on Exceptions
TraceNormException: & On ©Of Ler on Iemrelieess
exceptions
TraceJavaScript: & On ©Off 'I'race on A et
information
TraceOutputStream: ©On & Of 'CII‘;?:E on output stream
TraceRequestHeaders: & On ©Off Trace on request headers
TraceResponseHeaders: & On ©Off Trace on response
headers
. Trace on a normalized
: « o
TraceTreeDumpAfter[{ ormalize Cn & Of DOM tree
. Trace on a pre-

3 « @ .
TraceTreeDumpBeforelNormalize Cn & Of normalized DOM tree
TraceTreeDumpOnLoad: © On & Of ggs;ce on load time DOM
TraceAlert: & On ©Of Trace generated Alerts
TraceRF: ©On & Of Trace BF events

Update |

2. Change the information you want to log to the Log Client Console by
selectively turning on or off different trace levels.
You can filter the amount of information by restricting the logged
messages to those that match information that you supply here.
Example: Entering a Device ID will show only messages that match
that device ID. A blank field will match any message.

3. To save the changes you have made, click the Update button.
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3.4.2.1.2 Add a Filter

1. Click the Add Filter link in the LMM Filter Management frame. The
Create New Filter frame appears.
A Novarra Services
[}@ e Cemi] LMIM Filter Management
[]-@ Configuration
By performance f Fault L. i Tae this interface
@ Performance Monitor Exlstmg Filters to add new LA
E!--a Logging f Tracing LidbdInstrumentationLeveluserName=ADMIN filterMNam filters or to
Ea User Filters modify, de_IEt_e’ or

) rEMOVE EXS

2amin filters e

Mewlser
i) Worer Qi Add Filter | Clone Filter | RBemovwe Filter
Logout L\\S
About

Create INew Filter
In order to create a new filter, please first specify whether you want to create a hfal Filter or a
Standard Filter, and then specifiy all other parameters listed below.
Mail Filter?:  Yes & 1o
Filter Name: I
Create Filter | Start Over |
2.

Enter in the information and click the Create Filter button. The filter
now appears in the Existing Filters list.

By default, a filter is off until started by a user.

3. Click on the new filter’s name in the list of Existing Filters.

4. Click the Start Filter button at the bottom of the Updating Filter frame
to start it.
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3.4.2.1.3 Clone a Filter

1. Click the filter you want to clone (copy) in the Existing Filters list.
Click the Clone Filter link. The Cloning Filter: frame appears.
A Novarra Services
[}@ e Cei] LMIM Filter Management
[]-@ Configuration
By performance f Fault L. . Tae thiz
@ Performance Monitor L st o mterface to add
E!--a Logging / Tracing LidtInstrurmentationLevelusettame=ADMIN filterNarme new LI
Ea User Filters Elter_s or to
dmi modifyy, delete,
=em of remove
Ste_ve_ . existing filters
g Worery Qi Add Filter | Clone Filter | Remeovwe Filter
Logout
e About
Cloning Filter:
LI MMInstrumentationl evel:userl{ame=ADLIN filter ame=System, type=std
In order to clone selected filter, please provide a unique filter name that can be used to identify the
new filter. In order to clone a filter, vou need to fill in all parameters specified on this form.
Filter Name: I
Clane Filter | Start Over |
2.

Enter a unique name to be used for the cloned filter.

Click the Clone Filter button. The cloned filter can now be modified
and started. See “Viewing/Editing a Filter” on page 3-42.

3.4.2.1.4 Remove a Filter

1. Click the filter you want to remove in the Existing Filters list. Click the

Remove Filter link.

2. An alert appears confirming the deletion of the filter. Click the OK
button.
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3.5 User Administration Folder

This section provides controls for administration of the users of the Novarra
Management Console. System administrators are able to add and remove

users, modify passwords, and classify a new user as an LMM user or as an
administrator.

1. To access, click the User Administration link in the navigation frame.
The User Administration Section welcome frame appears.

A Novarra Services

[]-@ Operation Control
[]-@ Configuration

[]-@ Performance f Fault
B3 User Administration
E &
Change Password
Logout

About

/ Remove Users

Welcome to Novarra Movarra Managerment User Administration Console

WirelessWeb Enterprise This section provides controls for administration of the
Suite users of the Novarra Management Console. System
administrators are ahle to add and remove users, to modify
User Administration user passwords, and to group new users inta various

access categories.

To preview the contents of a folder in the left frame, click the
+ zign preceding the folder. To close an open folder in the
left frame, click the - sign. To select an abject, click the
ohject. The right frame then displays the appropriate data.
To edit data displayed, either click the Edit hutton or click a
prapery, then make yaur changes in the editor window that
appears.

2. The following item is available in the Performance/Fault folder:

* “Add/Remove Users”
* “Change Password”

3.5.1 Add/Remove Users

Click the Add/Remove Users link. The User Maintenance frame appears.

A Novarra Services

[]-@ Operation Control
[]-@ Configuration

[]-@ Performance f Fault
B3 User Administration
Add / Rempve Users
Change Pa—twaord

User Maintenance

OAMP Users
Add / Edit / Remove Management Console Users

Add & User
Edlit & Uzer
Remave a User

Logout
About
This interface allows you to add, edit, or remave management console
users.
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3.5.1.1 Add User
1. Click the Add a User link. The User Creation frame appears.

A Novarra Services

[]-@ Operation Control )
[]-@ Configuration User Creation
[]-@ Performance f Fault

Eg User Administration
Add / Remove Users
Change Password

In order to create a new user, please specify new User's login name and password, and associate the new user
with ane of the specified user groups.

Logout
g User Group: Ioampsub Vl oampads for full admin, oampls for Ll access, oampswd for subscrber auth access

About
User Hame: INewUser up to & characters
User Password: ImmM at least 6 characters
Confirm Password: I********|

Add User Start Cwer
2. Select a User Group.
User Group Type of User Access Rights
oampadm System Administrator Full access rights.
oamplmm LMM User Rights limited to creating

and updating filters for
this user only and the
viewing and cloning filters
of other users.

oampsub Subscriber Authorization
access

3. Enter the User Name.

4. Enter the User Password. A minimum of six alphanumeric characters
must be used.

5. Enter the password in the Confirm Password field.
6. Click the Add User button. The new user has been added.
3.5.1.2 Edit User

1. Inthe User Maintenance frame, click the User you want to edit.

A Novarra Services
iz Operation Control User Maintenance
[]-@ Configuration

[]-@ Performance f Fault

OAMP Users

Add / Edit / Remove Management Console Users

B3 User Administration S
Add / Remove Users Ad‘-j allser
Change Password Rems\?; : Ez::
Logout
About

This interface allows you to add, edit, or remave management console
users.
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2. Click the Edit a User link. The Edit User frame appears.

hidvaiid

Management Console and Administrator

A Novarra Services

[]‘@ Operation Control ;

D'@ Configuration Edit User
[]-@ Performance f Fault

B3 User Administration

To change user's password, or reset it, please specify existing user information, plus a new password you want to
Add / Remove Users Setforthgis Jeer p : P pecify g R 4 y

Change Password

Logout
About

User Hame: INEWUSEI’

User Group: Ioampsub Vl oampads for full admin, campls for Ll access, oampswh for subscrber auth access

0ld Password: I
Hew Password: I
Confirm Password: I

Change Password Start Over

3. Enter the Old Password.

If the Old Password is not known, the User would need to be removed and
then re-added. To remove see 3.5.1.3, "Remove User,” below. To add, see
section 3.5.1.1, "Add User” on page 3-47.

4. Enter the New Password. A minimum of six alphanumeric characters
must be used.

5. Enter the new password in the Confirm Password field.

6. Click the Change Password button. A message confirming the
Password was successfully changed for the user appears.

3.5.1.3 Remove User

1. Inthe User Maintenance frame, click the User you want to remove.

A Novarra Services

[]-@ Operation Control User Maintenance
[]-@ Configuration OAMP Users
(g3 Performance / Fault Add / Edit f Remove Management Console Users
B3 User Administration A

: Add / Remove Users iﬂi:ﬂz:;

Change Password Remove a User

Logout
About

This interface allows you to add, edit, or remave management console
users.
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2.

Click the Remove Users link. An alert appears confirming the deletion
of the user. Click the OK button. The user is removed from the list of
Users.

3.5.2 Change Password

1.

Click the Change Password link. The Edit User frame appears.

hidvaiid

Management Console and Administrator

A Novarra Services
]-@ Operation Control

£

D'@ Configuration

[]-@ Performance f Fault
B3 User Administration
Add / Remove Users
: Change Password

Logout
About

Confirm Password: I

Edit User

To change user's passward, or reset it, please specify existing user information, plus a new password you want to
setfor this user.

User Hame: INEWUSEI’

User Group: Ioampsub Vl oampads for full admin, campls for Ll access, oampswh for subscrber auth access

0ld Password: I
Hew Password: I

Change Password Start Over

2.
3.
4.

Enter the User Name.
Select the User Group.
Enter the Old Password.

If the Old Password is not known, the User would need to be removed and
then re-added. To remove see section 3.5.1.3, "Remove User” on page 3-
48. To add, see section 3.5.1.1, "Add User” on page 3-47.

5.

Enter the New Password. A minimum of six alphanumeric characters
must be used.

Enter the new password in the Confirm Password field.

Click the Change Password button. A message confirming the
Password was successfully changed for the user appears.
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3.6 Logout

1. Click the Logout link at the bottom of the navigation frame.

A Novarra Services

: @ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

Loqput
Ab:?lt

Welcome to Novarra Movarra Management Consale
WirelessWeb Enterprise This consale serves as an HTML tool that enables you to
Suite configure various aspects of Movarra WirelessWeb Enterprise
suite.

This window contains two frames. The left frame provides a
"tree” view of the Novarra Management Console, starting from
the root level. The right frame displays the contents of the folder
or ohject currently selected in the tree. An abject may be a
function or a group of properties .

To preview the contents of a folder in the left frame, click the +
sign preceding the folder. To close an open folder in the left
frame, click the - sign. To select an ohject, click the ohject. The
right frame then displays the appropriate data. To edit data
displayed, either click the Edit buttan ar click a property; then
make your changes in the editor window that appears.

2. You are logged out of Management Console and the Login screen
appears.

3-50
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3.7 About

A Novarra Services

Click the About link at the bottom of the navigation frame.

The right frame displays information about WirelessWeb Enterprise
Suite.

@ Operation Control
@ Configuration

@ Performance f Fault
@ User Administration

Logout

""5 Fut

Novarra WirelessWeb Enterprise Suite

Hovarra Component IP Address Version License Expiry Date
Management Console 3102004
Wirelessieh Server

127.0.041 310208
Wirelessieh Server

Thu, 02-Feb-2102 131213
104424 34047

Thu,02-Feb-2102 131213
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Administering

WirelessWeb Server

WirelessWeb Server settings are exposed through various configuration files.

The following sections describe the steps you must take to configure each

administrative option.

Table 4-1: Most common configuration options

Item ‘ Description ‘ Section

Client Side Secure Sockets Allows secure transactions between 4.1.1

Layer (SSL) WirelessWeb Server and a secure Web site.

Device authorization Authorizes known devices before allowing 4.2
access to WirelessWeb Server.

Proxy server settings Restricts Internet access by passing requests 4.3.1
through a third-party proxy server.

SNMP agent Reports data about WirelessWeb server to an 4.4
SNMP 2.0 management information base
(MIB)

Cookies Store cookies for each browser session. 4.5

JavaScript administration Enable JavaScript support and control error 4.6

handling.

4.1 Security Configuration

Novarra WirelessWeb Server supports encryption/decryption in two phases:

» Secure Sockets Layer (SSL) 3.0 and earlier between secure Web sites
and WirelessWeb Server.

» Certicom’s Elliptic Curve Cryptography (ECC) technology between

the wireless device and the server.

Using the Novarra Management Console, you can turn SSL encryption on and
off, and specify which content is secure between Novarra WirelessWeb Server

and the client devices.

Administering WirelessWeb Server Novarra Confidential
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4.1.1 SSL Configuration

WirelessWeb Server is capable of establishing secure connections with an SSL
server.

1. Navigate to the Component Configuration Editor for ACA for the
the service you want to configure. (Example: NOV-HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—-ACA

2. Click on Security - SSL. The SSL Component Configuration Editor
for ACA appears in the bottom frame.

A Novarra Services

@ Operation Control
= o Een e Component Configuration Editor ACA
Maintain Hosts

SMMP Configuration :Security - SSL
Select a group to manage: Serializer Options = |
[]-@ Add f Edit / Remove Services SessionThread
Ela Service Application Configuration Subscriber Autharization LI
(g LMM
EC3 NOY-HTTP
ACH

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout

. Restart o
Attribute Hame Value Description
About ‘ Required? ‘ pt

Component Configuration Editor for ACA

‘ SSL enabled ‘ & 0n © Off Mo

EnableDizable SSL security.

ITLS ECOH ECDSA WWITH ‘ es ‘ Cipher suttes allowed for S5L.

‘ SSL cipher suites

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaultsl

3. Make the necessary changes in the fields and click the Update button.
The bottom frame displays the message “Information for component
"ACA" has been successfully updated and sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

4. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)
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4.2 Device Authorization

Device authorization offers you an added layer of security. By specifying a list
of authorized subscribers, you can determine precisely which wireless devices
have access to Novarra WirelessWeb Server, and therefore your company’s
Intranet. Any device that connects to WirelessWeb Server must be listed in
your directory of authorized subscribers:

4.2.1 Determining the Device ID

Each handheld device exposes its device ID in a different manner.

4.2.2 Enable Subscriber Authorization

Subscriber Authorization for a service must be enabled in order to deny access
to the WirelessWeb server by devices not listed on that service’s Device List.

When a service is initially added, disabled is the default for Subscriber
Authorization.

1. Navigate to the Component Configuration Editor for ACA for the
the service you want to enable Subscriber Authorization (Example:
NOV-HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—>ACA
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2. Click Subscriber Authorization in the Select a group to manage: list
box.

A Novarra Services
@ Operation Control
= o e Component Configuration Editor ACA

Maintain Hosts Serializer Options ;I
SMNMP Configuration SessioniThread
Select a group to manage: = iber A
[]-@ Add f Edit / Remove Services System —
Ela Service Application Configuration Templates LI
ElCy NO¥-HTTP
LA BCA . g o
Component Configuration Editor for ACA
[]-@ Application Function Maintenance
[]-@ Performance f Fault
_ Restart S
[].@ User Administration Attribute Hame Value Required? Description
Logout
. " Subscriber authorization enabled ‘ On & Off ‘ Yes EnableDizable subscriber autharization.
About
Subscriber auth database path I.\\subscrauth Yes Indicates the database path used for subscriber
autharization.
Subscriber auth refresh interval |1 5 Yes The maximum time (in seconds) after committing
authorization changes for them to hecome active.

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaultsl

3. Click the Subscriber authorization enabled On radio button and set
the Subscriber auth refresh interval to 30.

a Mowarra Services
@ Dperation Control . : 5
Eley Configuration Component Configuration Editor ACA
Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM

ECy NO¥-HTTP

Serializer Options ;I
SessionThread

Select a group to manage:

RE RS Component Configuration Editor for ACA
[]-@ Application Function Maintenance

[]-@ Performance f Fault
_ Restart s
[].@ User Administration Attribute Hame Value Required? Description
Logout
Subscriber authorization enabled ‘ & QO © Off ‘ Yes EnableDizable subscriber autharization.
About [
Subscriber auth database path I.\\subscrauth Yes Indicates the database path used for subscriber
autharization.
Subscriber auth refresh interval ISD Yes The maximum time (in seconds) after committing
authorization changes for them to hecome active.

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaultsl

4. Click the Update button. The bottom frame displays the message
“Information for component "ACA" has been successfully updated and
sent to the host.”
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All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

5. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)

6. The service is now UP again and the subscriber authorization change is
in effect.

4.2.3 Add Devices

The following procedure shows you how to add devices to a service.
1. Navigate to the Subscriber Authorization frame for the service you
want to authorize devices (Example: NOV-HTTP):

Configuration—>Application Function Maintenance—-NOV-
HTTP—Subscriber Authorization

a Nowvarra Services
Gl i
.@ Operation Control Subscriber Authorization

Elv configuration Search Devices: I* Search |

: Maintain Hosts
SMMP Configuration
@ Add f Edit f Remove Services

Device List

@ Service Application Configuration
Ea Application Function Maintenance
EC3 NOY-HTTP

Subscribetduthorization
- ACA |-"\—n'|T Al Eclit Delete Enahle Dizakle Commit “iewy authorization file

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

2. Click the Add link.The frame beneath Subscriber Authorization now
has Device ID and Device Info editable fields.

a Nowvarra Services
Gl i
. () Operation Control Subscriber Authorization

Elv configuration Search Devices: I* Search |

Maintain Hosts
SMMP Configuration
t @ Add f Edit f Remove Services

Device List

@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA % Eclit Delete Enahle Dizakle Commit “iewy authorization file
[]-@ Performance f Fault
[]-@ User Administration Device Id W

Logout Device Info Doe, John
About
Add

Administering WirelessWeb Server Novarra Confidential 4-5



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

3. Enter the Device ID and Device Info. To determine the device’s ID, see
section 4.2.1, “Determining the Device ID” on page 4-3. The Device
Info is whatever you decide (e.g. salesman’s name).

4. Click the Add button. The device name now appears in the Device List.

a Mowarra Services
@ Operation Control Subscriber Authorization
5@ Configuration Search Devices: I* Search |

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

Device List

@ Service Application Configuration
E--a Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA Al Eclit Delete Enahle Dizakle Commit “iewy authorization file

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

The devices entered are automatically in the ENABLED mode

5. Repeat steps 2 through 4 for each device you need to add on this
service.

Changes to the Subscriber Authorization will not take effect until they
are committed.

6. Click the Commit link. An alert appears confirming the authorization
file will be copied to all hosts. Click the OK button.

a Mowarra Services
@ e Cemi] Subscriber Authorization
B3 Configuration Search Devices: I*— Search |

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration Microsoft Internet Explorer ll

Device List

g, J

Ea Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
.@ ACA OK I Cancel | % Wiew autharization file
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

@ This will copy the autharization file to all the hosts,
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4.2.4 Disable Devices

At times you may have devices listed on a service, but want to disable their
ability to access the WirelessWeb server.

1. Navigate to the Subscriber Authorization frame for the service you
want to disable devices (Example: NOV-HTTP):

Configuration—Application Function Maintenance—>NOV-
HTTP—Subscriber Authorization

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration

Ea Application Function Maintenance
EC3 NOY-HTTP

Subscribetduthorization
B () ACA ﬂ\j

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search |

—

Device List
345678912 Brown, Joe:05/08/2002
123456758; Doe, John: 05/08/2002
p =miith, Jane: 0 002

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file

2. Click a device in the Device List that is currently enabled (the word

DISABLED does not appear in the name on the Device List).

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration

Ea Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search

—

Device List

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file

Device Info Doe, John

Date E“ahledIDSIDSQDDQ
Edit |

Administering WirelessWeb Server
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A Novarra Services

3. Click the Disable link. The device name is now displayed with the

word DISABLED within the name on the Device List.

@ Operation Control
EI--@ Configuration
: Maintain Hosts
SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Subscriber Authorization

Search Devices: Search

—

Device List

345678912 Brown, Joe:05/08/2002

A Ediit Delete Enable Comimit

Dis\ﬁble

Wiewy autharization file

are

4. Repeat steps 2 and 3 for each device you need to disable on this service.

committed.

Changes to the Subscriber Authorization will not take effect until they

A Novarra Services

5. Click the Commit link. An alert appears confirming the authorization

file will be copied to all hosts. Click the OK button.

@ Operation Control
EI--@ Configuration
Maintain Hosts
SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance
£ NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Subscriber Authorization

Search Devices: Search

S

Device List
345678912 Brown, Joe:05/08/2002

234567591 Smith, Jane: 05/05/2002
12

sABLED Doe, John: 05

Microsoft Internet Explorer

@ This will copy the autharization file to all the hosts,

CD%\EH Wiewy autharization file
QK I

Cancel |

48

4.2.5 Enable Devices

At times you may have disabled devices listed on a service, but now want to
enable their ability to access the WirelessWeb server.

1.

want to enable devices (Example: NOV-HTTP):

Navigate to the Subscriber Authorization frame for the service you

Novarra Confidential
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Configuration—>Application Function Maintenance—>NOV-
HTTP—Subscriber Authorization

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

t @ Service Application Configuration
Ea Application Function Maintenance
EC3 NOY-HTTP

Subscriberduthorization
(s ACA
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

Subscriber Authorization

I*— Search |

Search Devices:

Device List
345678912 Brown, Joe:05/08/2002
234367891: Smith, Jane: 05/05/2002
1z ABLED Doe, John:

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file

Click a device in the Device List that is currently disabled (the word
DISABLED appears in the name on the Device List).

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration
E--a Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

I*— Search |

Search Devices:

Device List
345678912 Brown, Joe:05/08/2002
234367891: Smith, Jane: 05/05/2002
1z ABLED Doe, John: 03/

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file

Device Info

Doe, John

Date E“ahledIDSIDSQDDQ
Edit |

3. Click the Enable link. The device name no longer displays the word

DISABLED within the name on the Device List.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

E--a Application Function Maintenance
EC3 NOY-HTTP

: Subscriber Authorization

@ ACA

[]-@ Performance f Fault

[]-@ User Administration

Logout
About

Subscriber Authorization

I*— Search |

Search Devices:

Device List

345678912 Brown, Joe:05/08/2002
123436759 Doe, John:05/05/2002

A Ediit Delete Enghle Dizahle Comimit Wiewy autharization file

4. Repeat steps 2 and 3 for each device you need to enable on this service.

Administering WirelessWeb Server
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Changes to the Subscriber Authorization will not take effect until they
are committed.

5. Click the Commit link. An alert appears confirming the authorization

file will be copied to all hosts. Click the OK button.

A Novarra Services
@ Operation Control
EI--@ Configuration
Maintain Hosts
SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration
B application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search

Ia
Device List

345678912 Brown, Joe:05/08/2002
123436759 Doe, John:05/05/2002

Microsoft Internet Explorer x|

@ This will copy the autharization file to all the hosts,

Wiewy autharization file

Co@mﬂ

Cancel |

o1

4.2.6 Edit a Device

At times you may need to edit the Device Info for a particular Device ID. An
example would be that the device was given to another salesman and you need
to reflect this in your Device List.

Navigate to the Subscriber Authorization frame for the service you

1.

want to edit devices (Example: NOV-HTTP):

Configuration—>Application Function Maintenance—-NOV-

HTTP—Subscriber Authorization

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance

EC3 NOY-HTTP

Subscribetduthorization
B () ACA ﬂ\j

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search

Ia
Device List

345678912 Brown, Joe:05/08/2002
1 234:36759: Dn

A Ediit Delete Enable Dizahle Comimit Wiewy autharization file
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2. Click the device in the Device List that you want to edit.

A Novarra Services

@ Operation Control
Ela Configuration

:' Maintain Hosts

Search Devices:

Subscriber Authorization
Search

—

' SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization

Device List

[]-@ Performance f Fault

@ ACH A Ediit Delete Enable Dizahle

Comimit

Wiewy autharization file

[]-@ User Administration

Logout
About

Device Info

Doe, John

[Ei

Date E“ahledIDSIDSQDDQ

3. Change the information in the Device Info field and click the Edit
button.

A Novarra Services

@ Operation Control
Ela Configuration
Maintain Hosts

Search Devices:

Subscriber Authorization
Search |

—

' SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP

Subscriber Authorization

@ ACA Al Eclit

Device List

345678912 Brown, Joe:05/058/2002
12 e, John:l 0z

234567891 Smith, Jane: 05/05/2002

[]-@ Performance f Fault

Delete Enable Dizahle Comimit

Wiewy autharization file

[]-@ User Administration

Logout
About

Device Info

Adams, Susan

Editl

Date E“ahledIDSIDSQDDQ

4. Repeat steps 2 and 3 for each device you need to edit on this service.

Changes to the Subscriber Authorization will not take effect until they
are committed

Administering WirelessWeb Server
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5. Click the Commit link. An alert appears confirming the authorization
file will be copied to all hosts. Click the OK button.

A Novarra Services

@ Operation Control

EI--@ Configuration

: Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

Ea Application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search

—

Device List

345678912 Brown, Joe:05/08/2002
mith, Jane: 0508/20

Microsoft Internet Explorer

@ This will copy the autharization file to all the hosts,

Compnit
Ok I Cancel | a ﬁ

Wiewy autharization file

4.2.7 Delete a Device

At times you may need to delete devices from your Device List. An example

would be if a salesman left your company and the device on the Device List
was his personal property.

1.

Navigate to the Subscriber Authorization frame for the service you

want to edit devices (Example: NOV-HTTP):

Configuration—Application Function Maintenance—>NOV-

HTTP—Subscriber Authorization

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration

Ea Application Function Maintenance
EC3 NOY-HTTP

Subscribetduthorization
B () ACA ﬂ\j

[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Subscriber Authorization

Search Devices: Search |

—

Device List

345678912 Brown, Joe:05/08/2002
123456758; Doe, John: 05/08/2002
p =miith, Jane: 0 002

A Ediit Delete Enable Dizahle Comimit

Wiewy autharization file
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A Novarra Services

2. Click on the device in the Device List that you want to delete.

@ Operation Control

EI--@ Configuration

E' Maintain Hosts

' SMMP Configuration

@ Add f Edit f Remove Services

@ Service Application Configuration

By application Function Maintenance
EC3 NOY-HTTP

E Subscriber Authorization
@ ACA

[]-@ Performance f Fault

[]-@ User Administration

Logout

About

Subscriber Authorization

Search Devices: Search

—

Device List

345678912 Brown, Joe:05/08/2002
Smith, Jane: 05

a6

A Ediit Delete

Enable Dizahle Comimit Wiewy autharization file

Device Info

Adams, Susan

Date E“ahledIDSIDSQDDQ
Edit |

A Novarra Services

3. Click the Delete link. An alert appears confirming the deletion of the
device. Click the OK button.

@ Operation Control
EI--@ Configuration
Maintain Hosts
' SMMP Configuration
@ Add f Edit f Remove Services
@ Service Application Configuration
By application Function Maintenance
EC3 NOY-HTTP
Subscriber Authorization
@ ACA
[]-@ Performance f Fault
[]-@ User Administration
Logout
About

Subscriber Authorization

Search Devices: Search |

—

Device List
345678912 Brown, Joe:05/08/2002
234367891: Smith, Jane: 05/05/2002

Microsoft Internet Explorer

x|
@ Confirm delete of 123456789 Adams, Susan:08/08/2002
Aih mit Wiewy autharization file
[8]4 I Cancel |
Device Info

IAdams, Susan

Date E“ahledIDSIDSQDDQ
Edit |

Repeat steps 2 and 3 for each device you need to delete on this service.

Changes to the Subscriber Authorization will not take effect until they
are committed.
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5. Click the Commit link. An alert appears confirming the authorization
file will be copied to all hosts. Click the OK button.

a Nowvarra Services
. i
. (g} Operation Control Subscriber Authorization

Elv configuration Search Devices: I* Search |

Maintain Hosts

SMMP Configuration

@ Add f Edit f Remove Services
@ Service Application Configuration

Device List

345678912 Brown, Joe:05/08/2002
234 =

; Microsoft Internet Explorer F |
E--a Application Function Maintenance -
Ea NOY¥-HTTP @ This will copy the autharization file ta all the hosts.
Subscriber Authorization
@ ACA oK I cancel | Cor_;rE'rt Wiewy authorization file
[]-@ Performance f Fault r

[]-@ User Administration

Logout
About

4.3 Internet Access Restriction

Through WirelessWeb Server you have the option of denying or allowing
individual subscribers Internet access. You can also control the availability of
specific sites, depending upon the level of sophistication required. In
conjunction with Novarra WirelessWeb Server, you can set up a proxy server
or firewall to limit subscriber access to content.

Firewalls are not described below, since they are vendor-specific and you need
not configure WirelessWeb Server to work through a firewall.

4.3.1 Proxy Server

The optimal solution for restricting Internet is through an HTTP 1.1 proxy

server. You can easily connect WirelessWeb Server to your proxy server, which
would allow or deny access to all content on the Internet or to specific sites. A
proxy server gives you the most flexibility in controlling access to the Internet.

You must specify the address of the proxy server by using the Novarra
Management Console:

1. Navigate to the Component Configuration Editor for ACA for the
the service you want to configure. (Example: NOV-HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—-ACA
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2. Click on Proxy. The Proxy Component Configuration Editor for
ACA appears in the bottom frame.

A Novarra Services
@ Operation Control
= o Een T Component Configuration Editor ACA

Maintain Hosts
SMMP Configuration . Ur v
- . Select a group to manage: Serializer Options |
[]-@ Add / Edit / Remove Services Session/Thread
iy Service Application Configuration Sbseriber Autharization LI
(g LMM
ECy NO¥-HTTP
ACH
[]-@ Application Function Maintenance
H{; Performance / Fault Component Configuration Editor for ACA
[]-@ User Administration
I.:Jgooutt Attribute Hame Value ReR::i‘ra:ﬂ Description
Proxy Enabled 0 & Off Mo Enable/Dizable proxy support. If enabled,

all hitphttps traffic iz sent from the ACA
to the configured proxy.

Proxy host I Mo The hostname or IP of an HTTP 1.1 proxy
server to direct requests.
Proxy port ‘ ID ‘ Mo

Proxy bypass domains I Mo Domains that should bypass the proxy in

& comma-sepersted list.

Port of the proxy server.

Allowed sites message IUnknown Host: %6t Mo The allowed sites message informs the
user that helshe tried to access a target
that iz not allowwed to be accessed. The
target is represented in the message as a
%t which iz be replaced by the users
sttempted target. The list of sites the user
may access are represented by a %sin
the message and the %z is replaced by
the list of sites the user may access as
given in the proxyBypassDomains field of
this configuration file. An example: "You
tried to access %t The allowed sites you
may visit are %z, Please contact the
system administrator for further
information."

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaultsl

3. Make the necessary changes in the fields and click the Update button.
The bottom frame displays the message “Information for component
"ACA" has been successfully updated and sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

4. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)
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4.4 Novarra Agent

When you install Novarra WirelessWeb Server, you have the option to include
the Simple Network Management Protocol (SNMP) 2.0 component. For more
information about running the setup and starting Novarra WirelessWeb Server,
see Chapter 2, “Installing Novarra WirelessWeb Enterprise Suite.”

To start Novarra Agent:
Start—Programs—Novarra WirelessWeb—Start Novarra Agent

To stop Novarra Agent:
Start—Programs—Novarra WirelessWeb—Stop Novarra Agent

Novarra Agent uses Java Management eXtensions (JMX) to support both
SNMP and Web-based management. Novarra Agent reports data about
WirelessWeb Server’s status against a custom Novarra management
information base (MIB). This MIB is supplied as part of the release, and you
can compile it through any commercial SNMP management utility. Note that
you must configure your SNMP manager to talk to the Novarra Agent on
SNMP/UDP port 8085.

4.5 Cookies

Novarra WirelessWeb Server can be configured to host cookies for each
device's session.

A cookie stores user information that a Web server can access. Typical uses are
for shopping-cart applications or to store buying preference information. Most
cookies have lifetimes associated with them. The Novarra WirelessWeb Server
can handle cookies that have no specified lifetime, or that have specified
lifetimes which may or may not be longer than the length of the device's
browsing session.

The Novarra Management Console can be used to control:

 the length of a device's browsing session;

* whether or not WirelessWeb Server handles cookies;

» whether or not longer-lived cookies are persisted to the server's disk;

* the maximum number of cookies each device is allowed to have stored
by the WirelessWeb Server.

4-16
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4.5.1 Browser Session Length

A Novarra browsing session for a given device starts when a user begins using
the device's microBrowser and ends when that device's microBrowser is
inactive for a predefined length of time.

The length of a device's session affects not only cookie storage but other
aspects of the browsing experience, such as folderization and history
storage.

To set the session timeout, perform the following steps:

1.

Navigate to the Component Configuration Editor for ACA for any

of the services. (Example: NOV-HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—ACA

Click on Session/Thread in the Select a group to manage: box. The

configuration editor appears in the bottom frame.

A Novarra Services
@ Operation Control
EI--@ Configuration
Maintain Hosts
SMMP Configuration
[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM
ECy NO¥-HTTP
ACH
[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Component Configuration Editor ACA

Security - SSL ;I
jalizer Cptions

Select a group to manage:

Component Configuration Editor for ACA

Restart

Attribute Hame Value Required? Description
Session timeout ‘ ISBDDDDD ‘ Mo Indicates time in milizeconds to wait before a session expires.

Stale session check interval Indicates the time in milizeconds between checking for expired

Fessions.

|500000 Mo

Max sessions ‘ IBDD ‘ [{a] Indicates maximum number of concurrent sessions.
Session content timeout IBDDDD Yes The amourt of time the ACA waits for & work request to respond

(milliseconds).

Max session cache entries Indicates the number of pages to cache at the ACA. If this value is
changed, the new value will only apply to user sessions started

after the value is updated.

IS [{a]

Authentication cache size The number of Basic Authertication usernameipassword pairs to
cache in each session. If this value is changed, the nevwy value will

only apply to user sessions started after the value iz updated.

|3 [{a]

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Update UpdateAll Defaults
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3. You can configure the session’s timeout value by the Session timeout
attribute. The value is stored in milliseconds, so 60000 would be one
minute. The recommended length for timing out is one hour, or
3600000 milliseconds.

4. Other attributes that can be edited are in the left-hand column and their
descriptions are found in the right-hand column. Make the appropriate
changes and click the Update button. The bottom frame displays the
message “Information for component "ACA" has been successfully
updated and sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

5. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)

4.5.2 Cookie Support

1. Navigate to the Component Configuration Editor for ACA for any
of the services. (Example: NOV-HTTP):

Configuration—Service Application Configuration>NOV-
HTTP—ACA

2. Click on Cookies in the Select a group to manage: box. The
configuration editor for cookies appears in the bottom frame.
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A Novarra Services
@ Operation Control
EI--@ Configuration
Maintain Hosts
SMMP Configuration
[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM
ECy NO¥-HTTP
ACH
[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Component Configuration Editor ACA

Automatic Mormalization ;I
Cascading StyleSheets JiE)

Select a group to manage:

Grade Of Service Statistios |

Component Configuration Editor for ACA

the encrypted form.

&0n COff ‘ o

Attribute Hame Value ReR::i‘ra:ﬂ Description

Cookie & 0n © Off Mo If zet to true, the ACA zends and receives cookie data
when sending HTTP regquests and receiving HTTP
responses.

Persistent cookie ‘ & 0 © Off ‘ [{a] Indicates persistent cookie support.

Max session cookies ISD Mo Indicates the maximum cookies per session stored in
wolatile memary.

Max persistent cookies ISD Mo Indicates the maximum cookies per session stored in
persistent memoary.

Database path I.\\cookies\\ Mo Indicates the directory in which the persistent cookies
are stored.

Cookie refresh interval ‘ I2DDDD ‘ Mo Indicates the persistert refresh interval in milizeconds.

Persistent cookie refresh ‘ & 0n © Off ‘ Mo Indicates if persistent cookies are refreshed.

Cookie Encryption ‘ If zet to true, the persistent cookies will be stored in

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Updatel UpdateAll | Defaultsl

descriptions are found in the right-hand column:
Cookie - Enables cookie support when set to On.

3. The attributes that can be edited are in the left-hand column and their

Persistent cookie - A WirelessWeb Server cookie is persistent when

the lifetime specified by the internet web server which creates it is

longer than the length of the browser session as specified above.

Cookies that outlast their session may be persisted to disk by setting

Persistent cookie to On.

Max session cookies - The number of short-lived (session) cookies

allowed per device by the Novarra WirelessWeb Server may be
specified by changing the "Max session cookies" attribute.

Max persistent cookies - The number of long-lived (persistent)

cookies allowed per device by the Novarra WirelessWeb Server may be

specified by changing the "Max persistent cookies" attribute.

Database path - The operator may change the location of persistent
cookie storage relative to the <WirelessWebLocation>\config directory

by changing the Database path.

Administering WirelessWeb Server
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Cookie refresh interval - A background task which will periodically
write all cookies that should be persisted to disk (in case of ACA
shutdown). The interval that this task operates within may be controlled
with the "Cookie refresh interval" attribute.

Persistent cookie refresh - Refreshes persistent cookies when set to
On.

4. Make the appropriate changes and click the Update button. The bottom
frame displays the message “Information for component "ACA" has
been successfully updated and sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

5. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)

4.6 JavaScript Administration

Novarra WirelessWeb Enterprise Suite supports JavaScript 1.3 and exposes the
most commonly used browser (DOM) JavaScript extensions.

1. Navigate to the Component Configuration Editor for ACA for any
of the services. (Example: NOV-HTTP):
Configuration—Service Application Configuration—>NOV-
HTTP—>ACA

2. Click on Javascript in the Select a group to manage: box. The
configuration editor for Javascript appears in the bottom frame.
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3 Novarra Services
@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services

Ela Service Application Configuration

ECy NO¥-HTTP

ACHA

[]-@ Application Function Maintenance
[]-@ Performance f Fault

[]-@ User Administration

Logout
About

Component Configuration Editor ACA

Grade Of Service Statistics a |
Image Support
1]

X

Select a group to manage:

Load Balancing Options 7

Component Configuration Editor for ACA

Restart

Attribute H
ribute Hame Required?

Value Description

Javascript If zet to true, Javaszcript (JS) code in HTML pages is

parsed and interpreted.

@ 0n ©Off | Yes

Prompt for JS continue If zet to true, when there is an error interpreting
Javaszcript, the user iz prompted to indicate whether

they wart to continue running scripts.

©On & Off b0

J5 window open enabled during inline If zet to true, this specifies whether to allow execution
of window open() during the execution of inline
JavaScript code in the HTML. Setting to true allows a
winclovy open(’) to clobber the conterts af the main
page with the conterts of the popup window. This is
often undesirable with consumer-oriented weh sites,
wehich use this technigue to spawn off & small popup
wincdovy containing an advertizement If this value iz
changed, the new value will only apply to user
sessions started after the value is updated.

©On & Off b0

J5 window open enabled If zet to true and if the 'Javascript' parameter iz set to
true, thiz enables execution of the JavaScript
wincdovy open) method, which opens the specified
URL a= if it were simply & normal new page. If this
value iz changed, the new walue will only apply to

user sessions started after the value is updated.

® On « Off b0

J5 window open enabled during onload If 'S window open enabled is set to true, this
specifies whether to allow execution of window open
) during the processing of onload events (e.qg.

body onload). Setting to true allows a window .openi)
processed st this time to clobber the contents of the
main page with the contents of the popugp swindow .
Thiz iz often undesirable with consumer-oriented web
sites, which use thiz technigue to spawn off a small
popup window containing an advertisement. If this
value iz changed, the new walue will only apply to
user sessions started after the value is updated.

©On & Off b0

J5 timeout events enabled “alue indicates whether JavaScript code is executed
when JavaScript timeout events occur (a3 a result of
the JavaScript having called setTimeowt() ). If true, the
specified code is executed. If falze, timers will still be
=et but when the timeout occurs the specified code is
not executed.

® On « Off b0

J5 onBlur events enabled “alue indicates whether JavaScript code is executed

when JavaScript onBlur events occur.

©On & Off b0

J5 dynamic forms enabled “alue indicates whether to sttempt to make forms
created by document write) calls visible to other
JavaScript code in the same inline SCRIPT node that

created them.

©On & Off b0

(Screen shot continued on next page)
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I5i icit click method bled

® On « Off

[{a]

“alue indicates whether to support calls to the implicit
document . form.element .click() method. (Support for
the similar document form submit() method is always
enabled.) Note that this iz not relsted to support for
onClick() events. Support for onClickl) events is
always enabled.

J5 Hombas GC enabled

©On & Off

[{a]

“alue indicates whether to use the JavaScript
engine's internal garbage collector in addition to the
Java Yirtual Machine's garbage collectar.

Java enabled

©On & Off

es

“alue indicates whether a JavaScript reference to
navigator javaEnabled() would be returned.

J5 on device enabled

©On & Off

[{a]

“alue indicates whether JavaScript code that is
specified to be run on the device will be sent to
wireless devices.

Update

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

UpdateAll

Defaults

The user can also disable scripting by configuring the properties of

WirelessWeb microBrowser.

2

3. To select how the server will handle any scripting errors it encounters,
set the attribute Prompt for JS continue to On. The user is notified
that there is a scripting error and asked if it is OK to continue running
scripts on the page. Set the value to Off to disable all of the scripts on

the page if there is a JavaScript error.

Be aware that you can turn off JavaScript processing both at the server and
browser levels. Make sure scripting is enabled before testing.

4. Other attributes that can be edited are in the left-hand column and their
descriptions are found in the right-hand column. Make the appropriate
changes and click the Update button. The bottom frame displays the
message “Information for component "ACA" has been successfully
updated and sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

5. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on

page 3-9.)
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4.6.1 Controlling window.open() Calls

The JavaScript method window.open () launches a URL in another window on
a desktop browser. It is commonly used for “popup” windows that contain help
screens, advertisements, or related information.

Given the nature of the screens on handheld devices, it is not practical to open
a new browser window. Hence, WirelessWeb microBrowser treats these popup
windows almost as if they were hyperlinks. For example, picture a Web page
that opens a popup window when you click on a hyperlink. When you view
that page in microBrowser, it behaves precisely as if you followed an ordinary
hyperlink—the current page exits, and the new page opens.

Web developers also frequently call window.open () when a page first loads.
Therefore, users may confuse the popup window with the page they intended
to load. Since popup windows can be intrusive and since the user cannot
distinguish between a secondary window and the main browser on a wireless
device, you may want to consider limiting their use.

1. Navigate to the Component Configuration Editor for ACA for any
of the services. (Example: NOV-HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—-ACA

2. Click on Javascript in the Select a group to manage: box. The
configuration editor for Javascript appears in the bottom frame.

3. To turn on the overall functionality, set the attribute JS window open
enabled to On.

4. To prevent popup windows from automatically opening when the
onLoad event of the page fires, set the attribute JS window open
enabled during onload to Off. The advantage of disabling them is that
many Web sites use this technique to open third-party ads, and the
customer may never see original the page on a wireless device. To
allow the new page to be displayed, set the value to On.

5. Finally, you can specify whether popup windows open when they are
found in a scrIpT tag that is outside of a function, and therefore
executed when the page is first loaded. Set the attribute JS window
open enabled during inline to On to allow the page to open in
microBrowser:

6. Click the Update button. The bottom frame displays the message
“Information for component "ACA" has been successfully updated and
sent to the host.”

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.
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7. Restart the service (see section 3.2.3.2, “Start/Stop NOV-HTTP” on
page 3-9.)
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Glossary

A

Adaptive Content Accelerator (ACA) A
Novarra Wireless Web Server component that
performs real-time adaptation of web content for
optimal presentation on wireless devices.

agent A program that performs some
information gathering or processing task in the
background. Typically, an agent is given a very
small and well-defined task.

Application Program Interface (APl) A set of
routines, protocols, and tools for building software
applications.

Application Service Provider (ASP) A third-
party entity that manages and distributes software-
based services and solutions to customers across a
wide area network from a central data center.

attribute A part of an element that provides
additional information about that element. Defines
a characteristic or specifies a value within an
HTML tag. For instance, attributes of the HTML
body tag determine specifics of the appearance of
the page body, such as background color and text
color.

B

batch file A file that contains a sequence, or
batch, of commands that are executed together.

bit The smallest unit of information on a
machine. A single bit can hold only one of two
values: 0 or 1.

browser Short for Web browser, a software
application used to find and display Web pages.

byte A unit of storage capable of holding a
single character. A byte is equal to 8 bits.

C

call To invoke a routine in a programming
language. Calling a routine consists of specifying
the routine name and, optionally, parameters.

Cascading Style Sheets (CSS) A simple style
sheet mechanism that allows authors and readers
to attach style (e.g. fonts, colors and spacing) to
HTML documents. The Cascading Style Sheet
language expresses style in common desktop
publishing terminology.

cHTML Compact HyperText Markup Language.
A specification for a restricted subset of HTML.

cluster A group of servers that the Novarra
WirelessWeb Server has been distributed over. A
cluster always has at least one of the servers
running the Novarra management application
within the Tomcat web server.

Code Division Multiple Access (CDMA) A
digital cellular technology that uses spread-
spectrum techniques.

COM port The name of a serial communications
port (e.g. COM1, COM2 etc.).

compact disc (CD) A polycarbonate with one
or more metal layers capable of storing digital
information.

Glossary
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configure To set up a program or computer
system for a particular application.

cookies Cookies are pieces of web server
generated information embedded in HTML and
stored for future access. The information flows
back and forth between the user and the servers.
Cookies allow user-side customization of web
information.

Customer Relationship Management (CRM)

CRM entails all aspects of interaction a company
has with its customer, whether it be sales or
service related.

D

Device Manager (DM) A Novarra Wireless Web
Server connectivity component controlling
delivery of messages to devices to a particular
network, including encryption and device
authentication.

Digital Certificate An attachment to an
electronic message used for security purposes. The
most common use of a digital certificate is to
verify that a user sending a message is who he or
she claims to be, and to provide the receiver with
the means to encode a reply.

Document Object Model (DOM) A
specification for representing the elements of a
hierarchical entity such as a web page. Attributes

and rules for each component are governed by the
DTD.

Document Type Definition (DTD) A definition

of the permissible attribute name and value pairs
for components of a DOM.

E

Elliptic Curve Cryptography (ECC) A high
performance encryption algorithm owned by
Certicom.

encryption A form of cryptography that uses a
mathematical algorithm to scramble data for
security purposes.

Extensible Markup Language (XML) A
generic language format developed by the W3C
and used for representing a DOM. Specific
examples of XML include xHTML, cHTML and
WML.

F

firewall A system designed to prevent
unauthorized access to or from a private network.
Firewalls can be implemented in both hardware
and software, or a combination of both.

flash memory A special type of electrically
erasable programmable read-only memory
(EEPROM) that can be erased and reprogrammed
in blocks instead of one byte at a time.

folder A means of organizing the content in a
web page into a hierarchy. The result is that it is
optimized for display on a small screen.

forms Part of a web document containing user
input fields such as text entry, selection fields or
buttons.

frames A feature supported by most modern
Web browsers than enables the Web author to
divide the browser display area into two or more
sections (frames). The contents of each frame are
taken from a different Web page.

G

gateway In networking, a combination of
hardware and software that links two different
types of networks.

gigabyte (GB) One gigabyte is equal to 1,024
megabytes

Global System for Mobile Communications
(GSM) A digital cellular systems that uses
narrowband TDMA, which allows eight
simultaneous calls on the same radio frequency.

Graphic User Interface (GUI) A program

interface that uses a computer's graphics
capabilities to make the program easier to use.
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H

host A computer that is connected to a TCP/IP
network, including the Internet. Each host has a
unique [P address.

HyperText Markup Language (HTML) The
authoring language used to create documents on
the World Wide Web. HTML defines the structure
and layout of a Web document by using a variety
of tags and attributes.

HyperText Transfer Protocol (HTTP) The
underlying protocol used by the World Wide Web.
HTTP defines how messages are formatted and
transmitted, and what actions Web servers and
browsers should take in response to various
commands.

I

Internet Protocol address (IP address) An
identifier for a computer or device on a TCP/IP
network. Networks using the TCP/IP protocol
route messages based on the IP address of the
destination. The IP address format is a 32-bit
numeric address written as four numbers separated
by periods. Each number can be zero to 255.

Internet Protocol (IP) Protocol that specifies the
format of packets, also called datagrams, and the
addressing scheme.

J

Java A programming language.

Java Management Extensions (JMX) Sun's
Java management technology which encompasses
architecture, design patterns, services, and APIs
for application and network management in the
Java programming language.

JavaBeans A specification developed by Sun
Microsystems that defines how Java objects
interact. An object that conforms to this
specification is called a JavaBean, and is similar to

an ActiveX control. It can be used by any
application that understands the JavaBeans format.

JavaScript A scripting language developed by
Netscape to enable Web authors to design
interactive sites. Javascript can interact with
HTML source code.

Java Run-Time Environment (JRE) An
application or set of applications comprising a
JVM and native libraries that enables the
execution of applications written in Java.

Java Server Pages (JSP) A presentation layer
technology that allows static Web content to be
mixed with Java code in a single server page.

Java Virtual Machine (JVM) An interpreter for
executing applications written in Java.

K

kilobyte (KB) When used to describe data
storage, KB usually represents 1,024 bytes. When

used to describe data transfer rates, KB represents
1,000 bytes.

L

link In hypertext systems, such as the World
Wide Web, a link is a reference to another
document. Sometimes called hot links because
they take you to other document when you click
on them.

Local Area Network (LAN) A computer
network that spans a relatively small area. Most
LANSs are confined to a single building or group of
buildings.

Login To make a computer system or network
recognize you so that you can begin a session. You
usually need to enter a username and password
before the computer system will allow you to
execute programs.

Logging /Monitoring Module (LMM) A
Novarra Wireless Web Server component that
enables user-defined filtering and that logs/

Glossary
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monitors all run-time events generated by various
components of the Novarra Wireless Web Server.

M

megabyte (MB) When used to describe data
storage, MB usually represents 1,048,576 bytes.
When used to describe data transfer rates, MB
represents 1,000,000 bytes.

megahertz (MHz) One MHz represents one
million cycles per second.

Management Information Base (MIB) A
database of objects that can be monitored by a
network management system.

microBrowser A software application used to
locate and display Web pages on wireless
handheld devices.

microGateway A Novarra application residing
on wireless devices that manages cached
documents and controls communications between
the microBrowser and the wireless network.

N

normalization The process of adapting XML/
HTML content for display on handheld devices
and to provide the end user with a more efficient/
concise browsing experience.

The Normalization process utilizes the
presentation characteristics of the content to derive
the contextual relationships of the text, links and
input elements. The content is then partitioned into
"folders" based on the information.

O

Operating System (O/S) The most important
program that runs on a computer. Operating
systems perform basic tasks, such as recognizing
input from the keyboard, sending output to the
display screen, keeping track of files and
directories on the disk, and controlling peripheral
devices such as disk drives and printers.

Operating systems provide a software platform on
top of which other programs, called application
programs, can run. The application programs must
be written to run on top of a particular operating
system.

P

packet A piece of a message transmitted over a
packet-switching network. One of the key features
of a packet is that it contains the destination
address in addition to the data. In IP networks,
packets are often called datagrams.

Packet Internet Groper (PING) A utility to
determine whether a specific IP address is
accessible. It works by sending a packet to the
specified address and waiting for a reply.

parameter A characteristic. For example,
specifying parameters means defining the
characteristics of something. In general,
parameters are used to customize a program. In
programming, the term parameter is synonymous
with argument, a value that is passed to a routine.

Personal Communications Service (PCS)

Term used to describe a set of digital cellular
technologies used in the United States. PCS works
over CDMA, GSM, and North American TDMA
air interfaces.

Personal Digital Assistant (PDA) A handheld
device that combines computing, telephone/fax,
and networking features. A typical PDA can
function as a cellular phone, fax sender, and
personal organizer.

port An interface on a computer to which you
can connect a device. Personal computers have
various types of ports. Internally, there are several
ports for connecting disk drives, display screens,
and keyboards. Externally, personal computers
have ports for connecting modems, printers, mice,
and other peripheral devices.

protocol An agreed-upon format for
transmitting data between two devices. The
protocol determines the following:

» the type of error checking to be used
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» data compression method, if any

* how the sending device will indicate that it
has finished sending a message

* how the receiving device will indicate that
it has received a message

proxy server A server that sits between a client
application, such as a Web browser, and a real
server. It intercepts all requests to the real server to
see if it can fulfill the requests itself. If not, it
forwards the request to the real server.

R

Radio Frequency (RF) Any frequency within
the electromagnetic spectrum associated with
radio wave propagation. When an RF current is
supplied to an antenna, an electromagnetic field is
created that then is able to propagate through
space. Many wireless technologies are based on
RF field propagation.

Random Access Memory (RAM) A type of
computer memory that can be accessed randomly
(any byte of memory can be accessed without
touching the preceding bytes).

root directory (root) Top level directory in a
directory hierarchy.

S

Secure Sockets Layer (SSL) A protocol
developed by Netscape for transmitting private
documents via the Internet. SSL works by using a
public key to encrypt data that's transferred over
the SSL connection.

server A computer or device on a network that
manages network resources. Servers are often
dedicated, meaning that they perform no other
tasks besides their server tasks.

Simple Network Management Protocol
(SNMP) A set of protocols for managing
complex networks.

Standard Generalized Markup Language
(SGML) A system for organizing and tagging

elements of a document. SGML itself does not

specify any particular formatting; rather, it
specifies the rules for tagging elements. These tags
can then be interpreted to format elements in
different ways.

System Monitor (Sysmon) A Novarra Wireless
Web server application that starts, controls and
monitors the Novarra services.

T

tag A name specifying a particular element in an
XML or HTML document. The name identifies
the type of element and determines how it should
be interpreted by applications such as browsers.

text editor A program that enables you to create
and edit text files. There are many different types
of editors, but they all fall into two general
categories:

* line editors: A primitive form of editor
that requires you to specify a specific line
of text before you can make changes to it.

* screen -oriented editors: Also called full-
screen editors, these editors enable you to
modify any text that appears on the display
screen by moving the cursor to the desired
location.

threshold A limit on a particular parameter. In
the Novarra ACA, thresholds can be set to govern
behavior such as the amount of content that will be
nested inside folders or whether folder content
should be withheld until explicitly requested by a
user.

tier One of a series of folders (objects that can
contain multiple documents) placed one above
another.

Time Division Multiple Access (TDMA) A
technology for delivering digital wireless service
using time division multiplexing (TDM).

Time Division Multiplexing (TDM) A type of
multiplexing that combines data streams by
assigning each stream a different time slot in a set.
TDM repeatedly transmits a fixed sequence of
time slots over a single transmission channel.

Glossary
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track wheel A feature on some handheld
devices that allows the user to scroll through and
select different applications or user interface
elements.

Transmission Control Protocol/Internet
Protocol (TCP/IP) The suite of communications
protocols used to connect hosts on the Internet.
TCP/IP uses several protocols, the two main ones
being TCP and IP.

Transmission Control Protocol (TCP) TCP
enables two hosts to establish a connection and
exchange streams of data. TCP guarantees
delivery of data and also guarantees that packets
will be delivered in the same order in which they
were sent.

U

Uniform Resource Locator (URL) The global
address of documents and other resources on the
World Wide Web.

User Datagram Protocol (UDP) A
connectionless protocol that, like TCP, runs on top
of IP networks.

\AY

Web browser A software application used to
locate and display Web pages.

Wide Area Network (WAN) A computer
network that spans a relatively large geographical
area. Typically, a WAN consists of two or more
local area networks (LANSs).

Win32 The Windows application program
interface for developing 32-bit applications.

Wireless Application Protocol (WAP) A
standardized, device-independent protocol that
defines the development and operating
environment for wireless telephones, pagers and
handheld devices. WAP utilizes a lighter version

of the TCP/IP protocol for transmission between
devices.

Wireless Connectivity Manager (WCM) A
Novarra Wireless Web Server component that
manages wireless sessions, protocols and content
transmission for efficient and secure
communication with wireless devices.

Wireless Markup Language (WML) An XML
language used to specify content and user interface
for Wireless Application Protocol (WAP) devices.

WirelessWeb Enterprise Suite (WWES)

Novarra WirelessWeb Enterprise Suite offers a
complete solution that adapts enterprise
applications to handheld devices, manages
wireless connectivity and delivers end-to-end
security.

WirelessWeb microBrowser Sece
“microBrowser” .

WirelessWeb Server (WWS) The Novarra
WirelessWeb Server has two main components:
Adaptive Content Accelerator and Wireless
Connectivity Manager.

World Wide Web Consortium (W3C) An
international consortium of companies involved
with the Internet and the Web. The organization's
purpose is to develop open standards so that the
Web evolves in a single direction rather than being
splintered among competing factions. The W3C is
the chief standards body for HTTP and HTML.

X

xHTML A specification of HTML that conforms
to XML standards.

XHTML Basic A restricted subset of xHTML.

XML See “Extensible Markup Language
(XML)”
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Troubleshooting Wireless Web

Server

There are four main troubleshooting tools for the Novarra WirelessWeb Server:

*  “Logging and Monitoring Module” on page B-1

* “Monitoring Alerts” on page B-10

* “Monitoring RF Traces” on page B-12

*  “Troubleshooting WirelessWeb Server Installation” on page B-13

Message traces are especially useful for verifying network connectivity. Since
certain networks (CDPD, Palm.Net, and WAP) do not establish a persistent
connection, observing message traces and making sure no alerts are present
provide the only way to check that the system is running properly. For more
information on specific alerts, message traces, and installation problems, refer
to the following sections.

B.1 Logging and Monitoring Module

The Logging and Monitoring Module (LMM) service provides flexible
logging configuration of the LMM server and dynamic filtering of logging
output via the Log Client Console. Currently, only ACA logging events are
handled via the LMM service; see section B.2 through section B.4 for details
on retrieving logging and message traces for the other components of the
WirelessWeb Server.

Central to the LMM design is the idea of a filter. The filters specify what
logging events should be seen by a client of that filter, and where those logging
events should go. In particular, each filter has associated with it two types of
"what" attributes and one type of "where" attribute:

» Discriminant attributes ("what") -- these represent data fields within
each log event which may serve as a criterion to view or not view the
event.

» Trace attributes ("what") -- during content adaptation, there are key
points (called tracepoints) at which useful information may be present
for trace display. The trace attributes are on/off values which allow the
LMM owner of the filter to indicate whether or not she is interested in
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B.1.1

data dumps whenever that particular trace point is encountered during
content adaptation.

» Destination attributes ("where") -- these attributes specify the host and
port that the Log Client will use (in the case of a GUI filter), or the mail
headers to use (in the case of a mail filter).

The "what" attributes can be changed at any time during the life of the filter.
The "where" information can only be specified at filter creation time, and is
discussed further in section B.1.2, “Other filter operations”.

LMM supports a number of different users, each of whom may configure an
arbitrary number of filters. The topics of adding or cloning filters associated
with LMM users are also addressed in section B.1.2

To better understand the LMM concepts, it may be helpful to first step through
the configuration of the default Admin filter.

The Admin filter

The Novarra Management Console comes with a pre-configured Admin
(System) LMM filter. This filter is owned by the admin user of the
Management Console and cannot be deleted. This section gives a step-by-step
description of how to set up the Log Client console for receiving output from
the default Admin LMM filter.

1. Navigate to the LMM Configuration Editor.

Configuration—Service Application Configuration—
LMM—-LMM

2. Select the ADMINFILTER group in the Existing Components box.

A Novarra Services

Ela Configuration
Maintain Hosts

Eloy LMM

LM

-@ NOY-HTTP

Logout
About

@ Operation Control

SMMP Configuration
[]-@ Add f Edit f Remove Services
Ela Service Application Configuration

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

LM Configuration Editor

Existing Components
Please zelect component group to the left in

order to edit itz confipuration settings

File Appender
Log Server

Component Configuration Editor for LWL

; Restart .
Attribute Iame Value Required? Description
‘ Filter Iame ‘ Zystem ‘ Tes ‘ Filter Mame
‘ Filter Active ‘ ACTIVE ‘ Tes ‘ Filter state
L IP information on the
Output Destination IIocthost Tes - e T Client
Listening Port number
Cutput Port E00 Tes ssed by GUT clent

B-2
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Filter By Priority

[

‘ Prionty lewvel of events

Mo
. Ewents with this
Filter By Network Id ALL 7 Mo e )
. . Ewents with this
Filter By Device Id |:| Mo DEVICE ID
. Ewvents generated from
Filter By Class |:| Mo this clase
Filter By ComponentId |:| Mo Ex.fents ot i
this component
. Ewents generated while
Filter By URL [ 1| N |2 ding this ol
. Eysmon MName given to
Filter By ACA Td [ | M o
. Filter on events from
Filter By Host |:| Mo this Host
Trace System COn & Of Mo Binelslls o om
system parameters
Trace Events & On ©Of Mo Enable tracing on
dewice event info
Enable tracing on
Trace Subscriber Authorization & On ©Of Mo subscriber authorization
info
Enable tracing on
Trace Session WManagement & On O Off Mo session management
info
Enable tracing on
Trace Output Stream ©On & Of Mo information written to
dewvice
Trace Cookies & On O Off Mo Enab@e tfacmg on
cookies' information
Trace Java Script & On O Off Mo Bl tracing o
JawvaZcript messages
Enable tracing on
Trace Request Headers & On O Off Mo IC otmtning request
headers' info
Enable tracing on
Trace Response Headers & On O Off Mo outgoing respotse
headers' info
Trace Exception & On O Off Mo Enelall fracing on
occured exceptions
Enable tracing on
Trace Norm Exception & On O Off Mo occured normalizer
exCeptions
Enable tracing on
Trace Tree Dump After Normalize C On & Of Mo DO content after
notrmalization
Enable tracing on a
Trace Tree Dump Before Normalize C On & Of Mo pre-normalized DO

content

Troubleshooting Wireless Web Server

Novarra Confidential



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

Enable tracing on
Trace Tree Dump On Load COn & Of Mo DOM content at load
titme
Trace Alert & On ©Off No IO
debug alert messages
Trace RF ‘ COn & Of ‘ No Enable BF tracing

*+% Lll attributes specified with "Eestart Beguired?" field set to "Yes™
will take effect only when running service is restarted.

Update | UpdateAll | Defaults |

3. Change any trace attributes that you want. Click the Update button.
B.1.2 Other filter operations

Novarra Management Console users can add their own filters, or clone filters
owned by either themselves or by someone else.

B.1.2.1 Add A Filter
To add a new filter while logged in as admin:

1. Navigate to the LMM Filter Management.
Performance/Fault—Logging/Tracing— User Filters—admin

2. Click the Add Filter link in the LMM Filter Management frame. The
Create New Filter frame appears.

i Nowarra Services
[}@ e Cemi] LMIM Filter Management
[]-@ Configuration
By performance f Fault L. i Tae this interface
@ Performance Monitor Exlstmg Filters to add new LA
E!--a Logging f Tracing LkAbAInstrumentationLeveliuse Jame=AD0MIN filtertam 1y 3 filters or to
Ea User Filters modify, de_IEt_e’ or

) TEMOVE BXIS

admin flters tng

Mewllser
i) Worer Qi Add Filter | Clone Filter | RBemovwe Filter
Logout L\\S
About

Create INew Filter
In order to create a new filter, please first specify whether you want to create a hfal Filter or a
Standard Filter, and then specifiy all other parameters listed below.
Mail Filter?:  Yes & 1o
Filter Name: I
Create Filter | Start Over |
3. Each LMM filter has one destination associated with it either an e-mail
destination for logging events, or a web-based logging client to receive
those events.
B-4
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* To specify an e-mail destination, click Yes for Mail Filter?, and then
enter the e-mail header information.

» To specify a web-based logging client destination, click No for Mail
Filter?, and then enter the new Filter Name.

4. Click on the Create Filter button to create the filter with default trace
and discriminant attributes.

5. The filter now appears in the Existing Filters list.

By default, a filter is off until connected to by a user.

B.1.2.2 Enter the SMTP Server

If you specified an e-mail destination, then you must enter the SMTP server
where your LMM e-mail will be sent:

1. Navigate to Configuration—Service Application Configuration—
LMM—-LMM

2. Select the LOGSERVER group in the Existing Components box.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
Eloy LMM

[ L

[ {z NOV-HTTP

LM Configuration Editor

Existing Components
Please zelect component group to the left in

order to edit itz confipuration settings

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

[ Leaout Component Configuration Editor for LWL
About
Attribute Name Value e Description
Required? H
Log Server Host “12?.0.0.1 ‘ Tes ‘IP mumber for host running T Service
Log Server Port |8189— Ves Port number used by LogServer to recetve
Events
SMTP Host |1D.1.1.? Tes SMTP Server Host IP

*%% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Update UpdateAll Defaults |
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3. Enter the SMTP server to use to send your LMM e-mail in the
SmtpHost attribute. Click the Update button.

All attributes specified with "Restart Required?" field set to "Yes" will take
effect only when running service is restarted.

4. Restart the LMM service

B.1.2.3 Clone A Filter
To clone a filter owned by another LMM user:

1. Navigate to the LMM Filter Management.

Performance/Fault—Logging/Tracing— User Filters—
<User’s Name>

2. In the Existing Filters box, select the filter you want to clone. In the
Updating Filter frame, you can review the attributes of this filter

a Nowvarra Services
[]-@ Operation Control

LMIM Filter Management
[]-@ Configuration
By performance f Fault Tsze this
@ Performance Monitor Existing Filters interface
Ea Logging f Tracing to add
Ea User Filters new L
; filters or to
adrnin dify
modify,
L pewl
ﬁﬂf delete, or
[]-@ User Admik/stration TEMOVE
“[g] Logout Add Filter | Clone Filter | RBemovwe Filter existing
“[@ About filters

Updating Filter -
LMMInstrumentationLevel:userName=NEWUSER, filierName=New Userd, tvpe=std

In order to modifiy this filter, please update filter attributes below and then click on Tpdate Filter'
button to commit your changes

Attribute Iame Value Description
Device ID: I User's Device ID
. = | Identifies Wireless MNetwork used by
Network ID: ALL device (HTTPFWA)
Component ID: I WWireless Web Server's Component 1T

The Update button in the Updating Filter frame is not active (you are just
viewing another LMM user’s filter).

B-6
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3. Click on Clone Filter link. The Cloning Filter: frame appears.

a Nowvarra Services
[]-@ Operation Control

LMIM Filter Management
[]‘@ Configuration
By performance f Fault st this
@ Performance Monitor Existing Filters interface
Ea Logging f Tracing to add
E‘"@ User Filters LibdInstrumentationLeveluserMName=NEWUSER filterMame=NewlJserl type=std newe LIV

admin

filters or to
modify,
g MewUser delete, or
[]-@ User Administration TEMOVE
“[g] Logout Add Filter | Clone Filter | Bemeowe Filter existing
“[@ About filters

Cloning Filter:
LI MInstrumentationl evel:userl{ame=NEWUSER filterName=IewUserl type=std

In order to clone selected filter, please provide a unique filter name that can be used to identify the
new filter. In order to clone a filter, vou need to fill in all parameters specified on this form.

Filter Name: INewUserZ

Clone Filter | Start Over |

4. Enter the filter name.

5. Click the Clone Filter button. The LMM Filter Management frame
displays the cloned filter in the current LMM user’s Existing Filters

box.
a Novarra Services
[}@ e Cemi] LMIM Filter Management
[]-@ Configuration
Ela Performance f Fault L. } Use this
@ Performance Monitor Exlstmg Filters interface to
Ea Logging f Tracing LitdinstrumentationLevelusertame=ADMIN filterName=MNewlJserZ type=std add new LN
E‘"@ User Filters LkMInstrurmentationLeveluserMName=ADMIN filterName=System type=std filters of to
: P modifyy, delete,
Newliear of remove
existing filters
i) Worer Qi Add Filter | Clone Filter | RBemovwe Filter
Logout
About

LM Instrumentationl evel:userl{ame=ADLIN filterN ame=Newlserl, type=std

6. To change the attributes of the cloned filter, click on the filter’s name in
the Existing Filters box.

7. Make your changes and click the Update button.

By default, a filter is off until connected to by a user.

Troubleshooting Wireless Web Server
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B.1.2.4 Filter Overrides

The Novarra Management Console administrator account can override certain
trace attributes at the ACA so that events of certain types are never generated
by the ACA. This might be done for ACA performance reasons.

To override trace attributes when logged in as admin:

1.

Navigate to the Component Configuration Editor for ACA for any
of the services. (Example: HTTP):

Configuration—Service Application Configuration—>NOV-
HTTP—-ACA

Select Trace Overrides in the Select a group to manage: box. The
Component Configuration Editor for ACA frame appears.

A Novarra Services

@ Operation Control

EI--@ Configuration

Maintain Hosts

SMMP Configuration

[]-@ Add f Edit f Remove Services
Ela Service Application Configuration
(g LMM

ECy NO¥-HTTP

Component Configuration Editor ACA

g Ach

[]-@ Application Function Maintenance
[]-@ Performance f Fault
[]-@ User Administration

Logout
About

Select a group to manage:
Component Configuration Editor for ACA
Attribute Hame ‘ Value ReR::i‘ra:ﬂ Description
‘ AllowTraceEvents & 0n © Off ‘ Mo ‘ Allowys tracing on device event information.
‘ AllowTraceSystem & 0n © Off ‘ Mo ‘ Allowys tracing on system events.
‘ AllowTraceSessionManagement & 0n © Off ‘ Mo ‘ Allowys tracing on session management events.
‘ AllowTraceSubscriberAuthorization & 0n © Off ‘ Mo ‘ Allowys tracing on subscriber authorization events.
‘ AllowTraceCookies & 0n © Off ‘ Mo ‘ Allowys tracing on cookies' information events.
‘ AllowTraceException & 0n © Off ‘ Mo ‘ Allowys tracing on raized exceptions.
‘ AllowTrace JavaScript & 0n © Off ‘ Mo ‘ Allowys tracing on Javascript messages.
‘ AllowTraceOutputStream & 0n © Off ‘ Mo ‘ Allowys tracing on information written to an outputstream.
AllowTraceRequestHeaders & 0n © Off Mo Allowys tracing on HTTPM A request headers sent by the
ACA,
AllowTraceResponseHeaders & 0n © Off Mo Enable tracing on HTTPH 1 response headers received by
the ACA.
‘ AllowTraceTreeDumpBeforelormalize | & O  Off ‘ Mo ‘ Allowys tracing on DOM content before normalization.
‘ AllowTraceTreeDumpAfterHormalize & 0n © Off ‘ Mo ‘ Allowys tracing on DOM content after normalization.
‘ AllowTraceTreeDumpOnLoad & 0n © Off ‘ Mo ‘ Allowys tracing on DOM content st load time.
‘ AllowTracealert & 0n © Off ‘ Mo ‘ Allowys tracing on debug alert messages.
‘ AllowTraceRF & 0n © Off ‘ Mo ‘ Allowys tracing on RF messages.

*+% L1l attributes specified with "REestart Reguired?" field set to "Yes™
will take effect only when running service is restarted.

Update UpdateAll Defaults
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3. Select which trace attributes should never be logged by the ACA by
clicking Off for that attribute.

4. Click the Update button to override the specified trace attributes at the
ACA.

B.1.3 Using the LMM Log Client

Novarra provides a web-based client for viewing log messages. To access:

1. Point your browser to port 8890 on the Novarra Management server.
An example URL is:
http://managementhost:8890
Where "managementhost" is the name (or I[P Address) of the server
hosting the Novarra Management console.

2. The initial browser screen appears. The initial page displays the
logging filters that have been previously defined. Refer to “Logging/
Tracing” on page 3-40 for creating, updating and cloning filters.

3 MNovarra Web-Based Logging Client - Microsoft Internet Explorer - |EI|1|
File  Edit View Favorites Tools  Help ﬁ
B~ | at | Qhsearch [GelFavorites  GMedia &4 | N S5 B
Address I@:l http:fflocalhast:5590) j 6o | Links **

r o\ VL0 2 r a M
“Welcome to the Movarra web-bazed logging client.
Please zelect one of the following Filters:
o AT System Mo Frames] [Frames
The Mo Frames option will stream detalled logging event information to the current browser (Iote: The display may not change until events are recetved.).
The Frames option will create two frames. The top frame will contain one sumumary line for each logeing event; clicking on the summary will display logging event
details in the lower frame. Tou can then use the Tk key to display subsecquent events, or Shift-Tab to go backwards through the events.
Saving Logging Information
In WNo Frames mode, save logging information by choosing the menu ttem Edit then Select 211 of by typing CHTL-4 Then copy and paste the mformation to
another file.
In Frames mode, there are two options:
« (o to the start of the page, and click the link that reads: *Click here to display all event information in & new window (this will
stop the current trace) " This will open up another window and all detatled link inforrifation will be shown there. This process may take several
mittes for large files. You can then copyipaste that mformation into another file.
s 3o to the start of the page, and click the lnk that reads: "Click here to stop logging pricr to saving™ This closes the summary page. Then
choose the men ttem File then Save As. .. (Internet Explorer) or Save Page i=. .. for (Metscapeldozlla) Save the page as Web iArchive (Internet
Exploret) or Web Page, Complete (MetscapeDlozlla). If vou reopen the page, you will see the same summary page and can then click on events to see
their detatls. It 15 still possible to open a new window to show all details as in the previous step.
E
|@ Daone ’_ ’_ ’_ E Local intranet: 4

3. Review the information on this screen and choose either the No Frames
or Frames link for the filter you want to view.
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B.2 Monitoring Alerts

To view host-wide WirelessWeb Server alerts, point a web browser to http://
xxX.XXX.xxX.Xxxx:2001/ALERTS. Replace xxx.xxx.xxx.xxx with the IP address
of the machine on which WirelessWeb Server is running. The port number
must be 2001. Below is what the ALERTS screen should look like:

2001,/ALERTS - Microsoft Internet Explorer 10l =|

J File  Edit View Favorites Tools  Help ﬁ
J B - | at | Qhsearch (G Favorites £ #History | - S 210

| Address | @] http:/}127.0.0.1:2001/ALERTS | @

POCEETSCAFE wversion 3.9.12
POCEETSCAPE TRACE MONITOR
STARTING ALERT MONITORING SYSTEM

Dec 27 08:59:34 2001 3IV3IMCON IRVMGE 4035 1245 P3ERR1053 Server WCM-JWET: Process Failed to Begister in 11 Seconds
Dec 27 08:59:45 2001 3IV3IMCON IRVMGE 4035 1245 P3ERRI1053 Server WCM-JWET: Process Failed to Begister in 11 Seconds
Dec 27 08:59:55 Z001 WCHM-DATATAC-LH RFMGR 4091 1239 P3ERR1003 TCP Error 10061 Host 127.0.0.1 Port 5140

Dec 27 08:59:55 2001 WCM-DATATAC-LH RFMGE 4091 1239 P3ERR110Z Lost connection with RF network. Will try to reconne
Dec 27 05:59:55 Z001 WCHM-DATATAC-LH APPLMGER 4093 1237 P3SERR1103 RF Service suspended.

Dec 27 08:59:56 2001 3IV3IMCON IRVMGE 4035 1245 P3ERRI1053 Server WCM-JWET: Process Failed to Begister in 11 Seconds
Dec 27 09:00:07 2001 3IV3IMCON IRVMGE 4035 1245 P3ERRI1053 Server WCM-JWET: Process Failed to Begister in 11 Seconds
Dec 27 09:00:15 2001 3IV3IMCON IRVMGE 4035 1245 P3ERRI1053 Server WCM-JWET: Process Failed to Begister in 11 Seconds
Dec 27 09:00:20 2001 3YSMON PROCMGER 4066 1266 PSINF1050 3erver WCHM-JWET: Process Initialized on IP 127.0.0.1:3805
Dec 27 09:00:20 2001 3IUBAGENT AGTENMGR 4072 1260 PIINF7799 Zublgent: Registered a new process: C23Pid 954, Servicel
Dec 27 09:00:26 Z001 WCHM-DATATAC-LH RFMGER 4091 1239 P3ERR1003 TCP Error 10061 Host 127.0.0.1 Port S140

Dec 27 09:00:26 2001 WCM-DATATAC-LH RFMGE 4091 1239 P3ERR110Z Lost connection with BF network. Will try to reconne
Dec 27 09:00:26 Z001 WCHM-DATATAC-LH APPLMGER 4093 1237 P3SERR1103 RF Service suspended.

Dec 27 09:00:32 Z001 3YSMON PROCMGER 4066 1266 PSERR1049 3erver WCM-JWET: Process Went Down on IP 127.0.0.1:3805
Dec 27 09:00:32 2001 3IUBAGENT AGTENMGR 4072 1260 PIINF7997 Sublgent: Updated status for process: O03Pid 954, Status
Dec 27 09:00:32 Z001 SUBAGENT AGTENMGE 4072 1260 P3IINF7996 3ublAgent: De-Registered process: O3Pid 954

Dec 27 09:00:32 2001 SUBAGENT APPLMGR 4092 1235 P3ERR7951 Superlgent Regquest receiwved for unsupported Process 984
Dec 27 09:00:34 2001 3YSMON PROCMGER 4066 1267 PSINF1050 3erver WCM-JWET: Process Initialized on IP 127.0.0.1:3523
Dec 27 09:00:34 2001 3IUBAGENT AGTENMGR 4072 1261 PIINF7799 Sublgent: Begistered a new process: 03Pid 2145, Zervice
Dec 27 09:00:46 Z001 3IYSMON PROCMGER 4066 1267 PSERR1049 3Server WCM-JWET: Process Went Down on IP 127.0.0.1:3823
Dec 27 09:00:46 2001 3IUBAGENT AGTENMGR 4072 1261 PIINF7997 Zublgent: Updated status for process: 03Pid 2148, Statu
Dec 27 09:00:46 Z001 3UBAGENT AGTENMGER 4072 1261 P3SINF7Y996 3ublAgent: De-Registered process: O3Pid 2148

Dec 27 09:00:46 2001 IUBAGENT APPLMGR 4092 1235 P3IERR7951 Superlgent Reguest received for unsupported Process 2148

y | of

[&] opening page http://127.0.0.1:2001 JALERTS. . [ |4 mternet y

B.2.1 Certificates Expired or Never Installed

The following alert appears when attempting to load a page through Secure
Sockets Layer (SSL):

HTTP response has no headers. URL was <URL>.

Meaning

SSL support has been enabled on the server, but the appropriate certificates
have expired or have not been installed in the folder <WirelessWeb
location>\config\trustedcerts.

This error also causes the following message to be displayed on WirelessWeb
microBrowser:

We're sorry...HTTP response has no header. URL was <URL>.
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B.2.2

B.2.3

Solution

Install the proper certificates as .cer files into the correct folder and restart
Novarra WirelessWeb Server.

Certificates Never Installed

The following alert appears when attempting to load a page through Secure
Sockets Layer (SSL):

Content server- could not find any trusted certificates at path:
'trustedcerts' relative to my working directory. Disabling SSL.

Meaning
The certificates directory does not contain any certificate files.

This error also causes the following message to be displayed on WirelessWeb
microBrowser:

We're sorry...unsupported protocol: https. The only supported protocol is
http.

Solution

Install certificate files in <WirelessWeb Location>\config\trustedcerts and
restart WirelessWeb Server.

Proxy Server Is Not Running

Content server <device id>: error. Connection refused: no further
information

Meaning

The proxy server is not operational or the IP address or port number specified
for it in <WirelessWeb Location>\config\mm.conf is wrong. This is applicable
only if you are using a proxy server.

This error also causes the following message to be displayed on WirelessWeb
microBrowser:

We're sorry...could not connect to server. Please try again.

Solution

Verify that the proxy server is running and listening on the proper IP and port.
The proxy server is configured as specified in section 4.3.1, “Proxy Server,” on
page 4-14.

Another workaround is to reconfigure WirelessWeb Server so it does not go
through the proxy server.
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B.3 Monitoring RF Traces

In the event of problems, you can read the RF traces of the Device Manager
and Line Handler to help troubleshoot the source. The output of the Line
Handler (connection to the RF network) and the Device Manager (connection
between the Adaptive Content Accelerator and the Line Handler) is visible
through a browser.

To view the RF traces on another system, enter the correct URL in a Web
browser, as described below:

Image Server: http://xxx.xxx.xxX.xxx:3010/RFTRACE
HTTP Server: http://xxx.xxx.xxX.xxx:3011/RFTRACE

The actual IP address of WirelessWeb Server must be used in place of
XXX XXX. XXX. XXX to view RF traces.

The Device Manager RF trace contains the XML-based markup that is sent to
the wireless network and then eventually on to the subscriber unit. The
information in this trace contains the transformed content from the Adaptive
Content Accelerator in a state that can be easily read.

The Line Handler RF trace also contains XML-based markup, which it
receives from the Device Manager. However, through the Line Handler RF
traces, the XML is compressed and cannot be easily read. This trace is used
mainly to verify that content is being sent to the wireless network.

T Hovana Wireless'Web TracefLog Facilibes - Hetscaps B =|Of =]

Fla Edl Yiew Go Commukator Hel

i ¢ 3 D . B < &0 B

Back Home  Sesich  Helscape  Pind Secudy  Shop Sinp
wff Bockmaks ) Localion: [Hip://127.0.0.1:3001RFTRACE =] @7 whar's Retared

[

PCCEETSCAPE wermion 3.3
POCEETSCAPE TRACE BONITOR ARDIS 1H
STAETING RF TRAFFIC MONITORING SYITEN

Fromirdi=

A Tl s i T R s e N R S i el iy TR
0000 4F42433041368303 130463020303 000000000F EQCDR00000 101002 6031703620 OBCOKBOLIOFOO00. . v vnasnnn £.1]8,
OD3Z 30TC3SZRAS0ZAGETETE4TOAAZFZFT T T 7 T2E7o61686F6FZES36FED5E3 LSESOSEZF]L O15"0*htcp: /S www. yahoo . com™ 101
Q0054 DROA

Tohrdis

T T - i | . R e e S - i I e T ey
0000 494243304138303 130460300303 03 1303400000000F ERODI00000 100013F03 7D IFCOABO10F . . 001049, . vanvnmnasnss L
0032 SESDEFDAAAIDFDZB1IIFF4A14AC0 EFBARZE4B254207544D150EFTIES4D 56004 Vioof.o+odaad b J5H) BITR. . o 2Dama
OD&q ACETTEBSSTEDTDAEDAZZCESCTTTDEZ #B404D30T IODEIDETERCCE TFESEEZABIFAC fihrp i) S [ cynp, Y P o PN 5
0096 B4F1L40FBCSTEOAIFBILITAGFAIS1IEEFT6BES1437229475496BFBCSFAETECETE  suvwnnnan 17 4. v 05T s
01z EDZEEEFOCCIOSIEOFS83BDRISERDEELATIS NG00 TEABFIDCCZADITEDTE624178 PRI - | RIS » S
D160 TRDSCESRSDORSEIZSBCCEIEADADSSCOTIEAFIDDFFTIZ6TIELIBZ IEIS4TRCTR496 V. oZ] B2, B e [-E 0 T

o == Netscape il B e ey
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B.4 Troubleshooting WirelessWeb Server
Installation

Chapter 2, “Installing Novarra WirelessWeb Enterprise Suite” detailed how to
install the Novarra WirelessWeb Server and the Novarra Management Console
for the WirelessWeb Server. Once these installations are complete, start both
the WirelessWeb Server (on all installed hosts) and start the Tomcat JSP
Engine (on the server machine which is hosting the Management Console
installation).

To start the WirelessWeb Server, you must start two services on each host.

1. Start Novarra WirelessWeb:

Start—Programs—Novarra WirelessWeb— Start Novarra WirelessWeb
2. Start Novarra Agent:

Start—Programs—Novarra WirelessWeb— Start Novarra Agent

The Novarra WirelessWeb service is the core of the WirelessWeb Server
installation and consists of a program called "SysMon" (for System Monitor).
SysMon . exe 18 installed and runs as a Win32 service, and it is the executable
that initiates all other WirelessWeb processes/components when so instructed
by the operator of the Novarra Management Console. Sysmon . exe monitors
these processes/components continually and ensures that they are always
running (when the operator directs that they be run via the Management
Console). The service name for SsysMon. exe iS NovarraSysMon.

The Novarra Agent service mediates requests between SysMon and the
Management Console application. It consists of a program called
Novarra agent.exe, and its Win32 service name is
NovarraStandaloneAgent.

To run the Management Console on the one server machine hosting it, you
must start the JSP engine and then log into the console:

1. Start Tomcat JSP Engine:
Start—Programs—Novarra Management Console— Start Tomcat JSP
Engine

2. Login to Novarra Management Console:
Start—Programs—Novarra Management Console—Management
Console Login

The following sections give troubleshooting tips for installation problems
associated with the Novarra Management Console, the Novarra Agent, and the
Novarra SysMon service (which is called "WirelessWeb Server" in the start
menus).
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B.4.1 Troubleshooting Novarra Management Console
Installation
If your Tomcat JSP engine installation is correct, then you will be able to
successfully login to the Novarra Management Console. You can then proceed

to the next step (see section B.4.2, “Troubleshooting Novarra Agent
Installation” on page B-20).

B.4.1.1 Check Installation of Tomcat JSP Engine

If you receive an HTTP 404 error while attempting to log in, you will need to
check the installation of the Tomcat JSP Engine on the server hosting it.

1. Go to that host and make sure that Tomcat is properly configured in the
Service Control Manager (SCM) for that host.

* To open the SCM on Windows 2000:
Start— Settings—Control Panel—Administrative Tools—Services

» To open the SCM on Windows NT 4.0:
Start— Settings—Control Panel—Services
2. Scroll down the list of services and search for Tomcat.

| action  view |J<--b| ||@|J>lll n |
Tree I Mame / | Description | Status | Startup Tvpe | Log On As | ;I
W %Security Accounts ... Stores sec...  Started Aukomatic LocalSystem
%Server Provides R...  Started Aukomatic LocalSystem
%Simple Mail Transpo... Transports.,.  Started Automatic LocalSystem
Smart Card Manages a... Manual LocalSystem
%Smart Card Helper Provides s.,.. Manual LocalSystem
%System Ewvent Motifi,.. Tracks syst..., Started Automatic LocalSystem
%Task Scheduler Enables a...  Started Aukomatic LocalSystem
%TCPIIP MetBIOS Hel,.. Enables su...  Started Automatic LocalSystem
%Telephony Provides T...  Started Manual LocalSystem
%Telnet Allows are... Manual LocalSystem
&S Tomcat Started EE] ste
%Uninterruptible Pow... Manages a... Manual
Ukility Manager Starts and ... Manual LocalSystem
%WinSZSI Started Aukomatic LocalSystem
%Windows Installer Installs, re... Manual LocalSystem
%Windows Managem... Providess... Started Automatic LocalSystem
%Windows Managem... Providess... Started Manual LocalSystem
%Windows Tirne Sets the co...  Started Aukomatic LocalSystem
‘Workstation Provides n...  Started Automatic LocalSystem
%World ‘Wide Web Pu... Provides ... Started Aukomatic LocalSystem

* If Tomcat appears in the Service Control Manager, see section
B.4.1.1.1, “Tomcat Appears in the Service Control Manager” on
page B-15.

+ If Tomcat does not appear in the Service Control Manager, see
section B.4.1.1.2, “Tomcat Does Not Appear in the Service Control
Manager” on page B-15.
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B.4.1.1.1

B.4.1.1.1.1

B.4.1.1.1.2

Tomcat Appears in the Service Control Manager

If Tomcat appears in the SCM, it should show up as "Manual" and "Started". If
it does not show up as "Started", then start it by with either of the following
methods:

» Start—Programs—Novarra Management Console—Start Tomcat JSP
Engine
* Right-click on Tomeat in the SCM and select Start in the pull down.
Tomcat Appears to Start

If Tomcat appears to have started, try logging in again.

Tomcat Fails to Start

If the Tomcat service fails to start by either of these means, then the two most
probable causes are:

» Incorrect pre-existing installation of Tomcat.

It is beyond the scope of this document to verify a pre-existing installation
of Tomcat (if Tomcat was not installed by the Novarra Management Console
installation). Refer to http://jakarta.apache.org/site/fags.html for
installation/debugging tips.

B.4.1.1.2

» Improper registry settings. Follow the steps in “Checking the Registry
Setting for Tomcat” on page B-19.

Tomcat Does Not Appear in the Service Control Manager

If Tomcat does not appear in the SCM, then the installation of Tomcat should
be checked.

1. Open the System Properties panel:
Start— Settings—Control Panel—System
2. Click the Advanced tab.
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3. Click on Environment Variables...

System Properties : ﬂll

General | Metwark |dentification | Hardware | User Profiles Advancedl

— Performance

Performance options control how applications use memory,
which affects the speed of your computer.

Performance Options... |
— Environment ' ariable:

@ Environment wariables tell pour computer where to find certain

types of information.
Environment v ariables...
— Startup and Recovery

@ Startup and recovery options tell your computer how to start

and what to do if an ermor causes your computer to stop.

Startup and Recovery... |

QK | Cancel | Apply |

4. In System variables, look for TOMCAT HOME.

System Properties ﬂll

General | Metwark |dentification | Hardware | User Profiles Advancedl

Environment ¥ariables |

—User variables For SBrandt

‘ariable | Walue |

TEMP Ci\Documents and SettingsisbrandtiLoc.,..

TP Ci\Documents and SettingsisbrandtiLoc.,..

WRCEmulDir C:\Program Filesiwindows CE Tools\wce,.,
Mew. .. Edit... | Delete |

—System variables

Variable | Yalue |:|
TEMP CHWINNTITEMP
THMP CH INNT TEMP

WIN32DIPATH Sdmitwin3z
windir CH INMT -
Mew | Edit... | Delete |

[8]4 I Cancel | J
[ | n
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B.4.1.1.2.1 TOMCAT_HOME Does Not Appear in the System Variable List

If TOMCAT_HOME does not appear in the System variables list, then
Tomcat is improperly installed.

It is beyond the scope of this document to verify a pre-existing installation
of Tomcat (if Tomcat was not installed by the Novarra Management Console
installation). Refer to http://jakarta.apache.org/site/fags.html for
installation/debugging tips.

If you did not have Tomcat previously installed, then the original Management
Console installation may not have been allowed to complete the Tomcat
installation. To check this possibility, uninstall your current installation of the
Novarra Management Console and reinstall it.

B.4.1.1.2.1.1 Uninstall and Reinstall Management Console

1. Perform the uninstallation procedures for Management Console (see
section C.2, “Uninstalling Novarra Management Console” on page C-
4).

2. Perform the unistallation procedures for Tomcat (see section C.3,
“Uninstalling Tomcat 3.2.3” on page C-6).

3. Perform the installation procedures for Management Console (see
section 2.2.2, “Installing Novarra Management Console” on page 2-4).

4. Start WirelessWeb:
Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movarra se S + Agent + Tomecat)
ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
R Stop Mowarra Agent

° Stop Movarra Wirelesswweb

f@ Uninstall Mowvarra Wirelessiweb

5. Login to Novarra Management Console:

Start—Programs—Novarra Management Console—Management
Console Login

If Tomcat still fails to be successfully installed, contact Novarra Technical
Support.
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B.4.1.1.2.2 TOMCAT_HOME Does Appear in the System Variable List

1.

Record the value of the TOMCAT_HOME environment variable as
seen in step 4 of section B.4.1.1.2. (e.g. c: \tomcat-3.2.3)

Using Windows Explorer, go to the conf folder under the c: \tomcat-
3.2.3 folder (or whatever the TOMCAT_HOME value is).
Using a text editor to view the file server.xml, search for the
following text:

<Connector className="org.apache.tomcat.service.
PoolTcpConnector">

<Parameter name="handler" value="org.apache.tomcat.
service.http.HttpConnectionHandler"/>

<Parameter name="port" value="8080"/>

Note the value of Tomcat's http port (the default is 8080). Call this the
<tomcat_ ports.

Point your browser to:
http://<management console host>:<tomcat port>

If you see the Tomcat welcome page, then tomcat is up and running.

/3 Tomcat v3.2.3 - Microsoft Internet Explorer =] ]
| Fle Edt vew Favortes Took Help |

| wBak - = - @[] & Doearch [GFavortes CRHstory | By S ER - 29 B

| Address [&] hitpjlecalhest:ao0jindex. Rt ] Pe |
Version 3.23
/ This is the defavlt Totncat home page. This page serves as a quick reference guide to related resources and is located at:

o </path/to/toncat>/webapps/ROOT/index. htul
Included within this release are functional examples with associated source code, API documentation for servlets and ISP, a README, a
technical FAQY on this release and an assortment of jar fles which are pre-requisites for continued development of web technologies mcluding
ISP and Serviets

Examples:

« JSP Examples
+ Servlet Examples

Deocumentation:

« API docs for Servlet and JSP Packages

The README file, which can be found at </pathitoitomcat=/doc/readme, contains a list of known bugs, incompatibilities and limitations.
Tou can find more information about the Servlet and ISP technologies at:

« Sun's Java Server Pages Site
+ Sun's Servlet Site

and by subscribing to one or more of the following Servlet and JEP related mnterest lists

« jsp-interest{@java.sun.com
o servlet-interest@java.sun.com

7. If you don't see the tomcat welcome page, then try to start tomcat; if

you still can't see the welcome page, then Tomcat is improperly
installed and you will want to either verify your installation of it or
rerun Novarra's installation of it (see section B.4.1.1.2.1.1, “Uninstall
and Reinstall Management Console” on page B-17).

If you verify your Tomcat installation per above, but you are still unable to log
into the Novarra Management Console, then you should check that the Novarra
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Management Console's web application file (NovarraoaMp.war) is correctly
located in the Tomcat directory.

1.

Start Tomcat JSP Engine:

Start—Programs—Novarra Management Console—Start Tomcat JSP
Engine

Go to c:\tomcat-3.2.3\webapps (or whatever the <TOMCAT_HOME
value is>\webapps).

There, you should see the Novarraoamp.war file, and you should see a
subdirectory called Novarraoawmp. If you fail to see either of these, then
you should uninstall and reinstall Novarra Management Console (see
section B.4.1.1.2.1.1, “Uninstall and Reinstall Management Console”
on page B-17). Make a note of any problems during the installation,
and contact Novarra Technical Support if you still can't login to the
Management Console.

B.4.1.1.3 Checking the Registry Setting for Tomcat

To check the registry settings for Tomcat service, run the Windows Registry

Editor.
1.

From the Windows Start menu, select Run and type
regedit

Click OK.

Navigate to the following key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\
Tomcat\Parameters

Verify that the following registry key values appear:

| Tvpe | Data
REG_5Z {walue not set)
brary REG_SZ CHPROGRAR 1 Movarral JREL L, 3 binihotspatijym. dil

| B8] 3vt Option Count  REG_DWORD 000000002 (2}

JVM Option Mumb... REG_SZ -Djava.class,path=C A TOMCAT~1, 3\ iblwebserver jar, CATOMCAT~, .,
JVM Option Mumb... REG_SZ -Dtomcat, home=C: 4 TOMCAT~1.3

Start Class REG_SZ org.apache tomcat, startup, Tomecat

[ab]start Method REG_SZ main
I Ei Start Param Count  REG_DWORD 000000002 {23

Start Param Mum... REG_SZ -config

Start Param Mum... REG_SZ CATOMCAT~1, 3 confiserver,xml

Stop Class REG_SZ org.apache tomcat, startup, Tomecat

[ab]stap Method REG_SZ main

IStop Param Count  REG_DWORD 0300000003 {3}

Stop Param Mumb... REG_SZ -stop

Stop Param Mumb... REG_SZ -config

Stop Param Mumb... REG_SZ CATOMCAT~1, 3 confiserver,xml

System.err File REG_SZ CHAPROGRA 1 MovarraiMANAGE~1ilogsitomeat_stderr.log
System.out File REG_SZ CHAPROGRA~ 1 MovarraiMANAGE~14ogsitomeat _stdout. log

The values above will vary based on the location of your JRE and Tomcat
(TOMCAT_HOME) installations.

Troubleshooting Wireless Web Server
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5. If any of the values appear to be incorrect, then re-install the Novarra
Management Console. Follow the steps in “Uninstall and Reinstall
Management Console” on page B-17.

B.4.2 Troubleshooting Novarra Agent Installation

B.4.2.1 Check Host Connection Status

1. After successfully logging in to the Management Console, navigate to:
Configuration—Maintain Hosts

A Novarra Services
@ Operation Control Hosts Configuration
Ela Configuration

5"'—.\!M3i”tai”TH°5ts Add / Remove Hosts
SMMP Cémifiguration

@ AddfEditfRemove Services Ao & Host
: Remaove & Host
Connection Status

127.0.0.1 Mem:511Mb

@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

This interface will allow you to add hosts to, or remave hosts from, the
Movarra cluster.

2. In the Add/Remove Hosts box, you should see listed the local host's IP
address (127.0.0.1). This is the host on which the Tomcat JSP engine is
running. Highlight this host IP address and then click on Connection
Status.

3. The host's status should be "Connected". This indicates a connection
between the Novarra Management application and the Novarra Agent
on the local host.

A Novarra Services
@ Operation Control Hosts Connection
EI--@ Configuration
Maintain Hosts

: SMMP Configuration
@ Add/Edit/Remove Services 10.1.1.241 Connected Ho Action

Host Hame Status Operation

127.0.0.1 Connected Ho Action

@ Service Application Configuration
@ Application Function Maintenance
[]-@ Performance fFault
[]-@ User Administration

Logout
About

Also, for each additional host that you've run the WirelessWeb Server
installation on, you'll want to add it (and then status the connection to it) by
using this interface.

If any host can not be connected to, then the installation of the Novarra Agent
should be checked for that host.

1. Go to that host and make sure that NovarraStandaloneAgent is
properly configured in the Service Control Manager (SCM) for that
host.
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* To open the SCM on Windows 2000:
Start— Settings—Control Panel—Administrative Tools—Services

» To open the SCM on Windows NT 4.0:
Start— Settings—Control Panel—Services

2. Scroll down the list of services and search for
NovarraStandaloneAgent.

4, Services 10l =|

| action  view |J<--b| ||@|J>lll n |
Tree I Mame  # | Description | Status | Startup Tvpe | Log On As ;I

W %Logical Disk Manager Logical Disk...  Started Aukomatic LocalSystem
%Logical Disk Manager Admini...  Administrat, .. Manual LocalSystem
%Messenger Sends and ...  Started Automatic LocalSystem
Met Logon Supports ... Started Autarmnatic LocalSystem
%NetMeeting Remote Desktop... Allows aut... Manual LocalSystem
%Network Connections Manages o... Started Manual LocalSystem
%Network CDE Provides n... Manual LocalSystem
%Network DODE DSDM Manages s... Manual LocalSystem
%Norton Ankivirus Client Started Aukomatic LocalSystem
MovarraStandalonesgent Starked Manual LocalSystem
%NovarraSysMon Started Automatic LocalSystem
%NT LM Security Support Prov,.. Provides s,., Manual LocalSystem
%OracleOraHomeSlclientCache Manual LocalSystem
%OracleOraHomeSIOEMCIient. . Manual LocalSystem
%Performance Logs and Alerts  Configures. .. Manual LocalSystem
%Plug and Play Manages d...  Started Automatic LocalSystem
%Print Spooler Loads files ... Started Automatic LocalSystem
%Protected Storage Provides pr... Started Automatic LocalSystem
QoS RSYP Provides n... Manual LocalSystem

%Remote Access Auko Conne,.,  Createsa .., Manual LocaISyIstem il
4 3

« If NovarraStandaloneAgent appears in the Service Control
Manager, see B.4.2.1.1, “NovarraStandaloneAgent Appears in the
SCM,” below.

» If NovarraStandaloneAgent does not appear in the Service
Control Manager, see section B.4.2.1.2, “NovarraStandaloneAgent
Does Not Appear in the SCM” on page B-23.

B.4.2.1.1 NovarraStandaloneAgent Appears in the SCM

If NovarraStandaloneAgent appears in the SCM, it should show up as
"Manual" and "Started". If it does not show up as "Started", then start it by with
either of the following methods:

» Start—Programs—Novarra Management Console—Start Novarra
Agent

* Right-click on NovarraStandaloneAgent in the SCM and select Start
in the pull down.

B.4.2.1.1.1 Novarra Agent Appears to Start

If Novarra Agent appears to have started, try logging in again and verifying the
host connection status (see section B.4.2.1, “Check Host Connection Status”
on page B-20).

Troubleshooting Wireless Web Server Novarra Confidential B-21



WirelessWeb Enterprise Suite 3.10 Installation and Administration Guide

B.4.2.1.1.2 Novarra Agent Fails to Start

If the NovarraStandaloneAgent service fails to start by either of these means,
then the most probable cause is improper registry settings. Check the registry
settings by running the Windows Registry Editor.

1.

From the Windows Start menu, select Run and type
regedit
Navigate to the following key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\
NovarraStandaloneAgent\Parameters

Verify that the following registry key values appear:

Mame | Tvpe | Data
(Default) REG_SZ {walue not set)
JVM Library REG_SZ CHPROGRAR 1 Movarral JREL L, 3 binihotspatijym. dil

J &) w1 option Caunt REG_DWORD 000000002 (2}
JVM Option Mumb... REG_SZ -Djava.class,path=C\PROGR A~ \Novarr atWIRELE~1Yibnovarra.j..
JVM Option Mumb... REG_SZ -Djava.library, path=C\PROGR A~ 1\ MovarralWIRELE~1\lib
Start Class REG_SZ com.novarra,oamp, agent. Standalonesgent
[ab]start Method REG_SZ main

IStart Param Count  REG_DWORD 0300000001 {13
Start Param Mum... REG_SZ CHPROGRAR 1 Movarra\WIRELE~1logst Standalonedgent. log
System.err File REG_SZ CHPROGRAR 1 Movarra\WIRELE~1logst Standaloneagent. err
System.out File REG_SZ CHPROGRAR 1 MovarraiWIRELE~1logs Standalonesgent, out

The values above may vary based on the locations of your JRE and Novarra
WirelessWeb Server installations.

If any of the values appear to be incorrect, then uninstall your current
installation of the Novarra WirelessWeb:

1.

2.

Perform the uninstallation procedures for Management Console (see
section C.1, “Uninstalling Novarra WirelessWeb Server” on page C-2).
Perform the installation procedures for Management Console (see
section 2.2.1, “Installing WirelessWeb Server” on page 2-2).

Start WirelessWeb:

Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movar + Agent + Tomeat)
ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
R Stop Mowarra Agent

° Stop Movarra Wirelesswweb

@ Uninstall Mowvarra Wirelessiweb
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4. Login to Novarra Management Console:
Start—Programs—Novarra Management Console—Management
Console Login

5. Verify the connection status for all WirelessWeb Server hosts (see
section B.4.2.1, “Check Host Connection Status” on page B-20).

B.4.2.1.2 NovarraStandaloneAgent Does Not Appear in the SCM

If NovarraStandaloneAgent does not appear in the SCM, use Windows
Explorer to check if WirelessWeb was installed in the folder you specified
during the installation. If not, then the installation may not have been allowed
to complete.

1. Perform the installation procedures for Management Console (see
section 2.2.1, “Installing WirelessWeb Server” on page 2-2).

2. Start WirelessWeb:
Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movarra ser WWES + Agent 4+ Tomcak)
ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
ﬁ Stop Mowarra Agent

° Stop Movarra Wirelesswweb

@ Uninstall Mowvarra Wirelessiweb

3. Login to Novarra Management Console:
Start—Programs—Novarra Management Console—Management
Console Login

4. Verify the connection status for all WirelessWeb Server hosts (see
section B.4.2.1, “Check Host Connection Status” on page B-20).

B.4.3 Troubleshooting NovarraSysmon Installation

After successfully logging into the Novarra Management Console and
verifying that all hosts are properly connected to (see section B.4.2.1, “Check
Host Connection Status” on page B-20), verify that the NovarraSysMon
service is installed and running for all hosts.
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B.4.3.1 Check Host Opstatus

1. Navigate to:
Configuration—Operation Control—Start/Stop Cluster

A Novarra Services

El=y Operation Control Cluster Start / Stop
Connect to Hosts This function will transition all hosts within the server cluster ta
Start/Stopncluster either ACTIVE or DORMARNT. & dormart-to-active transition is
recuired when & service or component is added or removed. If :
(g Startf Stﬁ: Services & host's status is NOT RUNMING, then the Novarra M Ml
Services Status Wirelessteb Service for that host must be started from the
E X Wincoves "Start" pulldown menu.
Status Display Preferences Host Harme Opstatus
[]‘@ Configuration 127.0041 ACTIVE
101124 ACTIVE

[]-@ Performance fFault
[]-@ User Administration

Logout
About

2. All hosts should show up in the Cluster Start/Stop frame with an
Opstatus of either ACTIVE or DORMANT.

If any host shows up with a status of Undetermined, and the NovarraAgent is
properly installed and running for that host (as verified in the previous section),
then that means that the NovarraSysMon service is somehow improperly
installed and should be checked for that host.

1. Go to that host and make sure that NovarraSysMon is properly
configured in the Service Control Manager (SCM) for that host.

* To open the SCM on Windows 2000:
Start— Settings—Control Panel—Administrative Tools—Services

* To open the SCM on Windows NT 4.0:
Start— Settings—Control Panel—Services
2. Scroll down the list of services and search for NovarraSysMon.

=lalx|
| action  view |J<--b| ||@|J>lll n |
Tree I Mame  # | Description | Status | Startup Tvpe | Log On As ;I
W %Logical Disk Manager Logical Disk...  Started Aukomatic LocalSystem
%Logical Disk Manager Admini...  Administrat, .. Manual LocalSystem
Messenger Sends and ...  Started Automatic LocalSystem
%Net Logaon Supports ... Started Autarmnatic LocalSystem
%NetMeeting Remote Desktop... Allows aut... Manual LocalSystem
Metwork Connections Manages o... Started Manual LocalSystem
%Network CDE Provides n... Manual LocalSystem
%Network DODE DSDM Manages s... Manual LocalSystem
%Norton Antivirus Client Started Aukomatic LocalSystem
Started Manual
Started Aukomatic
Provides s... Manual
%OracleOraHomeSlclientCache Manual LocalSystem
%OracleOraHomeSIOEMCIient. . Manual LocalSystem
Performance Logs and Alerts  Configures. .. Manual LocalSystem
%Plug and Play Manages d...  Started Automatic LocalSystem
%Print Spooler Loads files ... Started Automatic LocalSystem
%Protected Storage Provides pr... Started Automatic LocalSystem
%QDS RSYP Provides n... Manual LocalSystem
%Remote Access Auko Conne,.,  Createsa .., Manual LocalSystem T
4 3
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B.4.3.1.1 NovarraSysMon Appears in the SCM

If NovarraSysMon appears in the SCM, it should show up as "Automatic" and
"Started". If it does not show up as "Started", then start it by with either of the
following methods:

Start—Programs—Novarra Management Console— Start Novarra
Agent

Right-click on NovarraSysMon in the SCM and select Start in the
pull down.

B.4.3.1.1.1 NovarraSysMon Appears to Start

If NovarraSysMon appears to have started, try logging in again.

B.4.3.1.1.2 NovarraSysMon Fails to Start

If the NovarraSysMon service fails to start by either of these means, then the
most probable cause is improper registry settings. Check the registry settings
by running the Windows Registry Editor.

1.

From the Windows Start menu, select Run and type
regedit
Navigate to the following key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\
NovarraSysMon

Verify that the following registry key values appear:

Mame | Tvpe | Data

(Default) REG_SZ {walue not set)

DisplayName REG_SZ MovarraSysMon

ErrorControI REG_DWORD 0300000001 {13

ImagePath REG_ExPAND_SZ C:\Program FilesiMovarralwirelesswebibools\SRYANY exe
ObjectName REG_SZ LocalSystem

[R¥]start REG_DWORD 000000002 (2}

[R¥]Type REG_DWORD 000000010 (16

Also, navigate to the following key:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\
NovarraSysMon\Parameters

Verify that the following registry key values appear:

Mame | Tvpe | Data

(Default) REG_SZ {walue not set)

AppDirectory REG_SZ CHPROGRAR 1 Movarrai\WIRELE~14Config
Application REG_SZ CHAPROGRA~ 1 Movarral\WIRELE~13bint SysMon.exe

The values in the above two displays may vary based on the location of
your Novarra WirelessWeb Server installation.

If any of the values appear to be incorrect, then uninstall your current
installation of the Novarra WirelessWeb:

Troubleshooting Wireless Web Server
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Perform the uninstallation procedures for Management Console (see
section C.1, “Uninstalling Novarra WirelessWeb Server” on page C-2).
Perform the installation procedures for Management Console (see
section 2.2.1, “Installing WirelessWeb Server” on page 2-2).

Start WirelessWeb:

Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movarr: ES + Agent + Tomcak)
ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
ﬁ Stop Mowarra Agent

° Stop Movarra Wirelesswweb

@ Uninstall Mowvarra Wirelessiweb

Login to Novarra Management Console:

Start—Programs—Novarra Management Console—Management
Console Login

Verify the connection status for all WirelessWeb Server hosts (see
section B.4.2.1, “Check Host Connection Status” on page B-20).
Verify the Opstatus for all cluster elements (see section B.4.3.1, “Check
Host Opstatus” on page B-24).

B.4.3.1.2 NovarraSysMon Does Not Appear in the SCM

If NovarraSysMon does not appear in the SCM, use Windows Explorer to
check if WirelessWeb was installed in the folder you specified during the
installation. If not, then the installation may not have been allowed to

complete.
1. Perform the installation procedures for Management Console (see
section 2.2.1, “Installing WirelessWeb Server” on page 2-2).
2. Start WirelessWeb:
Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)
¥ start ALL Novarra se ES + Agent + Tomcat)
ﬁ Start Mowvarra Agent
e Start Mowvarra Wirelessiweb
. Stop ALL Movarra services (WWES + Agent + Tomcat)
ﬁ Stop Mowarra Agent
° Stop Movarra Wirelesswweb
@ Uninstall Mowvarra Wirelessiweb
3. Login to Novarra Management Console:
Start—Programs—Novarra Management Console—Management
Console Login
4. Verify the connection status for all WirelessWeb Server hosts (see

section B.4.2.1, “Check Host Connection Status” on page B-20).
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B.4.4 Component Won't Start

B.4.5

B.4.6

If a component (ACA, WCM-DATATAC-LH, WCM-MOBITEX-DM, etc.)
won't come up (i.e., its status remains DOWN-OP or DOWN-ADMIN for
more than one minute after starting the cluster), then check the following (this
example assumes the component is named ACA1):

1. Goto<WWES install dir>/logs and review the files
ACAl stdout.logand ACAl stderr.log for any problems that ACA1
may have logged while attempting to initialize.

2. Ifacal stdout.log Or ACAl stderr.log don't exist, then check the
Heap settings for ACATL:

Configuration—>Add/Edit/Remove Services—[service-
name]>ACAl

3. Check the Java VM Heap Size -- if it's greater than 64Mb, then change
it to 64Mb, stop the cluster, and then start the cluster again.

Statuses Show Undetermined

If the management console shows a status of Undetermined for something
(e.g., the cluster, the WWES software version in the "About" screen, etc.), then
check to make sure the management console is connected to the affected host:

1. Navigate to:
Configuration— Maintain Hosts
2. Click on Connection Status

3. Ensure that all hosts are marked as Connected. If not, attempt to
connect to the host using the available form button.

4. If a host cannot be connected to, go to the console of that host and
ensure that the Novarra Agent is running by stopping and then starting
the agent:

Start—Programs—Novarra WirelessWeb—Stop Novarra Agent
Start—Programs—Novarra WirelessWeb—Start Novarra Agent

5. If the host still cannot be connected to, review the
StandaloneAgent.out and StandaloneAgent.err files in the
<WWES install dir>/logs directory and check for any problems that
may have been logged.

Cluster Status is NOT_RUNNING

If the Cluster status (Configuration—Operation Control—Start/Stop
Cluster) is NOT_RUNNING, then Sysmon (the monitoring daemon of the
WirelessWeb Server) may not be running on that host.

1. First, attempt to restart Sysmon for that host:
Start—Programs—Novarra WirelessWeb— Stop Wireless Web
Start—Programs—Novarra WirelessWeb— Start Wireless Web
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2.

If the Cluster status is still NOT RUNNING, then attempt to restart all
WWES components:

Start—Programs—Novarra WirelessWeb—Stop ALL Novarra services
(WWES + Agent + Tomcat)

|n Stark ALL Mowarra services (WWES + Agent 4+ Tomcak)
ﬁ Start Mowarra Agent

e Stark Mowvarra Wirelessiweb
| Stop ALL Mowvarra servi § + Agent + Tomeak)
R Stop Mowarra Agent
° Stop Movarra Wirelesswweb
f@ Uninstall Mowvarra Wirelessiweb

Start—Programs—Novarra WirelessWeb—Start ALL Novarra services
(WWES + Agent + Tomcat)

¥ Start ALL Movar + Agent + Tomeat)
ﬁ Start Mowvarra Agent

e Start Mowvarra Wirelessiweb

. Stop ALL Movarra services (WWES + Agent + Tomcat)
R Stop Mowarra Agent

° Stop Movarra Wirelesswweb

@ Uninstall Mowvarra Wirelessiweb

If none of these procedures work, you may have an incorrect
installation (see section B.4, “Troubleshooting WirelessWeb Server
Installation” on page B-13.)
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Uninstalling Novarra

WirelessWeb Enterprise Suite

If you are updating or reinstalling WirelessWeb Enterprise Suite, it is not
necessary to uninstall it. WirelessWeb Enterprise Suite can be updated or
reinstalled and the configuration files from the previous installation saved. But
if you need to remove it, the following sections will show you how:

“Uninstalling Novarra WirelessWeb Server” on page C-2
“Uninstalling Novarra Management Console” on page C-4
» “Uninstalling Tomcat 3.2.3” on page C-6

Novarra WirelessWeb, Novarra Agent and Tomcat JSP Engine must be
stopped before uninstalling:

Navigate to and click the “Stop ALL Novarra services (WWES + Agent +
Tomcat)” shortcut:

Start—Programs—Novarra WirelessWeb—Stop ALL Novarra services
(WWES + Agent + Tomcat)

|n Stark ALL Mowarra services (WWES + Agent 4+ Tomcak)
& Start Novarra Agent
e Stark Mowvarra Wirelessiweb

ES + Agent + Tomcat)

B Stop Novarra Agent
° Stop Movarra Wirelesswweb
@ Uninstall Mowvarra Wirelessiweb
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C.1 Uninstalling Novarra WirelessWeb Server

There are two ways to uninstall Novarra WirelessWeb:

* “Uninstall Novarra WirelessWeb From the Start Menu” on page C-2
* “Uninstall Novarra WirelessWeb From the Control Panel” on page C-2

C.1.1 Uninstall Novarra WirelessWeb From the Start
Menu

1. Navigate to and click the “Uninstall Novarra WirelessWeb” shortcut:
Start—Programs—Novarra WirelessWeb— Uninstall Novarra
WirelessWeb

2. An alert appears asking if you want to uninstall WirelessWeb. Click the
Yes button.

@ Are you sure you want to uninstall Movarra Wirelessieb?

3. WirelessWeb is uninstalled and the JExpress Uninstaller panel appears.
Click the Finished button.

E‘%JExpress Uninstaller o im] 5

Novarra WirelessWeh uninstalled

Deleting directory: CAPROGRA~T\NovarralWWIREL...

Finished |

Copyright () 1997-2001 DeMowva, Inc. All rights resenved worldwide.

C.1.2 Uninstall Novarra WirelessWeb From the
Control Panel

Follow these steps to uninstall Novarra WirelessWeb from the Add/Remove
Programs window in the Control Panel:

1. Open Add/Remove Programs window:
Start— Settings—Control Panel->Add/Remove Programs
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2. Select Novarra WirelessWeb and click the Change/Remove button.

% Add/Remove Programs ;Iglll

Currently installed programs: Sork by:l Mame - I
% Morkon Antivirus Corporate Edition Size: 63.3MB ;I
[=] Morvarra Management Console Size 9.42MB

jmi Movarra WirelessWeb

FOm your k Change/Remave

omnisky Size 1.53ME
1% Paint Shap Pro 7 Size 139ME
[=] Palm Deskkon Size 1258 =l

Close |

3. An alert appears asking if you want to uninstall WirelessWeb. Click the
Yes button.

@ Are you sure you want to uninstall Movarra Wirelessieb?
Mo |

4. WirelessWeb is uninstalled and the JExpress Uninstaller panel appears.
Click the Finished button.

E‘%JExpress Uninstaller = | Ellll

Novarra WirelessWeh uninstalled

Deleting directory: CAPROGRA~T\NovarralWWIREL...

Finished |

Copyright () 1997-2001 DeMowva, Inc. All rights resenved worldwide.

5. Click on Close in the Add/Remove Programs window.
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C.2 Uninstalling Novarra Management Console

There are two ways to uninstall Management Console:

* “Uninstall Novarra Management Console From the Start Menu” on
page C-4

* “Uninstall Novarra Management Console From the Control Panel” on
page C-5

Tomcat 3.2.3 is not uninstalled with this procedure. See “Uninstalling
Tomcat 3.2.3” on page C-6.

C.2.1 Uninstall Novarra Management Console From
the Start Menu

1. Navigate to and click the “Uninstall Novarra Management Console”
shortcut:

Start—Programs—Novarra Management Console—Uninstall Novarra
Management Console

2. An alert appears asking if you want to uninstall Management Console.
Click the Yes button.

@ Are you sure you want to uninstall Movarra Management Console?

o |

3. Management Console is uninstalled and the JExpress Uninstaller panel
appears. Click the Finished button.

E‘%JExpress Uninstaller o im] 5

Novarra M it Console uni

Deleting directory: CAPROGRA~T\NovarralANAG. .

Finished |

Copyright () 1997-2001 DeMowva, Inc. All rights resenved worldwide.
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C.2.2 Uninstall Novarra Management Console From
the Control Panel

Follow these steps to uninstall Novarra Management Console from the Add/
Remove Programs window in the Control Panel:

1.

Open Add/Remove Programs window:

Start— Settings—Control Panel->Add/Remove Programs

Select Novarra Management Console and click the Change/Remove
button.

% Add/Remove Programs ;Iglll

Currently installed programs: Sork by:l Mame - I
- . [

ﬁ Metscape Communicator 4,76

% Morkon Antivirus Corporate Edition Size: 63.3MB

@i Movarra Management Console

Last Used On
From yaour Change {Remove
[F] Morvarra Wirelessieh Size 17.9MB
[ omnisky Size 1.53ME
B Daink Shon Den 7 Sira 120mP LI
Close |

An alert appears asking if you want to uninstall Management Console.
Click the Yes button.

@ Are you sure you want to uninstall Movarra Management Console?

o |

WirelessWeb is uninstalled and the JExpress Uninstaller panel appears.
Click the Finished button.

E‘%JExpress Uninstaller o im] 5

Novarra M t Console

Deleting directory: CAPROGRA~T\NovarralANAG. .

Finished |

Copyright () 1997-2001 DeMowva, Inc. All rights resenved worldwide.

5. Click on Close in the Add/Remove Programs window.
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C.3 Uninstalling Tomcat 3.2.3

If you are updating or reinstalling Management Console, it is not necessary to
uninstall Tomcat. But if you should need to remove Tomcat, perform the fol-
lowing procedures:

Do not remove Tomcat JSP Engine if you have other applications that use
it. If you are unsure, it is best not to uninstall it.

Tomcat JSP Engine must be stopped before uninstalling:
Start—Programs—Novarra Management Console—Stop Tomcat JSP Engine

1. Open the System Properties panel:
Start— Settings—Control Panel—System
2. Click the Advanced tab.

3. Click on Environment Variables...

System Properties ﬂll

Generall Metwork |dentification | Hardware | User Profiles Advancedl

— Performance

Performance options control how applications use memory,
which affects the speed of your computer.

Performance Options... |

— Environment ' ariable:
@ Environment wariables tell pour computer where to find certain

types of information.
Environment v ariables...
— Startup and Recovery

@ Startup and recovery options tell your computer how to start

and what to do if an ermor causes your computer to stop.

Startup and Recovery... |

QK | Cancel | Apply |
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4. In System variables, click on TOMCAT HOME and click the Delete
button. Click the OK button in the Environment Variables window.

System Properties |
General | Metwork |dertification | Hardware | User Profiles Advanced |
Environment ¥ariables ; |

—User variables For SBrandt
‘ariable | Walue
TEMP Ci\Documents and SettingsisbrandtiLoc.,..
TP Ci\Documents and SettingsisbrandtiLoc.,..
WRCEmulDir C:\Program Filesiwindows CE Tools\wce,.,
Mew Edit... | Delete |
—System variables
‘ariable | Walue |;|
TEMP CHWINNTITEMP
THMP C TN
OMCAT_HOME G 3
WINIZDMIPATH c:idmilwin3z k
windir CHWINMT -
Mew | Edit... | Delete |
[8]4 I Cancel | J

|
5. Click the OK button to close the System Properties panel.

6. Delete the C:\tomcat-3.2.3 directory and all its content.
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