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“By 2026, 40% of log
telemetry will be processed
through a telemetry pipeline
product, up from less than
10% in 2022

Gartner
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Configure Status Charts Live Data Logs Notifications

Filter Expression* ®
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Fields Al None
faw 1 _raw: Nov 12 17:25:13 dc@@-0088-pan.someurl.com 1,2024/02/16 10:00:00,001801026654, TRAFFIC,drop,2305,2024/62/16 10:00:00,192.168.6.111,192.168.6.255,0.0.6.0,0.0
_time 20241112 0,DENYTheRest_From_Isolated,,,not-applicable,vsysl,Isolated_01d0S,LAN,ae2.88, ,MFG-Log-Forward-Profile,2024/62/16 10:00:00,0,1,137,137,0,0,0x0,udp,deny,96,96,0,
21:25:43.079 1,2024/62/16 10:00:00,0,any, ,50382897056,0x8000000000000060,192.168.0.0-192.168,255.255,192.168.0.0-192,168.255.255,,1,0,policy-deny,22,30,0,0, ,phcadl-dco1-fwd
0400 1-mfg-active, from-policy,,,8,,0,,N/A,8,0,0,0,69275175-045-426b-b3aT-4637923F1403,0,8, , 151515595 0000000099900000930900s 1969-12-31T17:00:00.000-67:60,0,8 ,unkno
wn, unknown ,unknown, 1, , ,not-applicable,no,no,8 Show less
_time: 1731432313.079
2 raw: Nov 12 17:25:13 dc@O-8008-pan. s 12624/62/16 10:00:00 601801026654, TRAFFIC,drop,2365,2024/02/16 10:00:00,192.168.0.111,192.168.0.255,0.0.0.0,0.0.0.
20241112 ©,DENYTheRest_From_Isolated,,,not-appli... Show more
22513079 # ~time: 1731432313.079
+04:00
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Tcp AWS S3, Kinesis, SQS, CWL
ppppp TePJsoN & Sam & s & Sitam Databricks
uuuuuu Metrics - R Snowflake
SN:::"’PS . Worker Node Worker Node Worker Node SNMP Traps
NFS/Filesystem
H Statsd/Graphite
Kafka : InfluxDB
Amazon S3 :
Am, ; . Minlo
PULL Sources Am as Honeycomb
Azure Event Hubs ... more

... More

2.5 AR AN

Cribl ELMERAE B EESTHY S RMEEOR - Eft it 7 —E8E - qLURFA R
HEEREERBER IR ENHEEET - FRERFCARE - & aH BRI H st EXE
SIEM - ERI DB S F > A Z (T SIEM 2 XDR #7E

WIRFZEREER - ] LUES Cribl E{THE - Wi E#rK{b (Rehydrate - B[]/ )
FI SIEM “F-5&r -

B E TOEMREESR (40 : GDPR ~ IS0 27001) RN EFERATERK -

[E 7 - BZEFLY (Security Data Lake)



SOURCES

Network Endpoints

Any System of Analysis
(SIEM, XDR,...)

Critical/Optimized data

Search and Replay
Selected Data through
ALL data Cribl

Security Data Lake

(Object Storage)

3. 2548 (fE[Rihim ON PREMISE ONLY)

& 9 - Cribl Z2f%

2

Leader Node
Active
osit B : e ¥}
HTTP/9000
External git repo Load User
Balancer
Standby
Leader
High Availability
Network Load Balancer
-
S &
AWS S3 Analytic Tool
Data Lake (Splunk, Elastic, etc)
Optional L 2
Optiona
Optional

crist

& Edge
BBBRB

E‘ Elastic Agents (Beats)

Agents w/ HTTP Plugin or
Splunk HEC Plugin*

® Yy

kubernetes fluentd fluentbit Vector

B3 splunk ur

BN cribt

- Edge

: Elastic Agents (Beats)

Agents w/ HTTP Plugin or
Splunk HEC Plugin*

® ¥y

kubernetes fluentd fluentbit Vector

B splunk ur

Location X Worker Group

crint

& Edge

Elastic Agents (Beats)

Agents w/ HTTP Plugin or
Splunk HEC Plugin*

© Yy

kubernetes fluentd fluentbit Vector

B3 splunk ur




Cribl 3248 T B EERRATATALH - S (AR T DA (L = R B © ROkl - R
BT -

1. EkH4E/E (Data Collection Tier) : Cribl Stream FJFFEFASAR B SEACHVE B A - 5
Splunk * HTTP - Elastic Beats - Kinesis - Kafka + TCP JSON % -

2. BR¥EJE (Processing Tier) : JEH @AV EESELE TIEEE4H (Worker Groups) H1 o T
{ERFAHLE T A IR E WY T/EEIES (Worker Nodes) £ o £ TAFEF4HA - A%
B - BEEERENERH - EE - SRR HATHY -

o Z4%J& (Control Tier) : Cribl $HEHEL (Leaders) f2 L EE—3EE A LI4E0E > DA
S EEE S TAFRFAHRRE RIS & -

3.2 ¥ (Resiliency)

BRSEFIMETIRE (T /ERF4H Worker Groups) :

® /It N4E (Share-Nothing Architecture) : B¥4H Y 4H(E TIREIRLAN ML EIE
Y BIEELSHEETRAETAR - A G AREE R - BB RE WI A SH E ARG B s
aas s - TAFEIRE S BE NN REER - RN AT RINERESR -

® FFXALATFI (Persistent Queues) : T{FEIRL ] LIGERF A(LTY] > FBEME N
AR5 RETEOR SIS TR EE R - BRI IEEREER o AR RS e R TR R I 53 Y
HERE o

o EENRLERR ¢ N U EH S AN (HA) - B EEE 2 0 EE = (E T IRETES -
E{E SRS R T E M S AR TR IRy - SR ST R A S
HHETHR S -

FRSEETIETNRE (SHEENR Leaders)
EE P ATERRA S M (HA) 22960 (LA E A A —(E BB R S ER G
(Active) » 55 (B SHEERELRI R A FFHIREES (Standby)

® RE&E—F4: (State Consistency) : FHBLEFHESFEETIRLEE AL S0 NFS (5 {0 iiHE
R ACHERPIRRRERRE Y — 2 - EHEOR T RFIRETREE A #5151 (Failover) I - RETTL
NSRS BRI HRE ©

® JEEN$EE (Seamless Failover) @ 75 T CHARTRES R dE - FRAEETRNE HEIEE -
i M T IR B R B A S B B AT TR S8 F-fr25 (Load Balancer) ZREHIAY - S#k-THy
2aq L8R /health lihh - S#ECPHTEs THECR T(F /B4R (Worker/Edge Nodes) LUK
it FH P i a4 e H 1005 e L (R R < 2B, - (EAS- IR R Cribl SRRy LMD o3 111 S 5%
PR



4. Cribl SRESBSHIEE[H#HZR (ROI)
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Cost Optimization Operational Efficiency

Risk Mitigation

¥ Security teams can focus on detecting and
responding to threats rather than managing noise
and redundant data.

¥ Reduce SIEM Migrations’ Risk and Time.

e ¥ Reduce SIEM Licensing and Storage costs.
¥ Mask sensitive data before routing to the Cloud.

¥" Minimize Cloud Egress, WAN and Internet cost.

Future-Proofing Multi-Destination Routing

Enhanced Threat Detection

. .Y Control your data to dual-SIEM or XDR.
v Keep data going into your SIEM under control to avoid ./ Avoid overwhelming your security devices and

frequent resources upgrades. applications by sending multiple copies of the same
v’ Future-proof your historical data in an open-standard. dg?a. 4 : G

v Improve the quality of security alerts and reduce
false positives by routing enriched and normalized
data.
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Cribl Trainings and Certifications - cribl.io/university

Worth your time...
...practical knowledge that’s applicable to your environment.

Easily accessible...
...as well as easy to consume.

Build in choice and control...
...it's as simple as that.
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