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February 21, 2025




James A. Davis '04

Management Consultant
Fractional CIO & Technology Advisor

(3

Trail Life

Adventure » Character » Leadership

RSM Clients by Industry 84
17
L ) ) )
7 6 4
2 2 2 1 1 1
& 3 ] ] g e g e Q o 2 o ;
.&q} é‘& & b"é ‘k\ & &zo é&» '0& &\o‘b é}o 030 0‘&0 & &s,\d
bo" (,Q (90 ‘O OQQ \‘& (0 \Q' zb\ (90 \)o x® -~ &0 0%
A RS AR SRR A I R & & & &
QO Q‘O &0 Q 00 Q' %\ Q‘\ QQ \Az i\é
o0 o o \Oq 2 ?
Q\o Q" co{\ ‘\O é



About Me

Basically, | do two things at RSM

small and middle market clients in how to
best align IT departments and technology to
organizational needs

IT Assessment Evaluation Maturity Model

RSM's IT Maturity Model provides a path in which to evaluate the maturity of an organization’s IT department.

Mid-Size Enterprise — Typical IT Maturity
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} Learn more about IT Assessments

RSM

small and middle market clients in
aligning IT departments and technology to
organizational needs




About RSM Y

RSM International is a global network of independent assurance, tax and consulting firms.
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professionals largest network *‘ﬂ y%
of assurance, tax 9 0 0 offices worldwide
and consulting
firms globally

First-choice advisor to middle market leaders globally



Focus on Middle Market RSM

The is the , accounting for and

Mlddle market organlzatlons which make up the RSMUS MIDDLE MARKE T BUSINESS INDEX

" are too big to be small and too small
to be big. They have distinct challenges and
opportunities around resources, labor, technology,

iInnovation, regulation and more. - | N /.\ o
S \ / \/ ._/ \ / \ / \.\_/ Nt~

With proprietary research such as the

, economic insights
including , @ growing team of
analysts dedicated to following trends important to
your industry, and a policy arm on the ground in
Washington, D.C., RSM does the legwork to keep
your organization ahead of issues that affect your
bottom line.



https://rsmus.com/middle-market/mmbi.html
https://rsmus.com/middle-market/mmbi.html
https://rsmus.com/middle-market/the-real-economy.html

Focus on Middle Market Artificial Intelligence RSM

718% 17% 85% 54% 67%
of middle market of respondents are of respondents either of executives who use report they need outside
executives reported either formally or informally somewhat or completely | generative Al said it has help to get the most out
formally or informally using generative Al within | agreed that generative Al been harder to of their generative Al
using Al. their operations. has had more of a implement than solutions.
positive impact than suggested.
anticipated.

u.s.

30% /3%

‘73%’ ‘74%’

using Al using generative Al

using Al using generative Al

Rhys Morgan
Principal
RSM Canada LLP

“Companies in the United States are increasing their budgets for generative Al solutions at a quicker pace than Canadian
organizations, which influences the speed of implementation and integration. But the majority of companies in both
countries appear poised to continue making significant operational improvements with emerging generative Al innovations.”







Mid-Market IT's Adoption of Al

Hype Cycle for Artificial Intelligence, 2024

Al Engineering
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Multiagent Systems
Embodied Al
First-Principles Al

Quantum Al —,
Autonomic Systems —i§

Responsible Al I Edge Al
Prompt Engineering \ — "“'~ /_ Foundation Models
,_,5— Synthetic Data

ﬁ ModelOps

() Generative Al

“By 2026, spending on application
software embedded with generative
Al (GenAl) features will surpass that

of software without GenAl.”

- Gartner TSP Quantitative Innovation Research Team

Neuromarphic Computing

Smart Robots

Fﬁomputer\a’isiun
 ———————

/ L intelligent Applications

—
|
#/\: — Knowledge Graphs

Cloud Al Servi _J — Autonomous Vehicles
ou ervices

Peak of Inflated
Expectations

Innovation
Trigger

Plateau willbereached:  <2yrs. © 2-5yrs. @ 5-10yrs.

Plateau of
Productivity

Slope of
Enlightenment

Trough of
Disillusionment

TIME

A >10yrs.  ® Obsolete before plateau

Gartner

Source: Gartner.com: Hype Cycle for Artificial Intelligence, 2024; Intelligent Applications Enable the Autonomous Business; Research Roundup: Generative Al Features Dominate Enterprise Application Software

RSM

"utilize learned adaptation to
respond autonomously to people
and machines. While applications
can behave intelligently,
intelligent applications are
inherently smart/proactive.”

"Applications will change from
supporting business process
execution into intelligent
applications that work on behalf
of employees.”

“technologies
can generate new derived
versions of content, strategies,
designs and methods by learning
from large repositories of original
source content. Generative Al has
profound business impacts,
including on content discovery,
creation, authenticity and
regulations; automation of
human work; and customer and
employee experiences.”
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01 To Be More Efficient

Al Powers IT
Departments:



Al Powers IT Departments: To Be More Efficient RSM

g ha Automation of Routine Tasks

Al Solutions

IT Service Desk

Interacting with employees
Triaging employee needs
Gathering additional information
Summarizing conversations
Researching known solutions

|

|

|

|

|

|

|

|

|

: é Conversational Al
|

| Chatbots or Agents
. . (0 o o
. Orchestrating approval processes

: Updating employees on progress

: Provisioning permissions and privileges

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Training and educating employees
On-call after hours support

o o o e e e e e e e M M e e M M e e mmm M M e Mmm M M e mmm e e e e



Al Powers IT Departments: To Be More Efficient

()
ﬁ ha Automation of Routine Tasks

Assigning Application Permissions

Freddy Al Agent 434 P\
| got you covered. Are you looking for a basic or pro license?

n

-
!

You 4:34 PM (»:1 \

Pro plan should do.

Freddy Al Agent 434 P/
Awesome, I've raised a request for you. You'll hear from me soon about
the updates.

Freddy Al Agent 433 PV
Hello, you now have access to Zoom. Have a nice day.

"\
You 4:34PM (\":1 '
Hello, | need access to Zoom

Source: https://www.freshworks.com/freshservice/ai-itsm/

RSM

IT Tool Highlight
0O freshservice

Your employees have better things
to do than wait

Freddy Al Agent delivers accurate
answers and instant service, while
agents focus on critical problems.

Freddy Al Agent makes it trustworthy,
conversational, and convenient on
collaboration channels like MS Teams
and Slack.

With built-in Al agents, your
employees and agents can get more
done.




Al Powers IT Departments: To Be More Efficient RSM

a ke Automation of Routine Tasks Ordering Equipment IT Tool Highlight

servicenow. ¥ Copilot

"W Copilot

7 NowAssist What is the laptop r...

(¥) New chat

Just now ° y °
ServiceNow'’s Now Assist

NowAssist | need to order a new laptop

Thanks to an ever-expanding

To order a new laptop, you can easily do so through NowAssist. Just answer a few questions, and NowAssist strateg ic a Il ia nce, ServiceNow
will handle the rest for you. You can start the order process or show more results within the NowAssist . .
application. If you need further assistance or have any specific preferences for your new laptop, please let me and Microsoft have combined

know, and I'll be glad to help. their industry-leading
capabilities to enhance
B nNownssis workforce choice and flexibility.

Ordering a laptop has never been easier. Just answer a few

questions, and NowAssist will take care of the rest. The mtegratlon of Now Assist

from ServiceNow and Copilot
from Microsoft brings the

power of these two GenAl
aSS|s‘§ants into one seamless
solution.

U Star§ order Show more results

Source: https.//www.servicenow.com/premium/resource-center/full/ebook/genai-quide-ignite-productivity-across-it-with-now-assist. html#tranform-with-ai




Al Powers IT Departments: To Be More Efficient RSM

ﬁ Y Automation of Routine Tasks Real-Time Triaging of User Issues IT Tool Highlight

4 Jira Service Management

Bancly Inc v #help-bancly-it Thread #help-bancly-it

Free up agent time to focus on the
work that matters

« Direct messages Crystal Wu Today at 12:09 PM

[2) Joshua Williams a Molly Clark Today at 9:30 AM | can’t receive my Bancly emails on my mobile
device.

—_g Annika Rangarajan . @

Deflect repetitive requests and allow

Assist APP 12:09 PM .
@ It seems like you have an issue related to mobile yO U r tea m tO fOC U S O n m O re I m pO rta nt

email access. Is that correct?

YR work. Create custom intents or tap into
Assist 1 12107 the power of your existing knowledge

Here's a page about setting up your mobile

device at Bancly that may help you troubleshoot. base to insta ntly automate Tier 1

@ Annika Rangarajan Todayat 11:50 AM Does this resolve your issue?

BCrystnIWu selected “No” Su pport WO rkflOWS.

Crystal Wu Today at 12:09 PM Assist APP 12:15PM
| can't receive my Bancly emails on my mobile device. Are you having trouble sending email, receiving

. @ emal o both? For complex issues that need a human

Sending email Receiving email Both

@) Arovly Lastrepiytodayat 12:41 PM touch, route tickets to the right team
H Andres Ramos Today at 12:45 AM Message help-bancly-i Wlth pre_gathered COnteXt.

.
f=] Andres Ramos

Grace Harris Today at 10:03 AM
« Channels ]

# help-bancly-it

~ Apps ﬁ; Joshua Williams Today at 10:05 AM
Assist

Source: https://www.atlassian.com/software/jira/service-management/features/itsm/virtual-agent




Al Powers IT Departments: To Be More Efficient RSM

O
a Y Automation of Routine Tasks Incident & Actions Summarization IT Tool Highlight

servicenow.

servicenow Al Favorites History  Workspaces Service Operations Workspace ¥¢ Q Search

(3 Home INC034532

Details

Mid-Market IT's Adoption of Al SerViceNOW'S NOW
Zoom is slow and Mac keeps crashing when using the app Créite changs request | ~ : Assist for ITSM

Priority St Ope

B T S ik provides context and
4 Incident summarized by Now Assist ® ‘ Share to Work notes | N\ i Streamlines Work
Issue Recommendations a||OWing IT staff to

e Users have reported a significant degradation in Zoom service performance, primarily centered around Bk notes (Private) B
slow response times and intermittent connectivity issues. In addition, a recurring problem has been 3 bl Spend more
identified specifically for Mac users, where the Zoom application consistently crashes during usage. pere A .
Actions taken: i time resolving

An automated system health check on Zoom's servers has been initiated to monitor any potential Zoom 5.0 is prone to crash frequently fo H
server-side anomalies that could be contributing to the service degradation. TR Yprtg (o Zoom 0 com pleX ISSUES.
Mac engineers are examining the application's compatibility with the latest macOS update and ‘
investigating whether recent changes have triggered the frequent crashes.

User activity logs are being reviewed to identify any common patterns or triggers that could shed light )
on the root cause of the crashes. Jasassigreed to; the

History

Attach

i e Troubleshooting slow Zoom...
o O O Updated 2023-07-29 08:41:09 || Siugish performance whiling using Zoom for
) @ Fox was Empty video conferencing and collaboration

| - T Incident state 1 N
Zoom is slow and Mac keeps crashing when using the app IRICESEEITHTOgress was New
escriptic Priority High - 2 was Empty
Some long description about Zoom is slow and Mac keeps crashing when using the app

Attach

Category Software was Empty

Impact High 8 Roberta FO)f added ’.a‘:Nork‘ note

Work note + 20
Not being able to access zoom prevents me from joining meetings and doing my job effectively. Assigning this case to myself

Affected Cls Impacted services Assets

Source: https://www.servicenow.com/content/dam/servicenow-assets/public/en-us/doc-type/resource-center/data-sheet/ds-now-assist-for-itsm.pdf




Al Powers IT Departments: To Be More Efficient

% Minimization of Human Error

Al Solutions

IT Service Desk

 Drafting support responses

« Recommending likely solutions : é
i tm Conversational Al
! Chatbots or Agents
Communication & Collaboration ! an

 Drafting departmental communications
» Drafting collaborative emails

N e o e o o e e e e e e e e M M e R M e e Gmm M M e Rmm M M e mmm R e e e

RSM



Tickets > #INC-331920

Response Due

OJ 2
Details

Tasks 4
Conversations

Tried multiple restarts, tried force restart as well. Need help.

My Mac Turned off abruptly and after it started | am not able to launch any application.

w

Support Response Drafting

Edit

Reply ~

Al Powers IT Departments: To Be More Efficient
% Minimization of Human Error

RSM

o + 3 conversations

) -

Reply to : marley.herwitz@freshworks.com
F4

Hi Marley,

= @

Assets 2

@ Marley Herwitz reported a day ago(Thu, 09 Apr at 7:00 PM) via Portal &
Child Tickets 3

Associations 3

From : IT support <helpdesk@support.freshservice.com>

Activities

Associate v

Discuss

Open

First Response Due

by Wed, 12 Aug 2020, 04:48 PM
Resolution Due &

by Wed, 12 Aug 2020, 04:48 PM

« Reset the System Management Controller (SMC).

=

v E] Generate response

# O

3]

] Include CSAT survey

B 8B F 3

Try these solutions, whether or not your Mac has signs of power:

{}

Certainly, | can provide assistance. You can use the below solution to resolve this issue

« Press and hold the power button on your Mac for 10 seconds, then press it again.

Sav

Source: https://www.freshworks.com/freshservice/ai-itsm/

vec

Cancel

- Make sure that your display's brightness is turned up. Mac notebook computers have a Brightness Up key on the built-in keyboard.|

\fl\ Marley Herwitz

Senior product manager Freshworks Inc
View more v

£ Properties
Priority Status
N Low v

Open
Source

TVFJE
Portal v

Incident
Urgency

Impact
Low

v

Low
Group

Database Team

Agent

Johnson Edward
Department

Design

Category

Tags

®-2h 50m

IT Tool Highlight
freshservice

Focus where you're needed.
Freddy Al Copilot does the rest.

Hello, productivity. Freddy Al
Copilot makes it easy for agents
to standardize services, draft
articles, improve messages,
automate responses, and
optimize processes.

With Freddy Al to help, agents

can focus on service excellence.




Al Powers IT Departments: To Be More Efficient RSM

% Minimization of Human Error

Q_ Search

flessage

A

A

Insert Format text Options

v14 v B 1 U

Focused Other
Pinned

Wanda Howard
Expense Report 12:55 PM

Today

Daisy Phillips
Coaching Workshop 9:55 AM
Hey Katri, | know this is last minute, but d...

Kevin Sturgis
Coral Gables Roofing Project 9:30 AM
Hi all, | wanted to give you an update on t...

Yesterday

Wanda Howard =
Tomorrow's sync Wed 4:22 PM
Can you share a link to the marketing doc...

G 0

1/2 Team sync \ New Outlook 0

in 20 min Microsoft Teams Mee...

Sv o v Py dv O h By v S
Coral Gables Roofing Project O ceneral
To: Kevin Sturgis; Henry Brill; Lydia Bauer; Tenzin Lasya

“*M/’ Draft with Copilot

Let the team know we decided to use clay shingles and to go ahead so we meet the deadline|

-

Source: https://support.microsoft.com/en-us/copilot-outlook

Email Communication Drafting IT Tool Highlight

Start Emails Quickly

Save time and eliminate
common grammatical
mistakes preparing emails
with Copilot for Outlook




Al Powers IT Departments: To Be More Efficient RSM

% Minimization of Human Error

Next Step Recommendation

+Jirc1 Service Mgnggement Your work Projects =  Filters Dashboards People Apps

.l. Service Project
° Back to project

Incidents
Unassigned
Under investigation

Major incidents

Resolved incidents (l...

+ New queue

and now giving internal server error

How urgent is this?

Critical - P1
Atfected services

-0
<o Useraccess

Activity

Show: All Comments History

e_ Add internal note [ Reply to customer | Inform stakeholders

& Only visible to you

- Major incident created due to increase in access error on onling banking.

» @Jie Yan Song checked the logs, and concluded it maybe caused due to overloading.
« Team have attempted to roll back changes, incident still persist.

« Team is now trying to restart the underlying infrastructure.

B Server Overload Incident Response Runbook

3% Comments summarized by Atlassian Intelligence Was this helpful? g 03

@ Jia yan Song 14 Mar
Checking the logs to understand what happen

&
e Omar Darboe 14 Mar
Thanks, keep us updated. | feel it could be a DB issue

@

3¢ Summarize MNewest first 4

4 Critical
o System problem
@ Stacey Clark
'@ Jie Yan Song
View 8
Manage

3 Responders

Source: https://www.atlassian.com/software/jira/service-management/features/itsm/ai

IT Tool Highlight
4 Jira Service Management

Triage and respond to
requests faster

Accelerate agent workflows
from triaging to resolution.

Get Al-powered
recommendations to prioritize,
assign, and take action on
tickets.

Summarize ticket descriptions
and comments to bring
stakeholders up to speed, and
transform your writing to
ensure fast, clear
communication.




Al Powers IT Departments: To Be More Efficient

% Minimization of Human Error

Issues logging into CRM  ©

Overview Details Related records

4" Incident summarized by Now Assist | Share to work nc

Issue:
e Multiple employees aren’t able to access the CRM system.

Actions taken:

e 15 additional similar incidents came in on CRM in the past 20 minu
e A major incident was proposed because it is an issue affecting
users on a critical service.

Related information:
¢ Arecent change was applied on the CRM system 2 days ago.

o RO O

Be sure to check Al-generated summaries for accuracy.

INCOO07461

Short description

Issues logging into CRM

Description

Multiple employees have submitted tickets with issues accessing their CRM
accounts. This is impeding employees from getting their work done.

< Major incident playbooks

Ml resolution

Reviey situation
0/1 ‘
< Major incident playbooks

Review Situation

Guided Runbook Walkthroughs

~

° In progress

Promote or reject candidate

Review the work notes and business impact of this
candidate. You can find more information in the
overview tab.

Reason

There are several similar high priority incidents
related to the CRM, which is a critical service.

Business impact

Customers and internal users are unable to use
the CRM, which is hurting productivity both
internally and externally.

Source: https://www.servicenow.com/now-platform/now-assist.html

RSM

IT Tool Highlight

servicenow.

< Major incident playbooks

Collaboration

You can view all collaborations and start new ones in the
collaborate side panel.

Pending (1)

O Pending

Resolution discussion
Plan Technical collaboration
Status Not started

Duein ® 00:58:00
Channel @ Zoom

P S & o B P & @

%A




Al Powers IT Departments: To Be More Efficient

1 o,

ﬂ Incident Detection Automation

Al Solutions

Incident Management Semantic Similarity

Comparison within
Natural Language
Processing

» Grouping similar alerts
» Recognizing incident in progress

« Communicating with and engaging incident
response team

N e o e o o e e e e e e e e M M e R M e e Gmm M M e Rmm M M e mmm R e e e

RSM



Al Powers IT Departments: To Be More Efficient RSM

1 o,

ﬂ Incident Detection Automation Alert Analysis & Aggregation IT Tool Highlight

#: § Jira  Yourwork v Projects v Filters v Dashboards ~ Teams v  Assets  Apps v * Q O . + Jqu SerVICe quqgement

STARRED
Your work
ect the star icon ne

ct v s o Aerts e Detect, prevent, and resolve
S Grouped by Atlassian Intelligence v inCidents faSter

Atlassian Imelligence groups alerts by their semantic similarity, to help you make decisions

I an

faster with intelligent insights and resolve issues effectively.

Open

closed O e s Accelerate incident
Alert no i) Summary Assignee Alert responders Created at management Workﬂows With
Assigned to me #338 82 Delays and failures e fg-fgfiﬁw s Alops Ca pabllltleS.

Unacknowledged

Mot seen

Alert group - Transaction failed. Valid 27/Decj2024 ACTIVE

w SHARED WITH ME 01:15 AM

[Credit card], action isn't completed

Open P2 alerts only Cut through the nOise to
P3 alerts S SOS quats message count xcesdsd .t DmHOSIDmOl.Fees owwan, - surface the alerts that matter,

the threshold 01:03 AM
M quickly loop in the right

Alert group » Unable to merge pull e 05/Naf2024 ACTIVE

v SAVED SEARCHES ‘-. o request on the old pull request 11:03 AM Stakeh0|derS, and automate
Alens snoozed 47 # 3 Alert group » API fail completed APAC e 23/0ctf2024 INACTIVE action for fast reSOlution.

Unassigned alerts regions 12:06 AM

¥92 L Associate alert test incident e 12/Mayj2024 CLOSED Delete
12:05 AM

x82 L Unable to connect to datacentres 0 17/Mar/2024 SNOOZED

south 10:03 AM

Source: https://www.atlassian.com/software/jira/service-management/features/itsm/ai




Al Powers IT Departments: To Be More Efficient RSM

= Plan Projects

Al Solutions

Project Planning

* Building work breakdown structures of : ’- Machine Learnmg
phases, tasks, and sub-tasks oo mmm o and Natural
« Sequencing tasks to optimize timelines I Language Processing

* Allocating personnel based on availability



Al Powers IT Departments: To Be More Efficient RSM

= Plan Projects Work Item & Subtask Recommendations IT Tool Highlight
© Jira Software

Child issues Order by

”

Suggest child issues BETA

v Design Search Filters
v Implement Real-Time Search Updates
v Develop Advanced Search Capabilities

v Design User-Friendly Search Interface

- Generating issue suggestions

(@ Content quality may vary Powered by #

Source: https://www.atlassian.com/platform/artificial-intelligence

Move projects forward

Let Atlassian Intelligence recommend
subtasks and relevant work items with a
click.




Al Powers IT Departments: To Be More Efficient
R

|
Knowledge Management i tviat
I Q\\lfl*
Natural Language

. m Processing

|

|

|

r__"

N\, Al Vision
L ol

Find Information & Answers

* Find solutions and documentation
« Answer questions about IT systems

e« Summarize information
e Streamline workflows and human tasks

Technical Training & Research

* Step-by-step technical instruction

» Apprenticing and teaching

N e o e o o e e e e e e e e M M e R M e e Gmm M M e Rmm M M e mmm R e e e

RSM



Al Powers IT Departments: To Be More Efficient RSM

Find Information & Answers Information Analysis & Curation IT Tool Highlight

Product Maintenance Home Documents Pages Site contents  Edit

Home iti id vi (® Share G2 Copylink T Delete Create an agent

Documents

Pages Documents [ v

Site contents Name Modified |

Recycle bin Current Deployments : Monday at 3:31 PM

Edit Parts & Inventory Monday at 3:31 PM
Product Failure Reports : Monday at 4:30 PM
Service Manuals & Documentation : Wednesday at 8:30 PM
City ordinances checklist.docx : July 27
PSE regional cost analysis.xslx = Yesterday at 1:40 PM
RMC 21.40.030 - EV Charging Stations.pdf & : August 20

Source: https://www.atlassian.com/platform/artificial-intelligence

Modified By

Mona Kane

Mona Kane

Kat Larson

Kat Larson

Lee Gu

Adele Vance

Pradeep Gupta

™ Copilot * SharePoint

Find Answers with
SharePoint Agents

Every SharePoint site comes
with a "ready-made-agent”,
automatically scoped to the
content on that site.

Site visitors can chat with this
agent to understand content
on this site, ask specific
questions, and analyze
documents.




Al Powers IT Departments: To Be More Efficient RSM
R

5o Find Information & Answers Step-By-Step Technical Training IT Tool Highlight

[
. Google Al Studio .

Stream Realtime

~ System Instructions

Talk with Gemini live

Interact with Gemini using text, voice, video, or screen sharing.

G [k

Talk to Gemini Show Gemini
Start a real-time a vour webeam to
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Al Powers IT
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Al Powers IT Departments: To Be More Secure

@ Secure IT Systems

Al Solutions

Threat Detection & Response

» Reviewing system alerts and event logs
« Eliminating false positives

» Recognizing cyber attacks

* Investigating and stopping attacks

Advanced Machine
Learning Trained on
4 Vast Amounts of
Security Data

Threat Prevention

 Malware detection and removal

+ Identifying and blocking phishing websites
* Vulnerability prediction

N e o e o o e e e e e e e e M M e R M e e Gmm M M e Rmm M M e mmm R e e e

RSM



Al Powers IT Departments: To Be More Secure

Secure IT Systems Threat Detection / Prevention

Featured Threat Prevention Engines

DeepTunnel
Ditto — Detect Malware & phishing [DeepPDF]
Brand spoofing detection
Mobile Zero-Phishing detection engine
Zero-FPhishing
Memdive
ThreatCloud graph
TEX - Exploitable content Disarm and reconstruction

PFS

DNS Tunneling

Detect Malware according to PDF layout

Detect Phishing websites using image similarity

Mobile Zero-Fhishing detection engine

Detection of zero-day Phishing websites based on page content
Dynamically extract the hidden malicious payloads out of process memory
Deciphers complex attack patterns

Remove Active Content from Documents

Scans the URL and detects suspicious IPFS patterns

Source: https.//www.checkpoint.com/ai/threatcloud/engines/

RSM

IT Tool Highlight

®
& cHeck POINT

Al

Al

Al

Al

Al

Al

Traditional

Traditional

Deep Learning

Machine Learning
Machine Learning
Machine Learning

Machine Learning

Traditional

Traditional




Al Powers IT Departments: To Be More Secure RSM

Secure IT Systems Threat Detection / Prevention IT Tool Highlight

% paloalto

Agent Status Breakdown

Advanced Threat Prevention, Detection & Response | 5 1.

[
‘‘‘‘‘

‘_‘.'.v,' o C o R T E x i Open ln(;dcr‘!sbysc\'tu
MITRE ATTSCK Framework

XDR | -

BY PALO ALTO NETWORKS

Accourts

\ . eXtended - . s .
| Cross-Data Incident Threat Coordinated | Detailed ' INCIENTS i sorrss
. . 1 .
{_  Analytics ‘ Management | Hunting Response ‘ Forensics - e | e ] &
\ | - A J '\7 - & g o
) - . s PEC a H 365 |D-1366 Spear-Phish w/Qu
+ Incidents By MITRE Tac -

TADOO1 - Iitil Access. 7 % VoA MG Wd L5 A2
TAGOOS - Credentiof Access Overview Key Assets & Artfocts Alerts & insights i imeline
TA0007 - Discovery [

(TR — J N—— Incident by MITRE  ATT&CK" 7 Tactics and 12 Techniques

TA0004 - Pivilege Escalation

uuuuu

ALERTS

Data Sources

Source: https.//www.paloaltonetworks.com/cortex/cortex-xdr
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@ Secure IT Systems Al Tooled Managed Services

CrowdStrike Sets a
New Standard
for MDR with
Falcon® Complete

- Next-Gen MDR

CROWDSTRIKE

Cloud Detection
& Response (CDR)

CNAPP Leader
& @ O

CSPM & CIEM ASPM Threat Hunting

Single Agent I Single Platform i Single Vendor

\GROWDSTRIKE

IT Service Highlight

Industry Leader CrowdStrike offers 2 Managed Services

CrowdStrike Falcon Complete Next-Gen MDR

A fully managed detection and response (MDR) service offering
24/7 expert management and monitoring of the CrowdStike Falcon
platform.

CrowdStrike Falcon Cloud Detection and Response (CDR)

An integrated, comprehensive cloud protection solution that brings
effective and comprehensive CDR including cloud native application
protection platform capabilities

Industry-leading Services

il

Proactive

Incident Response Security Services

Source: https://www.crowdstrike.com/en-us/solutions/small-business/cybersecurity-assessment/falcon-complete/, https://www.crowdstrike.com/en-us/cybersecurity- 101/cloud-security/cloud-detection-and-response/
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é Contextually Evaluate & Generate Code

Al Solutions

Software Development & Testing

» Code Generation & Debugging

« Comment & Commit Message Generation
* Peer Code Reviews

* Quality Assurance Testing

Natural Language
Processing

Data Analysis & Analytics

) Generative Al
* Analyzing Data

* Report Generation

 Analytical Dashboard Generation
« KPI Trending and Analysis
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Contextually Evaluate & Generate Code

.jajajade
@atlassian-rovo what are the edge cases I need to consider

for my issue?

&8 A GitHub Copilot using @atlassian-rovo

4 sources »

Looks like you're working on STK-122, updating the color
picker component in stackies-frontend.

Here are some edge cases to consider when updating this
component:
* Invalid hex code (handle cases where the user enters an
invalid hex like #GGG)
* Out-of-gamut colors (restrict to in-gamut colors or warn
the user)
* Browser support (some older browsers don't support the
latest CSS color methods)
Default color (which color to default to on component
load)

const DisabledColorBox = stylec
filter: grayscale(100%);
border: 1px solid gray;

const Button = styled.button
margin-top: 20px;

.
!

function ColorPicker({ colors
const [selectedColor, setSels
color.disabled).color);

const settings =
dots: true,

speed: 500,

slidesToShow: 3,
slidesToScroll: 1,
initialSlide: 0,
centerMode: true,
focusOnSelect: true,
beforeChange: (current, ne

Source: https://www.atlassian.com/software/rovo/features?tab=github-copilot#act

Code Analysis / Review IT Tool Highlight
Sitiub @ Rovo

Bring context to code by
integrating the GitHub Copilot
extension with Atlassian.

Get instant code suggestions
tailored to your team's design
rules, Jira tasks, and more all
within the IDE.
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Contextually Evaluate & Generate Code Code Generation IT Tool Highlight

User

Can you write the code to download a dataset from 53 and read it using Pandas?

@ Amazon Q

©

Amazon Q

Amazon Q Developer in SageMaker Studio is a generative Al-
powered assistant built natively into the SageMaker JupyterLab

Sure, here's an example Python code to download a dataset from Amazon 53 and read it using Pandas: [1] experience. This assistant takes your natu ral Ianguage inputs and

impoert os
impoert boto3
import pandas as pd

# 5et up AWS credentials and 53 client
aws_access_key_id = os.environ.get({®AWS_ACCESS_KEY_ID')
aws_secret_access_key = os.environ.get('AWS_SECRET_ACCESS_KEY')

s3 = boto3.client('s3"',
aws_access_key_id=aws_access_key_id,
aws_secret_access_key=aws_secret_access_key)

# Specify the 53 bucket and file name
bucket_name = " XGOOOCOOOOOOGHX"
file_name = ‘your-file—name.csv'

# Download the file from 53
s3.download_file(bucket_name, file_name, file_name)

# Read the downloaded file into a Pandas DataFrame
df = pd.read_csv(file_name)

# Print the first few rows of the DataFrame
print{df.head(})

crafts a tailored execution plan for your ML development lifecycle
by recommending the best tools for each task, providing step-by-
step guidance, generating code to get started, and offering
troubleshooting assistance when you encounter errors.

Here's how the code works:
1. First, we import the required libraries: os for accessing environment variables, boto3 for interacting with AWS services, and pandas for data manipulation.

2. We set up the AWS credentials by fetching the AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY from environment variables. It's recommended to use environment variables
or a secure credentials store instead of hardcoding credentials in your code.

3. We create an 53 client using the boto3.client function and pass the AWS credentials.

4. We specify the 53 bucket name and the file name we want to download. [2]

5. We use the download_file method of the 53 client to download the file from the 53 bucket to the local file system.
6. We use pd.read_csv toread the downloaded file into a Pandas DataFrame.

7. Finally, we print the first few rows of the DataFrame using the head() method.

Make sure to replace 'your—bucket-name' and ‘your—-file-name.csv' with the actual bucket name and file name of your dataset in 53.

Mote: This code assumes that you have the necessary permissions to access the 53 bucket and download the file. If you encounter any issues, please check your AWS credential
permissions.

I

Source: https://aws.amazon.com/blogs/aws/introducing-amazon-qg-developer-in-sagemaker-studio-to-streamline-ml-workflows/
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Contextually Evaluate & Generate Code

Create a Data Visualization

Certainly. What would you like

to visualize? For better results,

please review the guidelines for
° analytics generation.

3 minutes ago

Show me the number of open
incidents by assignment group

This is a line chart visualization
from an analytics source named
Number of open incidents,
grouped by Assignment Group,
showing the daily frequency.
Data visualization created by
Now Assist. Check it and edit for

° accuracy.

Jun15 Jul 19 Aug 24

Add to dashboard

(7 Edit visualization

Ask Now Assist to...

Open Incidents

Configuration

Visualization type

+ Visualization generated by Now Assist was successfully added. Check it for accuracy.

Data visualization | &= | T | §

Number of open incidents

May 11 Jul 4

SerVicenDW All  Favorites  History  Workspaces

IT Management Dashboard -

Line

Open Incidents

Q. bar

Bars

F Horizontal bar

42

ke Verlizal bar

Source: https://www.servicenow.com/now-platform/now-assist.html

Analytics Generation

Configuration

Visualization type

Vertical bar

E3 Header and border
B8 Data

Data sources

Number of open
incidents

+ Add data source

Platform Analytics

Number of open incidents

Unassigned Software Service Desk Hardware

B Unassigned [ Software B service Desk [l Hardware

B Cpenspace

RSM

IT Tool Highlight
servicenow.

DAILY
Number of open
incidents

22 Format values

Group by
Assignment Group
% Add alternative group by (0)
Sorting
Date range
Data update
Mo data message

@ Presentation

Display settings

Openspace

B Network
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IT departments will be
the HR department of
Al Agents

Jensen Huang, Nvidia CEO

)J)




Thanks, and " Rsm
Gig 'Em, Aggies!

O
James A. Davis ‘04
James.davis@rsmus.com
B




THE POWER OF BEING UNDERSTOOD H I

ASSURANCE | TAX | CONSULTING RS DA

RSMUSLLP
rsmus.com

This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional advice or services. This document does not constitute assurance, tax, consulting, business,
financial, investment, legal or other professional advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its affiliates and related entities are not responsible

for any loss resulting from or relating to reliance on this document by any person. Internal Revenue Service rules require us to inform you that this communication may be deemed a solicitation to provide tax services. This communication
is being sent to individuals who have subscribed to receive it or who we believe would have an interest in the topics discussed.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent assurance, tax and consulting firms. The member firms of RSM International collaborate to provide services to

global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other party. Visit rsmus.com/aboutus for more
information regarding RSM US LLP and RSM International.

RSM®, the RSM logo and the power of being understood are registered trademarks of RSM International Association.
© 2025 RSM US LLP. All Rights Reserved.
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