Homework #6: User Management

e Thisis an individual assignment, and is worth 20 points.

e The due date is Monday, March 22, 2021.

e The database for the assignment (AdventureWorks2016CTP3) is installed on our Proxmox
server. You are to download this document after you login to the Proxmox server.

e You should answer the questions in blue.

e You will get deductions if the requested screenshots are not provided.

e Please zoom in your output. | will penalize you if your screenshots are too small.

Task #4. Assigning User Mappings to Fixed Database Roles

A. Assigning a user to a database role
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B. Verifying the results

SalQueytsa - w3 (estzer-4 55)° = % [

—ISELECT SUSER_SMAME() AS Login =i
» USER_NAME() AS Usr -
, DB_NAME() AS Db

Zinsert into humanresources department (departmentid, name, groupname
modifieddate) wvalues (2@, ‘test’, testgroup’,getdate())
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{1l row affected)
Mag 223, Lewel 14, State 5, Line 3

The INSERT permission was denied on the object 'Deparcment', database 'AdventureWork

5) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
Yes, it failed, because the human resources department is not defined within the database.
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QL Queny2sql - w3 (Testuser-8 (53)* = > |

—ISELECT SUSER_SNAME() AS Login i
» USER_MAME() AS Usr -
, DB_NAME() AS Db

—Iselect departmentid. name, groupname, modifieddate
from humanresources.department
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{1l row affected)
Mag 225, Level 14, Stace 5, Lins 3
The SELECT permission was denied on the object "Deparctment', database 'AdventureWork

10) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.

Yes, it failed, because TestUser-B does not have access to access the data within the database.
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Task #5. Creating a Custom

Database Role

A. Creating a custom database role
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B. Verifying results

1 AS Usr

AS Login

use AdventurekWorks2816CTP3
select = from humanresources.department

SOLQuery.sql - Wi..3 (TestUser-C (54))" & |
[=ISELECT SUSER_SMNAME [ )
y USER_MNAME(
s DB_NAME() AS Db
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MadifiedDate

2008-04-30 00-00:0:0.000
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2008-04-30 00-00:0.000
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4) Does it work? Show the result in a screenshot. Describe your observation and explain why it works.

Yes, it worked, because we just granted access to the user.
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0% = 4

Mag 223,

CrevERTETeTTIEEY ]

—|SELECT SUSER_SMAME() AS Login
y USER_NAME() AS Usr
, DB_NAME() AS Db

“linsert into humanrescurces.department (departmentid, name, groupname,
modifieddate) values (208, "test',K "testgroup’,getdate()

| B Resubs | EW Messages |

{1l row affected)
Lewvel 14, State 5, Line 5
The INSERT permissicon was denied on the ckject

bk

'Department’,

5) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.

Yes, it failed, because TestUser-C does not have datawriter privileges.

Task #6. Creating an Application Role

A. Creating an Application Role
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B. Verifying Results

SOl Querytaql - wi. 3 (Testter8 54 = > [T
-|SELECT SUSER_SMNAME() AS Login =
y USER NAME() AS Usr -
, DBE_MAME() AS Db
use AdventureWorks2816CTP3
select * from humanresources.employee =
100% =
B2 Reauts | ¥ Messages |
i,
{1l row affected)
Mag ZZ3, Lewel 14, Svate 5, Lins 4
The SELECT permlissicon was denled on the object 'Employee’, database "adventure

2) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
Yes, it does fail, because we gave select permission to the admin account not TestUser-B.
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-luse Adventurekorks2@16CTP3 L
select ® from humanrescurces.employee -
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4) Does it work? Show the result in a screenshot. You have to click on Results to view the results.
Describe your observation and explain why it works.
Yes, it did work, because we enabled the application role, allowing the query the proper permissions.
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Task #7. Assigning Permissions

-luse AdventurelWorks2@16CTP3

100% -
fE Resuks (5] Spﬁidm-auhl@i hhuag&u|

AddresslD  Addresslinel Addressline?2 | City StateProvincelD
1 i1 1370NapaCh NULL Bothel 79
2 2 5833 Mt Dias Blv NULL Bothel 79
3 3 7424 Roundires Drive NULL Bothel 79
4 4 3539 Glenside Or MULL Bothel T3
5 5 1226 Shoe St NULL Bothel 79
E 6 1399 Frestone Drive ~ NULL Bothel 79
7 7 5672 Hale Dr. NULL Bothel 79
8 8 £387 Sceric Avenue  NULL Bothel 79
3 9 8713 Yosemite Ct. NULL Bothel 79
10 10 250 Race Court NULL 79

.
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58011
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82011
380N
380m
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38011
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OKE6100C
(KE6100C
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OxE&1000
(KE6100C
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(KE100C
(KE100C
ORE100C
OREE1000 _

AR

L4

@)1 WIN-AVPBPOATULM (13.05P1)  TestlUser-A (54) | AdventureWorks2016CTP3 | 00:00:00 19614 rows

9) Does it work? Show the result in a screenshot. Describe your observation and explain why it works.
Yes, it worked, because we just gave select permission to TestUser-A.
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501 Queryd.sgl - W...3 (TestUser-A (35))* + X
-luse AdventureWorks2@l6CTP3
select ® from person.address

l

00% -

Ei Mezzages
Mag 22%, Lewel 14, State 5, Line = A
The SELECT permission was denied on the object "Rddress', database *Adventure®

13) Run the previous query. Show the result in a screenshot. Describe your observation and explain why
it fails.
It does not work any longer because we removed the permission.

Homework #6 WeaverM Page 9 of 11 4/15/2021



SQLQuery Mgl - W13 (Testuser-4 (s = < [T

-luse Adventurekorks2@1eCTP3

100% =

AddresslD  Addressline1
1970 Napa (1.
5833 Mt. Dias Biv
7434 Roundirea Dnve
9533 Glenside Dr
1226 Shoe 5t
1333 Firestone Drive
5672 Hale Dr.
6387 Scerac Avenue
8713 Yosemite (2.
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15) Run the previous query. Show the result in a screenshot. Describe your observation and explain why

it works.

Yes, because we gave TestUser-A datareader permission, which allows that user to access tables.
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SQLQuery13sal - w3 (Testuser-4 (s3)* = |
<
T

-luse AdventurewWorks2@le6CTP3
from person.address

select
100% -
Eﬁ Mezzages
Masg 2%, Level 14, State 5, Line 2
The SELECT permission was denied ocn the

e,

object 'RAddreas’, database "AdventureHd

19) Run the previous query. Show the result in a screenshot. Describe your observation and explain why

it fails.
It did not execute, because we just denied them permission to that table.
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