Lab: SID

e This is worth 10 points and due tonight.

o Follow the usual naming convention. Place your answers on the separate tasks file and submit it.
DO NOT use this file for submission.

e Please zoom in your screenshots.

Task 1: Getting SID, SAT in Windows

o Obtain the SID of the current login with WMIC command. Attach a screenshot for the SID and
highlight it in red/yellow.

C:sUseprssAdministratorwmic useraccount get name,sid
e S LD

Adninistrator §-1-5-21-4186866044-3719624769-1087993622-500
CIS483Adnin  S-1-5-21-4106066044-3719624769-10887993622-1028

e Obtain the SID of the current login in the Registry. Attach a screenshot for the SID and highlight it in
red/yellow.

MC- """; ';’E'l"é" FrotiieimagePath  KEG_EXPANU SZ Ln\Users\Administrator
[ siCorruptedriienecovery REG DWORD
PR hamecs 44| ProfileLcadTime... REG_DWORD 0:00000000 (0)
i :::::f::d* %) RefCount REG_DWORD 0x00000001 (1)
b NolmeModelmes %s|RunLogonScript... REG_DWORD 000000000 {0)
b Notifications e Sid REG_BINARY 0105 00 00 00 00 00 05 15 00 00 00 7c 98 bd f4 41 8..
b NtVdmé4 Tis| State REG_DWORD 0x00000100 (256)
OpenGLDrivers
b PeerDist
3 Perflib
Ports
[ Print
4 ProfileList
S-1-5-18
S-1-5-19
S-1-5-20
1-5-21-4106066044-3719624
>1-3-8 2499/8933-4851/0

S$-1-5-80-1625532266-6255033
S-1-5-80-2652535364-2169709
$-1-5-80-2872255330-6725912
S-1-5-80-2885764129-8877770

Task 2: Getting SID in SQL Server

e Get the SID of the account you used for SQL Server login.
e A.SID: __ 0x0105000000000005150000007C98BDF441F8B4DD1677D940F4010000

EEMS_Folcy | sglexecunon Log ot L BOHAAFESU S LR 1899 A S EHR A a9
7 WIN-AVPBPIATULM \Administr... : 259 Ul O COOOUC LU0 12000000 A 35BL F24 1 F BB D0 e 7 /US40 20T 000

B. What is the role of the function “fn_SIDToString” in the above?
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The role of the function is to change the SID integer value to a string value. “S-"*

e C. Show in screenshots that the SID from SQL Server for the administrator login and that from
Windows Server are the same. Compare the SIDs in a string format (not binary).

@ quJli r:"ﬁ l.‘essms

(No column name (Ne cobumn nan ' L nama

They are the same if you reference the screenshot above.

e D.SID: OXEA849CBAAB8B4340BFOA9ES570A5871D8

s
1 [EAS4SCEAABBB4340BFIASES TOASET1DE
e E.SID: 0XB7EFODEF97D5BA498AAF75D38AE16758 .

sid

1 | xB7EFODEFI7D5BA4SBAAF 750 38AE 16758

e F. Arethe SIDs of login stpTest the same? Describe the reason why they are (not) the same?
They are not the same. The login record was deleted so the SID value changes when a new login
record was created.

Task 3: Learn PowerShell Scripting

e Run your script and report the output in a screenshot.

wWhat TisTyou ¥ name ¥: Hello 7 .77 This 7 vear Tis?

shAdministrator> C:\report-thisyear.psl
/ou . name 7: Marvin

. I Marvin e This _ year S

PS C:\Usersh\Administrators> |
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