HIPAA – what does it mean?

HIPAA is comprised of 3 parts:  transactions/code sets, privacy and security relating to Protected Health Information (PHI).

Transaction/Code Sets – effective date:  10/16/02

The correct, HIPAA compliant electronic format is called ANSI ASC X12N.  Any entity who submits electronic claims must submit in this format as of October 16, 2002 IF the data is sent directly to a health plan.  If the claims are sent through a clearinghouse, you are permitted to send non-compliant data from your location to the clearinghouse, as they will convert it into the compliant format before forwarding it to the actual insurance company.  For any submitters who send Medicare claims directly to their Medicare carrier, Medicare is currently only in the testing phase and has no submitters in production (ie. they’re not ready!)

Privacy – effective date:  4/14/03

Protected Health Information (PHI) consists of 19 main elements:

Name

Address

Telephone Number

Social Security Number

E-mail address

URL (website information)

IP Address (special number assigned to personal computer)

Dates

Medical Record Number


Health Insurance Information including policy number


Internal account number


Certificate Number


License Number


Vehicle Identifiers


Facial Photos


Device Identifiers


Biometric Identifiers


Geographic Units


Any other unique identifier or codes

HIPAA requires that all PHI be accessible to patients and inaccessible to non-covered entities.  The doctor’s office, as a covered entity, must keep a log of when, why, and to whom this PHI was disclosed.  The patient has a right to receive an accounting of all disclosures made during the six years prior to the date of his/her request.

HIPAA also requires the doctor’s office to post a statement detailing the practice’s policies and procedures regarding PHI.  When any changes are made to the existing policies and procedures, the changes must be promptly documented and implemented.  This statement MUST include:


(
Fee for obtaining records


(
Fee for obtaining disclosure log (if requested more than 

once during a 12 month period, otherwise the first copy of 

the log is free)


(
A clause to allow changes to be made to policies and 

procedures that can affect PHI previously created or 

obtained (prior to the effective date of the revision)


(
A statement reserving the right to make such changes in 

privacy practices that are deemed necessary


(
Instructions on how a patient can access their records 

(eg. Must receive request in writing, must allow 14 days, 

etc.)

HIPAA mandates that each doctor’s office designate a Privacy Officer for development and implementation of policies and procedures.  A Contact Person must also be designated for receiving complaints and providing additional information about matters covered in the privacy notice.  These designations MUST be documented along with sanctions for those who fail to comply with the policies and procedures implemented.

HIPAA obligates all practices to train their existing workforce on policies and procedures regarding PHI by the implementation date as well as provide training to any new hires that occur after the implementation date.  All training MUST be documented.

HIPAA regulations state that safeguards to protect PHI from intentional or unintentional use or disclosure MUST be documented.

Also, the Complaint Process MUST be documented and include the following elements:



(
All complaints received must be documented 

including date, time, complaint and disposition of 

complaint



(
Sanctions applied



(
Any harmful effects that are known to have occurred 

as a result of the failure to comply must be mitigated

Anyone associated with the complaint process must refrain from intimidating or retaliatory acts against individuals who file a complaint, testify, assist, or participate in an investigation, or oppose any unlawful act.

(
All patients MUST sign a consent that contains:

(
A description of the information to be disclosed and the 

purpose for each disclosure (in specific and meaningful 

language)


(
Name or specific identification of persons or class of 

persons authorized to make requested use or disclosure


(
Name or specific identification of persons or class of 

persons to whom the covered entity may make the 

requested use or disclosure


(
Expiration date or expiration event that relates to the 

individual or the purpose of the use or disclosure


(
Statement of the individual’s right to revoke the 

authorization in writing and exceptions to the right to 

revoke, together with a description of how the individual 

may revoke the authorization

(
Statement of the information used or disclosed pursuant to the

authorization may be subject to redisclosure by the recipient 

and no longer protected by this rule


(
Signature and date


(
Description of representative’s authority to act for an

individual (if applicable)
The ONLY time you do not have to obtain consent is:


(
Indirect treatment relationships


(
Patient is an inmate


(
Emergency situation (but you must obtain consent as 

soon as possible thereafter)


(
Communication barrier (but consent must be inferred)

If consent is not obtained for one of the above reasons, you must document WHY consent was not obtained.

This consent may be included with other authorizations (such as assignment of benefits) but it MUST be organizationally separate from any other authorizations and separately signed and dated.  The patient MUST get a copy of this consent.
Security-effective:  sometime in 2004, not yet mandated

Required security measures:


Administrative policies and procedures:  Define and document 

the mechanisms adopted by an organization to safeguard the 

security of the information it maintains (computerized or paper 

such as charts).  These policies define the criteria for granting 

access to the information and procedures for enforcing and 

monitoring compliance with those policies.

Physical Security Measures:  Policies and procedures 

implemented to safeguard the physical security of information 

maintained or transmitted by an organization.  Focuses on the 

means used to physically store information (computerized or 

paper as in charts) or to access data maintained.  Addresses 

both unauthorized or inappropriate access to data and threats 

to the data integrity such as disasters that might cause the 

inadvertent loss of information.

Technical Security Services:  Policies and procedures that 

implement control over access to information, audit of system

activity to identify possible security breaches, a mechanism for 

restricting access to authorized individuals, authentication of 

data entered into or maintained by the system, and procedures 

to verify the identity of users.

Communications Security:  Measures taken to prevent 

unauthorized users from gaining access to transmitted 

information over networks or via facsimile.

Billing services are considered extensions of the physician’s office in that it is the actual physician that must file for the extension.

Billing services must obtain a Business Associate Agreement from their physicians.

The one-year extension applies only to the electronic code set portion of HIPAA.  All offices must comply with the privacy standards effective April 14, 2003.

Advice to all physicians’ offices not yet compliant with the privacy standards:  spend the next two weeks compiling a list of the entities to whom you distribute PHI.  For example:  specific facilities, specific laboratories, other M.D.’s actively involved in patient’s care, billing service, etc.  This is a good place to begin to compose your privacy consent form.

Please note:  This document represents the basic elements of the HIPAA rules.  There are many other scenarios described in the actual document such as PHI for research purposes and other cases when consent cannot be obtained – some are pretty bizarre!  This document is designed solely to introduce you to HIPAA.

Originally submitted by Pam Mauerhan.
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