
 

AI Curator – Sensitive Data Categories 
 

Category Details 

Employee Records Personal info, payroll details, health 

records, employment history. 

Financial Data Revenue, expenses, profit margins, filings, 

investment strategies. 

Customer Data Contact details, purchase history, 

preferences, credentials. 

Intellectual Property (IP) Patents, trademarks, algorithms, trade 

secrets. 

Supplier & Vendor Information Contracts, pricing agreements, payment 

terms. 

Business Strategies Market analysis, growth strategies, M&A 

plans. 

Contracts & Agreements NDAs, partnership deals, employee 

agreements. 

R&D Data Product development, experimental 

results, innovation plans. 

Marketing Campaign Data Targeting strategies, ad plans, performance 

metrics. 

Technology Stack Internal/external software, hardware, APIs, 

tools. 

Legal Documents Compliance reports, filings, litigation 

records. 



Trade Secrets Processes, methodologies, formulas, 

proprietary methods. 

Incident Response Plans Disaster recovery, cybersecurity response, 

backup data. 

Data Access Logs Who accessed data, when, and from where. 

Communication Records Emails, meetings, recordings, chat logs. 

Employee Training Materials Internal procedures, onboarding, 

compliance. 

Client Support Data Support tickets, feedback, interactions. 

Pricing Structures Discount strategies, unpublished pricing. 

Audit & Compliance Records Internal/external audits, certifications. 

Data Sharing Agreements Third-party agreements, integrations. 

PII (Personal Identifiable Information) Names, addresses, phone numbers, Social 

Security. 

Payroll Information Salaries, bonuses, tax details. 

Health & Benefits Data Medical records, insurance data. 

Performance Reviews Feedback, disciplinary actions. 

Certification Records Degrees, qualifications. 

Financial Records Budgets, P&L statements, balance sheets. 

Strategic Plans Market analysis, goals, business plans. 

Technology Stack Details Software, hardware, network architecture. 

Client Contact Information Names, phone numbers, emails. 

Transaction Records Purchase history, payment methods. 

Health Records Diagnoses, treatments (for healthcare 

clients). 

Customer Feedback Reviews, complaints, surveys. 

Product Designs CAD files, schematics, blueprints. 



R&D Materials Prototypes, patents, experiments. 

Marketing Strategies Targeting, audience methods. 

Training Materials Manuals, videos, proprietary methods. 

Partnership Agreements Supplier/distributor contracts. 

 

Note: These categories may contain highly sensitive information requiring encryption, strict 

access controls, anonymization, and compliance with regulations (GDPR, HIPAA, SOX, 

CCPA). 


