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	JOB TITLE:
	Cybersecurity Engineer
	
	JOB CATEGORY:
	C5ISR Engineering

	
	
	
	
	

	Department/Group:
	Engineering
	
	Job code/Req#:
	FDS-00106

	
	
	
	
	

	Location:
	CONUS
	
	Travel required:
	Occasional

	
	
	
	
	

	Level/Salary range:
	$87,000-$125,000
	
	Position type:
	Full Time, Exempt

	
	
	
	
	

	HR contact:
	HR Manager
	
	Date posted:
	10/01/2025

	
	
	
	
	

	Will train applicant:
	Yes
	
	Posting expires:
	11/01/2025

	
	
	
	
	

	External posting URL:
	https://framework-defense.com/careers-1
	
	Internal posting URL:
	https://framework-defense.com/careers-1

	

	APPLICATIONS ACCEPTED BY:

	

	
	Fax or Email:
	Business.Development@framework-defense.com
	
	
	Subject line:
	Cybersecurity_Engineer_FDS-00106

	

	JOB DESCRIPTION

	

	
	Role and Responsibilities
· Implements and monitors security measures for communication systems, networks, and provides advice that systems and personnel adhere to established security standards and Governmental requirements for security on these systems.
· Participate in key management working groups, assist in ordering and tracking cryptographic keys, revise key management plans, and coordinate changes and enhancements to existing and future systems.
· Provide subject matter expertise to obtain and maintain system authorizations in both developmental and operational environments.
· Lead interactions with government cyber experts to support the Key Infrastructures (KMI).
· Mitigate cybersecurity and information assurance risks to include: securely provision, operate and maintain, protect and defend, analyze/investigate, respond, recover, and oversee/govern the applicable networks and systems.
· Experience coordinating strategic concepts with higher echelon DoD organizations
· Experience in computer and information security assessment and administration
· Experience with vulnerability scanning solutions
· Familiarity with the DoD Information Assurance Vulnerability Management program
· Develops and executes Government approved security policies, plans, and procedures; implement data network security measures; operate and monitor network intrusion detection and forensic systems; conduct IS security incident handling; and perform certification of IS and networks.
· Perform equipment operational tests in accordance with existing test plans and instructions, collect and record completed test data, and identify/report findings of any failed test parameters.
· Candidate to support assessment of Technical Capability Gaps and support implementation and integration planning, as needed
· Candidate to support solution engineering in support of proposals and technical whitepapers, as needed








	

	
	Qualifications and Education Requirements
Bachelor’s Degree in Cybersecurity, Computer Science, Information Systems, Physics, Other Engineering discipline
4-8 years DoD/Military experience or 8-10 years experience in lieu of no degree
CompTIA Network+ or Security+
Previous DoD/DoW or other Military SATCOM, Radio, Data Link Experience
Previous experience with Common Operating Pictures (COP), Backhauls and TACLANE(s)
Strong leadership, interpersonal, and decision-making skills.
Ability to effectively communicate both orally and in writing, with managers, supervisors, peers, and customers.

	
	
	Preferred Skills
DoD 8570 IAT Level II 
Excellent verbal and written communication skills.
Ability to manage and prioritize tasks to ensure optimum productivity.
Knowledge of Microsoft Windows operating systems, Microsoft Office Suite Products, and PC hardware architecture.
Ability to work collaboratively, independently, and to take initiative.
Ability to quickly grasp and implement technical concepts.
Ability to work collaboratively, independently, and to take initiative.

	

	
	Additional Notes 
This position is contingent upon contract award, Anticipated for Q1 2026.

	

	REVIEWED BY:
	CEO
	
	DATE:
	09/01/2025

	
	
	
	
	

	Approved by:
	HR Manager
	
	Date:
	09/01/2025

	
	
	
	
	

	Last updated by:
	CEO/Engineering
	
	Date/Time:
	09/04/2025 1500
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