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PREFACE

The COVID-19 pandemic has demonstrated the consequences
of systematically underinvesting in resilience. The cascading
nature of disaster risk, where one disaster can rapidly lead to
another, coupled with insufficient investment in disaster risk
reduction, makes the critical systems that trade, food, energy,
transportation and health rely on increasingly vulnerable to
hazards such as COVID-19.

However, the crisis is a wake-up call and an unprecedented
opportunity to build back better with a renewed focus on
strengthening critical infrastructure systems. There is
a wide range of actions that can drive this change, and an
understanding of the policies that shape infrastructure
regulations is a critical first step in this effort. What are
the key standards for identifying, building, maintaining and
retrofitting critical infrastructure? What measures have been
adopted by countries in the region? And what good practices
and gaps do we see once these policies have gone into effect?

This report intends to answer some of these questions by
providing an overview and an assessment of risk reduction
and resilience measures in national policies and regulations.
The focus is on countries in Europe and Central Asia, and the
policy frameworks that countries in this region have designed
to mitigate the impact of disasters and the adverse impacts
of climate change.

We have just 10 years left to deliver on what we all agreed
in the Sendai Framework for Disaster Risk Reduction, the
Sustainable Development Goals, and the Paris Agreement:
to move towards a world more free of risk, where resilient,
equitable and sustainable development can be made real, and
where no one is left behind. Ensuring the continuity of critical
infrastructure services is an essential contribution to building
a resilient future.

=

Mr. Octavian Bivol

Chief, Regional Office for Europe United Nations
Office for Disaster Risk Reduction (UNDRR)
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FOREWORD

The etymological origin of the word “resilience” stems
from Latin word resilio, meaning “to bounce back,” which is
used in several areas such as physics, psychology, ecology
and planning. Relating this to the present report, it can be
understood as the ability to prevent, absorb and recover from
shocks and even boost the response of structures. The ability
to not only resist but to recover from problems is crucial to
the well-being of communities and social cohesion.

As werecover fromthe COVID-19 pandemic, we must prioritize
investing in a more resilient future. In the European Union,
climate action will be mainstreamed in policies and programs
financed under the Multiannual Financial Framework and the
Recovery Plan, NextGenerationEU, with an overall climate
minimum target of 30%. Policy makers around the world must
realize that it does not suffice to mitigate climate change, we
must also adapt to it. Climate Change Adaptation Strategies
are necessary to minimize extreme events and climate change
impacts. According to a study by the EU Joint Research
Centre, damage to infrastructure due to disasters and climate
change in Europe currently amounts to approximately €9.3
billion annually and is expected to increase exponentially.
Ensuring that critical infrastructure is sustainable and
resilient is of vital importance. This report from UNDRR on
critical infrastructure policies and regulations in Europe and
Central Asia is a critical first step towards understanding
which gaps remain in our current policy frameworks, where
we need to increase our attention including how to assess
and improve resilience.

As we acknowledge that we were unprepared to deal with
Covid-19 pandemic, we will move on to prevent other risks and
disasters. Therefore, we must increase our infrastructure and
our societies resilience. We will do this by:

Investing in resilient infrastructure An estimated €80 trillion
will be invested in infrastructure globally by 2030. This should
be an opportunity for Europe to avoid the creation of new risks
and to adapt to extreme weather events consequences. All
public investments, in infrastructure and otherwise, should
undergo a robust screening process to ensure that they are
resilient to future disaster and climate risk.

Fostering public private partnerships for mutual beneficial
solutions Public private partnerships are key to meeting
the infrastructure demand and closing the financing gap.
It is necessary to invest in financing models which ensure
that disaster and climate-related risks associated with new
infrastructure is avoided.

Making cities resilient With increasing urbanization, the
importance of having strong commitments from local
level governments to enhance the resilience of critical
infrastructures has become most important. However, often
local governments do not have access to sufficient resources,
capacity or risk knowledge to develop the necessary urban
resilience plans and strategies. It is imperative that the EU
supports its Member States to ensure that local governments
can develop risk informed urban resilience plans based on a
long-term sustainable development vision.

Using Data The possibility of technology to build opportunities
to improve resilience is increasing. In many cities data
collection is becoming a major advantage in implementing
evidence-based public policies. When adequately promoted,
data supports the innovation ecosystems to develop new
solutions to emerging problems. Cities and regions must
recognize data as a very important tool to the success of
their resilience strategies. As risks and uncertainty seem to
be inevitable in the mid and long term, we have to do more.
This report is not only useful, but also acts as a warning about
what we must change and must do.

| deeply thank the UNDRR the kind invitation to write this
foreword, as | am sure of its relevance to public officials and
decision makers.

Ms. Lidia Pereira

Member of European.Parliament
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BACKGROUND

The SendaiFrameworkforDisasterRiskReduction identifies
the resilience of critical infrastructure as a key component
for disaster risk reduction — in line with Goal 9 of the 2030
Agenda for Sustainable Development, which calls for
“sustainable industrial development; universal access to
affordable, reliable, sustainable and modern energy services;
sustainable transport systems; and quality and resilient
infrastructure” (UN, 2015). The Sendai Framework Monitor
(SFM) reported that, in 2018 alone, 1,889 infrastructure
assets in 20 countries in Europe and Central Asia were
damaged or destroyed as a result of disasters, amounting
to direct economic losses of over $3 billion (UNDRR SFM
report, 2020).

Climate change further exacerbates disaster risks as it
affects the frequency and severity of extreme weather
events, droughts and floods, placing an additional burden on
assets (e.g. droughts and extreme weather affect the critical
supply of water for industry). The energy, transportation and
water sectors in Europe are particularly at risk; climate-
related hazards could significantly affect the lifespan
or operation of critical infrastructure in these sectors.
Estimates show a 60 per cent rise in the cost of damages
due to extreme weather events in the region over the next
30 years (EU CIRCLE, 2019). Studies also indicate that the
cost of the recovery of infrastructure from climate change-
induced hazards could jump tenfold under a business-as-
usual scenario (UNDRR, 2020).
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On top of this, a number of current and emerging factors
pose additional risks to assets: population growth and rapid
urbanization; ageing infrastructure and a lack of investment
in building new or retrofitting old infrastructure; the lack
of disaster risk and climate change impact considerations
in construction designs and in retrofitting projects; and
unsustainable investment decisions - all of which increase
exposure to hazards. An increase in cyber threats have
added an additional layer of complexity, which will only
continue to grow as technology develops (UNDRR, 2020).

The resilience and sustainability of critical infrastructure
depends on the continuous efforts of planners, architects,
developers, owners, operators and all other involved
parties to implement adequate measures and comply
with standards that clearly incorporate disaster risk and
climate change impact considerations. Governments,
public authorities and regulators are primarily responsibility
for developing and adopting protection mechanisms and
regulations that incorporate risk prevention, reduction and
resilience measures when investing in, building, maintaining
and retrofitting critical infrastructure.

These measures have been adopted, to a varying degree,
by countries in the region, allowing us to identify both good
practices and gaps in building the resilience of critical
infrastructure.
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PURPOSE AND SCOPE

OF THE REPORT

The purpose of this report is to provide an overview and an
assessment of the level of inclusion of risk reduction and
resilience measures in national policies and regulations
for the protection of critical infrastructure in countries
in Europe, Central Asia and the South Caucasus against
disasters and the adverse impacts of climate change. This
is based on UNDRR’s 2020 working paper examining options
for addressing infrastructure resilience, which identified six
areas that require increased attention and resources. These
include:

1T MEASURING AND MONITORING THE VULNERABILITY,
SENSITIVITY, INTER-DEPENDENCY AND EXPOSURE TO
RISK OF CRITICAL INFRASTRUCTURE ASSETS

2 PROMOTING SHOCK-ENABLED TESTING TO ENSURE
THAT CRITICAL INFRASTRUCTURE CAN OPERATE
APPROPRIATELY UNDER DIFFERENT CONDITIONS

3 STRENGTHENING REGULATION FOR INCREASED
CONSIDERATION OF DISASTER RISK REDUCTION

4 MAKING CITIES RESILIENT BY INCREASING LOCAL
CAPACITIES AND RISK KNOWLEDGE

5 ENHANCING THE KNOWLEDGE AND BUILDING THE
CAPACITIES OF ALL THE STAKEHOLDERS WHO PLAY
A CRITICAL ROLE IN DEVELOPING AND MAINTAINING
INFRASTRUCTURE

6 DEVELOPING PUBLIC-PRIVATE PARTNERSHIPS THAT
CAN FOSTER CO-BENEFITS AND SUSTAINABILITY

Addressing recommendation number 3 requires a review
of existing policies and regulatory mechanisms, to help
develop an understanding of the gaps and challenges for
strengthening infrastructure resilience.

This review examines four critical infrastructure sectors:
energy, water, transport and ICT. These are considered vital
forsecuringthe normal functioning of States and businesses,
and for supporting the everyday life of people - often referred
to as ‘lifelines’. In addition, these sectors are not single

systems but networks, which means that a local emergency
could quickly spread and lead to severe disruptions. Finally,
these sectors are becoming more and more interdependent,
especially with the digitization of services. This calls for the
development of resilience measures that can address the
complex challenges posed by both the increased linkages
and increased risks (Hallegatte et al., 2019).

MAKING CRITICAL INFRASTRUCTURE RESILIENT
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DEFINITIONS AND METHODOLOGY

There is no universally accepted definition for what
constitutes orisincluded in ‘critical infrastructure’. While the
Sendai Framework has a focus on ‘critical infrastructure’, it
refrains from establishing a definition, leaving it for national
governments to decide on elements to include when
reporting on progress. However, the Framework does identify
some infrastructure types that it considers critical: water,
transportation and telecommunications infrastructure,
educational facilities, hospitals and other health facilities.

Some of the countries covered in this report, such
as Portugal and France, place more emphasis on the
importance of critical infrastructure for supporting vital
socioeconomic activities, while others, such as the United
Kingdom, the Czech Republic, the Netherlands and Turkey,
focus more on sustaining the safety of citizens and the
security of the State and its organs. As the understanding of
risk evolves to encompass new threats, some nations have
also looked into widening the scope of what constitutes
‘critical infrastructure’. Switzerland, for instance, has opted
for a simpler and broader definition, to enable it to respond
more rapidly to the changing environment, stating simply
that critical infrastructure includes “processes, systems and
facilities that are essential for the functioning of the economy
and the well-being of the population, respectively” (OECD,
2019; CH FOCP, 2017, p. 511).

The 2009 UNISDR publication, Terminology on Disaster Risk
Reduction, defined critical infrastructure as “the primary
physical structures, technical facilities and systems which
are socially, economically or operationally essential to
the functioning of a society or community, both in routine
circumstances and in the extreme circumstances of an
emergency”(UNISDR,2009). Accordingtothe EuropeanUnion
(EU) Commission, critical infrastructure is the “physical and
information technology facilities, networks, services and
assets that, if disrupted or destroyed, would have a serious
impact on the health, safety, security or economic well-
being of citizens or the effective functioning of governments
in (EU) States” (EU Commission website, 2020). Even though
definitions might vary, there is a prevailing understanding
among nations and organizations that critical infrastructure
constitutes both physical elements (facilities, equipment,
networks) and vital services (health care, safety, etc.), and
that the disruption of these elements and services would
pose a serious risk to the normal functioning of society and
the State (OECD, 2019).

For the purposes of this report, the definition provided in the
2016 Report of the Open-Ended Intergovernmental Expert
Working Group (OIEWG) on Indicators and Terminology
Relating to Disaster Risk Reduction will be used. Here, critical
infrastructure is understood as:

“The physical structures, facilities, networks and other assets
which provide services that are essential to the social and
economic functioning of a community or society” (UNGA,
2016, p. 12).

eec0c00c0c0cccce
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There is also a need to define what represents a ‘regulatory
mechanism’. Again, there is no universal definition, but one
commonly used is provided by Black (2002, p. 26): “the
sustained and focused attempt to alter the behaviour of
others according to defined standards and purposes with
the intention of producing a broadly identified outcome or
outcomes, which may involve mechanisms of standard-
setting, information-gathering and behaviour modification”
(Koop and Lodge, 2015).

The OECD defines ‘regulatory policy’ as “an explicit, dynamic,
and consistent ‘whole-of-government’ policy to pursue high
quality regulation”, adding that “an effective regulatory policy
should be adopted at the highest political levels, contain
explicit and measurable regulatory quality standards, and
provide for continued regulatory management capacity”
(OECD, 2011). Based on these definitions, this report
takes ‘regulatory mechanisms’ to mean the methods and
processes that public authorities employ so that certain
policies, laws and measures are applied, to ensure the
protection and resilience of critical infrastructure and
services, in adherence with set objectives and goals.

This report represents a desk review of critical infrastructure
policies, focusing on a number of countries in Europe,
Central Asia and the South Caucasus - all of which are
covered by UNDRR’s Regional Office for Europe (the office
covers 55 countries).

The information was collected from both primary and
secondary sources, including official government
documents and legislation, reports by international and
regional organizations, academic articles and news items in
mass media outlets. The report does not include information
on all of the countries from the European and Central Asian
region but there was a concentrated effort to showcase
examples from as many countries as possible. Likewise,
the report does not provide an exhaustive list of all national
policy and regulatory mechanisms but focuses on some key
measures and practices.

- Dan Smedley/Unsplash.com

PART 1 is an overview of current and
future threats to critical infrastructure
posed by disasters and climate change.
Particular attention is given to the
importance of understanding the
interdependencies between the four
sectors in view of the need for developing
comprehensive, ‘all-hazards’ approaches.

PART 2 explores the role of national
policies and regulatory mechanisms, as
the resilience of critical assets largely
depends on the adequacy of policies at
national and local levels.

PART 3 provides a brief description
of regional frameworks and initiatives
of relevance to national mechanisms
, followed by an analysis of the level
of inclusion of resilience measures in
national policy for each sector, with
specific country examples.

The report concludes with recommendations
based on the analysis and available literature.
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CURRENT AND FUTURE RISKS

Natural and man-made disasters pose some of the greatest
challenges to the continued operation of vital assets and
services. In the space of only two months, in October and
November 2019, several disastrous events occurred across
Europe.

B In October, heavy rainfall and winds caused
severe disruption on railways and roads in France and
Spain, completely submerging certain areas. In France,
a number of train tracks and road pavements were
washed away, while in Spain more than 25,000 people
experienced power cuts (DW, 2019).

BN In November, mudslides caused by heavy snow
disrupted train lines and caused an electricity blackout
in Austria, affecting 1,700 households (AP News, 2019).

B Again in November, a 6.4-magnitude earthquake
struck Albania, causing the collapse of buildings, road
damage and soil liquefaction, totalling €33.42 million
in infrastructure damage and losses - of which €8.18
million of damages were in the energy sector and over
€5 million in damages and losses were in the transport
sector (BBC, 2019; Gov of Albania et al., 2020).

According to analysis by the European Environment Agency
(EEA), countries in Europe and Central Asia will experience
a number of changing conditions, which could pose
risks to the normal and sustainable functioning of critical
infrastructure. Extreme weather events, droughts and floods,
rising sea levels and storms will have a negative impact
on a number of vital services (EEA, 2019). Storms are the
major cause of disruptions to electricity supplies in Belgium,
Croatia, Portugal and Slovenia (Hallegatte et al., 2019). In
2017, UK assessed that its energy sector is highly vulnerable
to climate change, in particular to rising sea levels. In the
Netherlands, the Royal Netherlands Meteorological Institute
has developed flood risk scenarios that show that the level
of the southern North Sea will increase by 25 to 80 cm by
2100, and more frequent extreme and higher waves could be
expected along the western European coast, with potential
impacts on the energy and transport sectors. Climate
change is expected to lead to drier conditions in southern
Europe, while northern Europe will experience increased
water availability but, in both cases, not evenly throughout
the year. This will lead to both a reduction in water supplies
for the energy industry and an increased risk of flooding
across the region (EEA, 2019)

In Central Asia and the South Caucasus, it is expected that
the mean temperature rise by the end of the century (2071-
2099) is expected to be higher than the global average
increase. For the Central Asia region, the prediction is for a
2.5-6.5 °C rise (under a 2-4 °C global warming scenario), in
comparison to the 1951-1980 period. The South Caucasus
will be much less affected under a low-emission scenario
(up to 2°C global warming scenario), but under a 4°C global
warming scenario mean annual precipitation could decrease
by around 20 per cent. These changes could have disastrous
consequences for the whole region, with glaciers in the
high mountains retreating and an increased probability of

flooding from overflowing rivers.

This would be exacerbated by ageing infrastructure and
limited capacities. All critical infrastructure sectors, as well
as agriculture, would also be impacted by extended seasonal
droughts. Kazakhstan, Georgia and Azerbaijan are among
the countries with critical assets most exposed to natural
hazards and climatic risks (SDC, 2019; UNESCAP, 2020).

At the same time, the UN envisages that, by 2050, the global
population will reach approximately 9.7 billion, growing to
10.9 billion by 2100. Even though the predictions for Europe
indicate a negative growth rate, migration from outside
the region is expected to continue (Population Matters,
2020). By 2050, it is also estimated that 83.7 per cent of the
population of Europe (European territories) will be living in
urban areas, compared to 74.9 per cent in 2020 and 69.9 per
centin 1990 (UN DESA, 2018). The EU Commission projects
that by 2100, 31.3 per cent of the population of its Member
States will be 65-years of age or older, in comparison to
19.8 per cent in 2018 (Eurostat, 2019). These demographic
changes will require new infrastructure and critical services
to account for the specific needs of a rapidly ageing society.
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By 2050, passenger transport in Europe is expected to
increase by 42 per cent and freight transport by 60 per cent,
placing additional pressure on transport infrastructure
and the environment. By 2040, European airports may be
unable to accommodate the estimated surplus of 1.5 million
flights, as demand continues to soar (EC, March 2019).

Road congestion is estimated to cost more than €110 billion
annually, and could become a major issue in the coming
decades (Christidis and Rivas, 2012).

At the same time, despite the long-term recognition of the
consequences of ageing infrastructure and the significant

investments that have been made, a Nonetheless, there are still segments could be devastating. Innovations in

large number of assets remain under- of pipes that have been operating for artificial intelligence, the expected

o : . |
. 4 4 '!
s 1 - o
- " r
iy [ s Y -
— fishm,a pdyShiifierstock.com
b !

e

1 —p 4

INVESTEMENT BENEFIT FOR
IN INFRASTRUCTURE LOW AND MIDDLE
RESIILIENCE INCOME COUNTRIES

The World Bank has estimated that investing $1 in infra-
structure resilience proves to be beneficial in 96 per cent of
thousands of scenarios of possible future socioeconomic
and climate trends.

In a median scenario, each $1 investment could bring a $4
benefit, amounting to $4.2 trillion in benefit for low- and
middle-income countries globally, while the cost of inaction
for the 2020-2030 period may amount to around $1 trillion
(Hallegatte et al., 2019).

According to the World Economic Forum (WEF), current
trends in global investment in infrastructure will amount to
approximately $79 trillion by 2040 — $18 trillion less than the
estimated investment needed for the same period (across
57 countries and seven sectors) (WEF, 2019).

In Europe, the EU has assessed that its members will have
to budget €688 billion annually for the energy, transport, wa-
ter and sanitation, and telecommunications sectors to meet
investment needs (EP, 2018). In Central Asia and the Cau-
casus, the Asian Development Bank (ADB) estimated that
overall infrastructure investment needs amount to approxi-
mately $33 billion annually until 2030 in a business-as-usual
scenario, and approximately $38 billion in a climate-resilient
scenario (includes the countries covered by the ADB) (ADB,
2017).

maintained and at risk of damage morethan 100 years, and currentlevels

or collapse. Over 840 bridges are
at risk of collapse in France alone
(McLellan, 2019). Energy infrastructure
in the region is also approaching
its designated lifespan, leading
to degraded performance and an
increased risk of failure in times of
disaster (The DEFENDER consortium
partners, 2017).

Power cuts due to old infrastructure
are still common in some countries in
Central Asia and the South Caucasus,
and while improvements have been
made, distribution and transmission
losses remain high (Nabiyeva, 2018).
In the water sector, EU programmes
have supported the renewal of critical
assets, including pipes, treatment
plants and wastewater utilities.

of investment cannot meet all the
challenges presented by increasing
urbanization, population growth and
climate change (Ramm, 2018).While the
continuous development of technology
has provided new opportunities for
more efficient operation of critical
infrastructure, it has also introduced
new risks. Global economic losses
related to cyber incidents range
between $400 and $575 billion annually
(Ganin et al., 2017). Services are
increasingly being digitized, important
business and personal userinformation
is stored online, and operations in
all sectors are now programmed and
automated. Malicious cyber-attacks
or system failures could have serious
consequences in themselves but when
coupled with disaster events the results

spread of autonomous vehicles and the
emergence of smart cities, all of which
rely on data management, require new
and flexible regulations, continuous
threat assessments, and improved
preparedness and mitigation measures
(WEF, 2019; UNDRR (cyber), 2020).

Underinvestment in critical
infrastructure resilience could lead to
serious socioeconomic disruptions
at the local, national, regional and
global levels due to the high degree
of interconnectedness between
sectors and the potentially devastating
effects from cascading failures across
systems and networks (Drzik, 2019).

Last but not least, the current COVID-19 pandemic has highlighted the importance of properly
functioning and fit-for-purpose infrastructure for the provision of essential services. Assets and
services that had previously not been considered critical have become paramount in dealing with
the public health crisis. Changes in daily and business habits and the sudden demand for online
services have revealed the need for more robust data management (Deloitte, 2020). Transportation
and logistics, waste management and ICT systems have been under pressure to adjust to the
changing risks and public needs (UN, 2020). The transport sector has been particularly affected,
with huge economic losses for civil aviation and water transportation. The International Civil
Aviation Organization (ICAO) has estimated that European international traffic will suffer economic
losses of between $57 billion in the best-case scenario and $98 billion in the worst case scenario,
and domestic traffic between $10 and $18 billion as a result of the virus (ICAOQ, 2020).

The global pandemic underlines the fundamental role of public policies focused on prevention,
resilience and sustainability, and the need for planning and investments in social protection, critical
infrastructure and crisis management, as well as robust digital security. Future assessments of the
effects of the pandemic will help identify structural vulnerabilities and inequalities, which would
also be highly relevant for addressing gaps in critical infrastructure resilience (UN, 2020).
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INTERDEPENDENCIES

The 2019 UN Global Assessment Report on Disaster Risk Reduction underlines the importance of acknowledging and
understanding interdependencies between different critical infrastructure systems. These interdependencies can be

broadly divided into four categories:

° 1 PHYSICAL

o 2 CYBER

e 3 GEOGRAPHIC

® 4 LOGICAL

Critical infrastructure assets cannot and
do not operate in isolation but rather

as ‘a system of systems’; the failure of
one structure could result in serious
disruptions in others.

(LEWIS AND PETIT, 2019)

o0 000000000

Goods or resources are transferred between
infrastructure systems (e.g. electric power and
water).

Transfer of information and/or data.

The physical proximity of infrastructure, where
the destruction or disruption of one asset could
have an impact on other assets nearby.

Connections that cannot be categorized under
the previous three types and which refer to
impacts originating at the decision-making level
of organizations on the distribution of human

and financial resources (Lewis and Petit, 2019).

In 2014, as a result of the devastating floods in Serbia and
Bosnia and Herzegovina, thousands of households in both
countries were cut off from electricity and telephone lines,
in some cases for days. Hundreds of roads and bridges were
destroyed or damaged. Access to certain areas was blocked
and more than a million people experienced water supply
shortages (ACAPS, 2014). In March 2015, Amsterdam and
the surrounding region suffered a power outage that lasted
more than five hours, affecting over one million households.
The outage was caused by a technical fault at a network
substation. The backup system also failed, resulting in
the blackout. The disruption caused traffic jams as traffic
lights stopped working, trams and the metro were brought
to a halt, and flights had to be diverted from Schiphol airport
(Escritt, 2015).

A malicious cyber-attack on any critical asset could
have ripple effects and result in a large-scale crisis - as
exemplified by the 2015 cyber-attack in Ukraine, which
affected the electricity supply; and by the 2017 Wannacry
and NotPetya ransomware, which heavily disrupted critical
infrastructure services across Europe (the National Health
Service in the UK, telecommunications in Spain, railway
operations in Germany and shipping operations in Denmark)
(OECD, 2019).
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LARGE-SCALE CRISIS

Pandaand Bower (2020) and Walker (2012) have documented
several examples, including a 2009 incident when several
hospitals in the UK suffered a malware attack that resulted
in a complete loss of connectivity, which left personnel
unable to access the system.

These are only some of the many examples and possible
scenarios illustrating how failures in one infrastructure type
could lead todisruptions in others. Countries are increasingly
focusing on research in this area in order to develop an all-
hazard and a systems-based approach.
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ROLE OF NATIONAL POLIGY
AND REGULATORY MECHANISMS
IN ADDRESSING INFRASTRUCTURE

RESILIENGE

The continued uninterrupted supply of water and power;
road, rail, water and air transport connectivity; and secure
telecommunications are vital for the functioning of societies.
The increased risk of infrastructure damage and associated
economic losses (both direct and indirect) is linked with
the growing number of assets exposed to hazards and the
lack of adequate policies and prevention measures that
account for disaster and climate change impacts (UNDRR,
May 2019). According to a 2019 World Bank global analysis
on infrastructure performance, the quality of assets and
services, as well as the effectiveness of public expenditure
and the inclusion of resilience measures, are directly
dependent on the quality of governance and management.
High standards, transparent decision-making processes
and greater accountability are the pillars of efficient and
resilient infrastructure, highlighting the importance of
assessing national policies and regulatory mechanisms
(Kornejew et. al., 2019).

The responsibility for ensuring the resilience of critical
assets lies, to a large extent, with the owners and operators
of infrastructure — both public bodies and private companies.
That said, the nature of critical infrastructure as a public

good, and its importance for the safety of residents and the
continuity of vital services, gives governments and public
authorities an inherent and, in the majority of cases, legally-
defined role in infrastructure protection. National and local
authorities are responsible for establishing legislation and
standards, allocating public funds, providing oversight and
regulation alongside designated regulators (who could be
placed within public institutions or be independent bodies
outside of the government), and fostering cooperation

between sectors (UK NIC, 2019; Keele and Coenen, 2019;
UNDRR, 2020). Governments are also responsible for
creating the environment and the legal framework for the
regulation of infrastructure investments and for streamlining
sustainability policies in infrastructure projects.

National and local resilience strategies and robust national
regulatory mechanisms can, therefore, be a powerful tool for
influencing the way financial investments are made (UK NIC,
2019).

Joakim Honkasalo/Unsplash.com
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In practice, a number of actors are involved in the design,
planning, construction, operation, maintenance and
ownership of critical assets. Traditionally, suchinfrastructure
has been owned and managed by public bodies, but in
recent years, semi-private and private companies have
become increasingly involved in these processes. In
some countries, public control over critical infrastructure
has diminished as a result of private companies taking
over services. Increased private participation can drive
necessary innovation and improve flexibility, as well as
increase funding opportunities. However, while private
owners and/or operators usually recognize the importance
of protecting assets, the perception of risk and views on
the required level of security, safety and preparedness may
differ between public authorities and private businesses.
A lack of established common standards and frameworks,
developed in partnership with relevant private sectors, is
a common hindrance to implementing robust resilience
measures (OECD, 2019; Melchiorre, 2018; Keele and Coenen,
2019; UNDRR, 2020).

The fact that so many partners are involved in the
management of critical infrastructure poses challenges
for efficient coordination, especially given that policies
are developed by a number of different authorities at the
national,regional and local levels within countries and across
sectors. Gaps in information sharing and communication
between local and national authorities are common, and
often local authorities do not have an adequate awareness
of risk, the necessary capacities, or the power to develop
and enforce risk reduction policies. Often, there is a lack of
a clear initial understanding of what critical infrastructure
resilience entails among both the public bodies and private
companies involved (UNDRR, May 2019; UNDRR, 2020).

Public authorities and regulators have the important task
of overcoming these challenges and closing the gaps by
engaging private companies in conversations on resilience
and raising awareness of the benefits of investing in
resilience or sanctioning businesses that lack compliance
with established rules and standards. Such a responsibility
might be new forregulators, who tend to focus predominantly

PUBLIC-PRIVATE
PARTNERSHIPS (PPPS)

PUBLIC BODIES v

PRIVATE SECTOR

on promoting competition and adjusting prices; however,
their role in monitoring and approving financial resources
puts them in an ideal position to mainstream resilience in
infrastructure investments (UK NIC, October 2019).

A number of mechanisms exist for governments to engage
with and regulate asset managers and private and semi-
private companies, to ensure the resilience of critical
infrastructure and services. A common practice is the use
of public-private partnerships (PPPs), whereby the private
sector usually provides the service and public bodies
exercise oversight over the activities and provide some of the
financing or incentives. Other possible measures employed
by governments and regulators include risk disclosure in
mandatory financial reporting for asset operators and the
use of disaggregated data forunderstanding risks and needs.
The increasing requirements linvked with climate change
and other stresses has prompted the need for governments
to revisit the various mechanisms and practices they have
used until now, and to critically re-evaluate the ability and
capacity of both public and private partners to manage risk
(Hallegatte et al., 2019; Keele and Coenen, 2019).

Salivanchuk Semen/Shutte

Often, public bodies provide both targeted
incentives and penalties for companies
managing critical infrastructure, to
encourage them to incorporate resilience
measures in their practices. In Finland, for
instance, a combination of incentives and
penalties was used to govern the energy
sector. The 2013 Energy Market Act provided
price incentives for those operators who
improve the resilience of their networks,
while at the same time introducing additional
fees for operators who cannot meet the
resilience targets. Another strategy used in
Finland has been to share the results of the
annual assessments of business continuity
plans for energy operators so that they can
compare their performance and learn from
each another. The peer-pressure within the
sector encourages operators to enhance
their resilience measures. However, it
is important that authorities find a good
balance between ‘sticks’ and ‘carrots’ so

that policies do not lead to price burdens for
the end users (OECD, 2019).
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3.

REGIONAL FRAMEWORKS
AND INITIATIVES

The countries of Europe and Central Asia are part of anumber
of important regional frameworks that have an bearing on
the development of national policies and procedures.

The EU has increasingly recognized the risk of natural and
man-made hazards to critical assets, as well as the need
to address interdependencies between sectors. This is
reflected in the EU Civil Protection Mechanism — which
extends to partner nations outside of the EU - that clearly
states that the protection of critical infrastructure requires
the development of mitigation and adaptation measures
against disaster risks. The mechanism requires countries to
conduct national risk assessments and provides emergency
aid and assistance, on request, through the Emergency
Response Coordination Centre (ERCC) (EC, May 2017).

The European Critical Infrastructure (ECI) Directive
from 2008 establishes a set of key definitions, creates a
procedure for the identification and designation of ECI, and
lays the ground for a common approach in assessing the
requirements for protecting critical assets (EC, July 2019).
Even though the Directive was initiated as a response to an
evolving terrorist threat across European countries after the
2001 9/11 attack in the US, natural and man-made hazards
were also included in its scope. The Directive is applicable
when the disruption of critical infrastructure affects two or
more Member States or when the impact has the potential
for trans-national disruptions.
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The ECI Directive focuses only on the energy and transport
sectors, but the EU has adopted a separate policy on Critical
Information Infrastructure Protection (CIIP) aimed at
securing the resilience of vital ICT assets. In regards to the
water sector, EU Member States are subject to EU Directive
2000/60/EC - the Water Framework Directive (WFD) -
which obliges Member States to implement improved EU
water policies, based on the principles of integrated water
management. Special attentionis givento flood management
in EU Directive 2007/60/EC (Floods Directive), which has
been transposed into national legislation (Karagiannis et al.,
2019); this is particularly relevant to the protection of critical
infrastructure.

In January 2020, the EU published a new work programme
that aims to update the ECI Directive, with the introduction
of additional measures that reflect the interconnections
between sectors. Provisions were made in light of the
possible expansion of the Directive to cover other sectors
aside from energy and transportation. The proposal is
scheduled for adoption in the fourth quarter of 2020 (EP,
2020).

The intervention came after the EU conducted reviews of
the 2008 ECI Directive in 2012 and 2019, which found that,
even though countries transposed the Directive into their
national legislation soon after it was adopted, its practical
implementation still lagged behind. There were severe
discrepancies in the way countries applied the policy and
very little proof that the security of the energy and transport
sectors had improved. The review also found that very few
European critical assets had been identified and designated
as such (EC, July 2019).
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The fact that countries have defined what constitutes
critical infrastructure in slightly different ways, and that the
key partners in critical infrastructure policy (governments,
experts, the private sector and sectoral regulators, among
others) have different roles in each country, further
contributes to discrepancies in coordination at the regional
level and, at times, leads to overlapping frameworks. In fact,
in its review, the EU argued that overlapping policies are not
so much an issue at the national level as they are at the EU
level, and noted the need to address this concern (CEPS,
2010; EC, July 2019). The 2019 review of the Directive also
highlighted the difficulties in addressing evolving risks due
to the discrepancies in risk assessment methodologies and
the lack of a single framework that addresses and manages

Xe

all threats in a systemic manner. In addition, the document
highlighted the lack of focus on resilience - in other words,
the ability to ‘bounce back’ after emergencies and maintain
minimal operational capability (as opposed to developing
robust infrastructure capable of withstanding all threats, a
concept now deemed physically and financially impossible)
(EC, 19 June 2020).

A common approach for critical infrastructure risk
assessment is still lacking; however, the EU has made
important steps towards creating a mechanism for
identifying which investments qualify as resilient and which

do not.

B In March 2018, an action plan
on sustainable finance was adopted
by the EU Commission, envisaging a
comprehensive strategy linking finance
with sustainability. The action plan
stipulates the establishment of an EU
classification system or a taxonomy
that sets screening criteria for 70
climate change mitigation and 68
climate change adaptation activities.

B The EU has provided invaluable
expertise and financial support through
numerous projects across the Union as
well as with partners from neighbouring
regions. The Transport Corridor
(TRACERA)
programme, for example, has been
active since 1993. The initiative
focuses on developing transportation

Europe-Caucasus-Asia

corridors in 13 countries from Europe,
Central Asia and the South Caucasus
to improve trade and economic

development. The programme recently
released a new strategy, and a master
plan was agreed for the 2016-2026
period. The master plan identifies
sustainability = and  environmental
considerations as crucial components
of the initiative but does not give
details on particular measures, nor
does it include recommendations on
managing disaster risks and climate
change impacts (Russel, 2019; Egis
International and Dornier Consulting,
2014).

B A number of other organizations
and individual governments have also
provided funds and assistance for
developing infrastructure in Central
Asia and the South Caucasus. ADB, for
instance, has been working on a Central
Asia Regional Economic Cooperation
(CAREC) Program since 1997 and has
recently issued a new CAREC Transport

Strategy for the period up to 2030 -
following on from its current strategy,
which ends in 2020. The programme
aims to develop key air, road and rail
transportation corridors linking the
countries between Europe, Russia,
the Middle East and Asia, covering
7,800 kms of roads and 1,800 km of
rail tracks. The 2030 strategy focuses
on increasing the sustainability and
quality of assets, including greener
transport innovations (ADB, 2020).
The document notes the need for
governments to shift towards longer-
term strategies that take account of
climate change impacts, in line with
the 2030 Agenda for Sustainable
Development. It does not, however,
make a case for the importance of
developing disaster-proof and resilient
infrastructure and services.

There are various programmes and
projects in the region that focus
on developing important transport
corridors and improving energy and
water services, which should last for
decades. There is, however, a lack
of long-term regional and national
strategies and tangible commitments
to resilience, hindering opportunities
for integrating adequate disaster risk
and climate impact measures (OECD,
December 2019). In this sense, external
partners could play a significant role in

establishing resilience requirements
and risk assessments. If resilience
measures are not implemented this
could undermine progress towards
the Sustainable Development Goals.
Given the number of organizations and
countries with similar intentions of
developing infrastructure in the region,
especially along trade routes, there is a
need for greater coordination between
all parties to avoid conflicting interests.
Resilience should become an integral
part of these discussions.
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According to a 2015 report by the EU Joint Research Centre,
Europe will experience a significant increase in multi-hazard,
multi-sector damages in the next few decades: damages for
EU Members plus Switzerland, Norway, Iceland and the UK
are expected to increase from €3.4 billion annually in 2015
to 38 billion by 2080. The largest increase in multi-hazard
damages is expected to be in the energy sector — from €0.5
billion annually in 2015 to €8.2 billion by 2080 - and the

transportsector — from €0.8 billionin 2015 to €12 billion by the
end of the century. Currently, climate hazards predominantly
relate to river floods (44 per cent) and windstorms (27
per cent) but hazards due to droughts and heatwaves are
projected to increase substantially; they could make up more
than 70 per cent of climate hazard damages by the end of the
century (Forzieri et al., 2015).
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As awareness of these emerging risks has increased,
governments have developed and updated their national
legislation and policies accordingly. Forinstance, 30 of the 34
countries participating in the EU Civil Protection Mechanism
(the EU Member States plus Iceland, North Macedonia,
Montenegro, Norway, Serbia and Turkey) have integrated
floods in their national risk assessments (NRA); of these, ten
have designated floods as a risk to critical infrastructure.
Similarly, 20 nations have developed scenarios for long-
term power outages in their NRAs (Karagiannis et al.,
2017). However, there is more work to be done in this
area. The decentralization of electricity networks and the
multiplication of local grids, which brings with it new and
emerging risks, may undermine earlier efforts. This calls for
new strategies, practices and resilience measures to take
account of these structural changes.

Rawpixel.com/Shutterstock.com

Both at the national and regional levels, gaps in the
understanding of the links between climate change,
disaster risk and infrastructure protection still exist.
Attempts to address these issues through national
mechanisms appear to be somewhat disparate. Nations
have developed national sustainable development plans,
climate change adaptation plans, national disaster
risk reduction strategies, as well as legislation on the
protection of critical infrastructure, but an understanding
of how these different policies should interact in a
coherent strategy is often missing, and coordination
between bodies working on specific areas is limited. The
current policies and regulatory systems of the majority
of countries contain protection measures against known
threats but provide little strategic direction on addressing
issues such as limiting GHG emissions, managing
increased disaster risks, tackling the negative impacts of
climate change or responding to technological threats.
This does not mean that existing systems need to
become completely obsolete but that important updates
are required to meet the new challenges (NIC UK, October
2019).



39 NATIONAL REGULATORY FRAMEWORKS AND POLICIES

MAKING CRITICAL INFRASTRUCTURE RESILIENT 40

Countries in the region have adopted different approaches to
the protection of critical infrastructure. The UK, for instance,
employs a multi-agency approach and a mechanism for
coordination between the public and the private sectors,
while in France much of the responsibility lies with the
public authorities. In the Netherlands, on the other hand,
the private sector plays a more significant role within PPPs.
Policies also vary across sectors. In the energy sector, for
example, there is a need to simultaneously ensure security
of supply, respond to concerns over climate change impacts
and maintain an affordable price for end users; while in
the ICT sector, rapid developments in technology pose
new and evolving cyber risks that could impact assets in
other sectors as well (CEPS, 2010). This complex web of
varying national mechanisms and sectoral specificities
poses significant challenges, not only for cross-border
and regional cooperation and standardization but also
among domestic bodies and partners. It also significantly
complicates planning resilience measures across interlinked
sectors as addressing risks in one sector could hamper
efforts elsewhere.

A 2008 study by the Swiss Crisis and Risk Network on the
development of critical infrastructure protection policies
in 25 countries noted the emergence of three key trends.
First, nations are increasingly instigating efforts to integrate
resilience measures and adopt all-hazard approaches,
taking stock of interdependencies and cascading failures.
This is based on the understanding that the comprehensive
protection of all assets is practically impossible and that
prioritization is necessary; rather, the focus should be on
enhancing the capacity torespond and bounce back. Second,
as a consequence of adopting all-hazard approaches -
which require improved coordination between partners and
institutions —there has been a shifttowards the centralization

of responsibility for the protection of critical infrastructure
in some countries (such as the UK and Switzerland). Finally,
the growing concerns around the digitization of services
and the dependence on ICT infrastructure has compelled
countries to pay more attention to cyber security (CRN,
2009).

These developments, however, have come up against a
number of challenges. Countries struggle to reconcile
economic efficiency with the safety and security of
interconnected assets and services; productive efficiency
is usually achieved at the lowest possible cost. In many
countries in Europe and Central Asia, private investments
in infrastructure remain low due to a lack of incentives or
excessive red tape, which often leads to compromising
on the quality of materials or contractual obligations that
fail to include measures for sustainability and resilience.
Setting liability rules for faults or negligence is another
major issue. Establishing causation in multiparty, multi-risk
environments in connected systems is a difficult task; this
is even more challenging in the absence of clear standards.
The lack of risk information — the basis for mitigation
measures and setting standards - is a major concern
(CRN, 2009).

In most countries, risk assessments of critical
infrastructure only take into account likely hazards and do
not consider disaster risks, climate change impacts and
interdependencies in a systematic way. This is true for all
critical sectors, especially in countries that traditionally
have not experienced many disasters. Different scenarios
exploring a range of possible threats of varying likelihood
and magnitude are rarely included in testing activities
(UNDRR, 2020; OECD, 2019).

The following sections of the report look at some specific examples of national efforts in each of

the four sectors. The aim is to provide an insight into the current status of the integration of disaster

risk and climate change mitigation measures in national critical infrastructure protection policies.

TheUK’s National Infrastructure Commission
has recently developed an approach that

tracks ‘functional dependencies’ between

different sector assets through network
modelling techniques. The model tracks
inter-linkages between the water, rail,
road, electricity and digital sectors and
aims to explore possible cascading faults.
This model does not currently analyse
dependencies between assets related to
their physical proximity and does not take
into account the possibility of human error,
thus excluding man-made disasters. Still,
the approach can make assumptions where
information is not available (UK NIC, 2020).
The model is still a work in progress but
is a good example of efforts focused on
addressing important gaps in infrastructure
resilience mechanisms.

This links to the wider issue of the lack of comprehensive
data on critical infrastructure protection. According to
the UK’s National Infrastructure Commission, Europe has
a relatively high level of adaptation capacity compared to
other regions of the world — although the impacts of climate
change and the capacities to respond vary across countries.
The Commission found that even though coping and
adaptation strategies are developed at regional, national
and local levels, there is a lack of systemic information
on the actual effectiveness of implemented policies and
measures, and limited evidence of adaptation planning (UK
NIC, October 2019).

To add to this, a 2017 assessment on the readiness of all
participating nations to report on the Sendai Framework
targets showed that data related to targets A (on the
number of deaths and missing persons) and B (on direct
economic loss) was available for approximately 83 reporting
countries, but data related to target D on reducing damage
to critical infrastructure was available for only 60 per cent
and is rarely complete. Data on infrastructure damage is
often missing, or only takes account of large-scale crisis
events, or is calculated in a different manner by different
countries. Governments are required to make greater efforts
to set appropriate mechanisms for the collection of detailed
data in line with the reporting requirements of the Sendai
Framework so that they can take more informed decisions to
protect their critical assets (UNDRR, May 2019).
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An assessment report by the European Environment Agency
(EEA), conducted among the members of the EU (plus
Norway, Switzerland, Turkey and the UK), found that while the
majority of countries include the energy sector (to varying
degrees) in their Climate Change Impact, Vulnerability and
Risk (CCIV) assessments, very few have included it in their
national adaptation plans and strategies. Only Belgium,
Finland, the Netherlands, Norway, Switzerland and the UK
have implemented climate change adaptation measures in
their energy sectors. Even though climate proofing of energy
assets has beenidentified as a priority, important knowledge

gaps still remain in this area (EEA, Dec 2019).

A 2017 report prepared for the European Commission
indicated that there is a need for more detailed information
on extreme weather events and their impacts on energy
transmission and distribution networks, as well on how
climate change will affect weather patterns in the long
run. There are also gaps in the understanding of how
disasters and climate change will impact renewable energy
sources, as well as the potential environmental impacts
of the increasing demand for water for cooling. The
report includes a list of the most common structural and
non-structural measures considered by governments for
tackling these challenges; these include awareness-raising,
building and improving dams and coastal and river defences,
strengthening standards, training, installation of micro- and
underground grids, and introducing green elements in water
management. Countries have adopted different approaches
to assessing climate and disaster impacts. The majority
conduct vulnerability assessments, but risk assessments
and a combination of the two approaches are also evident
(Hendel-Blackford et al., 2017).
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THE Inthe Netherlands, the Ministry
of Infrastructure and Water
NETHERI—ANDS Management has engaged a
number of public and private stakeholders in conducting
assessment studies and planning for adaptation strategies.
As a result of the collaboration, vulnerabilities in the energy
sector have been identified — namely, the potential adverse
effects of extreme heat and droughts, as well as a rise in
sea levels and subsequent flooding. Climate change is
expected to create challenges for the operation of cooling
systems for energy assets and the ICTs that support them.
The Netherlands Environmental Assessment Agency has
constructed an energy vulnerability matrix, which takes into
consideration the cascading impacts of power disturbances
(EEA, Dec 2019).

Spain and the UK have also

SPAIN & UK conducted assessment
reviews. Spain concluded

that water resources are of significant importance for the
continued supply of energy in the country and a number of
adaptation measures have been suggested. The leading
body in this area, the Spanish Office of Climate Change
(OECC), under the Ministry for Ecological Transition,
collaborated with academia in conducting the assessment.
The multisectoral review in the UK showed that the energy

.
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EXAMPLES

sector in the country is threatened by possible increases
in strong winds, storms, high waves and flooding. The
review is conducted every five years by the Department for
Environment, Food and Rural Affairs, in accordance with the
2008 Climate Change Act (EEA, Dec 2019).

Romania has released an
RUMANIA Integrated National Energy
and Climate Change Plan
(2021-2030) that sets out a number of priority areas, taking
into consideration man-made, natural and climate change-
induced risks. In Romania’s Energy Strategy for 2019-
2030, the protection of critical infrastructure for energy in
the event of natural disasters is designated as a medium-
level priority. This includes monitoring and maintenance of
the whole energy grid and performing upgrades to ensure
adherence with safety standards for critical assets (lakes,
dams, dykes, etc.). In its National Action Plan to Implement
the National Strategy on Climate Change and Economic
Growth Based on a Low-Carbon Economy for the Period
2016-2020, the government has designated developing
capacities for monitoring potentially hazardous events and
strengthening emergency management systems as high-
priority operational objectives (Government of Romania,
2018).

In 2009, the Government of

MULDOVA Moldova proposed working

with Romania and Ukraine

on a joint project to improve hazard prevention and crisis
management policies in the shared Danube River Delta.
The project was funded by the German Federal Ministry
for the Environment, Nature Conservation and Nuclear
Safety in 2010. At the end of the project a Danube Delta
joint contingency plan was developed, which included
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Water networks are usually natural monopolies with a
single operator as construction costs are very high and
the duplication of services is not economically viable. In
the majority of EU Member States, water infrastructure is
managed by the State and is operated by public or public-
private bodies (EC, 2016). In some countries, private or semi-
private companies participate in certain services, often in
wastewater treatment (Smart Water Magazine, January
2020).

Water is not considered a critical asset in Greece, Israel,
Italy, Portugal, Slovenia, Sweden and Turkey; however, dams
and flood defences are considered critical infrastructure
in Austria, the Czech Republic, France, Israel, Italy, the
Netherlands, Norway, Slovenia and Turkey (OECD, 2019).

In May 2020, the EU Commission urged Sweden, Belgium
and Greece to fully comply with Directive 91/271/EEC on
the management of urban wastewater (which has been
transposed into the national legislation of these countries)
as assessments showed that parts of their territories were
not collecting and treating wastewater properly before
discharging it into the environment (Smart Water Magazine,
2020). A 2015 official document of the European Commission
reported that, while the majority of EU Member States have
developed new preliminary flood risk assessments, only
about one third have explicitly taken into consideration the
long-term impacts of climate change or socioeconomic
pressures in their assessments (EC, 2015). That said, all
EU Member States and Norway have adopted River Basin
Management Plans in line with EU regulations (EC, 2019).

Studies have found that about 25 per cent of water supplied
to the grid in London is lost in the water network. In Norway,
this figure is as high as 32 per cent and is even higher in
Italy. The high losses in Italy are, to a large extent, due to
the ageing infrastructure: of the approximately 337,453 kms
of water networks, 74,240 kms are more than 50 years-old,
and 121,483 kms are 30 to 50 years-old. The monitoring of
water losses is only done over a limited area of the network.
In 2019, the Italian Government allocated €400 million for a
ten-year period for water infrastructure projects to improve
the technical quality of the networks (Toso, 2019).

WATER LOST IN THE WATER
NETWORK

LONDON NORWAY

25% 32%

0TO 30
YEARS OLD
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In a 2013 report, the European
Investment Bank noted that

MOLDOVA

population had access to clean drinking water and that

only 45 per cent of Moldova'’s

wastewater was discharged into the environment without
any prior treatment. The EU has funded projects to improve
the quality of drinking and wastewater in the country, as well
as to replace ageing water pumps and equipment (EIB, 2013).
In 2019, Romania received €135 million from the EU to invest
in improving the quality of drinking water and the operation
of its waste management system, which will benefit close to
380,000 people living in the Timis County area (Smart Water
Magazine, 2019).

AGING OF WATER INFRASTRUCTURE
NETWORKS IN ITALY

OVER 50
YEARS OLD

30TO S50
YEARS OLD

EXAMPLES

In Greece, Drought and Water
GREECE Scarcity Management Plans
their River Basin Management Plans. The country, however,
reported that the River Basin Management Plans were often
based on unclear or out-dated assessment techniques,

were developed to accompany

and the approaches in the different plans varied. Water
management was the responsibility of a number of different
bodies, each focusing on a specific aspect of the process,
with little coordination of their activities. Some of these
bodies are understaffed and lack the capacity to execute
their responsibilities. The risk of flooding is lacking in the
plans but some targeted measures have been envisaged,
relating predominantly to dam infrastructure. The potential
adverse impacts of climate change have also not been
properly reflected in the plans. In 2016, Greece adopted
a National Climate Change Adaptation Strategy, which it
hoped will improve the development of adaptation measures
and their implementation (EC, 2018)

North
MANCUEI:].I.OHNIA experienced a number of

breakdowns and leakages
in its wastewater infrastructure due to its ageing assets.

Macedonia ES

This has resulted in the contamination of rivers and water
sources, impacting the environment and the daily lives of
residents in the affected areas. New sewage systems and
the construction of several wastewater treatment facilities
have been planned and are being executed (NIRAS, 2020).
The ageing water pipes are also affecting the drinking
water supply systems, and increasing temperatures could
undermine water availability. That said, currently North
Macedonia is one of the few countries in the world that has
the capacity to meet the water and sanitation needs of its

entire urban population (Khalid, 2017).
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The UN Economic Commission for Europe (UNECE) has
warned that rising sea levels, coastal flooding, storm
surges and high waves could have significant negative
consequences for transport infrastructure in north-western
Europe and along the Baltic Sea. Coastal flooding could also
damage ports and cargo areas, impacting supply chains
for long periods of time. It is estimated that by 2100, in a
1-metre sea level rise scenario, over 60 per cent of seaports
in coastal EU countries could be at risk of inundation. In
fact, by as early as 2030, about 50 per cent of EU seaports
(particularly along the North Sea coast) could be at risk and
by 2080 seaports in Greece, the UK and Denmark may be
severely impacted (UNECE, 2020).

However, there is still a lack of data on how climate change
induced disasters and sudden events could impact the
transport sector in the future. For example, flash floods
in mountainous regions represent a serious threat to
transportation, especially in less-developed areas, but an
understanding of the changing nature of climate hazards
is still at an early stage. There is also a need for a better
understanding of the use of intermodal shifts as a coping
mechanism in the event of an emergency. This means,
for instance, increasing the capacity of railway networks
when road infrastructure is damaged or inaccessible due
to a weather event. Research has shown that the potential
for integrating disaster risk reduction and climate change
considerations into existing policies, regulations, training
and maintenance procedures has not been thoroughly
realized. The role of governments is particularly important

as setting standards and requirements in legislation can
lead to important improvements. In France, following a
vulnerability review requested by the government, 800
standards for roads alone were scheduled for revision
(Hendel-Blackford et. al., 2017).

After the economic crisis of 2008, much needed investment
in transport infrastructure has been largely lacking across
the region. Road and rail transport in most of Europe
continues to degrade due to a lack of maintenance. Against
this background, the increasing need for upgrading existing
and developing new infrastructure to accommodate
the emergence of alternative fuels poses an additional
challenge. Recent innovative models for transport sharing
are also creating new threats for the safety and security of
passengers and goods in times of crisis (Pastori et al., 2018).

In Eastern Europe, roads and railways still suffer from a
lack of timely interventions, or in places infrastructure
is missing. In Greece, Spain, France, Italy and Portugal
upgrades and improvements in port facilities and services,
as well as in port connections by rail and inland waterways,
have been identified as a pressing need. Spain and Portugal
have prioritized the development and upgrading of railways
and freight rail transport. Inland waterway transportation in
Germany, Belgium, France and the Netherlands is in need of
modernization. The EU is considering shifting about 30 per
cent of road freight to greener types of transport such as
railways, but currently the freight railway infrastructure is, to
a large extent, inadequate; cross-border interoperability is
also an ongoing issue (Pastori et al., 2018).

COUNTRY
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In the past, telecom services were largely divided among
various platformsoroperators — forinstance, voice telephony
and online computer connections were often operated by
different business systems and were therefore regulated
under different legislation and by different regulators.
However, with the development of Internet technologies and
Al, services have become inseparable and companies have
started to provide the whole set of systems and enter new
business markets (EC, 2009). Large private companies have
taken over a significant portion of the sector and European
legislators and regulators have been debating the required
level of regulation. The choices are usually between full
de-regulation or continued selective regulation. Under the
second option, the question is which areas would benefit
most from continued regulation (Serentschy, 2015). While
discussions revolve primarily around requirements . for
market entry and cyber security, the coordinated protection
of national and cross-border ICT assets and services against
disasters and climate impacts remains an under-unexplored
area. This, however, could be one of the areas that would
benefit from continued regulation.

In terms of investment in the sector, a recent report by
the European Telecommunications Network Operators’
Association (ETNO) noted that per capita investments

in European networks are much lower than their large
international peers (Japan, US and South Korea): €89 per
person in Europe compared to €177 in the others. That said,
ETNO member companies invest heavily in infrastructure
and, in the past two years, significant investments have
shifted towards building fixed assets. The introduction of
5G is expected to require more infrastructure across the
region and the sharing of assets among operators to avoid
duplication of costs. This means that the approach to legal
frameworks and contracts for such agreements will be of
great importance to the way infrastructure operates and
responds to emergencies (ETNO, 2020).

One positive development in the ICT sector is that European
networks are steadily becoming greener, with overall carbon
emissions decreasing in line with efforts to meet climate
targets. The energy.demand.from the telecom sector has
been increasing by approximately 5 per cent per year;
however, by 2019, close to 50 per cent of the energy used
by ETNO companies was derived from renewable sources.
The Swedish Telia Company, which operates in both Europe
and Central Asia, has pledged to reach carbon neutrality by
2030, notonly in its operations but also in its supply chain.
The Norwegian Telenor, which is a multinational provider,
has dedicated 110,000 person-hours for training for supply
chain sustainability (ETNO, 2020).

In the area of cyber security, majority of countries in Europe
and Central Asia have established designated bodies and
national computer emergency response teams (CERTS)
or national computer security incident response teams
(CSIRTs). EU Member States are also part of a network,
which supports national cyber-security teams and facilitates
cooperation between country teams within the Union. The
CSIRT network cooperates closely with the EU energy sector
and the Industrial Control Systems (ICSs) community. ICSs,
including SCADA (Supervisory Control and Data Acquisition)
systems, are used in the energy, water treatment,
transportation, chemical and other industries. Since 2017,
all EU Member States have published national cyber-
security strategies (ENISA website, 2020). The majority of
EU Members have also opted for an all-hazards approach
in designing their national cyber-security strategies (ENISA,
2016).

Cyber security predominantly falls under the provisions
of the national security legislation of individual countries
and is increasingly being linked to the protection of critical
infrastructure. That said, even though the Sendai Framework
calls for protection from man-made and technological
threats, cyber risks are still not considered in the national
disaster risk reduction strategies of a number of countries.
There is, as yet, little understanding of the linkages between
cyberrisks, critical infrastructure protection, climate change
impacts and disaster management (UNDRR (cyber), 2020).

The majority of countries have developed National Cyber
Security Strategies but gaps relating to national capabilities,
cross-border and regional coordination, and the definition
of terms for private sector involvement still remain
(ENISA, 2015). Even though governments have the primary
responsibility for ICT infrastructure, it is often the case
that public administrations lack the expertise, resources
and/or authority to perform ICT oversight functions to the
required level. Information sharing on vulnerabilities is also
obstructed by issues of trust or because it may go against
the commercial interests of the private businesses involved
(Melchiorre, 2018; ENISA, 2016).
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Levels of progress in the ICT
FINLAND sector vary across countries in

the region. Finland’s ICT sector
is relatively large compared to other European nations, and
the country has pioneered a number of breakthroughsin both
the Internet and mobile technology domains (Millar, 2015).
The majority of critical assets in the country are managed by
private companies and have equal responsibility. National
legislation obliges operators of critical infrastructure to
take risk protection measures, to conduct risk assessments
and notify the authorities of security incidents but there are
still some gaps in the mechanisms for protecting critical
information infrastructure. Private businesses are also
largely responsible for providing cyber security services and
technical expertise. The 2019 Cyber Security Strategy of
Finland states that cyber security should be the prerogative of
all public authorities and organizations, as well as the private
businesses operating critical infrastructure. The Strategy
aims to support coordination between the various parties.
It envisages the establishment of a Cyber Security Director
within the Ministry of Transport and Communications
responsible for coordinating the development of cyber
security measures. A 24/7 Cyber Security Centre provides
situational analyses to designated authorities and private
companies to improve readiness and preparedness against
cyber threats. (Finland Security Committee, 2019; ENISA,
2015; Gjesvik, 2019).

In contrast with Finland’s ‘all-

UK of-society’ approach, the UK

follows a more centralized

approach. The lead body in this area is the Office of Cyber
Security,abody withinthe UK Government Cabinet Office. Itis
responsible for developing the national strategy and policies,
while the National Cyber Security Centre provides oversight
for the activities of the different infrastructure operators
and serves as a ‘one-stop-shop’ for cyber incidents within

EXAMPLES

civilian networks (Gjesvik, 2019). Compliance with the UK's
Sector Resilience Plans and industry-specific infrastructure
design standards ensures the resilience of communications
infrastructure. The plans and standards, which are updated
regularly, take account of natural hazards and climate
change impacts. Telecoms and broadcasting are regulated
by economic regulators, who support the inclusion of
resilience measures and build response capacities in
the sector. ICT providers are not economically regulated;
cooperation and coordination with governmental bodies in
advance of emergencies is encouraged on a voluntary basis.
In 2011, the Cabinet Office issued guidelines to improve the
resilience of critical infrastructure and services in the UK
but cyber threats were not included in the guidance. Instead,
cyberrisks are outlined in the National Risk Register (Cabinet
Office, 2011).

France aims has adopted

FRANGE a number of legislations

and laws defining its role

in ensuring safe international digital spaces; this includes
the International Digital Strategy from 2017, as well as
guidelines and best practices, which it shares with its
partners. The French Network and Information Security
Agency (ANSSI), established in 2009 under the General
Secretariat for Defence and National Security, is the lead
body for coordinating cyber security efforts. The Agency
sets minimum cyber security standards and requirements
for both public and private operators, who are obliged to
report cyber security incidents to the Agency and undergo
cyber security audits, conducted either by ANSSI or by
service providers accredited by ANSSI. The Agency is also
responsible for categorizing assets by level of criticality and
for developing sector-specific cyber security standards and
guidelines. France is among the few countries in the region to
adopt such a detailed and targeted approach. In 2013, ANSSI
proposed a Critical Information Infrastructure Protection

law, which establishes a common minimal level of cyber
security for 12 critical infrastructure sectors and which links
with the nation’s critical infrastructure protection plan (CIP)
(Instruction générale interministérielle relative a la sécurité
des activités d'importance vitale). The CIP identifies critical
sectors in the country and recognizes the threats posed by
natural and man-made hazards (ENISA, 2015; BSA, 2015;
ANSSI, 2020; UNIDIR, 2020).

Bulgaria has a stable and
BULGARIA growing ICT sector, with more

than 10,000 ICT companies,
of which 70 per cent export their services outside of the
country (US Department of Commerce website, 2019). In its
National Cyber Security Strategy, adopted in 2016, Bulgaria
has underlined the need for periodic risk assessments
to improve coordination, preparedness and response to
differentthreats,as wellastheneed fordeveloping a coherent
vision and strategy for comprehensive cyber resilience. The
Strategy also recognizes that the regulatory framework
and mechanisms require further improvements in order to
attain a higher level of security. The document notes that
policies and measures should take into consideration not
only known but also unknown and unpredictable threats
and be flexible enough to adapt to sudden emergencies
(Bulgarian Council of Ministers, 2016). A 2015 assessment
noted that the cyber security regulatory framework was
still limited and that there were no formalized PPPs (BSA,
2015). The full implementation of the strategy is yet to be
realized. In 2018, a Cyber Security Act was adopted, which

sets requirements for all operators of critical infrastructure
to implement basic cyber security and standards in line with
transposed EU legislation. Failure to comply could result in
penalties (Kinstellar, 2018).

The cyber security strategy
for Latvia, adopted in 2014,
includes clear objectives and

LATVIA

implementation timelines, and is backed up by a strong
legal framework. The 2010 Law on Security of Information
Technology defines the roles and responsibilities of Latvia's
National Computer Emergency Response Team (CERT.LV).
The 2014-2018 Cyber Security Strategy envisages an ‘all-
of-society’ approach, where all ICT users, managers and
legislators have an understanding of the basic principles of
cyber security. The Strategy also identifies three important
dimensions: infrastructure, services and processes. As per
the regulations, the Cabinet of Ministers has to review the
status of information critical to infrastructure annually.
Representatives of critical assets are regularly involved in
training, organized by CERT.LV. The protection of information
infrastructure falls under the regulations for the protection of
all national critical infrastructure, as detailed in the National
Security Law (the law does not designate specific sectors
as critical but rather considers any infrastructure that meets
the criteria for criticality), and under the 2011 Law on the
Security of Information Technologies. There is no explicit
acknowledgement of the threats posed by climate change
or disasters but a rather broad mention of ‘dangers’ (BSA,
2015; UNIDIR, 2020; ENISA, 2015; MoD Latvia, 2014).

In recent years, the main focus in the
sector has been on cyber security but
the current COVID-19 health crisis has
reminded countries of the importance
of other ICT assets. The crisis has re-
vealed the vulnerabilities of telecom-
munication networks and the need for
resilient telecom services and digital
infrastructure. User demands have
outpaced network capacities, promp-
ting telecom operators and private
companies to reduce their services to
prevent outages and secure the opera-
tion of lifeline services such as emer-
gency phone numbers. Vodafone has
reported a 50 per cent increase in mo-

bile traffic, BT 60 per cent and Nokia a tors have the final decision on whether

40 per cent increase. These develop-
ments have prompted a number of go-
vernments to classify electronic com-
munications services as critical assets
(CMS Law-Now, 2020).

Some governments have taken mea-
sures to respond to the pandemic. The
Austrian Regulatory Authority for Bro-
adcasting and Telecommunications
(RTR) has recommended that certain
online services run at a lower speed to
preserve traffic speed for essential in-
formation outlets such as government
information portals. However, opera-

they follow the recommendation or not.
In Spain, special emergency measures
oblige telecom providers to continue
services for all end users for the dura-
tion of the crisis even if payments cea-
se, thus protecting the public interest.
The requirements have been extended
to providers that were not previously
considered critical but have now beco-
me essential. As a result of the health
crisis, the planned introduction and in-
stallation of 5G infrastructure across
Europe has been postponed (CMS Law
Now, 2020).
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RECOMMENDATIONS AND

THE WAY FORWARD

The sections above detail a number of important steps that
countries in Europe and Central Asia have taken to include
resilience in their critical infrastructure protection policies.

AS-photo/Shutterstoék.com

At the same time, the desk review highlights areas that
require immediate action by infrastructure regulators and
policymakers:

® ESTABLISH a national definition for ‘resilient
infrastructure’.

® |[NCORPORATE AND LINK infrastructure
resilience in national and local disaster risk
reduction strategies.

® DEVELOP a better understanding of inter-
dependencies, interaction and connectedness
of infrastructure systems.

® |MPROVE coordination at different levels and
among all relevant parties.

® ACTIVELY ENGAGE AND CREATE incentives
for private sector participation supported by
risk-based performance.

® FACILITATE the collection of risk data and
make disclosure of information on climate
disaster risks mandatory.

® ENHANCE knowledge and build capacity.

ESTABLISH A NATIONAL DEFINITION FOR
‘RESILIENT INFRASTRUCTURE'. Such a definition

should include critical, essential, digital, distributed and
natural forms of infrastructure, should be based on multi-
hazard understanding allowing inclusion of new and evolving
risks, and should institute climate change adaptation and
disaster risk resilience as a baseline requirement. For
infrastructure to be classified as resilient, climate change
and disaster risk reduction measures should be an explicit
requirement for investors and owners/operators.

At the regional level there is the need for establishing
common approaches for risk assessment and management,
and standardized procedures among countries in the
region, based on data produced at the national-local level.
Assessments should be conducted to delineate areas where
regional action is preferred and where national competence
is more appropriate, reflecting differences in the scale of
risks and specificities of the different sectors (CEPS, 2010).

resilient
infrastructure
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INCORPORATE AND LINK INFRASTRUCTURE
RESILIENCE IN NATIONAL AND LOCAL DISASTER
RISK REDUCTION STRATEGIES. At the national

and local level, governments need to devise long-term
strategies, in coordination with regulators, asset owners
and other relevant parties, and develop resilience standards
for a common framework. Risk assessments and stress
tests should be conducted at regular intervals to ensure that
assets and services meet established resilience standards.
Such exercises will test the vulnerability of systems and
inform and improve decision-making processes. For
instance, standards could be updated at regular intervals

Critical infrastructure usually undergoes load testing.
Procurement contracts, tenders and its technical
specifications detail the methodologies for conducting
these tests. To ensure that all essential infrastructure is
operating appropriately, at all times and under all conditions,
these test methodologies need to include potential shocks
and stress factors that could be induced from both climate
and geophysical hazards in their design, development,
installation/construction, operation, maintenance and
renewal. To this end, all financial instruments should
incorporate a robust screening process to ensure that
investments are resilient to future disaster and climate risk.
(UNDRR 2020).

DEVELOP A BETTER UNDERSTANDING OF
INTER-DEPENDENCIES, INTERACTION AND
CONNECTEDNESS OF INFRASTRUCTURE

SYSTEMS: Given the fluctuating and systematic nature
of risk, there needs to be frequent assessment of what
constitutes ‘critical’ infrastructure in any given locality
or system. These assessments need to be based on
an understanding of the inter-linkages between critical
infrastructure assets, with a view, in particular, to potential
cascading impacts.

One of the main challenges for critical infrastructure
resilience is the connectivity and interdependence within
and between systems, which makes them vulnerable
to cascading failures (Heinimann and Hatfield, 2017).
Some critical infrastructures are so interconnected and
interdependent that disruption of one asset has the ability
to impair the efficiency of numerous other critical assets.

To increase the resilience of infrastructure investments
it is essential to monitor and measure their vulnerability,
sensi-tivity, interdependency and exposure to risk. This
shift requires investors, operators and decision makers to
make sure that disaster and climate risks are considered
in the location, design, construction and operation of
planned infrastructure investments. Equally, in-frastructure
regulators and operators need to develop and make use
of indicators that encourage ‘systems thinking’ to take
account of the complexity and interdependencies of global
dyna-mics and patterns of change (Lonsdale et al., 2015).

The absence of adequate detail on these linkages
and interdependencies, largely due to the lack of prior
experience and records of past events, is often highlighted
as a major challenge in addressing the resilience of critical
infrastructure (Chang et al., 2014). Understanding the nature
of system interdependencies and evolving vulnerabilities
will play a vital role in dealing with the likelihood and
consequences of cascading failures in interdependent
systems, particularly in the design of resilient infrastructure
(Vespignani, 2010). The scale of systemic risk that stems
from the increasing vulnerability of infrastructure systems
at national or local levels is still not fully recognized (UNDRR,
2020). As suggested by Panda and Bower (2020), there is a
need for holistic risk assessments that take into account all
possible scenarios, hazards and vulnerabilities, their direct
and indirect impacts, and the exposure to and awareness of
potential sources as the basis for reducing risk from natural
and technological hazards.

In 2020, the UK National Infrastructure
Commission published a new framework for
infrastructure resilience that aims to assist
operators in improving their mechanisms
for adaptation and recovery from shocks
and climate change. The framework places
great importance on resilience standards,
which need to be “clear, proportionate and
realistic”. The development and monitoring
of the implementation of the standards is
the responsibility of the relevant or assigned
public authority, to ensure that public and
national interests are best served. The
standards have to be transparent and based
on a realistic assessment of the cost of
response capacities for different systems.

The framework determines six key aspects
of resilience for energy, water, digital,

road and rail services: anticipate, resist,

absorb, recover, adapt and transform. In
the ‘anticipate’ phase, authorities should
collect information on the condition
of existing infrastructure and pinpoint
gaps and weaknesses. The ‘resist’ phase
involves taking preventative measures,
while the ‘absorb’ phase looks at measures
that would lessen the negative impacts of
crises in cases where impacts cannot be
avoided altogether. The ‘transform’ phase
encourages operators to review and improve
their assets and systems to meet new

challenges and targets. The framework also

recommends that governments publish a full
list of resilience standards every five years
after completing risk assessments and in
discussion with regulators. Both short-term
and long-term resilience strategies need to
be in place (UK NIC, 2020).
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IMPROVE COORDINATION AT DIFFERENT LEVELS
AND AMONG ALL RELEVANT PARTIES: Policies and

mechanisms need to be designed to suit local geographic
and socioeconomic conditions. Disasters and climate
change affect local areas in different ways and adaptation
mechanisms have to be flexible enough to fit the specific
conditions. Therefore, the coordination and cooperation
between administrations at the central and local level, as
well as with local private sectors, is essential in securing
the continued operation of services (WB, 2008). A
possible solution for improving the coordination among
public authorities and with other stakeholders is the
establishment of a multi-ministry body that would take the
lead in information exchange and facilitating cooperation.
As most countries have existing agencies for disaster risk
management or civil protection, these bodies could also
take on the responsibility for issues relating to critical
infrastructure resilience, drawing expertise from other
relevant agencies. Such structures, however, should not
take over the responsibilities of the regulators (Hallegatte
etal, 2019).

Coordination between different levels and stakeholders
could also be improved through raising the risk awareness
of local operators and private companies, as well as
users; this could be done through targeted programmes
and exercises. Such initiatives could also help improve
the monitoring of the implementation of measures. For
instance, where appropriate, residents could be engaged
in community projects, such as developing platforms for
reporting on damaged or ageing local infrastructure, or in
developing hazard maps. Measures and projects need to
set clear goals and be conducted in a transparent way to
limit corruption and bad practices. Improving awareness
and expertise in this area could be achieved through the
development of university courses and investment in
education (CEPS, 2010).

On a more strategic level, regulators and policies need to
establishclearrolesandresponsibilities forthemanagement
and protection of critical infrastructure assets.

In Poland, a feasibility study was conducted
before building a second cargo terminal at
the Gdansk Deepwater Container Terminal
(DCT). The study recommended that the
height of the quay should be based on climate
change projections and assessments. To
this end, the DCT has been collaborating with
the Port Authority in collating information

on sea levels and high waves (GAR, 2019;
Vallejo and Mullan, 2017).

In France, after repeated heat waves in
2003 and 2006, Electricité de France (EDF)

(@ predominantly State-owned electric

utility company) initiated the ‘Great Heats'
programme for nuclear power plants,
which urges operators to comply with the
regulations governing river temperatures,
and includes planning for different climate
change scenarios. The programme ensured
investments in improving cooling equipment
and the monitoring of climate change
impacts, as well as the periodic revision of
safety standards (Vallejo and Mullan, 2017).

fran_kie/Shutterstock.com

ACTIVELY ENGAGE AND CREATE INCENTIVES FOR
PRIVATE SECTOR PARTICIPATION SUPPORTED BY
RISK-BASED PERFORMANCE.

Covering the costs of improving the resilience of
infrastructure is not an easy task. A viable option for cost
sharing would be to attract private companies to invest in
resilience according to a standards of hazard resistance
with pre-defined levels of acceptable risk (e.g. roads should
be able to withstand a twenty-year period of heavy rainfall).
Resilience beyond this level could be supported by the public
sector (Hallegatte et al., 2019). Important public finance
investments in resilience could assist in setting an example
and a standard for all owners and operators (Melchiorre,
2018) - for example, France incorporated flood resilience
measures that went beyond legal requirements as a part of
a €30 billion investment project to upgrade the Paris public
transport system (OECD, 2019).

Signing  preliminary agreements delineating roles,
responsibilities and costs could facilitate rapid response
and recovery processes. For maintenance, performance-

based contracts could oblige owners and operators to
develop longer-term strategies and invest in resilience early
on, as payments would be linked to the performance of
assets (Hallegatte et al., 2019). Governments should also
work with credit rating agencies to incorporate explicit
resilience elements into assessments and withdraw from
credit activities and sectors that cannot meet certain
requirements or are highly exposed to climate and natural
disaster risk (UNDRR, May 2019).

When discussing risk reduction and adaptation measures
with businesses, public bodies need to make it clear that
even though projections are constantly being updated,
the time, frequency and magnitude of hazardous events
cannot always be accurately predicted. This means that
mechanisms need to be flexible and that operators should
seek solutions that provide good results against as wide
a range of potential threats as possible, rather than focus
on an optimal solution against a single threat or scenario
(Vallejo and Mullan, 2017).
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FACILITATE THE COLLECTION OF RISK DATA AND
MAKE DISCLOSURE OF INFORMATION ON CLIMATE
DISASTER RISKS MANDATORY.

Governments could support the collection of risk data (such
as hazard maps) to inform investment decisions and ensure
that public safety is taken into consideration. They could also
require asset operators to report on physical risks and how
they are managed. Public agencies could partner with the
insurance sector and with national accounts statisticians to
estimate infrastructure investments and capture claims data
related to climate impacts and disaster events. Information
from risk assessments and stress tests should also be
systematically collated to allow for policy adjustments,
improved sectoral cooperation and the sharing of best
practices (Hallegatte et al., 2019; ADB, 2017; UNDRR, May
2019).

In 2019, UNDRR published a report on opportunities for
integrating disaster risk reduction and climate resilience
into sustainable finance, outlining 11 areas for consideration
and a number of important recommendations. The report

recommends that responsible authorities and regulators

&lp

take measures to increase the transparency of risk data and
establish disclosure requirements on disaster and climate
risks for investors and assets managers. To ensure that
investments are sustainable and account for the resilience
of infrastructure, national and local disaster risk reduction
and climate change adaptation strategies should be linked to
national investment strategies (UNDRR, May 2019).

Governments can make use of a number of existing regional
and international resilience guidelines and frameworks for
information sharing. UNDRR provides a comprehensive
overview of possible steps for integrating resilience into
finance in the above-mentioned report and supports
countries in fulfilling their commitments to report on the
Sendai Framework targets - including target D on damages
to critical infrastructure and disruption of services (UNDRR,
May 2019).

In addition, regulators and policies need to ensure there are
clear rules on liability for faults or negligence — an essential
element for ensuring adequate maintenance and functioning
of critical infrastructure.

ENHANCE KNOWLEDGE AND BUILD CAPACITY:

Infrastructure  development involves  multiple
stakeholders, all of whom play a critical role. These
include the public sector, investors, lenders, contractors,
service providers/operators and end users. To attain ‘true
resilience’, it is necessary to improve the knowledge and
capacities of all stakeholders. To do this requires awareness-
raising, advocacy and training programmes targeting each
category of stakeholder across a range of national or local
contexts.

Infrastructure development and maintenance will remain
the primary responsibility of the State. As such, regulators
and national authorities will have to play a role in setting
the priorities and sharing these responsibilities with other
stakeholders as part of efforts to adopt an ‘all-of-society’
approach. Capacity development is a central strategy
for building resilience and adapting to the changing
environment. Understanding the capabilities required for
effectively implementing and enforcing standards for multi-
hazard disaster risk reduction at national and local level is
essential for building the ability of individuals, organizations
and societies to successfully manage risks themselves.

This relies not only on training and specialized technical
assistance, but also on strengthening the capacities of
groups and individuals to recognize and reduce risks
within their own communities. This includes sustainable
technology transfers, information exchange, network
development, management skills, professional linkages
and other resources. Capacity development needs to be
sustained through institutions that support capacity-
building and capacity maintenance as permanent ongoing
objectives.

1<O)

Coalition for Disaster Resilient Infrastructure
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The combination of increasing demands for new
and innovative infrastructure and services, on
one hand, and the current reality of dangerously
outdated assets in Europe and Central Asia, on
the other, calls for resilient and more sustainable
investment decisions while planning and realizing
infrastructure projects. According to a study by the
EU Joint Research Centre, damage to infrastructure
as a result of disasters and climate change in
Europe currently amounts to approximately
€9.3 billion annually; this is expected to soar to
€19.3 billion by 2050 and €37 billion by 2080 (EU
Members, Switzerland, Norway and Iceland are
included in the study). The energy and transport
sectors will be the most affected, with annual
expected damages of €8.2 billion by 2080 for the
energy sector and €0.8 billion by the end of the
century for the transport sector (EU Science Hub,
2017).

We are now at the stage where we must invest
more in building resilience and sustainability into
our infrastructure. It will take concentrated and
continued efforts on behalf of all stakeholders to
reduce the intensity and frequency of disasters
caused by natural hazards, however with more
resilient infrastructure, it is possible to change the
way communities bounce back and recover from
cascading disasters. For that a new approach to
infrastructure, withincreased focus on multi-hazard
and co-benefits, will unlock new opportunities,
reduce losses, prevent creation of new risk and
spur significant economic, environmental and
social benefits.

The protection of critical infrastructure and
services, and the communities and economies
that depend on them, is ultimately a matter of
political will. The level of national commitment will
determine the ability of countries and the region
to ‘bounce back from complex emergencies and,
ultimately, build societies that are more resilient to
future shocks.

The COVID-19 pandemic has demonstrated the
consequences of the systematic underinvestment
in resilience. The cascading nature of disaster risk,
where one disaster can rapidly lead to another,
coupled with insufficient investment in disaster
risk reduction, means that the critical systems that
we rely on for trade, food, energy, transportation
and health, are increasingly vulnerable to hazards
such as COVID-19.

This crisis is a wakeup call and an unprecedented
opportunity to build back better, with a renewed
focus on resilience. Alongside COVID-19, there is
a more pressing crisis — the climate emergency.
Climate change is occurring more rapidly and
intensely than previously predicted. It poses a
grave threat to our financial stability and has the
potential to supersede the immense damage
and loss caused by the COVID-19 pandemic. In
the future, losses from climate-related disasters
will increase dramatically if mitigation goals
are not met and if we fail to ramp up resilience
efforts. Recovery from this global pandemic and
transformation towards a resilient Europe and
Central Asia are intimately linked and must be
pursued in a joined-up approach.

Jake Blucker/Unsplash.com
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ABBREVIATIONS

ADB
ANSSI

ASEAN

BRIGC

BSI

BT
CAREC

CEPS
CERT

CERT.LV

CESDRR

CCiv

CCPI
CDRI

CH FOCP

Asian Development Bank

French Network and Information
Security Agency

Association of Southeast Asian
Nations

Belt and Road Initiative International
Green Development Coalition
German Federal Office for
Information Security

British Telecom

Central Asia Regional Economic
Cooperation

Centre for European Policy Studies
Computer Emergency Response
Team

Latvia's National Computer
Emergency Response Team

Centre for Emergency Situations and
Disaster Risk Reduction for Central
Asia and South Caucasus

Climate Change Impact, Vulnerability
and Risk

Climate Change Performance Index
Coalition for Disaster Resilient
Infrastructure

Swiss Federal Office for Civil

Protection

ClipP

CiP
CRN
CSIRT

DE
GFDRR

GIS
EC

ECI
EEA
EIB
ENISA

EP
ERCC

EU
EU TEG

GHG
ICAO

ICT

Critical Information Infrastructure
Protection

Critical Infrastructure Protection
Crisis and Risk Network
Computer Security Incident
Response Team

Germany

Global Facility for Disaster
Reduction and Recovery
Geographic Information System
European Union Commission
European Critical Infrastructure
European Environment Agency
European Investment Bank
European Network and Information
Security Agency

European Union Parliament
Emergency Response Coordination
Centre

European Union

European Union Technical Expert
Group

Greenhouse Gas

International Civil Aviation
Organization

Information and

Telecommunications

ICSs Industrial Control Systems

IT
MoD
NATO

NRA

0OBB

OECD

OIEWG

PPP

RO

RTR

SCADA

SDGs
SDC

SFM
TRACERA

UK
UK NIC

Information Technology
Ministry of Defence

The North Atlantic Treaty
Organization

National Risk Assessment

The Austrian Federal Railways
Organization for Economic Co-
operation and Development
Open-Ended Intergovernmental
Expert Working Group
Public-Private Partnership
Romania

Austrian Regulatory Authority for
Broadcasting and
Telecommunications
Supervisory Control and Data
Acquisition

Sustainable Development Goals
Swiss Agency for Development and
Cooperation

Sendai Framework Monitor
Transport Corridor Europe-
Caucasus-Asia

United Kingdom

United Kingdom National

Infrastructure Commission

UMWELTBU-
NDESAMT

UN

UN DESA

UNDP

UNDRR

UNECE

UNEP

UNESCAP

UNGA
UNISDR

UNSCR

us
WB
WEF
WFD
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