Analyzing Network-Based
Indicators of Malicious
Activity

Understanding network traffic analysis is crucial for cybersecurity, blending technical
skills with instinctual insights. Cybersecurity analysts focus on recognizing malicious
activities within network communications, which often masquerade as legitimate
traffic. This analysis requires a blend of scientific understanding of protocols and the
art of intuition to identify anomalies that may indicate a breach.



NetFlow Data Analysis for Threat Detection

NetFlow data analysis serves as a primary tool for threat detection, providing an Q
overview of network communications. It reveals who is communicating with whom,

when, and for how long, akin to a phone bill detailing calls made.

Analysts must familiarize themselves with their organization's unique traffic patterns,
as variations can indicate potential threats. For instance, understanding that a

company routinely transfers large files at specific times can prevent misinterpretation

of data exfiltration as malicious activity.

Example NetFlow Record

SrclP: 192.168.1.45
DstlIP: 203.0.113.88
SrcPort: 49152
DstPort: 443
Protocol: TCP
Bytes: 15,482,933
Duration: 3600s

Interpretation: This record shows a workstation establishing an extended HTTPS
connection transferring 15MB over an hour—potentially legitimate cloud backup or

suspicious data exfiltration.
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Key Indicators in Network Traffic

Outbound Traffic Spikes Communication Path Analysis

Sudden increases in data leaving the network, especially to Unusual connections, such as accounting departments

unfamiliar destinations, can signify data exfiltration. Attackers might communicating with servers in unexpected geographic locations,

opt for slow, steady trickles rather than massive transfers. warrant investigation while avoiding false positives from cloud
services.

Real-World Scenario

[J Case Study: An accounting workstation suddenly begins nightly 2GB transfers to an IP in Eastern Europe. Investigation reveals
compromised credentials and automated data theft occurring during off-hours when activity is less scrutinized.



Geographic Anomalies in Network Traffic

Detecting geographic anomalies in traffic can unveil hidden threats. Analysts
should look for connections to newly registered domains, as attackers
frequently cycle through domains to evade detection. However, it's important
to recognize that false positives can arise from legitimate cloud service usage.

Newly Registered Domains

Connections to domains registered within the past 30 days often
indicate malicious infrastructure being established for command and

control operations.

Unusual Geographic Connections

Traffic from unexpected regions—particularly high-risk countries with no
business justification—should be investigated thoroughly for potential

compromise.

Detection Query Example

SELECT src_ip, dst_country, domain,
domain_age_days

FROM netflow_dns

WHERE domain_age_days < 30

AND dst_country NOT IN ('US','CA','UK")
AND bytes_out > 1000000

ORDER BY bytes_out DESC;



Process Anomalies: Parent-Child Relationships

Parent-child process anomalies can indicate compromise. A common red flag is when legitimate applications, such as Microsoft Office, spawn
command-line processes like PowerShell. Such behavior often points to malicious macros executing scripts.
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WINWORD.EXE POWERSHELL.EXE External Connection
Legitimate Office application opened by Spawned as child process—highly Downloads malicious payload from attacker
user suspicious behavior infrastructure

Process Injection Techniques

Process injection allows attackers to hide malicious activities within legitimate processes, complicating detection. If svchost.exe is running from an

unusual directory, immediate investigation is warranted, as this could signify malware masquerading as a legitimate system process.

[J Example Alert: svchost.exe detected running from C:\Users\Public\Documents\ instead of C:\Windows\System32\—immediate forensic
analysis required.



Process Masquerading Detection

Monitoring for process masquerading is essential. Attackers often
name malicious executables after legitimate system processes. The
genuine svchost.exe is found in C:\Windows\System32, so any instance
running from other directories should be treated as suspicious.

Legitimate vs. Malicious

LEGITIMATE:
Path: C:\Windows\System32\svchost.exe

Parent: services.exe
User: SYSTEM

SUSPICIOUS:
Path: C:\Users\Bob\AppData\svchost.exe

Parent: explorer.exe
User: Bob

Registry Persistence Example

HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run

Key: "SystemUpdate"
Value: "C:\Users\Public\sysupdate.exe"

Action: Investigate sysupdate.exe immediately
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Registry Modification Analysis

Changes to the Windows registry can indicate attempts to maintain
persistence. Modifications to keys like Run or RunOnce are particularly

concerning if they point to unusual executables.



Endpoint Detection and Response (EDR)

EDR systems enhance threat detection through behavioral intelligence. They correlate various data sources to identify attack patterns and provide
situational awareness for effective incident response.

Initial Access Credential Theft

Phishing email delivers malicious attachment LSASS memory dumped for password hashes

Privilege Escalation Lateral Movement
Exploit attempts to gain SYSTEM privileges Compromised credentials used on other systems
Privilege Escalation Detection Script Execution Analysis
Privilege escalation detection is crucial, as many attacks begin with Monitoring script execution is vital due to the increasing sophistication
limited access and require elevation to achieve their goals. Monitoring of attacks. Attackers often exploit scripting languages like PowerShell
for attempts to manipulate access tokens or read sensitive data from to execute malicious code. High entropy scripts and suspicious
the LSASS process can reveal credential theft attempts. keywords like "DownloadString” or “Invoke-Expression” indicate

potential malicious intent.

PowerShell Obfuscation Example

powershell.exe -EncodedCommand
JABzADOATgBIAHCALQBPAGIAagBIAGMAdAAEAEKATWAUAEOA...

# Decoded reveals:
$s=New-Object |0.MemoryStream;
IEX(New-Object |0.StreamReader($s)).ReadToEnd()



Behavioral Correlation and Application Logs

Behavioral correlation is key to understanding attack progression. By analyzing sequences of events, analysts can track the lifecycle of an attack
from initial compromise to data exfiltration.

01 02

Initial Compromise Execution

User opens malicious attachment at 09:15 AM Macro spawns PowerShell at 09:15:03 AM
03 04

C2 Communication Reconnaissance

Outbound connection established at 09:15:12 AM Network scanning detected at 09:18 AM
05 06

Data Collection Exfiltration

File enumeration begins at 09:25 AM Large data transfer initiated at 10:30 AM

Application and service logs provide detailed insights into attacker behavior. Unlike network traffic, which can be obscured, these logs often reveal
clear signs of malicious intent, such as failed login attempts or unusual access patterns.

Application Log Correlation Example

(D Correlated Events: Five failed login attempts from 192.168.1.45 followed by successful authentication and immediate access to sensitive

file shares—classic brute force followed by data access pattern.



Web Server Log Analysis

Web server logs are a rich source of information for detecting
attacks. They capture every HTTP request, allowing analysts to
spot malicious activities such as SQL injection or cross-site
scripting (XSS).

SQL Injection Detection

Look for suspicious URL parameters containing SQL
syntax, as these often indicate attempts to manipulate
databases.

XSS Detection

Analyze requests for JavaScript code or HTML tags, which
may signify attempts to inject malicious scripts.

SQL Injection Attack Log Entry

192.168.50.77 - - [15/)an/2024:14:23:45 -0500]
"GET /products.php?id=5' UNION SELECT username,
password FROM users-- HTTP/1.1" 200 4582

Status: 200 (Success - potential breach)
Response Size: 4582 bytes (unusual for this endpoint)

Cross-Site Scripting (XSS) Example

10.0.1.88 - - [15/]an/2024:14:28:12 -0500]
"POST /comment.php HTTP/1.1" 200 1247
Data: text=
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Update Completed 12:27:24

[0/248843] [MNo Filter] iannet .:

Both examples demonstrate attack attempts that would trigger immediate investigation and blocking rules.




Leveraging SIEM for Threat Detection

Security Information and Event Management (SIEM) systems serve as the backbone of security operations. They automate the collection and

analysis of vast amounts of security data, enabling analysts to focus on correlating events rather than manual data processing.

&,

Log Aggregation

Collect and normalize security data from diverse sources across the
enterprise infrastructure

o

Event Correlation

Apply correlation rules to identify security incidents from seemingly
unrelated events

Time-Based Correlation

Events that occur within defined time windows can indicate
coordinated attacks. For example, failed login followed by successful
authentication within 5 minutes may indicate credential compromise.

SIEM Correlation Rule Example

RULE: Potential Data Exfiltration

IF (outbound_bytes > 100MB

AND destination_is_external = true

AND connection_time between 00:00-06:00
AND user_login_after_hours = true)

THEN alert_severity = HIGH

notify = SOC_Team

Y

Data Normalization

Transform logs into consistent format for effective analysis and
correlation

Sz

On

Alert Generation

Trigger notifications when correlation rules detect potential security
threats

Threshold-Based Correlation

Alerts can be triggered when event counts exceed defined limits,

helping to identify potential threats such as port scanning or brute
force attacks.



Proactive Threat Hunting

Proactive threat hunting shifts the focus from reactive to active threat discovery. This approach assumes that adversaries may already be present
within the network, prompting analysts to search for indicators of compromise.

Hypothesis Development Investigation
Create specific theories about potential é@ Actively search for evidence supporting or
threats based on intelligence <>\ refuting the hypothesis
Documentation Pattern Analysis
Record findings and update detection rules O Identify anomalies and behaviors that
based on discoveries deviate from established baselines

Developing Hunting Hypotheses

Hunting hypotheses provide a structured approach to threat detection. These hypotheses should be specific enough to guide investigations but
broad enough to capture variations in attacker behavior.

01 02 03

Threat Intelligence-Based Environmental Analysis Behavioral Analysis

Use information about current attack Tailor hypotheses to your organization's Examine deviations from normal activities to
campaigns, such as specific APT group tactics, specific technology stack and potential identify compromised accounts or malicious
to inform hunting activities targeting similar vulnerabilities, such as unpatched systems or actions, such as privileged users accessing
behaviors in your environment. exposed services. unusual systems.

Threat Hunting Query Example

# Hunt for persistence via scheduled tasks
Get-ScheduledTask | Where-Object {
$_.TaskPath -notlike "\Microsoft\*" -and
$_.Author -notlike "Microsoft*" -and
$_.Actions.Execute -like "*.ps1" -or
$_.Actions.Execute -like "*powershell*"

} | Select-Object TaskName, TaskPath, Author,
@{N="Action";E={$_.Actions.Execute}}



Building a Comprehensive Defense Strategy

Effective cybersecurity requires a multifaceted approach that combines network traffic analysis, process monitoring, endpoint detection, and
proactive threat hunting. Analysts must develop a deep understanding of their organization's normal behaviors to spot anomalies that may indicate

malicious activities.

Network Analysis Endpoint Monitoring

Monitor traffic patterns and identify anomalies in communication Track process behaviors, detect masquerading attempts, and
flows, geographic connections, and data volumes identify privilege escalation activities

SIEM Correlation Threat Hunting

Aggregate and correlate security events across all systems to Proactively search for hidden adversaries using hypothesis-driven
identify complex attack patterns investigations and intelligence

Utilizing tools like SIEM and EDR enhances detection capabilities, while structured threat hunting methodologies empower analysts to actively seek
out potential threats before they can cause harm. By continuously refining their techniques and leveraging intelligence, organizations can better

protect themselves against evolving cyber threats.

"The best defense is not just detecting attacks, but understanding your environment so well that anomalies become immediately apparent. This
requires continuous learning, adaptation, and a commitment to staying ahead of adversaries.”



