
Security Baselines & 
Compliance Controls
Establishing standardized security configurations to protect systems and maintain 

organizational compliance



What Are Security Baselines?

Definition & Purpose

A security baseline represents the minimum level of security 

configuration required for a system or network within an organization. 

Think of it as the foundation upon which all other security measures 

are built. These standardized configurations ensure that every system 

meets essential security requirements before being deployed into 

production environments.

Baselines are critical because they create consistency across your 

infrastructure. Without them, each system administrator might 

configure servers differently, leading to security gaps and making it 

difficult to maintain a coherent security strategy. By establishing clear 

baselines, organizations can reduce their attack surface systematically 

and ensure that security controls are uniformly applied.

Key Components

User Account Policies: Password complexity requirements, 

account expiration settings, and default permissions that govern 

how user accounts are created and managed

File System Permissions: Standardized access controls on critical 

directories and configuration files to prevent unauthorized 

modifications

Service Configuration: Which services are enabled by default, how 

they're configured, and what security parameters they must meet

Audit Requirements: What events must be logged and monitored 

to detect security incidents and maintain compliance

Network Settings: Firewall rules, open ports, and network service 

configurations that control system connectivity



Why Baselines Matter in Cybersecurity

Attack Surface Reduction
Every unnecessary service, weak password 

policy, or misconfigured permission 

represents a potential entry point for 

attackers. Security baselines 

systematically eliminate these 

vulnerabilities by ensuring only essential 

services run and all configurations meet 

security standards.

By hardening systems from the ground up, 

you force attackers to work harder to find 

exploitable weaknesses. This defense-in-

depth approach means that even if one 

control fails, others remain in place to 

protect the system.

Consistency & Scalability
Managing hundreds or thousands of 

servers becomes impossible without 

standardization. Baselines ensure that 

whether you're deploying your 10th or 

1,000th server, each one meets the same 

security requirements.

This consistency also simplifies 

troubleshooting and incident response. 

When all systems follow the same baseline, 

security teams can quickly identify 

deviations that might indicate 

compromise or misconfiguration.

Regulatory Compliance
Frameworks like PCI DSS, HIPAA, and CIS 

Benchmarks mandate specific security 

controls. Security baselines provide the 

mechanism to implement these 

requirements consistently across your 

infrastructure.

Compliance audits become significantly 

easier when you can demonstrate that all 

systems are built from approved baselines 

and that controls are in place to detect 

deviations from those standards.



Compliance Controls: Verification & Monitoring

Establishing a baseline is only the first step. Compliance controls are the mechanisms 

that verify baselines are correctly applied and continuously maintained. These 

controls bridge the gap between policy and practice, ensuring that security 

configurations don't drift over time.

Verification involves checking that new systems are properly configured according to 

baseline standards before they go into production. This might include automated 

scanning tools, manual checklists, or configuration management systems that 

compare actual configurations against approved templates.

Continuous Monitoring is equally critical. Systems change over time through 

updates, user modifications, or even malicious activity. Tools like the Linux Audit 

Daemon (auditd) provide real-time monitoring of critical files and system calls, 

alerting administrators to unauthorized changes that might indicate compromise or 

policy violations.

Together, these controls create a feedback loop: baselines define what "secure" looks 

like, verification ensures systems start secure, and continuous monitoring ensures 

they stay that way. This approach is fundamental to maintaining system integrity and 

meeting regulatory requirements in dynamic IT environments.



Lab Overview: Implementing 
Baselines in Linux
01

Define User Account Baseline
Establish standardized security requirements for new user accounts

02

Verify Baseline Application
Check that configurations are correctly applied to user accounts

03

Configure Audit Monitoring
Set up auditd to track changes to critical configuration files

04

Test Compliance Controls
Validate that unauthorized changes are detected and logged

In this hands-on lab, you'll work directly with a Linux system to implement these 

fundamental security concepts. You'll gain practical experience with the command-

line tools and configuration files that system administrators use daily to maintain 

secure systems. By the end, you'll understand not just the "what" of security 

baselines, but the "how" and "why" that make them effective in real-world 

environments.



Command Example: Setting Password Policies

Baseline Requirement

Password policies are a critical component of user account 

baselines. They enforce minimum security standards for 

authentication credentials, making it significantly harder for 

attackers to compromise accounts through brute force or 

dictionary attacks.

The /etc/login.defs file controls system-wide defaults for user 

account creation, including password aging parameters. By 

modifying this file, you establish the baseline that will 

automatically apply to all new user accounts.

# View current password aging settings

grep "^PASS_" /etc/login.defs

# Set maximum password age to 90 days
sudo sed -i 's/^PASS_MAX_DAYS.*/PASS_MAX_DAYS   90/' /etc/login.defs

# Set minimum password age to 1 day
sudo sed -i 's/^PASS_MIN_DAYS.*/PASS_MIN_DAYS   1/' /etc/login.defs

# Set password expiration warning to 7 days
sudo sed -i 's/^PASS_WARN_AGE.*/PASS_WARN_AGE   7/' /etc/login.defs

# Verify the changes
grep "^PASS_" /etc/login.defs

Implementation Commands

Important: These settings only affect NEW user accounts created after the changes. Existing accounts require the chage command to 

update their password aging parameters. This is why establishing baselines early is crucial.



Command Example: Verifying User Account Compliance

# Check password aging for a specific user

sudo chage -l username

# View critical password parameters
sudo chage -l username | grep -E "Maximum|Minimum|Warning"

# Check all regular user accounts (UID >= 1000)
awk -F: '$3 >= 1000 {print $1}' /etc/passwd | while read user; do
  echo "=== $user ==="
  sudo chage -l $user
done

Verification Process

After establishing baseline policies, you must verify they're correctly 

applied. The chage command displays password aging information for 

user accounts, allowing you to audit compliance with your baseline 

requirements.

Verification should be performed on all new accounts before granting 

access and periodically on existing accounts to detect policy drift or 

manual modifications that bypass baseline settings.

What to Look For

Maximum Password Age: Should match your baseline (e.g., 90 

days). Accounts with higher values or -1 (never expires) represent 

compliance violations

Minimum Password Age: Prevents users from rapidly changing 

passwords to bypass history requirements

Warning Period: Should give users adequate notice before 

password expiration

Account Expiration: For temporary accounts, verify expiration 

dates are set appropriately

Document any deviations from baseline and investigate whether they 

represent approved exceptions or security gaps requiring remediation. 

This verification process is essential for demonstrating compliance 

during security audits.



Command Example: Configuring Audit Rules

# Check if auditd is running
sudo systemctl status auditd

# View current audit rules

sudo auditctl -l

# Add rule to monitor /etc/passwd
sudo auditctl -w /etc/passwd -p wa -k passwd_changes

# Monitor /etc/shadow (password hashes)

sudo auditctl -w /etc/shadow -p wa -k shadow_changes

# Monitor sudoers configuration
sudo auditctl -w /etc/sudoers -p wa -k sudoers_changes

# Monitor login definitions baseline
sudo auditctl -w /etc/login.defs -p wa -k login_defs_changes

# Make rules persistent across reboots
sudo sh -c 'auditctl -l >> /etc/audit/rules.d/baseline.rules'

# List all active rules
sudo auditctl -l

Setting Up File Integrity Monitoring

The Linux Audit Daemon (auditd) provides kernel-level monitoring of system 

events. By configuring audit rules, you create compliance controls that detect 

unauthorized modifications to critical configuration files4a key indicator of 

security incidents or policy violations.

Understanding the Flags

-w: Specifies the file or directory to watch

-p wa: Monitors write (w) and attribute change (a) 

operations

-k: Assigns a searchable key name for filtering audit logs

Pro Tip: The key names you assign (like 

"passwd_changes") make it easy to search audit logs 

later using ausearch -k passwd_changes. Use 

descriptive, consistent naming conventions for all 

your audit rules.



Command Example: Monitoring & Investigating Audit Logs
Detecting Baseline Violations

Once audit rules are in place, you need to actively monitor logs to detect compliance violations. The audit system generates detailed records of 

every monitored event, including who made the change, when it occurred, and what was modified. This creates an auditable trail essential for 

security investigations and compliance reporting.

# Search for all passwd file changes
sudo ausearch -k passwd_changes

# View recent audit events (last 10 minutes)
sudo ausearch -ts recent

# Search for changes by specific user
sudo ausearch -k passwd_changes -ui username

# Get detailed event information
sudo ausearch -k shadow_changes -i

# Search for events within time range
sudo ausearch -k sudoers_changes -ts 12/01/2024 00:00:00 -te 

12/31/2024 23:59:59

# Generate summary report
sudo aureport -f

Searching Audit Logs

# Example audit log entry
type=SYSCALL msg=audit(1234567890.123:456): arch=c000003e 
syscall=2 success=yes exit=3 a0=7fff12345678 a1=241 a2=1b6 

a3=0 items=1 ppid=1234 pid=5678 auid=1000 uid=0 gid=0 euid=0 
suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2 comm="vi" 
exe="/usr/bin/vi" key="passwd_changes"

Interpreting Results

Key fields to examine:

auid: Audit user ID (original user, even after sudo)

uid/gid: Effective user/group that made the change

comm: Command that triggered the event

key: Your custom identifier for filtering

success: Whether the operation succeeded

Regular log review is critical. Automated alerting can notify administrators immediately when critical baseline files are modified, enabling rapid 

response to potential security incidents or unauthorized changes.



Key Takeaways & Next Steps

Baselines Create Security 
Foundation
Standardized configurations reduce attack 

surface and ensure consistent security 

posture across all systems. They transform 

security from reactive to proactive by 

preventing vulnerabilities before they can 

be exploited.

Verification Ensures 
Compliance
Regular auditing of configurations confirms 

that baselines are correctly applied and 

maintained. This verification process is 

essential for meeting regulatory 

requirements and maintaining security 

over time.

Continuous Monitoring 
Detects Drift
Tools like auditd provide real-time 

detection of unauthorized changes, 

creating an auditable trail for security 

investigations and compliance reporting. 

Monitoring transforms static baselines into 

living security controls.

Continue Your Learning

Expand Baseline Coverage

Apply these concepts to network services, 

firewall rules, and application configurations

Automate Compliance

Explore configuration management tools like 

Ansible or Puppet for baseline enforcement 

at scale

Study Security Frameworks

Review CIS Benchmarks and STIG guides for 

comprehensive baseline requirements


