Overview of Cryptography

algorithms. This field encompasses both historical and modern techniques, focusing
on the use of keys to encrypt and decrypt data. Understanding the types of

cryptographic methods is crucial for anyone interested in information security.

From ancient cipher techniques to modern computational algorithms, cryptography
has evolved to protect our digital communications. Today's cryptographic systems
form the backbone of secure online transactions, private messaging, and data

protection across industries.




Key Concepts in Cryptography
Encryption Keys
At the heart of cryptographic methods are keys, which are data strings used to encrypt or decrypt information. The strength of encryption is

influenced by the key's length and randomness. Keys can be symmetric, where the same key is used for both encryption and decryption, or
asymmetric, where different keys are employed.

Symmetric Key Cryptography Asymmetric Key Cryptography

This method uses a shared secret for both encryption and This involves a public key, which can be shared openly, and a private
decryption. Both parties must securely exchange and protect the key, which must be kept confidential.

same key.

¢ RSA encryption standard

e Advanced Encryption Standard (AES) e Provides both encryption and authentication

» Blowfish algorithm o Verifies sender identity

e Fast and efficient for large data volumes




Digital Certificates and Public Key Infrastructure

Digital Certificates

These certificates serve as digital verifications of identity, ensuring
that the sender of an encrypted message is indeed who they claim to
be. They function like a digital passport, confirming authenticity in the

online world.
Obtaining a Digital Certificate
Creating a Private Key
O= The applicant_generates a private key and submits a Certificate Signing Request (CSR) to a trusted Certificate Authority (CA). This CSR

contains identifying information about the entity requesting the certificate.

Verification by CA

UQ The CA verifies the applicant’s identity through various means, which can range from simple email verification to more complex
procedures involving legal documentation and business validation.

Issuance of Certificate

Once verified, the CA issues an encrypted digital certificate containing the applicant's public key and the CA's digital signature,
establishing a chain of trust.




Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) supports the distribution of public keys and certificates, facilitating secure data exchanges across networks. PKI

creates a framework of trust that enables secure communication between parties who have never met.

1 Root CA
2 Intermediate CAs
3 End-Entity Certificates

A hierarchy of Certificate Authorities (CAs) exists, with a root certificate at the top. This hierarchical structure distributes trust throughout the
system. Browsers utilize these certificates to establish secure connections, often indicating trust levels visually through color coding in the address
bar.

[0 Browser Security Indicators: Modern browsers display visual cues like padlock icons and color-coded address bars to help users
identify secure, verified connections. Green indicators typically show Extended Validation (EV) certificates, while gray or neutral colors
indicate standard validation.



Secure Sockets Layer and Transport Layer Security

Secure Sockets Layer (SSL)

This protocol manages authentication and commmunication between
clients and servers using both public and private keys. SSL has evolved
significantly since its introduction in the 1990s.

Earlier versions, like SSL 3.0, are now considered obsolete due to
critical vulnerabilities including the POODLE attack. Organizations must
disable these legacy protocols to maintain security.
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Transport Layer Security (TLS)

As the successor to SSL, TLS is often referenced alongside SSL but is
not interoperable with it. TLS represents the modern standard for

secure communications.

The TLS Handshake Protocol_allows clients and servers to securely_

exchange keys and establish an encryption algorithm before data

exchange begins, ensuring end-to-end security.

02

Client Hello

Client initiates connection and sends supported cipher suites

03

Server Response

Server selects cipher suite and sends certificate

04

Key Exchange

Both parties securely exchange encryption keys

Secure Communication

Encrypted data transmission begins



Conclusion

Cryptography plays a vital role in securing information through various methods, including symmetric and asymmetric key systems. As cyber
threats continue to evolve, understanding these foundational concepts becomes increasingly critical for IT professionals.

Encryption Methods Digital Certificates & PKI SSL/TLS Protocols

Symmetric and asymmetric key systems Essential for verifying identities and Modern protocols ensure secure data
provide different approaches to securing establishing trust in digital transmission between clients and servers
data, each with unique advantages for communications across the internet. in web communications.

specific use cases.

Understanding these concepts is fundamental for navigating the complexities of modern cybersecurity. As you continue your journey in
information security, remember that cryptography is not just about algorithms—it's about protecting the privacy, integrity, and authenticity of

information in an increasingly connected world.



