
Mapping the Digital World: 
Inside Network Addressing
Understanding the fundamentals of how devices communicate across networks is 

essential for any IT professional. Network addressing serves as the foundation of 

internet connectivity, determining how data packets find their destinations across 

the vast digital landscape.

This comprehensive guide explores IPv4 addressing principles, the evolution from 

classful to classless systems, and the critical role of CIDR in modern networking 

infrastructure.



IPv4 Addressing Fundamentals
IPv4 addresses form the backbone of internet communication, using a 32-bit 

addressing scheme that creates over 4 billion unique combinations. Each address 

consists of four octets (8-bit segments) separated by dots, with values ranging from 

0 to 255.

Example: 192.168.1.100

192 = First octet (Network portion)

168 = Second octet (Network portion)

1 = Third octet (Subnet portion)

100 = Fourth octet (Host portion)

Originally, IPv4 addresses were divided into three primary classes (A, B, C) with fixed 

boundaries, leading to significant inefficiencies in address allocation and rapid 

address space exhaustion.



The Problem with Classful 
Addressing

Class A Networks
Range: 1.0.0.0 to 126.0.0.0

Example: 10.0.0.0/8

Supported 16.7 million hosts but 

most organizations never used even 

1% of allocated addresses

Class B Networks
Range: 128.0.0.0 to 191.255.0.0

Example: 172.16.0.0/16

Provided 65,534 hosts but created a 

gap between small and large network 

needs

Class C Networks
Range: 192.0.0.0 to 223.255.255.0

Example: 192.168.1.0/24

Limited to 254 hosts, insufficient for growing organizations

Fixed class boundaries caused massive address waste and made network scaling 

nearly impossible. Organizations were forced to choose between too few or too many 

addresses.



CIDR: The Game-Changing Solution
Classless Inter-Domain Routing (CIDR) revolutionized IP addressing by eliminating rigid class boundaries and introducing variable-length subnet 

masks (VLSM). This breakthrough technology uses slash notation to specify exactly how many bits represent the network portion.

01

Flexible Prefix Lengths
Example: 203.0.113.0/25 (25 network bits, 7 

host bits = 126 usable hosts)

Organizations can now receive precisely the 

number of addresses they need

02

Hierarchical Addressing
Example: ISP block 203.0.112.0/22 can be 

subdivided into four /24 networks

Enables efficient address distribution and route 

aggregation

03

Route Summarization
Example: Networks 10.1.0.0/24 through 

10.1.3.0/24 summarize to 10.1.0.0/22

Reduces routing table size and improves 

internet scalability



Benefits of CIDR Implementation

Efficient Allocation

Before: Company needs 500 IPs, gets Class B (65,534 IPs) - 

99% waste

After: Company gets 203.0.113.0/23 (510 IPs) - 2% waste

Faster Routing

Example: 256 separate /24 routes aggregate to single /16 

route

Reduces router processing time and memory requirements

CIDR extended IPv4's lifespan by decades, enabling the internet's 

explosive growth while maintaining performance and scalability.



Subnetting in Action
Subnetting divides larger networks into smaller, manageable segments, improving 

security, reducing broadcast domains, and enhancing overall network performance.

1

Original Network
192.168.1.0/24

Single network with 254 usable host addresses (192.168.1.1 - 

192.168.1.254)

2
Subnet 1: Sales Department
192.168.1.0/25

126 usable addresses (192.168.1.1 - 192.168.1.126)

3
Subnet 2: Engineering Department
192.168.1.128/25

126 usable addresses (192.168.1.129 - 192.168.1.254)

This segmentation isolates broadcast traffic, improves security through access 

control, and enables more granular network management policies.



Supernetting: Route Aggregation
Supernetting combines multiple contiguous network blocks into a single CIDR block, 

dramatically reducing routing table entries and improving internet efficiency.

Real-world Example:

Four consecutive /24 networks:

203.0.112.0/24

203.0.113.0/24

203.0.114.0/24

203.0.115.0/24

Aggregate to: 203.0.112.0/22

This aggregation reduces four routing table entries to one, while maintaining complete 

reachability to all 1,024 addresses (256 × 4 networks).



Longest Prefix Match Routing
Routers use the longest prefix match algorithm to determine the most specific route 

for packet forwarding, ensuring optimal path selection and accurate delivery.

1 Routing Table Entries
0.0.0.0/0 (Default route)

192.168.0.0/16 (Corporate network)

192.168.1.0/24 (Sales subnet)

192.168.1.100/32 (Specific host)

2 Destination: 192.168.1.100
Router evaluates all matching prefixes and selects the most specific: 

192.168.1.100/32 (32-bit match wins)

3 Result
Packet forwarded via the most specific route, ensuring optimal delivery 

path and network efficiency



Key Takeaways & Future Outlook

CIDR Success

Example Impact: Reduced internet 

routing tables from projected 

millions of entries to manageable 

thousands

Extended IPv4 lifespan by 20+ years 

through efficient address utilization

Ongoing Challenges

Current Status: IPv4 exhaustion 

reached in 2011, regional registries 

depleted

CIDR bought time but couldn't solve 

the fundamental 32-bit limitation

IPv6 Transition

Next Generation: 128-bit addressing provides 340 undecillion addresses

Built-in CIDR principles with enhanced features and simplified configuration

CIDR fundamentally transformed internet architecture, 

proving that innovative addressing schemes can solve 

scalability challenges. Understanding these principles is 

crucial as we transition to IPv6 and beyond.


