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Reflex History

2000 — Reflex Security Founded to focus on network security

2001 — First Intrusion Prevention System (IPS) shipped

2006 — First virtualization product released (Virtual Security Appliance)
February 2008 — Decision to focus exclusively on virtualization & Cloud

April 2008 — Seed investment in the new virtualization business — Complete
restart of and restructuring of the company — Reflex Systems LLC

April 2008 — New CEOQ, Pete Privateer starts
August 2008 — First release of Reflex’s Virtualization Management Center (VMC)

September 2008 — Reflex's VMC wins best virtualization security & best of show
at VM World

December 2008 — Reflex Systems achieves first $1M in sales
March 31, 2009 — Reflex Systems LLC closes $8.5M Series A funding round

Today — Over 80 customers and Growing!
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Virtualization Benefits & Challenges
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Reflex Virtual/Cloud Infrastructure
Management & Security Platform

Automate, Integrate and Correlate
|

Configuration Mgmt.

(vProfile)

(vTrust)

Virtual & Cloud B.\Ylelalite}elafe R ele]aelelIF-Tale]=] Security/Segmentation
Infrastructure

Virtual Center

-

Compliance
I N N N
Performance
A N N N
Capacity
B I N S
Virtual IDS/IPS
I I S S
Compliance
I I I S
Automation

Asset/Inventory
o 0
Virtual Firewall
I N N
Segmentation
I N N S
Access Control
NN
Profiles
I T N S

Virtualization Management Center (VMQC)

* Discovery/Mapping * Policy Automation ®\D]=]

* Visualization * Scripting * VOQL

* Central Alerting * Event Correlation * Cloud API

» Event Correlation » Central Reporting « 31 Party interface
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Virtualizati

on Management & Security

@ Reflex Virtualization Management Center

ﬁ Track Changes &3 |

Name New Value User Revig =

228

running DEMO\reflex

stopped DEMO\mwronski 145
t,4 vmservice-vsv Deleted vSwitch Exists True False DEMO\reflex 181 -14 14:17:43 |
2. Installed Applications £2 B = | Oy & urity Alerts &2
Name Version - - 1 Event Type
VM Network VMs 2) ' ProdNet VMs e Y
VMware Tools 3127193 I — T B Microsoft DNS WPAD Sp
VMware Update Manage 1.0.0.63995 — = ' IS Microsoft DNS WPAD Sp| |
VMware vCenter Server  4.0.0.7797 = I‘—_ﬁ E S Microsoft DNS WPAD Sp
VMware VirtualCenter Se 2.5.0.64237 TLS_VMC_RC3  Vuln o N Microsoft DNS WPAD Sp
VMware VIX 1.00.0000 T N picrosoft DNS WPAD Sp
VMware vSphere PowerC 4.0,0.1580 ! - - - ACK Scan
WebFldrs 9.00.3501 ‘a o - B \icrosoft DNS WPAD Sp
Windows 2000 Hotfix - KI us 1.10. IS Microsoft DNS WPAD Sp
Windows Imaging Comp 3.0.0.0 BN picrosoft DNS WPAD Sp
Windows Imaging Comp 3.0.0.0 BN Microsoft DNS WPAD Sp
Windows Installer 3.1 (KB 3.1 S Microsoft DNS WPAD Sp
Windows Internet Explore 20070813.18 T | mim—\mﬂ mu‘q WpAD ?n a2
Windows Internet Explore 20070813.18 1
Windows Server 2003 Ser 20070217.02 LE Al UL | ;""f Microsoft DNSWPAD |
. poofing
Windows Server 2003 Ser 20070217.02 Time: 2009-08-10 13:16:49
(e Source MAC:00:50:56:92:13:60 -
winpcap-nmap 4 wSwitehd § Exte Source IP:  17216.248
TR o1 Sastie xieing DestMAC: 00:0C:29:FF:8A:22
Dest IP: 17216.24
e Description: A spoofing vulnerability
sts in Microsoft DNS Server which
Lﬁ.’; L l_—l_l 1 v a man-in-the-middle
« | A 1 » attac rmed. The
o 07 vulnerability’ he way DNS
£99 at Aug 11, 2009 18:54, Range 4 day(s) [7] Timelne [¥] 09 T e oo Server handles dyn te
registration messages. Rel = Legend
=] JAUn 04 Aug 06 JAug u{ VAugltl  Aun 13 ,”g 15 \Aug 1 attackers can exploit this vulnera &M " A =
. el by sending a crafted WPAD 5 Memery Usage {Average) x & |
] All Alarms 53 ™~ =
Object Name Current Assigned to Last Updated ’ + | Transitions =
2009-08-18 12:35:53 @ to A\ |
B esx-6.demo.reflex Host Has changed Q 2009-08-17 17:14:18 2009-08-18 12:39:53 4\ to 0
14 vSwitchl Virtual Switch Has changed Q 2009-08-1717:14:18 K 2009-08-18 13:04:55 €3 to A\
.2 Vuln Scan Virtual Machine Memory Usage Q 2009-08-18 15:00:03  |2009-08-18 13:10:55 4 to [x]
NNO_NR_1R 12.IN.56 £ +n ik |
g N hezi@vmc-1.demo.reflex
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Monitoring & Compliance - vWatch

Virtual & Cloud BYlelaliteleialeWAeelalol[EIale=)

Infrastructure _(vWatch)

Virtual Center l
ESX Host 2 |8
= ©
Guest (VM) 2| €
Network s | =
etwaor S &
Storage l

Capacity

Asset/Inventory

Virtualization Management Center (VMC)

* Discovery/Mapping * Policy Automation ®\D]=]

* Visualization * Scripting * VOQL

* Central Alerting * Event Correlation * Cloud API

» Event Correlation » Central Reporting « 31 Party interface
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Topology Mapping

ent Center - 12 day(s) until expiration

61 Reports OO Administration

-
esx-1.demo.reflex = Information

vSphere Name nikv-1

Parent B DC1
E 1 Distributed Yes
esx-9.demo.reflex Type Cisco Nexus 1000V

Version Cisco Nexus 1000V
ﬁ -

= Contains
Unconnected PNics

Unused_Or_Quarantine_Uplink
Sg Unused_Or_Quarantine_Veth

- H B8 system-uplink
m 2 g Sg vm-uplink
:.A': : L5 88 data1
szitthOEaniCD S I r = Performance Data
vSwitch0 vTrust-esx-8.demo.reflex - o

Memory
vc3.demo.reflex Diske

Network

T A

vmservice-vswitch

el

n1kv-1:vmnic1

< »

e Jul 24, 2009 02:09 to
Timeline [¥] 3 24, 2009 14:44 E]

e |

mike@\}mci i.(iémt;.reﬂex

#157 at J




Storage : Visibility

Reflex Virtualization Management Cenf
—

— . .

Deviet
Demo Production Metworks i

m

&

» ¢ @ @ § @@

vmnic2 vme-2 (Alpha 2.6) wme-1 (R0GA)  vCenter (25) vCerten(4 0) PPC BDG vMC.a (2p) Yt vmnic
Storage pi |
p p
Mappings t:j t:j
A = A =
”
vmhba34:C0:TO:LO ) vmhba32:C0:TO:LO 8

I | 3

Jan 20, 2010 14:35 to
#2,730 at Jan 21, 2010 14:25, Range 1hour(s) [¥] Timeine [V] 120 21, 2010 14:25

= 1600 1800 \Z0:00 \22:00 \0:00 \2:00 400 600 \8:00 L10:00 \1z:00 : ‘140: =
(=1

d [

Topology Filter

cluster.name centains production project vm|expand pnic| expand pg

3
g & & r mwronski@demo.reflex@vmc-1.demo.reflex
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Visibility, Correlation & Troubleshooting

What, Where, When, Why something went wrong
Assign to users for resolution

| Topology Alarms &2 l 'in @ =8
- ) ) Transitions
Virtual F! - - P - -
e OAQ OAQ 2009-02-1914:28:28 D to 3
Object Name Current Highest Last Updated Closed 2009-02-19 14:31:28 €3 to @
cablereflex Virtual Machine Memory Usage [v] o 2009-02-19 14:59:28 2009-02-19 14:59:28 Definition _ _ )
cable.reflex Virtual Machine CPU Usage (V] A 2009-02-19 14:52:28 2009-02-1914:52:28 | Yellow when virtual machine CPU Usage (Average] is above 75%
cablereflex Virtual Machine CPU Usage [V] [x] 2009-02-19 14:31:28 2009-02-1914:31:28  2nd Red when virtual machine CPU Usage (Average) is above 0%.
i cpu | bl Memory 32 QEE~ -0

|25 Memory Active (Average) L)
=

See what changed and who
changed it

&

1,000,000
# Track Changes &2 l
sa0,000
Added, Modil ~
g - S N B 4 5 o
Name Change Type Property Old Value New Value User Medificationtime | e
a VMS 17:00 N
= Legend
o Datacenterl BP:emlryA(live (Average) =%
B stark.reflex I cablereflen I pepperrefiex
cable.reflex [ £ Memory zero (Average) v x|
[#8 Network Adapter 1 Modified Guest VNIC Metwork Name VM Network VM Metwork Secured Administrator 2009-02-19 14:48:18 1,200,000
1,000,000
800,000 —
% s00,000 4
o000
200,000 —
o T T
150 1600 17300
emary Zero (Average) =xa

See what affect changes had on
other systems historically  :;

T T
15:00 16:00 17:00
£ Legend
=] Memary Reserved Capacity =X
— stark refler
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Automating Datacenter Policy

Policy management: Monitoring
infrastructure changes

P C s

Infrastructure policy generates an alarm:
- Physical network adapter was changed

B by pce

g Lt
Name Current  Highest  Last Upd;ted Closed ;6;9"’;‘;0;02 26:50 @ to ©
Interface Speed [x] Q 2009-08-26 02:26:50 - °

= ., 08. oy Definition
Virtual Machine CPU Usage o o 0008 26022658 2009-08-2602:26:54 Interface vmnicO on host esx-6.demo.reflex has a link speed of 10 half

AN P A ey [

O s -
. . J
Conmere Coment dem:
: Bl il g BN o s By -"J-.__—-—‘..‘.J_p»_.ob,_r‘_‘_"I-u-.t“\f“‘”"\ﬂww."‘"‘l _ﬂ‘::y
S Com T
Alert: Hosts with 10M link speed
ReflexVMC@reflexsystems.com
ent: Wed 8/26/2009 2:27 AM
(i o [ [ ] i Moort

* Interface vmnic® on host esx-6.demo.reflex has a link speed of 10 half.

nnnnn

Receive emall - Infrastructure
change and the impact on
performance

kﬁ\«...,m N A A NA SR A AU Ry N M

..... Al ol O sy . i Ml g el A Bl Aok B e By s e i P e,
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Over 150 Performance Metrics

(¥ Reflex Virtualization Mana

& Memery 5 Q) = O ||g® Diskl/0 2 Q] =
: Memory Active (Average) v B X  Memary SwzpIn (Aversge) v B X i Memory Shared (Average) v R X & Memory Granted (Average) = [ | i Disk Command Aborts - 1 x 3 Disk Command Latency - 1 x 3 Disk Wrte Rate -~ a2 x [[&
1 1,050,000 B 1 D e e e e Ed B
1,000,000 | 3 pis4 | 1266 | 12058 | 1300 | 13102 | 13304 20 z
eanom 140,000 350,000 = ~ i: i
. 40,000 L. ten0m an0,000 E B
* 200000 ER & 140,000 & o z w15
g L2000 250,000 g H 0
o 100,000 00,000 g "] £
1200 pelfpaliA 30 pebpaeRl 750,000 - a L A B
i . ! 0,000\ T P A A N T A 1254 1256 1256 1300 1302 1304
AT 000 T T ! ! ! ! ! T © Legend
feise 1266 125 1300 1302 13:04 1254 12156 12158 13100 13102 130 T =1 Disk Write Rate % @
E Legend E Legend £ Legend E Legend Legen . =
= Disk Command Aborts ® & — captain.refles(umhbaz:0
| Memory Active (Average) I Memory Swap In (Average) = 3 [A] = Memory Shared (Average) I Memory Granted (Average) mmand A = "
— captainyaflex — captainafles — captainefies — captainaflex -  Legend -
— pepperrefie: — pepperrefie: — pepperrefie: — pepperrefie: | Disk Commands 1553z Disk Command Abnrt{ =] Disk Command Latency X &2 |5 Disk wirite Rate | |#¢ Disk Read Rate I
5 Quick Navigator 52 10 & & T | Performance v & Summary 52 g1 =
* | CPUUsage (Average) v B ox
a

= Infi
captain.reflex [

Name VM Network
L L Management Network Vilkgrnel Parent T stark reflex
i1 pepper.reflex

R starkc reflexivmnico peppefreflex canfain.reflex = VSwitches .

B starkc reflexivmnict Switch : stark. @

B stark reflexivmnica stark reflexvmnic3 El
Wanagzmen Network VI Ngtwark 3

) vmnet_vmnicl

12:54 1265 1256 1257 1268 1269 1300 1301 1302 1303 1304 1305
ELegend

[ CPU Usage (Average) =x @A
H [ captainrefler [ pepper.refes

& Network E@} =] stark reflexvmnic0 : Usage (Average) - o x

l (3B an) aBesn{0MIaN Kz l appjed Dl

& Network Data Receive Rate ~ o x (8 CE
35
il B 2
5 wmnet_vmnict
= 25
=20
z
O V.
stark.reflexvmnict 10 y {
12:54 12:56 1258 1300 1202 1204 " s 7 ’/‘/’ { 7
: : : : Y : i \ 0 v . V%
[ Legend l Z
[= Netwaork Data Receive Rate ¥ Dec 10, 2008 11:52 to 1254 12085 1256 1287 1258 12 !
X @ #2 ot Dec 10, 2008 13:05, Range 11 minuta(s) [7] Timeine [7] p2F 102008 1o = 1253 1300 1300 1302 1303 1304 1305

W pepper.refestannn) [ captain reflex(4000)

E,—H = Legend
(1200 (1215 (1230 1245 L1200 =1 Disk Usage (Average) =x@m
=1 I captainurefler I pepperirefies

5 2 CPU 2 =g
2] A S | ¢ 2 Menery s (Average) - ax
: i 1 t3 i CPU System v B X & CPU Wait v B ox

Network Data Transmit Rate g x

1254 y L& CPUEsira - 0 | -
[= Legend -
00 20,000
(=] Netwaorlc Data Transmit Rate =X i 504 I /T -
M pepperaefenon) [ captain refex(4000) = 13,500 = — 1 1 N e N .
El 204 —
= s 3 10 -
% Network Packets Received v 8 X aNet g X 7 2 T 18500 -] HER
2 E] e g
g a2 1 9 18,000 B
g o0 = B 2 204 —
2 v E 17,500
g an 10
2 O U O e S 17,000 ——T—= N
- =/ Legend 1254 1266 1258 1300 1302 1304 = CPU System =x@mE 1254 1256 1265 1300 1302 1304 1254 125 IzEE 1267 1256 1289 1300 1301 1302 13203 1304 1305
|| [ Netwark Packets Received b [ Network P2 [ Legend et _DEWEWHE@)— [ Legend ) Legend
— pepperireflei(3000) — pepper.reflen [ CPU Extra =x @A [ CPU Wait =x @A ] Memory Usage (Average) =x @A
— captainreflex(4000) — captain.reflext tainreflexti)) m f cru System |5 oL aumrarteed — captain reflex(l) — pepperreflextil) — captainurefler — pepperurefie

& rellex@172.1mm@ %)
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Security Management - vTrust

Virtual & Cloud
Infrastructure

Virtual Center

ESX Host

Guest (VM)

Network

Storage

(vTrust)

Virtual Firewall
A T N
Virtual IDS/IPS

Segmentation

Access Control

Security Management

Virtualization Management Center (VMC)

* Discovery/Mapping
* Visualization

» Central Alerting

» Event Correlation

* Policy Automation
* Scripting

» Event Correlation
* Central Reporting

« CMDB

« VQL

* Cloud API

« 31 Party interface
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Segment The Virtual Infrastructure

Dynamically partition the virtual infrastructure
using software, not hardware

Create Trust Zones or groups of virtual
objects with different network
communication policies.

Reflex Systems Proprietary & Confidential



ext Generation Virtual Firewall

[ Zones| [ Inventory @ @ ~ 0| 0 webApplication rules 53 =g
All Enabled
CRM
oMz Action Source Destination Source services Dest services Log
ERP a @ zonelnternet @ tagiweb ALL web o Edit
Internal @ O tgwen © tagiapp ALL web o
Internet e @ tag:app @ tag:db ALL Oracle o Remove

-

Policies

WebApplication

[ Policies| T Services 2000~ 0

Default Header
WebApplicaticn
DMZ Policy
Default Footer

m

Zones SO YD

CRM
ERP
Internet 4 [ m

AppSnrd

Filter Diagram ¥




Automating Security Compliance

PCIl Zone - Credit Cards Quarantine the PCI

Transaction Servers : : . i
S i - Email alarm with detall Server that violated
i compliance

Information about the | .
o i
PCI violation ‘

Alert: Unencrypted traffic on PCI Network

ReflexVMC@reflexsystems.com
Sent: Wed 8/26/2009 3:48 PM
Hezi Moore

| »

The following guests have violated PCI DSS Requirement 2.3

[PCI-DSS] 2.3 Encrypt all non-console administrative acce
administrative access.

* Guest TransSrvr2 on host esx-6.demo.reflex.

** Guests have been quarantined.

<«

PCI Violation Alarm DSS 2.3 unencrypted HTTP communication

Ll o =]
Name Current Highest  Assigned to Last Updated Closed Transitions
PCl Violation ® (%] 2009-08-26 16:30:29 2009-08-2616:30:29 | 2009-08-26 15:17:27 @ to 3
PCl Violation - | 2009-08-26 16:30:29 2009-08-26 163029 | 7009_0826 16:30:29 €3 to @
Definition
Violation of DSS 2.3: Guest TransSrvr2 on esx-6.demo.reflex is
communicating unenc rypted HTTP.
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Extending Firewall to Storage

[ Zones| O Inventor o - O PClrules &2 |0 DMZ rules | & VDI rules
oy
All [¥] Enabled
Applications -
CRM Action Source Datastors
DMZ Permit wm tags contains DB vDisk_Share3:LUN2 Edit.
ERP Permit vm tags contsins WEB vDisk_Share3:LUN4
pcl ALERT email; operator@domain.com Remove
Preduction SCRIPT Jfreflex/scripts/QuarantinevM1
Quarantine Up
sas70
al [ 1 S DNown
[ Diagram View F-B
vDisk_Share3
DMZ | |

DbSnri_LV  DbSnr2_LV

|

m

-

WebSnr WebSmnr2

3 Policies| Samcas| B’l 00O ~18

vDisk_Shared

PCI
DMZ
Applications Quarantine Production 5as70 CRM
ERF All -
1 m r
b
Zones (R

Apply Filter | [¥] Filter as T type

Reset Default Policies
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Configuration Management - vProfile

Virtual & Cloud Configuration Mgmt.
Infrastructure (vProfile)
Virtual Center l l
ESX Host I S

n c —

Ly g5
Guest (VM) 2 l ?El :

D_ +—
Network l S E
Storage l

Virtualization Management Center (VMC)

* Discovery/Mapping * Policy Automation ®\D]=]

* Visualization * Scripting * VOQL

* Central Alerting * Event Correlation * Cloud API

» Event Correlation » Central Reporting « 31 Party interface
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Configuration Change Management

Track every change, at any point in time
Throughout the entire infrastructure

7 Track Changes &2 l

Mame Change Type
Modified
[ Network Adapter 1 (2)
{as vSwitch3 Protected
(A vSwitchO
L= VSA-esx-5-vSwitch3 (2)
Modified
Deleted
B Network Adapter 3 Deleted
B8 Network Adapter 2 Deleted
B8 Network Adapter 1 Deleted
- comp-swrl
ﬂ ved.demo.reflex
D1
_l esx-1l.demo.reflex Modified

¥ vSphere
s,

#137 at Jul 10, 2009 16:45, Range 2 hour(s) [¥]

JB:00 (800 o:on

1200

Property
Guest Power State

Guest Power State
Guest Exists

Guest VMIC Exists
Guest VMIC Exists
Guest YNIC Exists

Host Connection State

Old Value
stopped

running
True
True
True
True

connected

Mew Value

running

stopped
Falze
False
False
Falze

unresponsive

User

unknown

DEMOvrmwronski
DEMOvmwronski
DEMOvmwronski
DEMOvmwronski
DEMOVmwronski

DEMONreflex

ES y

Revision® Modificati‘;n time

132 2009-07-10 16:29:33 ‘
116 2009-07-10 15:50:47

118 2009-07-10 15:54:06

118 2009-07-10 15:54:06

118 2009-07-10 15:54:06

118 2009-07-10 15:54:06

130 2009-07-10 16:13:35

Timeline-based monitoring to visualize the past

(20:00

(2200

\0:00

Timeline E'

(200

Jul 10, 2009 04:45 to
Jul 11, 2009 04:45 E
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Host Configuration Visualization

*Visualize Differences
*Analytical Heat Map =
*Ad-Hoc Remediation

*Multiple Profiles per Host | .. /
«Compare Hosts or Profiles = -
*Exclusion Masks | | ' ' - -

datastore NetApp Software Repository remote_host
ot present rue host. fw_erabled_sarvices B
Post.nkp_servers v Notset AL host. fv_erabled_servces. Automated Avakabity Manager
] host. fv_srabied_services.CIM L9
ntprefiex 1 2 host.fu_enabled_services,CIM Sease Server
host, fw_erabled_services.CoM Server
host. fw_erabled_services NTP Clent
hott. fwy_erabled_services, S5H Server

Add To Row Area

| Show only dfferences Export to Excel

g REFLEX ool ] : Reflex Systems Proprietary & Confidel'n';ia}l“."/:.v‘:,



Host Configuration : Remediation

Dashboard

e L Apply Filter
Reports Compare all hosts

in the cluster named
' : cluster.name = VDIZ3 VDI23 [ Profile_clobal Baseline(s)
Configuration Profile_ §
Profiles [ Profilea_EULA
Info

Hosts

against

Hardware
wauling

Management Areas where the Visual "Heat Map" of differences
hosts/profiles/baselines between h.PStE.'. and baselln_es, Where
Vs differ. Every cellis a spots are "hot" there are differences
unique proper'ty on a host i The hotter the areas, the greater the
Storage differences are

Tickets

Property host.advanced_properties. MF5. MaxWolumes User clicked hot spot
Jebs showing view of
Differences property name and
This is a Pivot Table to angelina reflex commaon/differing
compare/contrast properties from diablo.reflex values on hosts Qucik Froperty

hosts/profilesibaselines) testify_reflex name filter

Common Value & Field LisgDrag ltems 1o the Pivot Grid):

- NFS

Crop Filter Fields Here

Drop Data Fields Here host.wersion E] host.adwvanced_properties. MFS. HeartbeatTimeout E] host. advanced_properties. NFS. DiskFileLockUpdateFreg

=V Mware BX\0.0 build-154009 | = VMware ESX Server 3.5.0 build-110181 | = VMware E | host.advanced _properties.NFS.HeartbeatDelta
host.adwvanced_properties. MFS. M axVolumes 5 “ |5 |5

host.advanced_properties. MFS.HeartbeatFrequency
=) | host. advanced_properties. NFS.HeartbeatM axFailures
host.advanced_properties. NFS.IndirectSend
By Host. Version in hosI.ad\fanced_propen?es.NFS.LocKDisaDIe :
" the columns host.advanced_properties. NFS. LockRenewMaxFailureMumber
MNFS MaxVolumes host.advanced_properties. MFs. LockUpdateTimeout
per row host.advanced_properties. NFs.ReceiveBuffersize
host. advanced_properties. NFS.SencBuffersSize
host. advanced_properties. MFS_SyncRetries
host. advanced_properties. NFS.UDFRetransmitDelay
Over 15QO Host host.advanced_properties. NFS_ VolumeRemountFreguancy
properties to
compare against.
DragnDrop into
Pivot Table

[« [»] [Add To| [Row Area ~|

Show only differences

isergeev@l72.16.8.150




Software Asset Management

Track and monitor installed

applications on VMs

‘No Agents to Install
‘Independent of Power
State
*Policy Criteria

‘NAC

*Posture Checking

*Maintain Compliance

Microsoft SQL Server 2005 Tools Express Edition 9.2.3042.00
Microsoft SQL Server 2005 Express Edition (SQLEXP_VIM)  9.2,3042.00

Microseft SQL Server 5etup Support Files (English) 9.00.2042.00
Microsoft SQL Server VS5 Writer 9.00.3042.00
Microsoft SQL Server Mative Client 9.00.3042.00
Microsoft Visual C++ 2005 Redistributable 8.0.56336
MEXML 6 Service Pack 2 (KB254459) 6.20,1099.0
MEXML 4.0 SP2 (KB954430) 4.20.9870.0
MSXML 4,0 SP2 (KB936181) 4,20,9848.0
VMhware vCenter Server 4.0.0.7797
vCenter Orchestrator 4.0.0.4240
VMuware Tools 31.2.7193
Microseft MET Framework 3.0 Service Pack 1 31.21022
Windows Imaging Compeonent 3.0.00
Microsoft MET Framework 2.0 Service Pack 1 21.21022
Mozilla Firefox (2.0.0.6) 2.0.06 (en-US)
Update for Windows Server 2003 (KB927831) 5

Security Update for Windows Server 2003 (KB924667-v2) 2

Saruritie Llndate frr Windmsee Sencer 3002 (KROAA222 .07 2

Ay Ny A ANy By

< | i

Key Value
<name= Windows Server 2003 Service Pack
NoModify 1
NoRepair 1
TSAware 1

— Publisher Microsoft Corporation

DisplayMName Windows Server 2003 Service Pack 2
UninstallString "CAWINDOWS\SMtServicePackUninstall $\spuninst\spuninst.exe”
HelpLink http://support.microsoft.com?kbid=9149561
DisplayVersion 20070217.021455
RegistryLocation HKLM\SOFTWARE\Microsoft\Updates\Windows Server 2003\5P2\KBI14
ReleaseType Service Pack F
InstallDate 20070829 }

-, - = == Sl _" 3
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Storage : Tracking and Policy

- LUN to VM

- HBAto VM

- VMFS to VM

- Snapshots

« VM OS Partitions

- VMFS Disk Utilization (Reserved Space)
- VM OS Partition Disk Utilization (Actual Utilization)
- Use Cases

- Security and Infrastructure Policy
- Asset Classification
. VQL Queries
Show all VMs with multiple OS partitions
- Show all VMs on a particular datastore
- Show all VM’s with OS partitions at over 80% capacity
- Show all LUNS at over 80% capacity
- Show all VM’s linked to a specific VMFS file

«  Comprehend all storage relationships e @
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Reflex VMC: VQooL

Virtualization Query Language

- Patent Pending
- Natural Search (Google) /

- Structured Search (SQL) [?
- Zone Definition T
- Policy Binding T
- Data Classification

Semice Con\sole

Cluster NIC

Sva i3
VQL Help #  query Editor ()7 ]
Marme Property Type E‘ pg.promisc = true project vm without vmavsa = true -
Virtual Machir vm . .
Host Server host
Port Group  pg Query results 1 results (0.026 seconds) E
tags COLLECTION =
revision_id LOMNG Name Type
handle STRIMG TestHost Virtual Machine
config_id LOMNG
distributed BOOLEAM < | 1 3
promisc BOOLEAM -
date DATE MName Value =
type STRING config_id 1309 |i|
identity LONG cpu 2
mac_change BOOLEAN cpu_limit 1
name STRING = IS 0
it DAL AR E-| cpu_shares 2000
< I | C date Tue Sep 22 14:59:14 EDT 2009
VQL Types .~ VQL Keywords) exists true -
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Service Catalog Capabillities

- Per Guest
- Firewall, IDS/IPS, WAF, DLP
- Software Inventory
- Configuration management
- Profile management
- File Integrity
- OS Compliance
- Performance Statistics
- Process Monitoring
- Performance monitoring
- Scheduled Reports
- Event correlation & alerting
- Policy Automation
- Etc.
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Reflex Industry Awareness
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