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GENETIK ALGORITMA KULLANILARAK
EGITILMIiS SABLON ESLEME
YONTEMLERIYLE MEME BOLGESININ
BOLUTLENDIRILMESI VE KIiTLELERIN
TESPIT EDILMESI*

Serhat OZEKES?
Ali Yilmaz CAMURCU?

1. GIRIS

Bilgisayar destekli tespit (BDT), ileri goriintii isleme ve
Oriinti tanima teknikleri kullanilarak radyoloji uzmanlarina
medikal  goruntilerdeki  anormalliklerin  tespit  edilmesi
calismalarinda yardimci olunmasidir. BDT, teshis asamasinda
radyologlara destek verecek faydali ¢ikarimlar saglamasi, karar
vermeyi hizlandirmasi, insan hatasinin teshisteki yerini azaltmasi
ve saglik sektoriinde maliyetleri diisiirmesi gibi avantajlarindan
dolay1 tibbi goriintiiye dayali bilgisayar destekli teshis teknikleri
glinlimiizde 6nem kazanmis ve giincel teknolojilerden biri haline
gelmistir.

Tip alaninda kaydedilen teknolojik yeniliklerin temel
olarak iki amac1 vardir: insanlara saglanan saglik hizmetlerinin
kalitesinin arttirilmas1 ve saglik sektoriindeki maliyetlerin
diistiriilmesi. Bu ¢aligma sonucunda ortaya ¢ikan uygulamalarin

1 Bu galisma Serhat OZEKES'in Tibbi Gériintiilemede Bilgisayar Destekli Tespit
isimli doktora tezinden {iretilmistir.

Prof.Dr., Marmara Universitesi, Teknoloji Fakiiltesi, Bilgisayar Miihendisligi
Bolumi, serhat.ozekes@marmara.edu.tr, ORCID: 0000-0002-7432-0272.

3 Prof.Dr., Fatih Sultan Mehmet Vakif Universitesi, Mithendislik Fakiiltesi, Yazilim
Miihendisligi, ycamurcu@fsm.edu.tr, ORCID: 0000-0003-1409-9905.
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her iki konuda da tip diinyasina 6nemli yararlar saglayacagi
diistiniilmektedir. Mamografi, meme kanseri taramasinda temel
yontemdir. Meme gorintllerinde rastlanabilen anormalliklerden
bazilar1 kitleler, mikrokalsifikasyonlar ve yapisal
distorsiyonlardir. Bu calisma kapsaminda kitlelerin yerlerinin
bilgisayar araciligiyla tespit edilmesi amaglanmustir.

Meme goriintiilerinde karsilagilan kitleler cesitlilik
gosterirler. Kitleler sekil, yogunluk ve kenar gibi 6zellikleriyle
kategorize edilirler. Sekilleri yuvarlak, oval, yuvarlak ¢ikintili ve
diizensiz olabilir. Yogunluklar1 yiiksek yogunluklu, disiik
yogunluklu, esit yogunluklu ve yag igerikli olabilir. Kenar
Ozellikleri de diizgiin kenarli1 (circumscribed) ve tirtikli (spikiiler)
kenarli olabilir. Bu kategoriler radyoloji uzmanlarma kitlelerin
benign veya malign olduklar1 konusunda karar vermelerini
kolaylastirir (Sample, 2003).

Literatiirdeki  ¢aligmalar incelendiginde mamografi
goriintiilerinde meme bdlgesinin elde edilmesini saglayan
boliitleme asamasi, anormallik arama alanini daraltarak BDT’nin
hizin1 arttirdig1 goriilmektedir. Kural tabanli esikleme yontemi ile
boliitleme, yogunluk degisimini kontrol eden histogram tabanli
boliitleme ve bolge biiyiitme tabanli boliitleme literatiirde en sik
karsilasilan boliitleme yontemlerindendir. Ikinci bir asama olarak
karsimiza ¢ikan ilgi alanlarinin belirlenmesi islemindeki amag
anormal olmaya aday yapilarin ortaya c¢ikarilmast ve arama
isleminin bu yapilar tizerinde gergeklestirilerek sonucun en kisa
stirede elde edilmesidir. Literatlirde ilgi alanlar1 tespiti amaciyla
genel olarak kullanilan yontemler gri seviyeli esikleme,
filtreleme, bulanik mantik ve kiimeleme yontemleridir. Son
asamada 1ilgi alanlarimin smiflandirilmasi ve anormalliklerin
tespiti  gergeklestirilmektedir. Bu amagla kural tabanl
yaklagimlar, sablon esleme, en yakin komsu kiimelemesi, Markov
rastgele alanlari, yapay sinir aglar1 ve Bayes siniflandirict
kullanilan yontemlerden birkagidir.
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Brzakovic ve Neskovic meme bdlgesinin
boliitlendirilmesi i¢in bulanik mantik tabanli bir algoritma
kullanmiglardir (Brzakovic vd., 1993). Petrick ve arkadaslari
mamografik kitlelerin tespiti i¢in iki basamakli bir yogunluk
agirlikli parlaklik arttirma algoritmast kullanmislardir (Petrick
vd., 1996). Chan ve arkadaglari uzamsal gri seviye bagimlilik
matrislerinden ¢ikarilan doku 6zelliklerini kullanarak kitlelerin
normal yapilardan ayrilmalarini saglamiglardir (Chan vd., 1995).
Yin ve arkadaglart kitle lezyonlarinin belirlenmesi igin
mamografik asimetrileri tespit etmislerdir (Yin vd., 1993).

2. MATERYAL VE YONTEMLER
2.1. Kullamilan Veri Seti

Bu calisma kapsaminda gergeklestirilen mamografi
goriintiilerindeki  kitlelerin  tespitini  gerceklestiren BDT
sisteminin gelistirilmesi ve degerlendirilmesi i¢in MiniMIAS
(Mammaographic Images Analysis Society) veri seti kullanilmigtir
(Suckling vd., 1994). Bu veri seti yaslar1 50 ve 65 arasinda
degisen 161 hastanin sag ve sol meme goriintiilerini icermektedir.
Tim goriintiiler 1024 X 1024 piksel ¢oziintirliiglinde ve 8 bit gri
seviyede dijital hale getirilmistir. Tiim goriintiilerdeki
anormalliklerin konumlar1 da ayr1 bir metin dosyasinda
mevcuttur.

2.2. 1lgi Alanlarinin Belirlenmesi

Medikal goriintiilerde bilgi verici isaretler, goriintii arka
plani, kemikler, kaslar, damarlar ve ilgisiz doku alanlar1 gibi
anormal yumusak doku yapilariyla ilgisi bulunmayan yapilar da
mevcuttur. Bu yapilar sistemin karmasikligini arttirmakta ve
sistem duyarliligin1 tehdit etmektedirler. Bu bdliimde anlatilan
yontem ile karmasiklik yaratan yapilar cikartilarak sadece
anormal olmaya aday yapilar elde edilmistir. Bu yapilara ilgi
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alanlar1 ad1 verilmektedir. Boylece anormal yapilar sadece bu ilgi
alanlar1 iginde aranmakta ve sonu¢ ¢ok daha kisa siirede elde
edilmektedir.

Eldeki veri seti incelendiginde mamografi
goruntulerindeki kitlelerin kendi aralarinda benzer fakat normal
yapilarin biiyiik bir kismindan farkli morfolojik yapida olduklari
anlagilmistir. Damarlar ve kemikler gibi normal yapilar ince uzun
yapidayken, anormal yapilar daha dairesel ve belirli bir
blyukluktedir. Yani anormal alanlariin biiyikliiklerinin alt ve
iist sinirlar1 vardir. Bu nedenle anormal olmaya aday bolgelerinin
caplart  6nemle incelenmelidir. Bu nedenle esikleme
Onisleminden geg¢irilmis olan goriintiiler piksel piksel taranmis ve
bir pikselin anormal aday bdolgesinde olup olmadiginin
anlasilmasi i¢in, s6z konusu piksel merkez alinip Sekil 1’de
goriildiigii gibi 8 yonlii inceleme gerceklestirilmistir.

—_— | — - | | - -

I 1 ) 1 ]
/4 |~ minimum MAZINUM

- uzunluk uzunluk

Sekil 1. 8 Yondeki Esik Degerleri

Burada “minimum uzunluk esigi” alt sinir1, “maksimum
uzunluk esigi” ise iist sinir1 temsil etmektedir. Bir piksel 8 yonde,
“minimum uzunluk esigi” degerinden daha az veya “maksimum
uzunluk esigi” degerinden daha fazla komsuya sahipse, soz
konusu piksel anormal aday boélgesinde olamaz. Aksi halde stz
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konusu piksel ilgi alan1 bolgesindedir. Minimum ve maksimum
uzunluk esik degerleri bilgi verici isaretler ve damarlar gibi ¢ok
bliyiik veya ¢ok kiiclik yapilarin ilgi alaninda yer almasini
onlemek amaciyla kullanilmaktadir.

2.3.Genetik Algoritma Kullamlarak Egitilmis Sablon
Esleme Yontemleriyle Meme Bolgesinin
Bolutlendirilmesi ve Kitlelerin Tespit Edilmesi

Bu calismada meme bdlgesinin boliitlendirilmesi ve ilgi
alanlarin1 arama igleminin bu bdlgede yapilmasi saglanmistir.
Boylece ilgi alanlarinin belirlenmesi islemi hizlandirilmasi
amaclanmistir. Belirlenmis olan ilgi alanlarinin siiflandirilmasi
amaciyla sablon esleme yontemi kullanilmistir. Kullanilan
sablonu olusturan degerler genetik algoritma kullanilarak
hesaplanmis ve amaca uygun en iyl sablon degerleri
kullanilmistir. Ardindan hesaplanmis olan bu en iyi sablon ile
esleme yapilirken benzerlik dl¢iimii olarak konvoliisyon tabanli
filtreleme kullanilmistir. Bu ¢aligmada kullanilan yontem Sekil
2’de detayli bir sekilde verilmistir.

Blok I Balutleme

| | 1 i
| B |

: o '

! T ile egitilmig Wamografi i || Balitlendirilmig |

Mamografi i . HY3A ghrintisiinde || | | meme biilgesindeki | |
gortntisi Egikleme | gablonlar ile | meme = | ilgi ala.nla.rm g |
! theme hillgesinin hilgesinin | i yinli tarama ile | |

! hilitlendirilmesi elde edilmesi [} | bulunmas: i

i o !

Blok III: Kitle tespiti

| i

| |

i |

| i

Tespit ! |
ediler,  [€— Karar GA allandaral efitilmiz gablon ile il alandarim |

kitleler i yapisn | % konvolisyon igleminden gegirerek filtreleme i
i |

| i

| |

Sekil 2. GA ile Egitilen Sablonlar Kullanilarak Béliitlendirme ve
Kitle Tespiti Asamalarinin Gosterimi
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Bu calismada ilk olarak meme bolgesini boliitlendirecek
HYSA sablonlarinin egitimi gergeklestirilmistir. Bu egitim igin
kullanilan genetik algoritma islem basamaklari su sekildedir:

1. Basamak. Ik popiilasyonun olusturulmasi: Baslangig
popilasyon matrisi m x n boyutlarinda rasgele olusturulmustur.

2. Basamak. HYSA sablonlarimin  olusturulmasi:
Kromozomlar HYSA sablonlari olan A, B ve I sablonlarinin ikili
kodlanmasindan olusturulmustur. Sablon degerleri ise [-1,1]
deger araliginda  kromozom  kodlarmin  ¢oziilmesiyle
hesaplanmistir. HY'SA sablonlari i¢in komsuluk derecesi 1 olarak
secildiginde A ve B sablonlar1 3 x 3’liik matris olustururken, I
sablonu her bir eleman1 ayn1 olan m X n’lik bir matris olusturur.
Bu A ve B sablonlar1 simetrik olarak su sekilde verilir:

aZ al a‘2 bZ bl b2
A=la a, a |, B=|b Db, b
a2 a1 a2 b2 bl bz

Bu durumda S ile ifade edilen degiskenlerin sayisi 7 olur ve S’nin
her bir eleman ikili olarak kodlanmuistir:

S=[a, a a, b, b b, i

burada i ile ifade edilen degisken I matrisinin tiim elemanlarini
olusturan degerdir.

Meme bolgesinin boliitlendirilmesi icin A ve B sablonlari
icin komsuluk derecesi olarak 5 degeri kullanilmistir. Sablonlar
simetrik tasarlanmasindan dolay1 her bir sablon 21 degiskenden
olugsmustur. Boylece S degisken vektorii A sablonu icin 21
degisken, B sablonu i¢in 21 degisken ve I sablonu i¢in 1 degisken
olmak {iizere toplam 43 degiskene sahiptir. 11 x 11 piksel
boyutlarindaki A ve B sablonlar1 asagida gorilmektedir.
Boliitlendirme isleminin hesaplama siiresini azaltmak amaciyla
mamografi gorintllerinin boyutlar1 128 x 128 piksel degerine
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diisiiriilmiistiir. Meme bolgesinin boliitlendirilme islemi bagartyla
tamamlanmasinin ardindan mamografi goriintiisiiniin boyutlari
tekrar eski degeri olan 1024 x 1024 piksel degerine
bliytitilmiistiir.

[Ta0 A1 42 A3 A4 A5 A4 AT 42 Al A0 |
L] A6 A7 AR AT A0 AT AR A7 AS Al
a2 47 4l Al2 413 4l4 AlR A12 411 AT A2
43 4% Al2 415 A&l5 A17 Al Al5 Al2 AR A3
L4 AT A1 AlE ALR Al9 AlR ALS AIS AT A4

A=| a5 Al0 Al4 A17 AlR A0 Al9 Al7 Al4 AlD AS

44 49 413 Al6 Al% 419 AlS Al5 Al3 A9 A4

L3 AR 412 AlS AlS A17 Al ALS A12 AR AS

A2 A7 A1l AlZ 413 Al4 AlR A12 A1l AT A2

4l 46 AT AR 4R AID AR AR AT A& 4l
| 40 4l A2 AT A4 A5 A4 AT A2 Al 4D

BO Bl B2 B3 B4 B5 B4 E3 B2 El EO
Bl Bs BY Bf BE? BIO B® EE BY Bs BEI
B2 BY ©EIl Bl2 Bl3 EBl4 BIS BlZ E1l BEY B2
B3 BE E12 Bl5 Elé E1Y Elé E15 El2 BE E3
B4 EBE? E13 Blé Elf BI? EIf Elé Bl3 B? B4
B=| B5 E10 El4 BEl7 E1% E20 E19 E17 El4 E10 ES
B4 E% E13 Blé Elf E1® EIf Elé E15 B2 B4
B3 BE® E12Z Bl5 BElae BlY Elé El5 Bl2 BE E3
B2 BY ©EIl Bl2 Bl3 EBl4 BIS BlZ E1l BEY B2
Bl Bs E7 Bf E? BEIO B® EE E7 EBE& El
L B0 Bl E2 B3 B4 BE5 B4 B3I B2 Bl EO _|

3. Basamak. Amag¢ ve wuygunluk fonksiyonlarimin
hesaplanmasi: Bu asamada egitim goriintiisii olarak segilen
goriintii, ilk kromozoma bagli olarak ¢alisan HYSA sisteminin
girisine uygulanmistir. HY SA ¢ikisi kararli oldugunda elde edilen
cikis goriintiisli ile istenen goriintii arasindaki amag¢ fonksiyonu
hesaplanmistir. Bu islem populasyondaki her bir kromozoma ait
olan sablon kiimeleri ile tekrar edilmistir. Bu ¢alismada kullanilan
amag fonksiyon denklem, su sekildedir (Matsumoto vd., 1990):

3
iR
iR

n—

amac(A B, I )= P. QT

i i
j

]
o
1l
o

Bu fonksiyonda P ve T ifadeleri sirasiyla HYSA ¢ikis
goruntusini ve hedef gorintlyl belirtmektedir. © sembolu P ve
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T ’nin pikselleri arasindaki XOR islemi temsil etmektedir. Amag
fonksiyonunun bu sekilde hesaplanmasindan sonra, her bir
kromozom i¢in uygunluk degeri su denklem ile hesaplanmstir:

uygunluk (A, B,1) =mxn—amagc¢(A,B,I)
Durdurma kriteri olarak su denklem kullanilmistir:
durdurmakriteri = 0.99xmxn

4. Basamak. Caprazlama ve Mutasyon: Caprazlama ve
mutasyon ile yeni bir kusagin olusmasi saglanmistir. Durdurma
kriteri saglandiginda ve genetik algoritma sonlandiginda, en iyi
A, B ve I sablonlar1 elde edilmistir.

Bu c¢alismada HYSA sablonlarinin eniyilemesinde
genetik algoritma yontemi kullanilmistir. Elde edilen sablonlar ile
yeni bir goriintii HYSA girisine uygulandiginda, bu goriintii i¢in
meme bdlgesi elde edilmistir. Orijinal mamografi goriintiisii
HYSA girisine uygulanmadan o6nce bir esikleme isleminden
gecirilmelidir. Sekil 3(a)’da goriildiigii gibi meme kitlesi, kaslar
ve dokular goriintii arka planindan daha agik renktedir. Bu daha
biiylik yogunluk degerlerine sahip olduklarini gostermektedir. Bu
yuzden meme bdlgesinin kabaca elde edilmesi icin oncelikle
esikleme yontemi uygulanmustir. I(x,y) ile ifade edilen Sekil
3(a)’daki goriintiiye asagidaki kural uygulanirsa Sekil 3(b)’deki
goruntu elde edilir. Bu kuralda 1 beyaz rengi temsil ederken, 0
siyah rengi temsil etmektedir.

EGER I(x,y) > 30 ISE

I(xy) =1
DEGILSE
I(x,y) =0
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(@) (b)

(c) (d)

Sekil 3. a) Simirlan Diizgiin Kitle iceren Orijinal Mamografi
Gorantasd, (b) HYSA’nin Girisini Olusturan Esikleme Kurali ile
Elde Edilen Gorunt, (c) HYSA Kullanilarak Boliitlendirilmis
Meme Bolgesi, (d) Meme Bolgesinin Orijinal Goruntisui.

Sekil 3(b)’deki goriintii egitilmis A, B ve I sablonlari ile
calisan HYSA girisine uygulandiginda Sekil 3(c)’deki gorunti
elde edilir. Sekil 3(d)’de orijinal mamografi goruntustundeki
meme bolgesini gdstermektedir.

Boliitlenmis meme goruntusune 8 yonlii ilgi alan1 arama
yontemi uygulandiginda Sekil 4(b)’de goriilen ilgi alanlar1 elde
edilir. Bu noktadaki amag ilgi alanlarinin kitle veya normal yapi
olarak siniflandirilmasidir. Onceki asamada bulunmus olan ilgi
alanlar1 incelendiginde farkl yapilarda olduklari
gbézlemlenmistir. Kitleler daha kalin ve dairesel iken, diger
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yapilar daha ince uzundur. Buna gore yapisal Ozellikleri
kullanarak kitleleri normal yapilardan ayirmak i¢in kitle sablonu
kullanilmistir. Bu sablonun degerlerinin hesaplanmasi da genetik
algoritma ile gerceklestirilmistir. Sablonun egitimi ig¢in
gerceklestirilen genetik algoritma basamaklari su sekildedir:

(@) (b)

Sekil 4. (a) Simirlar1 Diizgiin Kitle ieren Mamografi Goriintiisii,
(b) Bulunan ilgi Alanlan

1. Basamak. Ilk popiilasyonun olusturulmas:: Baslangig
popllasyon matrisi m X n boyutlarinda rastsal olarak
olusturulmustur.

2. Basamak. Kitle sablonunun  olusturulmasi:
Kromozomlar kitle sablonu olan T sablonunun ikili
kodlanmasindan olusturulmustur. Sablon degerleri ise [-5, 5]
deger araliginda  kromozom  kodlarmin  ¢oziilmesiyle
hesaplanmistir. 16 x 16 piksel boyutlarinda olan T kitle sablonu
su sekildedir:

10
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1
|

t28 t29 t30 1:31 t32 t33 t34 t35 t35 t34 t33 t32 1:31 t30 t29 t28
t29 t21 t22 t23 t24 t25 t26 t27 t27 t26 t25 t24 t23 1:22 t21 t29
t30 t22 tlS tlﬁ tl? t18 t19 t20 t20 t19 t18 t17 th t15 t22 t30
t31 t23 t16 th tll t12 tlS t14 t14 t13 t12 tll th tlB t23 t31
t32 t24 t17 tll t6 t7 tB t9 t9 t8 t7 t6 1:11 tl7 t24 t32
t33 t25 t18 tlZ t7 t3 tA tS t5 t4 t3 1:7 tlZ t18 t25 t33
t34 t26 tlg t13 tS t4 tl tZ t2 tl t4 t8 t13 tlQ t26 t34
T= t35 t27 t20 tl4 t9 t5 t2 tO tO t2 t5 t9 t14 t20 t27 t35
1:35 t27 tZO tl4 t9 t5 t2 tO t0 t2 t5 t9 t14 t20 t27 1:35
t34 t26 t19 t13 t8 t4 tl tZ tZ t1 t4 t& t13 tlQ t26 t34
t33 t25 tlB t12 t7 t3 t4 t5 t5 t4 t3 t7 tlZ t18 t25 t33
t32 t24 t17 tll t6 t7 t8 t9 t9 t8 t7 t6 tll t17 t24 t32
t31 t23 t16 th tll t12 t13 t14 tl4 t13 t12 tll t10 th t23 t31
t30 t22 t15 th 1:17 t18 t19 t20 tZO tlQ t18 t17 t16 t15 t22 t30
t29 t21 t22 t23 t24 t25 t26 t27 t27 t26 t25 t24 t23 t22 t21 t29
_t28 t29 t30 t31 t32 t33 t34 t35 t35 t34 t33 t32 t31 t30 t29 t28 ,

Goriildigi gibi T sablonunun simetrik olmasindan dolay1
S ile ifade edilen degiskenlerin sayisi 36 olur ve S’nin her bir
elemani asagida goriildiigii gibi ikili olarak kodlanmistir:

S:[to Lot oty Ty t35]

3. Basamak. Amag¢ ve wuygunluk fonksiyonlarimin
hesaplanmasi: Bu asamada egitim goriintiisii olarak secilen
goriintli, ilk kromozoma bagli olarak ¢alisan T sablonu ile
konvole edilmistir. Bu konvoliisyon isleminin amaci giris
goriintlistindeki normal yapilardan kitleyi ayirmaktir. n X m
boyutlarindaki sablonun T(X, y) ile ve M x N boyutlarindaki giris
goruntusinin I(x, y) ile temsil edildigi diistiniilirse, T'nin | ile
konvolisyonu denklem su sekilde ifade edilir (Chua vd., 1988):

n-1 m-1

Cl,y)=T*1(x,y)=> > TG DI(x~i,y-i)

i=0 j=0

Burada * isareti konvoliisyon islemini temsil etmektedir.
Konvollsyon islemi sonucunda sablona benzeyen yapilar daha
gliclenirler. Bu yapilarin piksel degerleri yiiksek pozitif degerler
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alirken, sablona benzemeyen yapilarin piksel degerleri yiliksek
negatif degerler alir. Bu yiizden konvolisyon isleminden
gecirilmis C goriintiisiinden kitleye benzer yapilar1 elde etmek
amaciyla su karar kurali kullanilmastir:

EGER C(xy)>1 ISE

C(x,y) =1
DEGILSE
C(x)y) =-1

Konvolisyon ve karar kuralinin ardindan ¢ikt1 goriintiisii
olan C ve hedef gorinti A arasindaki amag fonksiyonu
hesaplanmistir. Bu islem popiilasyondaki her bir kromozoma ait
olan sablon kiimeleri ile tekrar edilmistir. Bu ¢alismada kullanilan
amag fonksiyonu su sekildedir (Matsumoto vd., 1990):

LY

M-1N-

amag(T)=2 > C;; @A,

—

Bu fonksiyonda @ sembolii C ve A *nin pikselleri arasindaki XOR
islemi temsil etmektedir. Amag¢ fonksiyonunun bu sekilde
hesaplanmasindan sonra, her bir kromozom i¢in uygunluk degeri
su denklem ile hesaplanmistir:

uygunluk(T) =M x N —amac(T)
Durdurma kriteri olarak su denklem kullanilmistir:
durdurmakriteri =0.99x M x N

4. Basamak. Caprazlama ve Mutasyon: Caprazlama ve
mutasyon ile yeni bir kusagin olusmasi saglanmistir. Durdurma
kriteri saglandiginda ve genetik algoritma sonlandiginda, en iyi T
kitle sablonu elde edilmistir.

Ger¢cek meme Kkitlelerinin  morfolojileri kullanilarak
normal yapilardan ayrilmasi i¢in bu g¢alismada sablon esleme

12
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yontemi kullanilmigtir. Mamografi goriintiisii kitle sablonu ile
taranmig ve sablona benzeyen yapilar aranmistir. Boylece ¢ok
kiiciik, ¢ok ince veya c¢ok uzun yapilar elenmistir. Kitle
sablonunun degerlerinin hesaplanmasi i¢in genetik algoritma
eniyileme yontemi olarak kullanilmistir. En iyi T kitle sablonunun
bulunmasinin ardindan, ilgi alanlarindan olusan goriintii T sablon
ile konvoliisyon islemine tutulmus ve gercek kitlelerin bulunmasi
i¢in karar kurali uygulanmistir.

3. SONUCLAR

Bu calismada gergeklestirilen BDT yazilimi sinirlart
duzgin kitle iceren 22 goérintd, spikuler kitle iceren 19 gornti
ve 11 adet normal gorintl olmak Uzere toplam 52 adet gorunt
izerinde test edilmistir. Meme bdlgesinin béliitlendirilmesi igin
genetik algoritma ile egitilmis HYSA sablonlar1 kullanilmustir.
Egitim islemi sonucunda elde edilen genetik algoritma
parametreleri Tablo 1’de gorulmektedir. A ve B sablonlar1 da
asagida goriilmektedir. I sablonun degeri de -4.1373 olarak elde
edilmistir.

Boliitlendirilmis meme bolgesi lizerinde 8 yonlii tarama
yapilarak 273 adet ilgi alan1 bulunmustur. Bu ilgi alanlarinin
siniflandirilmasi i¢in boyutlar1 16 x 16 piksel olan T kitle sablonu
kullanilmistir. T sablonu degerlerinin hesaplanmasi i¢in genetik
algoritma kullanilmistir. Egitim islemi sonucunda elde edilen
genetik algoritma parametreleri Tablo 2’de ve kitle sablonunun
degerleri de Tablo 3’de goriilmektedir.

13
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Tablo 1. Meme Bolgesinin Boliitlendirilmesinde Kullamlan HYSA
Sablonlarinin GA ile Egitim Parametreleri

Parametreler: Degerler
Popiilasyon basina diisen kromozom sayisi 100
Degisken basina diisen Bit sayisi 8

Degisken sayisi 43
Kromozom uzunlugu 344
Popiilasyondaki toplam bit sayisi 34400
Ureme icin kullanilan ¢aprazlama olasilig 70%
Mutasyon olasilig1 1%

Kusak farki 98%

Sablon parametreleri deger araligi [-5, 5]

249 343 084 010 124 445 124 010 024 343 249
343 214 406 378 186 178 186 378 406 214 343
-084 408 -112 225 308 312 308 225 -112 406 -034
Q1o 378 225 -4pl 288 453 2BF 45l 225 378 010
124 1836 308 288 457 -324 457 288 508 loe 124
445 178 312 453 324 245 32 455 312 178 445
124 186 308 288 437 -324 43537 288 3508 136 124
nlo 378 225 -4/l 288 -453 2B 451 225 378 010
-084 408 -112 225 308 312 308 225 -112 406 -034
345 214 408 378 18e 178 188 375 408 214 3545

| -24% 343 034 010 124 445 124 010 -034 345 -249_|

[T-0EE -D29 -3 2A] -3E3 ZAT -383 ZAl -383 029 0ERT
02 32y 04% 008 -155 402 -155 -018 048 327 -029
-5e3 048 53535 105 088 355% 088 175 -335 04% 385
2pl -01% 175 28% 1l1a 102 1la 282 135 018 281
-5E3 -135 088 11e 233 492 233 116 088 -155 -365

B=| 2p% 42 339 108 452 4p1 452 103 339 -4 249

S5E3 -135 088 11e -233F 482 -235 116 0388 -155 -3A85

2el -01% 175 28% 1la 108 1lle 2e2 135 -018 251

-53E3 048 335 175 088 3353% 088 175 335 04% 385

023 327 04% 018 -15% 42 -155 -01% 048 327 -02%

[ -08F 022 383 281 -383 26% 383 281 385 0% 088
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Tablo 2. Kitle Sablonu Egitimi i¢cin Kullanilan Genetik Algoritma

Parametreleri

Parametreler: Degerler
Popiilasyon basina diisen kromozom sayisi 100
Degisken basina diisen Bit sayisi 8

Degisken sayisi 36
Kromozom uzunlugu 288
Popiilasyondaki toplam bit sayisi 28800
Ureme icin kullanilan ¢aprazlama olasilig 70%
Mutasyon olasilig1 1%

Kusak farki 98%

Sablon parametreleri deger araligi [-1, 1]

Tablo 3. Genetik Algoritma ile Hesaplanms Kitle Sablonu

Degerleri
Parametre  Degerler Parametre Degerler
To 0.92941 tis 0.05098
T1 0.17647 t1o -0.42745
T, 0.98431 t2o -0.85098
T3 0.12157 to1 -0.16863
T4 0.1451 t -0.066667
Ts 0.56863 tos 0.69412
Te 0.81176 tos 0.41961
T, 0.95294 ts -0.48235
Ts 0.23922 tos -0.45098
Ty -0.15294 to7 0.92157
Tio 0.62353 tos 0.16863
Tu 0.51373 too 0.11373
Tio 0.17647 tao 0.0039216
Tis 0.019608 ta1 -0.42745
Tia 0.43529 ta2 -0.67059
Tis 0.69412 tas -0.80392
Tie 0.38039 tas 0.2
Ti7 -0.2549 tas 0.74118

flgi alanlarmdan olusan
konvoliisyonu sonucunda ilgi alanlar1 kural

gorlintii ile

T sablonunun
tabanli sistem

tarafindan smiflandirilmistir. Elde edilen sonuclar Tablo 4’de

gorulmektedir.
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Tablo 4. Genetik Algoritma Kullamilarak Egitilmis Sablon Esleme
Yontemleriyle Kitlelerin Tespit Edilmesi Calismasinin Sonuclari

oram

Gercek Bulgu
Hasta (HT) Hasia Degil (H)
Fozitif 41 adet 48 adet
EDT (T Dogru pozitif Tanlig pozitif
Gizlemi
Negatif 2 adet 182 adet
(T Tanlis negatif Dogru negatif
Duyarhhk % 553
Giriintii basina diisen YP 0.92

Sekil 5’de meme bdlgesinin bolitlendirilmesi,

ilgi

alanlarinin bulunmasi ve kitlelerin tespiti ile ilgili bir 6rnek
goriilmektedir. Sekil 5(a) spikiiler kitle i¢eren bir mamogrami
gostermektedir. Bu mamogramdan elde edilen meme bdlgesi
Sekil 5(b)’de, meme bolgesinden ¢ikarilan ilgi alanlar1 da Sekil
5(c)’de goriilmektedir. Bu ilgi alanlari sablon ile karsilastirilir ve
benzer olanlar kitle olarak simiflandirilmis ve Sekil 5(d)’de
gosterilmistir. Orijinal mamografi goriintii {izerindeki kitlenin
yeri Sekil 5(e)’de goriilmektedir.

16
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n..,_:,“ ™

(©) (d)

(€)

Sekil 5a) Spikiiler Kitle iceren Mamografi Goriintiisii, (b)
Boliitlendirilmis Meme Bolgesi, (C) Meme Bolgesinde Belirlenmis
flgi Alanlar, (d) Sablon Esleme Yéntemi ile Kitle Olarak
Siiflandirilmas flgi Alam, (e) Mamografi Goruntisi Uzerinde
Tespit Edilen Kitle

4. TARTISMA

Bu c¢aligmada tasarlanan BDT yazilimlar1 sayesinde
mamografi goruntilerindeki Kitlelerin otomatik tespit edilmesi
saglanmistir. Medikal goriintiilerin analizinde boéliitleme islemi
sonucu arama yapilacak alan daraltilmis olur. Boliitlenmis
goriintiide anormal yap1 Ozelligi gosteren ilgi alanlarinin
belirlenmesi igin her piksel igin yogunluk degerlerinin
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sorgulandigi 8 yonlii tarama gergeklestirilmistir. ~ Anormallik
tespitinde kullanilan sablon esleme tekniginde, kullanilan sablon
degerlerinin hesaplanmasi igin genetik algoritma yoOntemi
kullanilmistir. Benzerlik 6l¢iimii olarak konvoliisyon yonteminin
kullanildig1 bu caligmada sablon degerlerinin optimizasyonu
saglanmigtir. Elde edilen sonuglar literatiirdeki benzer ¢aligmalar
ile karsilastirildiginda gerek duyarlilik gerekse de goriintii bagina
diisen yanlis pozitif oranlariyla basarili olduklar1 goriilmektedir.
Ilerleyen calismalarda derin 6grenme yontemlerinin medikal
goriintiilerindeki anormalliklerin tespitinde kullanilmasidir.

18
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PERFORMANCE COMPARISONS OF
CENTRALITY ALGORITHMS WITH GREEDY
MINIMUM APPROACH ON NP GRAPH
PROBLEMS

Furkan OZTEMIiZ!

1. INTRODUCTION

In this book chapter, we analyze the solution of maximum
independent set and maximum matching, which are important NP
problems in graph theory, using the greedy-min approach.
Greedy-min (Gmin) approach is a very popular solution approach
in the literature. In graph theory, this approach is usually realized
by selecting nodes with minimum priority value. When the
studies in the literature are examined, it is seen that centrality
methods are used extensively in solving matching and
independent set problems. In this study, we will investigate how
both popular and newly introduced centrality methods will
produce results with the Gmin approach. The centrality methods
to be used in the analysis include Differential Malatya Centrality,
Malatya Centrality, Pagerank, Betweenness, Degree, Eigenvector
algorithms. Each of these centrality methods are important
methods that can directly contribute to the solution of real world
problems

L Asst. Prof. Dr., Inonu University, Faculty of Engineering, Software Engineering
Department, furkan.oztemiz@inonu.edu.tr, ORCID: 0000-0001-5425-3474.
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1.1. Related Works

There are many studies on centrality methods in the
literature. Many studies on Pagerank, Degree, Betweenness,
Eigenvector, Differential Malatya Centrality and Malatya
Centrality are given below.

Centrality metrics in graph theory and network analysis
have been extensively studied for determining node importance
rankings. The PageRank algorithm and its derivatives have been
applied in areas such as the two-layer PageRank model (Tortosa
et al., 2021) with urban street networks (Bowater & Stefanakis,
2023), real-time temporal networks (Lv et al., 2019), and
network-based feature selection algorithms (Hashemi et al.,
2020). The efficient hybrid PageRank model (Shen et al., 2025)
offers an effective approach for large-scale and layered networks.
PageRank is also used for link prediction in directed temporal
networks (Lv et al., 2022), in weighted and directed networks
(Zhang et al., 2022), and in fully weighted graph structures
(Hashemi et al., 2020). The Eigenvector Centrality metric has
been applied to social network analysis (Parand et al., 2016),
complex networks (Xu et al., 2023), and large datasets,
developing effective node identification methods with fuzzy
logic-based computations for platforms such as Facebook,
Epinions, and Slashdot-Zoo. The Malatya Centrality metric has
been applied to DIMACS benchmark graphs (Oztemiz & Yakut,
2024) and molecular graph structures (‘Yakut, 2024), and
approaches have been developed to solve problems such as
maximum independent set (Yakut et al., 2023), minimum vertex
cover (Karci et al., 2022), and maximum clique (Yakut &
Oztemiz, 2024). Malatya Centrality-based models have also been
proposed for text summarization methods (Yakut & Bakan,
2023). Malatya Centrality-based methods have been developed
for independent set, maximum clique, and vertex cover problems
(Oztemiz, 2025). The Betweenness Centrality metric has been
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applied to multi-agent pathfinding (Ewing et al., 2022), large-
scale complex networks (Barthélemy, 2004), delay-sensitive
networks (Zheng et al., 2023), and social opportunistic 10T
(Social OpploT) networks (Nigam et al., 2022), proving to be
important for optimizing inter-node flows within networks.
Eigenvector Centrality has been used to assess connectivity in
large-scale road networks (Ando et al., 2020). Furthermore,
research on hypergraph-based centrality models (Tudisco &
Higham, 2021), social IoT networks (Nigam et al., 2022),
anomaly detection in traffic networks (Lin et al., 2024), and edge
domination-based centrality metrics (Amadeo et al., 2023) has
provided new perspectives in centrality analysis. All of these
studies demonstrate that centrality metrics have a broad range of
applications in social network analysis, urban planning,
biological networks, optimization problems, and graph theory-
based computations.

2. MATERIAL AND METHOD

The presented study is summarized in three stages. In
Stage 1, the graph to be analyzed is transformed into the
appropriate format. In Stage 2, the centrality algorithms to be used
in the comparative analysis are presented. During this stage, the
centrality values produced by each centrality algorithm on the
graph are calculated.

Stage 1
Any Graph

Stage 2
Centrality Calculate
DMCA
MCA
Pagerank
Degree
Betweenness

Eigenvector

Stage 3
Greedy Minimum Approach

Independent Set

Matching

Figure. 1. Graphical Abstract
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In Stage 3, the greedy minimum approach is applied, and
the node with the lowest centrality value for each algorithm is
selected as a member of the independent set. This node and its
neighboring vertices are removed from the graph. The next
iteration is then performed, and the process continues until no
vertices remain in the graph. Another analysis performed at this
stage is the identification of the maximum matching members. To
identify the matching members, the line graph of the graph from
Stage 1 is created. The line graph represents the edges of the
graph as nodes. By doing so, the independent set members are
used to determine the maximum independent edge set (maximum
matching) on the line graph (Hemminger & Beineke, 1978).

Independent Set: It is a fundamental optimization
problem. In graph theory, given a graph G = (V, E), a subset S of
the vertex set V is called an independent set if no pair of vertices
in S is connected by an edge in the edge set E. In other words, no
vertex in the subset S is adjacent to another vertex in S (Yakut et
al., 2023).

Matching: In graph theory, given a graph G = (V, E), a
subset M of the edge set E is called a matching if no pair of edges
in M shares a common vertex. In other words, all the edges in the
set M are independent of each other [Carrabs et al., 2009].

2.1.Centrality Algorithms

For the comparison in the study, the following algorithms
were chosen: Differential Malatya Centrality (DMC), Malatya
Centrality (MC), PageRank Centrality (PC), Degree Centrality
(DC), Betweenness Centrality (BC), and Eigenvector Centrality
(EC). While most of these algorithms are widely used in the
literature, methods such as DMC and MC have been newly
introduced to the literature.

The DMC algorithm is a method developed to determine
the dominance value of nodes. When calculating the centrality
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value of the relevant node, its own node degree is subtracted
individually from the degrees of its neighboring nodes, and these
values are then summed to calculate the centrality. The centrality
calculation for the DMC algorithm is performed as shown in
Equation 1 (Oztemiz, 2025).

po(y,) = Zvv]'eN(vi)%j)(vj),l <i<|VIALSi<|V]i#j (1)
J

v; signifies the vertex whose centrality value is to be determined,

whereas v; denotes its neighbors. d denotes the degree of the

relevant vertex. |V| indicates the total number of vertices in the

graph.

The MC algorithm shares many similarities with the DMC
algorithm in terms of implementation. The difference with MC is
that, when calculating the centrality value of nodes, it does not
consider the difference between neighboring nodes. Instead, it
simply divides the degree of the node by the degrees of its
neighboring nodes and sums the results. The MC method has
produced successful results in solving many graph problems. The
formula is given in Equation 2 (Yakut et al., 2023).

¥ (v,) =2VWEN<U0%,1 <i<|VIAL<Si<|V]i#] @)

The PageRank algorithm is a method developed to
determine the importance of web pages. Essentially, it calculates
the value of a web page based on the number of incoming links
(backlinks) and the authority of the sources of these links. The
more links a web page receives, the more important it is
considered to be. If a high-authority page links to another page,
this link carries more weight. The formula for the algorithm is
given in Equation 3 (Hashemi et al., 2020).

PR = 1+ a3 28 0
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PR(A) represents the PageRank value. d is damping factor. L;
denotes the vertices that link to vertex A. C(L;) is the total number
of outgoing links from vertex L;

Degree centrality measures the number of incoming and
outgoing connections to a vertex. While the method is used to
determine the popularity of individual nodes, it is also used to
identify the minimum, maximum, average degrees, and standard
deviation values across the entire graph (Degree Centrality,
2025).

Betweenness centrality calculates how frequently a vertex
appears on the shortest paths between other vertices. The more
frequently a vertex is found on the shortest paths, the more critical
it is as a bridge. The formula for the algorithm is given in
Equation 4 (Barthélemy, 2004).

HOED @)

Ost

BC (v) represents the betweenness centrality value for vertex v. ag: (v)
indicates how many of the shortest paths between vertices s and t
pass through vertex v. o, represents the shortest path connection
between s and t.

Eigenvector centrality is a method that measures the
influence and connections of nodes. Vertices with high centrality
contribute more than those with low centrality. As a natural
consequence of this, it indicates that a vertex with a high score is
connected to another vertex with a high score. The general
formula is given in Equations 5 and 6 (Bonacich, 2007).

Ax =x,x; =Y ax; i =1,..,n (5)
c(B) = Xz BF1ARL, 1Bl < 1/2 (6)

A is the adjacency matrix of the graph, and 24 is the largest
eigenvector of the matrix A.
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3. EXPERIMENTAL RESULTS

Test operations have been performed on a variety of
graphs with different structures. The comparative Independent
Set and Matching results of the algorithms have been evaluated
under separate headings. The primary objective of the
experimental study is to determine the success of different
centrality methods in solving two distinct graph problems using
the Gmin approach. Independent Set tests were conducted on 46
different graphs, and Matching tests were performed on 24
different graphs. In total, 420 different experiments were
conducted on 70 different graphs.

3.1. Independent Set

For the comparative test, a variety of graphs were
generated, including lattice, bipartite, multipartite, social
network, and random graphs. Table 1 presents the results of the
DMC, MC, DC, BC, EC, and PC algorithms. Upon examining the
table, for example, the Grid(6*10) graph consists of 60 vertices
and 104 edge connections. When the greedy min approach is
applied based on DMC values, the number of independent set
members is determined to be 30. This value has also been
determined to be 30 for MC, DC, and PC. For BC and EC, the
number of independent set members is determined to be 24.

Table 1. Comparative Independent Set Results

Greedy Min — Indepedent Set

Graphs \% E (Oztemiz, 2025)

DMC MC DC BC EC PC

Grid(6*10) 60 104 30 30 30 24 24 30
Grid(5*5*5) 125 300 63 63 63 63 63 63
King(9*9) 81 272 25 25 25 25 25 25
Hexagonal(20*20) 880 1279 440 440 440 403 403 440
Knight(15*15) 225 728 113 113 103 82 84 113
Hypercube(10) 1024 5120 512 512 512 512 512 512
Banana Tree(7*7) 50 49 42 42 42 42 42 42
Folkman 20 40 10 10 10 10 10 10

(3*4*5) 12 47 5 5 5 5 5 5
(4*8*12) 24 176 12 12 12 12 12 12
(3*5*7*9*11*13) 48 925 13 13 13 13 13 13
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(4*8*12*16*20%24) 84 2,800 24 24 24 24 24 24
Zachary 34 78 20 20 20 20 20 20
Dolphin 62 159 28 27 28 27 26 27
Zebra 27 111 7 7 7 7 7 7
Complex 70 133 27 27 27 27 27 27

100(p: 0.08) 100 403 33 33 33 33 31 33
100(p: 0.15) 100 732 25 24 22 23 22 24
100(p: 0.20) 100 990 18 18 17 18 16 18
250(p: 0.08) 250 2,504 50 50 47 49 42 50
250(p: 0.15) 250 4,702 30 29 28 28 28 29
250(p: 0.20) 250 6,259 24 24 23 24 23 24
500(p: 0.08) 500 10,015 64 62 63 60 58 65
500(p: 0.15) 500 18,757 37 37 35 35 35 37
500(p: 0.20) 500 24,963 28 29 28 29 26 29
1000(p: 0.01) 1000 4,984 305 304 297 302 283 299
1000(p: 0.02) 1000 10,217 199 196 191 183 178 195
1000(p: 0.03) 1000 15,190 150 148 148 144 141 145
1000(p: 0.04) 1000 20,057 127 120 117 118 113 119
1000(p: 0.05) 1000 25,226 104 100 101 100 97 99
1000(p: 0.06) 1000 29,603 93 92 89 91 87 89
1000(p: 0.07) 1000 35,714 81 78 76 77 74 715
1000(p: 0.08) 1000 40,088 76 74 72 70 66 74
1000(p: 0.10) 1000 49,997 61 59 58 57 57 62
1000(p: 0.15) 1000 74,465 43 41 42 43 41 40
1000(p: 0.18) 1000 91,098 40 36 34 35 32 36
1000(p: 0.20) 1000 99,912 33 32 33 31 31 32
2000 (p:0.20) 2000 400070 35 35 35 36 35 35
3000 (p:0.20) 3000 899799 38 38 38 37 35 37
4000 (p:0.20) 4000 1601099 41 39 39 38 38 39
5000 (p:0.20) 5000 2500051 40 39 38 41 38 41
6000 (p:0.20) 6000 3599454 43 42 40 42 38 42
7000 (p:0.20) 7000 4900863 43 40 41 43 42 40
8000 (p:0.20) 8000 6398801 44 43 44 44 40 43
9000 (p:0.20) 9000 8101085 44 43 43 43 41 43
10000(p:0.20) 10000 9991966 46 45 43 43 41 45
When the Zachary Karate Club graph is examined, it is

observed that all methods identify the independent set as 20. All
methods have produced optimal results for this graph. When 9000
randomly generated graphs (p: 0.20) are examined, it is seen that
they have 9000 vertices and 8,101,085 edge connections. The
value of p here indicates the approximate density of the generated
graph. The Erd6s—Rényi model was used for the randomly
generated graphs. After calculating the centrality methods, the
independent set member selection was made using the Gmin
approach. According to these results, DMC formed the largest
independent set with a value of 44. Among the other methods,
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MC, DC, BC, and PC identified the independent set as 43, while
EC identified it as 41.

When the table is examined in general, it is observed that
DMC with Gmin usually produces better or equal results
compared to other methods. Subsequently, MC, PC, DC, and BC
methods generally produce better results. Most of the time, the
worst results are produced with EC values. The DMC and MC
methods generally yield the largest independent set sizes. This
suggests that these two methods employ a more aggressive
strategy in independent set selection.

In the study, it is observed that the size of the independent
set changes depending on the number of edges. As the edge
density increases, the size of the independent set decreases. For
example:

1000(p:0.01) — 4,984 edges — 305-283 independent vertex
1000(p:0.10) — 49,997 edges — 61-57 independent vertex
1000(p:0.20) — 99,912 edges — 31-33 independent vertex

This trend indicates that the size of the independent set is
inversely proportional to the edge density.

3.2. Matching

There are significant similarities in terms of application
between the Matching tests and the Independent Set tests. The
only difference in Matching tests is that they are performed by
determining the independent set clusters on line graphs
(Hemminger & Beineke, 1978). A line graph is created by
representing the edges of the original graph as vertices. Another
well-known name for the Matching problem is the independent
edge set. Table 2 presents the matching results generated with the
values of six different centrality methods.
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Table 2. Comparative Matching Results

Greedy Min - Matching

Line Graphs v E ~DSmMc _wmc Dbpc BC ECPC
Grid(8*8) 64 112 32 32 32 32 31 32
Grid(3*4*5) 60 133 30 30 30 24 27 30
King(7*8) 56 181 28 28 28 28 28 28
Hexagonal(4*4*4) 96 132 48 48 48 48 48 46
Knight(9*9) 81 272 40 40 40 40 40 40
Hypercube(7) 128 448 64 64 64 64 64 64
Banana Tree(6*6) 37 36 7 7 7 7 7 7
Folkman 20 40 10 10 10 10 9 10
Zachary 34 78 13 13 13 13 13 13
Dolphin 62 159 29 29 29 30 29 29
Zebra 27 111 13 13 13 13 13 13
Complex 70 133 35 34 34 34 34 34
50(p: 0.1) 50 121 25 25 25 25 25 25
50(p: 0.2) 50 251 25 25 24 25 24 25
50(p: 0.3) 50 370 25 25 25 25 25 25
100(p: 0.05) 100 267 50 50 50 50 47 50
100(p: 0.1) 100 485 50 50 50 50 48 50
100(p: 0.2) 100 1008 50 50 50 50 50 50
200(p: 0.01) 200 203 81 81 79 81 78 81
200(p: 0.02) 200 383 98 97 96 98 90 97
200(p: 0.03) 200 577 99 99 99 99 95 99
500(p: 0.01) 500 1290 247 247 247 248 236 248
500(p: 0.02) 500 2424 250 250 250 249 244 250
500(p: 0.03) 500 3754 250 250 250 250 247 250

When the table is examined, it is observed that the Grid
(8*8) graph has 64 vertices and 112 edge connections. The DMC,
MC, DC, BC, and PC algorithms have been applied to the line
graph of Grid (8*8). In the selections made according to the Gmin
approach, all algorithms identified 32 as the matching number.
However, in the selection based on EC values, the matching
number was determined to be 31. Another example, the random
200(p:0.01) graph, has 200 vertices and 203 edge connections.
The matching results determined as 81 with DMC, MC, BC, and
PC values, were found to be 79 with DC and 78 with EG. When
the table is examined as a whole, it is evident that the matching
members selected with DMC values produced better results than
the other methods. While MC, PC, BC, and DC algorithms
produced similar results, the worst results were generally
obtained with EC values.
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In irregular graphs (Folkman, Zachary, Dolphin, Zebra,
Complex), small differences in matching sizes are observed. For
example, in the Folkman graph, the PC method (9 matchings)
produced somewhat lower results compared to the other methods.
In the ranges of 200(p:0.01) - 200(p:0.03) and 500(p:0.01) -
500(p:0.03), it was observed that as the number of edges
increased, the matching size also increased, but no significant
differences were found between the different methods. This
suggests that in large-scale random graphs, the methods produce
similar results. In the 500(p:0.01), 500(p:0.02), and 500(p:0.03)
graphs, the matching size remained almost constant (around 250
matchings), and all methods produced similar results. However,
the PC method generally found a few units lower matching
compared to the other methods (e.g., 236 matchings for
500(p:0.01)). This suggests that the PC method might show
slightly lower performance compared to other methods in large-
scale random graphs.

4. RESULTS

In this study, the solutions produced by different centrality
methods for the independent set and matching problems using the
greedy minimum approach have been compared and analyzed.
For the analysis, the Differential Malatya (DMC), Malatya (MC),
Degree (DC), PageRank (PC), Betweenness (BC), and
Eigenvector (EC) centrality algorithms were selected.
Additionally, to make the comparison more comprehensive,
various types of graphs, including regular, social, random,
multipartite, and others, were used for testing.

In regular graphs, the methods generally produce similar
results for the independent set, while small differences are
observed in irregular and random graphs. As edge density
increases, the size of the independent set decreases, and the
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differences between methods become more pronounced. DMISA
and MISA generally produce the best results, while EC and BC
methods tend to produce smaller independent set sizes. In large-
scale random graphs, the differences between methods decrease,
but DMISA and MISA appear to be more advantageous. The
effect of edge density on the size of the independent set has been
clearly observed, and this trend can be studied more thoroughly
through statistical analysis.

Another important analysis presented in the study is the
matching members produced by the algorithms. When the test
operations conducted on different graph types are examined, it is
observed that the difference between the results is smaller than
the differences in the independent set results.

While no significant differences are observed between
the methods in regular graphs, small-scale differences are found
in irregular and random graphs. Specifically, the PC method
produces a lower number of matchings in some cases, while the
other methods generally show similar performance in large-scale
graphs. This analysis can provide a foundation for future studies
aimed at determining the most suitable method for a particular
type of graph. In particular, it could be examined through more
detailed statistical analysis whether some methods provide
advantages or disadvantages in irregular and real-world graphs.
Furthermore, in random graphs, how the performance differences
between methods change as edge density increases could be
explored in more depth in future research.
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MERKEZIYETSIiZ OTONOM
ORGANIZASYONLAR: BLOK ZINCIiR
UZERINDE CALISAN YENI NESIL YONETISIM
MODELI

Bora ASLAN!
Fusun YAVUZER ASLAN?

1. GIRIS

DAO  (Decentralized Autonomous Organization-
Merkeziyetsiz Otonom Organizasyon), blok zinciri Uzerinde
akilli kontratlarla calisan ve merkezi otorite olmaksizin ortak
karar almay1 saglayan organizasyon yapilaridir (Hassan & De
Filippi, 2021). Bir DAO’nun kurallar1 ve islemleri blok zincire
akilli kontrat kodu olarak tanimlanir. Bu kontrat tim Uyelerce
denetlenebilir ve dis miidahalelere karsi korumalidir. DAQO’lar
genellikle bir yonetim token’i ¢ikararak tiyelik ve oy hakki
dagitir. Token sahipleri, sahip olduklar1 pay oraninda
organizasyonun kararlara katilm saglarlar. DAO’lar gercek
hayattaki geleneksel sirketler ve kooperatiflere benzetilirler.
Fakat bu yapilardan farkli olarak, merkezi bir yonetim yapisina
ihtiyag duymadan calisabilen, blok zinciri teknolojisi lzerine
kurulu organizasyonlardir. Geleneksel sirketlerde kararlar
genellikle {ist yonetim veya belirli bir yonetim kurulu tarafindan
alimirken, DAQO’larda yonetisim topluluga dagilmis durumdadir.
DAO’lar, sirketlerin hisse sahipligi modeline benzer sekilde

1 Sorumlu Yazar Dr. Ogr. Uyesi, Kirklareli Universitesi, Miihendislik Fakiiltesi,
Yazilim Mithendisligi, bora.aslan@klu.edu.tr, ORCID: 0000-0002-8069-8204.

2 Dr. Ogr. Uyesi, Kirklareli Universitesi, Miihendislik Fakiiltesi, Yazilim
Miihendisligi, fusunyavuzer@klu.edu.tr, ORCID: 0000-0001-7096-3425.
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token tabanli bir yonetisim sistemi kullanir, ancak burada kararlar
merkezi bir yonetici yerine topluluk iiyelerinin oylartyla belirlenir
(Han vd., 2025). Bu, katilimcilara dogrudan yonetim giici
vererek daha demokratik ve seffaf bir yonetisim modeli sunar.
Kooperatiflerle karsilastirildiginda ise DAO’lar, benzer sekilde
tiyelerine karar alma siireclerine dogrudan katilma hakki tanir.
Ancak kooperatiflerde veya sirketlerde yonetisim genellikle “bir
tiye, bir oy” ilkesiyle islerken, DAQO’larda ¢ogunlukla “bir token,
bir oy” sistemi uygulanir. Bu durum, DAO’larin finansal giice
dayal1 bir karar alma mekanizmasina sahip olmasina yol acabilir.
Ote yandan, kooperatifler belirli bir cografi bolgede faaliyet
gosterme egilimindeyken, DAO’lar kiiresel Olgekte calisan,
tamamen dijital topluluklar olarak faaliyet gosterebilir. DAQO’lar
ayrica  akilli  kontratlar  sayesinde  belirli  gorevleri
otomatiklestirerek biirokratik siire¢leri ortadan kaldirirken,
kooperatiflerde kararlar genellikle toplantilar ve insan etkilesimi
yoluyla alinir.

2. DAO CALISMA PRENSIPLERI

Bu bolimde, DAO’larin temel ¢alisma prensipleri
basliklara ayrilmis ve detaylandirilarak anlatilmistir.

2.1. Akilli Kontratlar ve Teknik Isleyis

DAO’larn kalbinde, blok zinciri izerinde otonom olarak
calisan akilli kontratlar bulunur(Chambefort & Chaudey, 2024).
Bu kontratlar, organizasyonun tiiziigii gibi davranarak DAO’nun
kurallarin1 uygular ve fonlar tutar. Kararlar, akilli kontratlarin
Ongordiigii kosullar yerine geldiginde otomatik olarak yiiriitiilir.
Ornegin bir biitge harcamas1, iiyelerin oy c¢oklugu ile
onaylandiginda akilli kontrat tarafindan otomatik olarak
gergeklestirilebilir. Tiim islemler dagitik defterde kayith oldugu
icin seffaflik saglanir ve kayitlar degistirilemez.
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“Otonom” terimi, bazi fonksiyonlarin insan miidahalesi
olmadan kodla ydritulmesini ifade eder; ancak DAQO’lar
tamamen kendi kendine ¢alismaz. Insan katilimcilar yani DAO
tiyeleri oy kullanma veya Oneri sunma gibi adimlarda aktif olarak
yer alir. DAO yapilar ilk olarak Ethereum platformunda ortaya
cikmigtir fakat giiniimiizde farkli blok zincirlerinde de benzer
yapilar olugmustur.

2.2. Token Tabanh Yonetisim

Bir¢ok DAO, yonetim mekanizmasi olarak token tabanli
oylama sistemini kullanir. DAO kuruldugunda bir yoOnetim
token’t basilir ve proje destekgileri, kullanicilar veya
yatirimeilara dagitilir. Uyeler ellerindeki token sayisina orantili
oy hakkina sahip olur ve 6nerilen islemler yada islevler bu oylarla
karara baglanir (Fritsch vd., 2024). Ornegin bir protokol
parametresinin degistirilmesi veya hazine fonlarin kullanimi
gibi konular, token sahiplerinin oyuna sunulur. Tipik olarak daha
fazla tokene sahip olanin oylamadaki agirligi da fazladir; bu
durum her ne kadar sermaye oraninda séz hakki verse de,
“birikimin ¢oklugu = gii¢” prensibi bazi dezavantajlar da
dogurabilir. Yine de bu model, geleneksel sirketlerdeki tek
merkezli yonetime kiyasla daha katilime1 ve tabandan yukariya
bir yénetim bicimi sunar.

2.3. Oneri ve Karar Suregleri

DAO’larda iiyeler genellikle karar alinmasini istedikleri
konularda oneriler hazirlar. Bu oneriler, DAO’nun web sitesi
veya Discord gibi herkese acik bir platformunda tartismaya agilir.
Tartisma sonucunda olgunlagsan Oneri, oylamaya sunulur.
Oylama, DAQO’nun tercihlerine gore zincir Gzerinde veya zincir
dis1 gergeklesebilir. Zincir iizerinde oylama, bir akilli kontrat
araciligilyla tiim oylarin blok zincirine islemler halinde
kaydedilmesiyle yapilir; boylece oylama sonucu ve oy dagilimi
tamamen seffaftir ve akilli kontrat sonucu otomatik olarak
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uygulayabilir. Ancak zincir st oylamada her oy bir blok zinciri
islemi oldugundan, Ethereum gibi aglarda gas ticreti maliyeti
dogar. Bu durum DAO {yelerinin bir iicret O6deyerek oy
kullanmas1 anlamina geldiginden oylamaya katilimi azaltabilir.
Bu sorunu agmak i¢in pek ¢ok DAO, Snapshot gibi zincir dist
oylama araglar1 kullanir. Snapshot sisteminde token bakiyelerinin
anlik gorilintlisii alinarak zincir disindaki bir sistemde Uyelerin
mesaj imzalayarak oy kullanmas1 saglanir. Béylelikle oy vermek
i¢in islem tcreti 6denmez (Chainlink, 2022). Ardindan oylama
sonucu ¢coklu imza cilizdan1 gibi bir mekanizma ile zincir tizerinde
uygulanir. Bazi DAQO’lar hibrit bir yaklasim benimser: Kararlar
once toplulukla gayriresmi olarak tartisilip Snapshot iizerinden
oylanir, kararin alinmasinin ardindan DAO’da secilmis bir ¢oklu
imza grubu tarafindan oylama sonucunu zincire igler. Coklu imza
gruplari, belirlenmis belirli sayidaki kisinin imzasini1 gerektiren
akilli kontrat cilizdanlardir. Bu durum tek bir kisinin DAO
hazinesini yani birikimini kontrol etmesini engeller. Bu karar
alma surecine multi-sig denir (Chainlink, 2022).

2.4. Yonetisim Mekanizmalari ve Araglari

DAO’larin karar alma siireglerinde kullandig1 cesitli
araclar vardir. En yaygin olan1 yukarida bahsedilen token agirlikli
oy mekanizmasidir. Bunun yani sira, daha adil bir katilim
dagilim1 i¢in orantisiz oy (quadratic voting) gibi yontemler de
tartisitlmaktadir. Orantisiz oy, her ek oy icin Kkatlanarak artan
maliyet prensibi ile buyuk token sahiplerinin etkisini
siirlandirmay1 amaglar (Dimitri, 2022). Baz1 DAO’lar ise itibar
puant tabanli yonetisim kullanir. Bu DAO’lar c¢ekirdek
katkicilarina baska kisilere transfer edilemez itibar token’lari
vererek, oylamada sadece finansal giice degil katki veya katilim
gecmisine de agirlik tanirlar. Bunun disinda hemen her DAO,
forumlar ve ¢esitli iletisim kanallar izerinden iletisimde kalir. Bu
sosyal katman, toplulugun oOnerileri tartistigt ve fikir birligi
olusturmaya calistig1 kritik bir bilesendir. Yonetisim siireclerinin
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verimli islemesi i¢in, DAQO’lar genellikle asgari katilim esigi ve
oy cogunlugu baraji gibi kurallar koyar. Ornegin bir teklifin
gecmesi i¢in toplam tokenlarin en az %5 inin oylamaya katilmasi
ve katilanlarin en az %50+1’inin “Evet” demesi akilli kontrata
sart olarak koyulabilir. Ayrica, bazi DAO’lar zaman kilidi
(timelock) mekanizmalar1 kullanarak onaylanan kararlarin
yiriirliige girmesini birkag giin geciktirir; bdylece beklenmedik
veya zararl bir karar ¢ikarsa, topluluk veya ¢ekirdek gelistiriciler
midahale edebilsin (Monteiro & Correia, 2023). Ornegin
Uniswap protokoliinde bir yonetim karari gegtiginde, akilli
kontrat degisiklikleri uygulanmadan 6nce 2 giin bekleme siiresi
bulunmaktadir. Bu siire zarfinda topluluk tepki verip karara itiraz
edebilir yada karar iptal edilebilir. DAO bazi acil durumlarda
zaman kilidi olmadan karar alabilir.

2.5. Guvenlik ve Olgeklenebilirlik

DAO’larin ¢ogu zaman biiylik hazine fonlarina sahiptirler
bu sebeple teknik acidan en ¢ok odaklanilmasi gereken konu
giivenliktir. Tim kurallarin kodda olmasi, koddaki bir hatanin
felakete yol acabilecegi anlamimna gelir. 2016°da kurulan ilk
biyik DAO projesi “The DAO”, akilli kontratindaki bir agiktan
faydalanan saldirganlarca 3,6 milyon ETH’nin calinmasiyla
sarsilmistir (Dhillon vd., 2017). Bu olay Ethereum tarihinde Kkritik
bir ddnemeg¢ olmus ve blok zincirin daha basinda “hard fork™ ile
ayrilmasina dahi yol agmistir. Bu gibi olaylar, akilli kontrat
denetlenmesinin  ve glvenlik testlerinin  Onemini ortaya
koymaktadir. DAO’lar, sadece kod giivenligi degil, yonetisim
giivenligi konusunda da dikkatli olmak zorundadir. Giivenlik i¢in
bircok DAO, hazine anahtarlarin1 birden fazla kisiye yaymak
adina multi-sig ctizdanlar1 kullanir (Yu vd., 2023). Ancak burada
da denge 6nemlidir; 6rnegin 2/3 imzali bir multi-sig, hizli karar
alma agisindan pratik olsa da gilivenlik acisindan risklidir. Bu
sebeple daha biiyiikk imza ¢ogunlugu olusturulmali yada ek
giivenlik katmanlar1 kurulmalidir.
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DAO’larin bir diger teknik simamasi Olgeklenebilirlik
konusudur. Popiler bir DAO binlerce hatta yuz binlerce lyeye
sahip olabilir; herkesin oy kullandigi, sik sik karar alindigi
durumlarda Ethereum gibi ana aglar {izerinde bu oylarin ve
islemlerin yiiriitiilmesi pratik olmayabilir. Ornegin her bir oy
vermenin 1-100$ gibi bir gas {icreti oldugunu diisiiniiliirse, kiigiik
paya sahip uyeler oy kullanmaktan cekinebilir (Rock’n’Block,
2024). Bu yiizden, az dnce de deginildigi gibi bircok DAO zincir
dis1 oylama mekanizmalarina yonelmektedir. Ancak zincir dis1
oylar tam gilivence saglamadigi i¢in, 6l¢eklenme agisindan uzun
vadede Layer-2 c¢Ozumleri veya daha verimli zincirler
degerlendirilmektedir (Schmitten vd., 2023). Ote yandan islem
hizt da onemli bir faktordiir. Bir oylamanin tamamlanmasi
tartigma siiresi, oylama siiresi, uygulama siiresi ile genellikle
birkac giin hatta bir hafta siirebilir. Acil durumlarda bu yavaslik
sorun olabilir; bunun i¢in bazi1 DAO’lar acil durum komiteleri
veya hizli karar yollar1 tanimlamistir. Spam ve yonetim yiikii de
Olgeklenebilirlik kapsaminda bir zorluktur. Eger oylama zincir
disinda maliyetsiz ise, kotii niyetli kisiler binlerce gereksiz oneri
vererek oylama sistemini kilitlemeye c¢alisabilir. Ayrica,
DAOQ’larda tiye ilgisizligi ciddi bir sorundur; bir¢ok kisi oy
vermeye vakit ayirmaz veya konularin teknik detayiyla
ilgilenmez. Bu durumda birkag aktif kisi tiim kararlar1 alabilir.
Bunu agmak i¢in temsilci atama ve dnemli konularda kullanicilart
tesvik etme gibi yontemler uygulanmaktadir.

3. FARKLI SEKTORLERDE DAO KULLANIMI

DAO’larin esnek yapisi, finansal protokollerden sanat
diinyasina, oyun sektoriinden tedarik zincirine ve sosyal yardim
projelerine dek genis bir yelpazede uygulanmaktadir. Asagida
cesitli  sektorlerde DAO kullanim alanlart  ve etkileri
incelenmistir.
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3.1. Merkeziyetsiz Finans Sektorinde DAO’lar

Merkeziyetsiz finans (DeFi), DAO modelinin en yogun
kullanildig1 alanlardan biridir. DeFi protokolleri, yo6netimi
topluluga devretmek amaciyla DAO yapisina ge¢mistir. Ornegin,
Aave (https://aave.com/), MakerDAO (https://makerdao.com/),
Uniswap (https://app.uniswap.org/) gibi platformlar, topluluk
oylamalariyla yonetilir ve kritik kararlar1 kullanicilariyla birlikte
alir. MakerDAO, DAL stabilcoin’ini 1 USD seviyesinde tutmay1
basararak merkeziyetsiz finansin en giiclii 6rneklerinden biri
olmustur. DeFi DAQO’lari, kullanicilarin1 hem katilimci1 hem karar
verici konumuna getirerek cikar birligi saglar ve inovasyonu
hizlandirir. Compound (https://compound.finance) gibi projeler,
yonetim token’larin1 dagitarak topluluk kontrollii yonetime gegisi
tesvik etmistir. Ancak biiyiik token sahiplerinin etkisi ve
diizenleyici belirsizlikler gibi zorluklarla da karsi karsiyadirlar.
Yine de Aave, MakerDAO, Uniswap, Compound gibi érnekler,
merkezi aracilara ihtiya¢ duymadan seffaf ve topluluk odakli bir
finans ekosisteminin miimkiin oldugunu kanitlamaktadir.

3.2. Sanat ve NFT Diinyasinda DAO’lar

Blok zinciri tabanli sanat ve NFT ekosistemi, DAO’larin
onemli kullanim alanlarindan biridir. Koleksiyoner DAQO’lar,
iyelerinin kaynaklarini birlestirerek nadir NFT leri satin almasini
ve miilkiyetin tokenlar aracilifiyla paylasilmasini saglar.
Flamingo DAO (https://flamingodao.xyz/) ve PleasrDAO
(https://pleasr.org/), sanat eserlerini topluluk adina satin alip
yonetirken, PleasrDAO, “Doge NFT”yi alarak par¢ali miilkiyet
modeliyle binlerce kisiye sahiplik imkani sunmustur. DAQO’lar
yalnizca koleksiyon yoOnetimiyle siirli kalmayip, sanatgilarin
dogrudan topluluk tarafindan desteklenmesini de saglar. Bazi
NFT platformlarinda sanatg¢ilar kendi DAO’larin1 olusturarak fon
toplayabilir, satis gelirleri sanat¢i DAOQO’larina aktarilabilir.
Ayrica DAO yapisi, sanat diinyasinda kiiratorliik stireclerine
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uygulanarak topluluk tiyelerinin hangi eserlerin sergilenecegine
karar vermesine olanak tanmir. DAO’lar sanat piyasasinda
seffaflik, katilimcilik ve demokratik yonetim saglayarak
sanatcilar ve koleksiyoncular i¢in yeni finansman modelleri
sunmakta ve degerli sanat eserlerinin daha genis kitleler
tarafindan sahiplenilmesini miimkiin kilmaktadir.

3.3. Oyun Sektoriunde ve “Play-to-Earn”
Ekosisteminde DAO’lar

Blok zinciri tabanli oyna-kazan (play-to-earn) oyunlar,
DAO modelini benimseyerek oyuncularin oyun ekonomisinde
s6z  sahibi  olmasin1  saglamaktadir. Axie Infinity
(https://axieinfinity.com), merkeziyetsiz yonetime gegis yaparak
AXS token sahiplerine oyun hazinesi ve karar mekanizmalari
tizerinde kontrol yetkisi tanimistir. Bu sayede oyuncular, oyunun
yonetiminde aktif paydaglar haline gelmistir. Oyun loncalari
(gaming guilds) da DAO modelini kullanmaktadir. Yield Guild
Games (YGG https://www.yieldguild.io), NFT oyun varliklarina
yatirim yaparak iiyelerine bu varliklart kiralar ve gelir paylasimi
modeli sunar. YGG, belirli oyunlara veya cografi bolgelere gore
alt DAQO’lara ayrilarak uzmanlagmis topluluklar olusturmustur.
Benzer sekilde =~ Decentraland  ve The Sandbox
(https://www.sandboxdao.com), MANA ve SAND token
sahiplerine sanal diinyalarin yonetiminde s6z hakki vererek DAO
modelini uygulamaktadir. DAO’lar, oyun ekosisteminde topluluk
katilimini artirarak oyuncularin sadece tiiketici degil, yonlendirici
olmasini saglamaktadir. DAO sayesinde oyuncular, oyun igi
varliklara sahip olabilir, karar siireglerine katilabilir ve oyun
ekonomisine uzun vadeli katkida bulunabilir.

3.4. Sosyal Yardim ve Hayir Kurumlarinda DAQ’lar

DAO’lar, bagis ve sosyal yardim siireglerini daha seffaf,
izlenebilir ve katilimc1 hale getirerek geleneksel yardim
kuruluglarina  alternatif —sunmaktadir. Big Green DAO
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(https://dao.biggreen.org), bagiscilari ve yardim alanlari bir araya
getirerek fon dagitimini topluluk tarafindan yonetilen bir sisteme
doniistiirmistiir. Gitcoin DAO (https://gitcoin.co), agik kaynak
projelerini desteklemek icin karesel fonlama (quadratic funding)
modelini kullanarak topluluk destegini en ¢ok alan projelere ek
fon saglarken, UkraineDAO, Ukrayna’ya destek i¢in NFT agik
artirmalar1 diizenleyerek milyonlarca dolarlik bagis toplamistir.
DAO’lar sayesinde bagislar akilli kontratlar ile otomatik
yonetilebilir, suistimal riski azalir ve idari maliyetler diiger.
Topluluk iiyeleri, fonlarin nasil harcanacagini oylayarak siirece
aktif katilim saglayabilir. Ancak diizenleyici belirsizlikler ve
kripto erisim zorluklari, bu sistemlerin daha genis capta
benimsenmesini sinirlayabilir. Suana kadar olan 6rnekler,
DAO’larin sosyal yardimlarda giiglii bir alternatif olabilecegini
ve gelecekte geleneksel STK’larla entegre edilebilecegini
gostermektedir.

4. DAO’LARIN AVANTAJLARI

Bu bolimde DAO’larin avantajlari iizerinden firsatlar
tartisilmistir.

4.1. Seffafhik

DAO’larin  en belirgin avantaji, islemlerinin ve
kurallarinin agik olarak blok zincirine yazilmasi sayesinde tam
seffafligin saglamasidir (Diallo vd., 2018). Tim oy kayitlari,
biitce harcamalari, akilli kontrat kodlar1 isteyen herkesce
goriilebilir. Geleneksel kapali kurum yonetimlere kiyasla
DAO’larda gizli kararlar ile ilgili risk ¢ok dusiiktiir. Kararlar
topluluk tartismalariyla olgunlasir ve oylama sonucunda otomatik
uygulanir. Ornegin bir DAO’nun hazinesinden 10 ETH bagis
yapilmigsa, bunun hangi oylama ile gonderildigi, hangi adrese
gittigi ve ne zaman gittigi zincir tizerinde goriilebilir. Ayrica akill
kontrat kodlar1 eger sifrelenmediyse agik kaynak oldugu igin,
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sistemin nasil ¢alistig1 tiim paydaslarca incelenip denetlenebilir.
Bu seffaflik, iiyeler arasi giliveni artirir ve dis denetimi
kolaylastirir. Hatta birgok DAO, aylik raporlarini veya onemli
karar Ozetlerini halka acik bi¢cimde yayinlayarak hesap
verebilirlik sergiler. iletisim genellikle discord, DAO forumlari
gibi tiyelere acik sistemlerde yapildigi i¢in seffaflik biiyiik 6l¢iide
saglanir.

4.2. Merkeziyetsizlik ve Katilmeihik

DAO’lar gicu tek bir elde toplamak yerine Gyeler
arasinda dagitmaya odaklanir. Kararlar kolektif akilla alindig:
icin, tek bir liderin yanl kararlar1 veya hatalari sistemin kaderini
belirlemez. Bu da sistemi direngli kilar; bir veya birkag¢ kisinin
ayrilmasi, DAO’dan ayrilmasi, hesabin saldirganlar tarafindan
ele gegirilmesi durumunda bile DAO varligim siirdiiriir. Ozellikle
kiiresel katilimer tabanma sahip DAO’lar, cografi ve politik
risklere kars1 da dayaniklidir. Merkezi bir otorite olmadigindan
kapatilmasi, yasaklanmasi daha zordur. Uyeler sahip olduklari
token’lar oraninda oy hakki elde ederek yonetime dogrudan
katilir, bu da geleneksel sirketlerdeki hissedarlik yapisina
benzemekle birlikte genellikle daha tabana yayilan bir yapidir.
Ornegin bir DAO’da %1 pay: olan yiizlerce kiigiik yatirimet,
toplamda %10 paya sahip tek bir liyeyi oy ¢cokluguyla yenebilir .
Bu katilimc1 yonetim, demokratik bir yonetisim modeli sunar .
Bazi DAO’lar bir iiyenin hak sahibi olacagi orani bile akilli
kontrat ile kisitlarlar. Bu da kismen esitligi getirir. Her {iye
forumlarda goriis bildirerek veya oneri sunarak sesini duyurabilir.
Boylece DAO’lar, iiyelerine ger¢ek anlamda soz hakki ve
miilkiyet hissi verir. Bir¢cok iiye, DAO yoOnetisimine katki
sagladikca proje ile duygusal bir bag kurar ve basariya ulagmasi
icin goniillii ¢aba gosterir. Bu, klasik sirketlerdeki calisan-
miisteri-hissedar ayrimini bulaniklastirarak daha biitiinlesik bir
topluluk yapis1 yaratir.
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4.3. Verimlilik ve Otonomi

Dogru tasarlanmis bir DAO, biirokrasiyi azaltarak
verimliligi artirabilir (Wulf A. Kaal, 2021). Akilli kontrat
otomasyonu sayesinde bir¢cok karar Onceden tanimlanmig
kosullara baglanabilir. Ornegin bir fon toplama hedefi akill
kontratta belirtilir; hedefe ulasildiginda otomatik olarak anlagmali
hesaba transfer olur. Arada insanlarin elle onay vermesi
gerekmez, bu da hem zaman kazandirir hem hatalar1 azaltir. Ote
yandan 6zellikle uluslararasi aktarimda hem zaman hem de maddi
tasarruf yapilir. Benzer sekilde, akilli kontratlar aracilari ortadan
kaldirabilir. DAO yapisi sayesinde finansal iglemler igin
bankalara, karar onay1 i¢in yoOnetim kurullarima ihtiyag
duymadan, kod i¢inde tamimlanan yetki ve onay
mekanizmalartyla siirecler isler. Bu durum o6zellikle kiiresel
Olcekte operasyon yiiriiten yapilarda ciddi maliyet avantaji ve hiz
saglar. Ornegin uluslararasi bir para transferi, DAO hazinesinden
dakikalar icinde gerceklestirilebilirken, geleneksel sistemde
giinler alabilir. DAO’lar ayrica 7/24 calisir; insan tatilinde veya
mesai saatleri disinda diye islem aksamaz, kontratlar stirekli
tetiklenebilir durumdadir.

4.4. Yenilikgilik ve Esneklik

DAO ekosistemi henlz yeni oldugundan, siirekli yeni
yonetisim  modelleri  ve  araclar  gelistirilmekte  ve
uygulanmaktadir. Bu da organizasyon yapilarinda inovasyonu
tesvik eder. Ornegin “soulbound token”lar (transfer edilemeyen
itibar puani token’lar1) veya “likit demokrasi” (oy haklarin
istenildiginde devredip geri alabilme modeli) gibi kavramlar
DAOQ’lar sayesinde ger¢ek diinyada test edilmeye baslanmistir
(TokenMinds, 2024). Geleneksel kurumlarda goérilmeyen bu
denemeler gelecekte sirketlerin  ve/veya kooperatiflerin
modellerine 151k tutabilir. Ayrica DAO’lar yazilim odakli oldugu
icin dlceklenmesi de esnektir. Uye sayisi birden bine ¢ikabilir,
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kod uygunsa bu biiyiimeyi kaldirabilir. Ote yandan geleneksel
sitket veya kooperatif yapilarinda ise bu kadar hizli biiyiime
muhtemel bir kaosla sonuclanabilir.

4.5. Kiiresel Erisim ve Kapsayicihik

DAO’lar internet erigimi ve kripto ciizdani olan herkese
aciktir. Diinyanin herhangi bir yerinden bir yazilimci, bir sanatci
veya bir yatirimcr ilgi duydugu bir DAO’ya katilip katki
sunabilir. Cografi engelleri ortadan kaldirdig1 i¢cin DAQO’larin iiye
havuzu kureseldir. Bu da hem daha zengin bir fikir cesitliligi
saglar, hem de firsat esitligini artirir. Ornegin Tiirkiye’deki bir
yazilim gelistiricisi, Amerika merkezli bir DAO projesine katk1
yaplp token kazanabilir. Bu durum geleneksel sirket
hiyerarsilerinde ve {lkeler arasi ¢alisma durumlarinda pek
miimkiin olmayan bir durumdur. DAO’lar 6zellikle bankacilik
sistemi disinda kalan kisilere finansal katilim imkani da sunabilir.
Ornegin Axie Infinity’nin oyuncu kitlesinin %25’inin banka
hesabinin olmadig: fakat kripto ciizdaniyla gelir elde edebildigi
bilinmektedir.

5. DAO’LARDAKI ZORLUKLAR

Bu bolimde DAO’larin  karsilastigit  zorluklar ve
alinabilecek onlemler tartisilmistir.

5.1. Kanuni ve Hukuki Statu

DAO’lar yapilar1 geregi mevcut hukuk sistemlerine
uymakta zorlanir ¢iinkii ne tiizel kisilikleri ne de geleneksel bir
idari sorumluluk yapilart vardir. Bir DAO’nun yasal olarak sirket
mi, ortaklik m1 yoksa bir yatirim fonu mu oldugu pek cok iilkede
belirsizdir. Bu durum biiyiik bir zorluk olusturmaktadir. Ornegin
ABD’de 2022’de Emtia Vadeli Islemler Ticaret Komisyonu
(CFTC), bir DeFi platformu islettigi iddiasiyla Ooki DAO adli bir
organizasyona dava a¢cmig ve ilk kez bir DAO’yu dogrudan
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sorumlu tutmaya c¢alismistir (Marta Piekarska, 2022). CFTC,
DAO yelerini geleneksel bir ortakligin {yeleri gibi
degerlendirerek, kurallara aykir1 islemlerden kisisel olarak
sorumlu olabileceklerini One siirmiistir. Bu durum DAO
toplulugunda sok etkisi yaratmis, “anonim olarak internette
toplanan token sahipleri bir genel ortaklik midir?” sorusunu
giindeme getirmistir. Belirsizlik nedeniyle bircok DAO, riskleri
azaltmak icin kendini yasal bir yapiyla doniistiirme arayisina
baslamistir. Buna karsin ABD’nin Wyoming eyaleti, 2021°de
cikardig1 bir yasayla DAO’larin limitet sirketi olarak tescil
edilebilmesini miimkiin kilmistir (Lom & Browndorf, 2021). Bu
sayede bir DAO, Wyoming’de kayith bir sirket haline gelip
tiyelerine sinirli  sorumluluk korumasi saglayabilir. Benzer
sekilde Isvigre, Singapur, Malta gibi baz1 iilkeler kripto
vakif/dernek  yapilar1 altinda DAO’lara yasal kimlik
kazandirmaya calismaktadir. Buna ragmen bir¢cok iilkede
DAO’lar halen gri alandadir. Bu da yatirnmcilarin ve biiyiik
katilimcilarin ¢ekincelerine yol agar, zira belirsiz yasal statii hem
vergisel sorunlar hem de olasi davalar agisindan risk demektir. Bu
sebeple bir ¢ok tiizel sirket ve kurum DAOQO’lardan resmi olarak
uzak durmaktadir. Ayrica bazi durumlarda DAOQO’larin aldigi
kararlar yerel yasalara aykir1 olabilir. Bu durumda sorumlunun
hukuki olarak kim olacagi muglaktir. Tiim bu nedenlerle, kanuni
belirsizlik DAO’larin biiyiimesinin 6niindeki 6nemli engellerden
biridir. Ancak son yillardaki gelismeler olumlu ydndedir.
Wyoming’in ardindan yakin zamanda Amerika’daki bazi
eyaletler de DAO’larin yasal durumlart ile ilgili yasalar
olusturmaya baglamistir (Finger & Cramer, 2023). Ayrica. Yakin
gelecekte bu yasal hazirliklarin diinya geneline yayginlasmasi
olasidir.

5.2. Giivenlik Aciklari

Siber gilivenlik DAQO’lar i¢in devamli bir endise
kaynagidir. Yukarida bahsedilen The DAO saldirist bunun en
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somut 6rnegidir. Akilli kontrat hatalari, bilinmeyen bug’lar veya
yeni siber saldirilar bir DAO’nun hazinesinin bosaltilmasina veya
kontroliiniin saldirganlar tarafindan ele gecirilmesine yol agabilir.
2016’daki olaydan c¢ikarilan derslerle, bugiin biiylik DAO’lar
kodlarin1 yazilim denetim firmalarina inceletmekte, yapay zeka
destekli sistemler ile hatalar1 yakalamaya g¢aligmaktadir. Ancak
yazilim gelistirme diinyasinda “hatasiz kod” veya %100 giivenlik
garantisi yoktur. En iyi ekiplerin yazdig1 akilli kontratlarda bile
Oongorilmeyen aciklar  bulunabilir. Son yillarda DeFi
protokollerinde milyarlarca dolarlik hack vakalar1 yasanmustir.
DAO’lar da akilli kontratlara dayandig i¢in benzer riskleri tasir.
Ornegin 2022’de bir NFT DAO’su olan Beanstalk protokolii,
akilli kontrat agigindan yararlanan bir manipiilasyonla $180
milyon kaybetmigstir. Saldirganlar, anlik olarak oy giiciinii ele
gecirip hazinedeki stablecoin’leri kendi hesabina onaylatmistir.
Eger DAO kontratt tasariminda oOnlem alinmadiysa yada
yonetisim mantigr diizglin  kurulmadiysa bu tiir saldirilar
gerceklesebilir. Ayrica “geri doniis kapisi” olarak bilinen ve
tamamen degistirilemez kontratlar yerine, acil durumlar i¢in arka
kapilar veya upgrade anahtarlar1 birakan kontrat tasarimlar1 da
cok tehlikelidir. Eger bu anahtarlar iyi korunmaz veya fark
edilmezse, kotii niyetli biri veya grup bunlari kullanarak sistemi
suistimal edebilir. Kisacas1 giivenlik, DAO’lar i¢in en Onde
gelmesi gereken bir konudur. Bu alanda, ¢ok imzali dogrulama,
zaman kilidi, izleme ajanlar gibi ¢esitli tedbirler alinmaktadir.
Ayrica kritik protokollerde para ddiilleri ile hatalar bulunmasi
tesvik edilmektedir.

5.3. Merkeziyet Riski ve Gii¢ Yogunlasmasi

Her ne kadar DAO’larin amac1 merkeziyetsiz bir yonetim
modeli olsa da pratikte bircok DAO’da oy glcu kucik bir
azinlikta toplanmistir. Token dagilimi adil degilse veya zamanla
belirli ellerde yigilirsa, DAO yonetimi ve karar alma siiregleri
fitlen merkezi bir grubun kontroline girebilmektedir. Bu durum
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DAO’larin 6nemli bir agmazini ortaya koymaktadir. Ozellikle ilk
dagitimda DAO kurucu ekibi ve ilk yatirnmeilar yiiksek oranda
token aldiysa, topluluga yayilma uzun zaman alabilir ya da hig
gerceklesmeyebilir. Ornegin bir protokolde 10 ciizdanin oylarin
cogunlugunu kontrol ettigi biliniyorsa, diger kii¢iik token
sahipleri kararlarda ¢ok az s6z sahibi olabilecegi kaygisi ile
DAO’ya katilim gostermeyebilir. Bu riskleri azaltmak icin,
DAO’larda zamanla token dagitimini tabana yayma, oylamalarda
cok diisiik bir katilim varsa kararlarin gegmemesi i¢in ¢ekimserlik
siir1 uygulamasi, bir kisinin alabilecegi maksimum token siniri
veya oy giicii i¢in belirli bir siiredir DAO’ya iiye olma kosulu
islemi igin kilitlenme siireli oy gibi onlemler gelistirilmektedir.
Yine de giic yogunlagsmasi, merkeziyetsizlik idealine golge
diistirmektedir.

5.4. Katihm Problemleri ve Organizasyonel Zorluklar

DAO’lar insanlarin yonetime katilma modeline gore
sekillenmistir. Fakat bircok DAQ’da iiyelerin kiiclik bir kism1
aktif olarak yonetime katilirken, biiyiik cogunluk sessiz izleyici
konumundadir (Rikken vd., 2019). Uye sayis1 arttikga bu oran
genelde diiser. Binlerce kisinin bulundugu DAOQO’larda birkag
diizine kisi tiim tartismalar1 yapip kararlar sekillendirir. Aslinda
bu durum mevcut sirket veya kooperatif yapilarinda da bu
sekildedir. Fakat bu durum hem adil temsil agisindan sorunlu hem
de aktif iiyeler i¢in is yiikii agisindan yorucudur. Siirekli her
konuda oy kullanmak {iyelerde yonetisim agisindan yorgunluk
yaratabilir. Bu nedenle ister istemez proje ilerledikge genellikle
bir tiir hiyerarsi geri gelmeye baslar. Calisma gruplari, komiteler,
komisyonlar veya kurullar kurulmaya baglanir. Bu aslinda
DAQ’larin baglangi¢ vizyonundaki tam yatay yapinin pratikte
siirdiiriilemedigini gosterir. Ornegin bir protokolde teknik
gelistirmeler i¢in bir c¢ekirdek ekip yetkilendirilebilir veya
pazarlama harcamalar1 icin toplulugun sectigi bir kurul
olusturulabilir. Bu alt gruplar kararlar1 hazirlayip genel oya sunar.
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Bu, verimliligi artirsa da yine merkezi bir unsur getirir ve
gruplarin DAO’yu yonlendirmesini saglar.

5.5. Teknik Ol¢eklenebilirlik ve Kullanim Kolayhg

Teknik ac¢idan, Ethereum, Bitcoin gibi ana blok
zincirlerinin yiiksek gas ticretleri, sinirli islem hizi gibi kisitlari
DAO’lart  maddi ve organizasyonel olarak olumsuz
etkilemektedir. Bu sorunlar kismen Base, Polygon gibi Layer-2
aglara gecis veya zincir disi islemler ile agilmaya calisilsa da
halen ideal bir ¢6ztim bulunamamistir. DAQO’larin olusturduklari
sistemlerdeki ciizdan kullanimimnin karmasikligi veya dogrudan
kripto clizcan ile varliklarik yoOnetimindeki  zorluklar
diistiniildiiginde ortalama bir kullanicinin DAO’ya katilimi
zordur. Kripto ciizdan1 kurma, token alma, yOnetim arayiiziine
baglanma gibi adimlar teknik bilgi ve tecriibe gerektirir. Ayrica
kriptopara diinyasina karst olan giivenlik kaygilar1 gibi
olumsuzluklar da buna eklendiginde bir¢ok potansiyel katilimei
disarida kalmaktadir. Bu nedenle, gelecekte daha kullanici dostu
DAO platformlarina ihtiyag vardir. Ornegin tek tikla mobil
uygulama Uzerinden oy kullanma veya kripto ctizdan destekli
sosyal medya hesabiyla DAO’ya katilma gibi deneyimler
gelistirilmelidir.

5.6. Giiven ve Sorumluluk Sorunlari

Tam merkeziyetsiz yapilarda bir seyler ters gittiginde
sorumluluk almak ve kriz ydnetimi zor olabilir. Ornegin bir
saldirt sonucu ¢alinan veriler/varliklar oldugunda veya yanlis bir
karar alindiginda, “sorumlu kim” sorusu belirsizdir. Bu durumda
bazen topluluk i¢cinde suclamalar, boliinmeler yasanabilir. Ayrica
yeni katilanlar i¢in, anonim insanlarin oylariyla yonetilen bir
sisteme giivenmek baglangigcta ¢ok zor olabilir. Geleneksel
yapilarda insanlar yoneticiye veya markaya giivenirken, DAO’da
akilli kontrat koduna ve topluluk iradesine glivenmek gerekir. Bu
giiveni insa etmek zaman alir ve genellikle iyi sonuglarin kendini
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kanitlamasiyla miimkiin olur. Fakat 6zellikle kriptoparalarin 15-
25 yas araligindaki genglerin ilgi alaninda oldugu, blokzincir
projelerinin ve DAO girisimlerinin bu kitle tarafindan domine
edildigi distiniildiigiinde gerekli sorumluluk ve giivenin
saglanmast zor olacaktir. Bu ac¢idan heniliz yeni dogan
konumundaki DAO’larin biraz daha zamana ihtiya¢ duydugu bir
gercektir. Ote yandan yakin gelecekte basarili gercek diinya
orneklerinin artmasi, tilkelerin ilgili yasalar1 yiirtirliige koymasi
ve kurumsal sirketlerin DAO’lara yatirim yapmasi ile bu kaygilar
olumlu bir sekilde degisecektir.

6. SONUCLAR

DAO’lar, geleneksel organizasyon yapilarina kiyasla
merkeziyetsiz, seffaf ve otomatiklestirilmis bir yonetisim modeli
sunarak  organizasyonel siireglerde devrim  niteliginde
degisiklikler getirmistir. Blok zinciri ve akilli kontratlar
sayesinde karar alma siregleri daha demokratik hale gelmis,
yonetisimde aracilar ortadan kaldirilmis ve oylamalar dogrudan
zincir lizerinde yiiriitiilebilir hale gelmistir. Finans, sanat, oyun,
tedarik zinciri ve sosyal yardim gibi bir¢ok sektorde kullanilan
DAQ’lar, katilimcilarin karar alma siireglerine dogrudan dahil
olmasini saglayarak, merkezi yonetim modellerinin sinirlarini
zorlamaktadir.

DAO’larin  sundugu avantajlar arasinda seffaflik,
merkeziyetsizlik, otomasyon, kiiresel erisim ve kolektif
yonetisim one ¢ikmaktadir. Ancak, DAQ'larin halen karsi karsiya
oldugu oOnemli zorluklar bulunmaktadir. Yasal belirsizlikler,
guvenlik riskleri, oy glclnin az sayida kisinin elinde
yogunlasmasi, diisiik topluluk katilimi ve teknik dlgeklenebilirlik
sorunlari, DAO ekosisteminin tam anlamiyla olgunlagsmasinin
oniindeki baslica engellerdir. Ozellikle akilli kontratlarin
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giivenligi ve yonetisim modellerinin  stirdiiriilebilirligi,
DAOQO’larin uzun vadeli basarisi i¢in kritik dneme sahiptir.

DAOQ’larin gelecegi, daha etkin yoOnetisim
mekanizmalarinin gelistirilmesi, zincir dis1 oylama ¢oziimlerinin
yayginlagsmasi ve yasal c¢ercevenin netlesmesi gibi faktorlere
bagli olacaktir. DAO yapilari, merkezi olmayan finans
protokollerinden oyun ekosistemlerine, sanat diinyasindan sosyal
yardimlara kadar birgok alanda kendini kanitlamaya devam
etmektedir. Oniimiizdeki yillarda DAO’larin kurumsal diinyada
daha fazla benimsenmesi, biiylik teknoloji sirketleri ve devlet
kurumlar1 tarafindan arastirilmasi  ve hibrit  yOnetisim
modelleriyle daha genis ¢apta uygulanmasi beklenmektedir.

Sonu¢ olarak, DAO’lar organizasyonlarin caligma
biciminde yeni bir paradigma sunarken, beraberinde getirdigi
teknik ve yonetisimsel zorluklarin agilmasiyla daha genis 6l¢ekli
adaptasyon gorebilir. Gelecekte DAQO’lar, daha esnek ve glvenli
yapilarla bireylerin ve kuruluslarin finansal ve yonetisim
stireclerine daha fazla dahil olmasini saglayarak kiiresel 6lgekte
daha adil ve demokratik ekonomik sistemlerin temel taglarindan
biri olabilir.
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NESNELERIN INTERNETI AGLARINDA
SALDIRI TESPITi iCiN FEDERE OGRENME

Nesibe YALCIN?
Semih CAKIR?

1. GIRIS

Nesnelerin  Interneti  (Internet of Things, IoT)
giivenliginde temel amag, [oT ekosistemi i¢indeki kullanicilarin,
cihazlarin ve altyapinin giivenligini saglamak, sunulan
hizmetlerin erigilebilirligini devam ettirmek ve verilerin
gizliligini korumaktir (Sasi vd., 2024). Saldir1 tespit sistemleri,
giiniimiizde giderek daha karmasik hale gelen siber saldirilar ile
basa ¢ikmak igin kritik giivenlik bilesenleridir. Ozellikle makine
ogrenmesi teknikleri ile desteklenerek ag ve sistem gilivenligi
daha etkili hale gelmektedir. IoT baglaminda, standart makine
O0grenmesi tabanli saldir1 tespit sistemleri, farkli IoT
cihazlarindan toplanan egitim verilerinin (6zellikler ve
orneklerin) merkezi bir sunucuya veya bulut ortamina yiiklendigi,
analiz edildigi ve model egitiminin gergeklestigi bir yaklasim
kullanir (Campos vd., 2022). Federe ogrenme (federated
learning) yaklasiminda ise egitim verileri merkezden uzak
tutularak (gergcek wverileri aciga cikarmadan) model egitimi
merkezi olmayan bir sekilde gergeklesir. Bdylece veri
mahremiyeti ve gizliligin korunmasinin yani sira iletisim daha
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verimli hale gelir, hesaplama yiikii azaltilir ve daha diigiik
gecikme saglanir.

Merkezi yaklagim ile ilgili glivenlik endiselerini azaltmak
amaciyla federe 6grenme yaklagimi, son yillarda saglik (Schneble
ve Thamilarasu, 2019; Huang and Liu, 2019; Li vd., 2019; Yuan
vd., 2020, Xu vd., 2020), finans (Zhao vd., 2019), dogal dil isleme
(McMahan vd., 2017; Hard vd., 2018), otonom araclar
(Samarakoon vd., 2018; Al Mallah vd., 2021), siber guvenlik
(Nguyen vd., 2020; Khramtsova vd., 2020; Friha vd., 2022;
Doriguzzi-Corin ve Siracusa, 2024) gibi birgok alanda ilgi
gormiistiir (Sekil 1). Yuan vd. (2020), saglik IoT cihazlari i¢in bir
federe dgrenme gergevesi onermislerdir. Onerdikleri gerceve ile
IoT cihazlar iizerindeki hesaplama yiikiinii ve IoT cihazlarn ile
merkezi sunucu arasindaki iletisim yiikiini 6nemli Olclide
azaltmiglardir. Ayrica ¢aligmalarinda, gergek diinya aritmi tespit
gorevlerinde c¢ok kiiciik bir dogruluk kaybi gdzlemlendigi
belirtilmistir. Li vd. (2019) tarafindan beyin timori
segmentasyonu i¢in bir federe O0grenme sistemi Onerilmis ve
federe model paylasiminin gesitli pratik yonleri incelenmistir.
Hasta veri gizliliginin korunmasina vurgu yapilarak giiglii bir
diferansiyel mahremiyet garantisi saglandigi belirtilmistir. Mao
vd. (2022) tarafindan farkl giftlikler arasinda dagitilmig verilere
dayali federe 6grenme modeli ile otomatik hayvan aktivitesi
tanima islemi gergeklestirilmistir. Akilli ¢iftlik uygulamasi
kapsaminda yapilan bagka bir ¢aligmada (Idoje vd., 2023), federe
O0grenme mahsul tiirii siniflandirmasinda kullanilmis ve merkezi
olmayan modellerin hiz ve dogruluk agisindan daha iyi
performans gosterdigi kanitlanmistir. Mahsul verimi tahmini i¢in
yapilan c¢alismada (Manoj vd., 2022) ise farkli istemcilerde
dagitilmis veri kiimeleri tlizerinde model egitimi icin federe
o6grenmeden yararlanilmistir. Federe 6grenmenin enerji sistemleri
alanindaki yiik tahmininde (Fekri vd., 2022; Gao vd., 2021),
enerji yonetiminde (Lee ve Choi, 2020) ve tlketicilerin sosyo-
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demografik 6zelliklerinin belirlenmesinde (Wang vd., 2021)
basarili uygulamalar1 da mevcuttur.

Federe Ogrenme tabanli ¢oziimler, 6zellikle kullanici
gizliliginin  krittk oldugu uygulamalarda (6rnegin, IoT
cithazlarmin davranigsal verileri kullaniliyorsa) biiyiik bir avantaj
saglamaktadir. Zhao vd. (2019) calismalarinda, IoT cihaz
reticilerinin ~ miisterilerine daha 1iyi {riin ve hizmet
sunabilmelerine yardimci olacak federe Ogrenme tabanli bir
sistem tasarlamiglardir. Tasarlanan sistemde ayrica federe
ogrenme sirasinda tiim misterilerin giincellemeleri blok zincir ve
diferansiyel mahremiyet (differential privacy) ile
denetlenerek/dogrulanarak kotii niyetli miisteriler veya iireticiler
tespit edilebilmektedir.

2N

(e

~—

Dogal Dil
Isleme

C“)

Federe
Odrenme
Uygulamalan Siber
Giivenlik

Otonom
Araf;lar

Sekil 1. Federe 6grenme uygulama alanlari

Dagitik ve gizlilik odakli ¢oziimler sunan federe
O0grenmenin siber saldir1 tespiti i¢in kullanimi heniiz yaygin
olmamakla birlikte giderek daha fazla 6nem kazanmaktadir.
Ozellikle IoT aglarinda biiyiik avantajlar sunar: merkezi
sistemlere bagimlilik azalir, kullanic1 verileri cihazlarda kalarak
veri gizliligi korunur, farkli ag mimarileri (heterojen ag yapilari)
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ile uyum saglanir ve kot niyetli faaliyetler dagitik olarak tespit
edilebilir. Bununla birlikte kotl niyetli istemciler, model
giincellemeleri {izerinden hassas bilgilerin ¢ikarilmasi gibi
potansiyel riskler de icermektedir. Bu konu, dérdinct bélimde
daha detayl: tartisilmisgtir.

2. FEDERE OGRENME

Ik olarak 2016 yilinda Google tarafindan &nerilen
(McMahan vd., 2016) ve dagitik bir makine 6grenmesi yaklasimi
olan federe 6grenme, merkezi bir modelin is birlik¢i bir sekilde
egitildigi/iyilestirildigi yinelemeli bir siirectir (Zang vd., 2022;
Canbay ve Biyiknacar, 2021). Sekil 2’de mimari yapisi
gosterilen federe 6grenme, ii¢ temel adimda gerceklestirilir: 1)
kiiresel model baglatma ve dagitimi, 2) yerel model egitimi ve 3)
model birlestirme ve giincelleme.

Merkezi

Sunucu Model Birlestirme ve
Giincelleme

Kiiresel Model

0
+°‘°9
Model Parametrelerif
Giincellemeleri
- Yerel MOde" E @ '
Yerel Model2 .
Z 0

istemciler

Yerel ModelN

Sekil 2. Federe 6grenme mimarisi
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Ik olarak merkezi bir sunucudaki kiiresel model,
baslangi¢ parametreleri ile egitilir ve ortamdaki tiim istemcilerle
(IoT cihazlari, mobil telefonlar, vb.) paylasilir. Her bir istemci,
kendi yerel verilerini kullanarak modelini 6grenir, model
uzerinde yerel bir glincelleme hesaplar ve daha sonra model
giincellemeleri/parametreleri, modelleri birlestiren ve 6grenme
stirecini dizenleyen merkezi sunucuya iletir. Sunucu, kendisine
iletilen glncellemeleri toplar, toplu bir model giincellemesi
hesaplar ve hesaplanan toplu giincellemeyi kullanarak kiresel
modeli giinceller. Kiiresel model parametreleri yeni bir yineleme
icin tekrar istemcilerle paylasilir (Alazab vd., 2022). Iletisim
verimliligini artirmak icin model birlestirme siireci, kayipl
sikistirmayi igerebilir (Kairouz vd., 2021; Li vd., 2020; Zalik ve
Zalik, 2023). Federe 6grenme ortamia yeni istemciler katilabilir,
ancak bu ek 6grenme yinelemeleri gerektirmektedir (Zalik ve
Zalik, 2023). Bir diger husus istemci tarafi egitim siirecinin
sonunda modelin, yerel egitim Orneklerini asir1 6grenmis ve
ezberlemis olabilecegidir. Bu modeli paylagsmak, egitim verilerini
ifsa etme riski tasiyabilir. Bu riski azaltmak ve asir1 6grenmeyi
onlemek icin segici parametre paylasim yontemleri kullanilarak
bir istemcinin paylastigi bilgi miktar1 sinirlandirilabilir (Li vd.,
2019).

Veri kiimesinin gizliligi ve iletisim gereksinimleri gibi
avantajlart nedeniyle son zamanlarda bir¢cok alanda federe
O0grenme tabanli ¢ozlimler gelistirilmistir. Federe Ogrenme,
Ozellikle hassas verilere erisim ve analiz siirecini diizenlemek,
kullanic gizliligini/veri sahipligini korumak i¢in yiiriirliige giren
Saglik Sigortasi Tasmabilirlik ve Sorumluluk Yasasi (Health
Insurance Portability and Accountability Act, HIPAA), Genel
Veri Koruma Tiizligli (General Data Protection Regulation,
GDPR) ve Kisisel Verilerin Korunmasi Kanunu (KVKK) gibi
cesitli mevzuatlara uyum i¢in uygun ¢éziimler sunmaktadir.
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3. NESNELERIN INTERNETI VE GUVENLIGi

[oT aglari, her gegen zaman diliminde internete bagl
cihazlarin sayisindaki artis ile biliylimeye devam eden bir ag
tiirtidiir. IoT aglar, zengin ¢esitliligi ile farkli iireticilere ait
donanim ve yazilima sahip cihazlar igerebilmektedir. Tutarsiz
kalan glvenlik standartlarinin yol actigi zafiyetler nedeniyle
saldir1 yiizeyi genisleyen IoT aglarinda; kimlik sahtekarlig:
(spoofing), ortadaki adam saldirist (Man in The Middle, MiTM),
Dagitik Hizmet Reddi (Distributed Denial of Service, DDoS) ve
yan kanal (side channel) saldirilar1 gibi farkli tiirde siber
saldirilara kars1 cihazlar savunmasiz hale gelir ve 6nemli bir
giivenlik  zorlugu olusturur. IoT cihazlarmma  yonelik
gerceklestirilen saldirilari, yontemlerine gore Sekil 3’°te verildigi
gibi donanim tabanli, yazilim tabanli ve ag tabanli saldirilar

olmak flizere ii¢ temel gruba ayirmak miimkiindiir (Sasi vd.,
2024).

Donanim Tabanh

4

loT Saldirilan I Yazilim Tabanh

Ag Tabanh

4

Sekil 3. Yontemlerine gore IoT saldirilar:

e Donanim tabanli saldirilar, Agik Sistemler Baglantisi
(Open Systems Interconnection, OSI) katmanlarindan
fiziksel katman ile veri bag1 katmanlarinda haberlesme ve
alt yap1 amach kullanilan cihazlara yetkisiz erigimle
baslayan ve cihazlarin 6zelliklerine bagli olarak giivenlik
aciklarinm1  ve gomiilii sistem bilesenlerini  ¢esitli
yontemlerle hedef alan saldirilardir. En bilinen donanim
tabanli saldir1 tiirli, yan kanal saldirilaridir. Fiziksel yan

64



Bilgisayar Bilimleri ve Miihendisligi Konulari

alanlar1 analiz ederek, sifreleme anahtarlarini ya da diger
hassas verileri elde etmek amaciyla gergeklestirilirler.
Donanimsal arka kapi (back door), firmware (donanim
yazilimlari) saldirilar1, Evrensel Seri Veri Yolu (Universal
Serial Bus, USB) saldirilar1 ve sahte ¢ip klonlama
saldirilart diger 6nemli saldir1 tiirleridir.

Yazilim tabanli saldirilar, IoT cihazlarinin yazilimi
ve/veya aygit yazilim ile iliskili gilivenlik agiklari
kullanilarak gerceklestirilen saldirilardir (Neshenko vd.,
2019). Saldirganlar, IoT cihazlarinda ¢alisan yazilimlarin
giivenlik agiklarindan faydalanarak kotii amagli yazilim
(malware) bulastirabilirler, arka kapi kullanarak sisteme
sizabilirler ya da IoT cihazlarinin kontrollerini ele
gecirdikten sonra botnet agmin bir parcasit olarak
kullanilmalarin saglayarak DDoS saldirilar
gergeklestirebilirler. Glintimiizde biiyiik veriyi olusturan
onemli elemanlardan olan IoT cihazlarinin kullanimi ve
eylemleri hakkindaki bilgiler, kullanicilarinin davranis ve
aligkanliklarinin ~ profillenmesine olanak tanimanin
yaninda kullanic1 gizliliginin ihlal edilmesine neden
olabilmektedir (Nguyen vd., 2020). Cihazlardan toplanan
kisisel verilerin ele gecirilmesi veri ihlalleri ile verinin
gizliligi ilkesine de aykirilik teskil etmektedir.

Ag tabanli saldirilar, IoT cihazlariin bagh oldugu ag
iizerinden iletisim trafigini hedef alan saldirilardir. MiTM,
Hizmet Reddi (Denial of Service, DoS), DDoS, oltalama
(phishing) saldirilari, web site veri tabanlarina yonelik
gergeklestirilen SQL enjeksiyonu saldirilar1 ve dinleme
(eavesdropping) saldirilar1 6rnek olarak verilebilir. IoT
cihazlart internet araciligi ile birbirleriyle haberleserek
giiniimiiz teknolojilerinde biiylik kolaylik ve imkanlar
sunmaktadir. Ancak bu cihazlarin hizla yayginlagmasi
ozellikle ag tabanli saldirilarda ciddi artisa neden
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olmaktadir. Ag tabanli saldirilarda, enerji, saglik,
endistri, akilli sehirler gibi kritik alanlarda kullanilan
gomiilli sistemler en zayif alan olarak goriilmektedir.

Kaynak kisith olan IoT cihazlarinin sinirhi islem giicii ve
bellek kapasiteleri (Ioulianou vd., 2018) sebebiyle alinacak
giivenlik Onlemleri ifade edilen bu saldirilara karst oldukca
sinirhidir. Kullanicilar ve kurumlar i¢in ciddi tehdit durumunda
olan 10T saldirilarina kars1 proaktif giivenlik 6nlemleri almak ve
guvenlik stratejilerini giincel tutmak hayati 6neme sahiptir.
Saldir1 tespit sistemleri, loT’ye yonelik kimlik sahtekarligi
saldirilari, DoS/DDoS saldirilari, MiTM saldirilari, host tabanh
ve ag tabanli saldirilar gibi ¢esitli saldir1 tiirlerinin etkili bir
sekilde tespit edilmesini saglayan proaktif bir onleme yontemidir.
Saldir tespit sistemleri ile loT cihazlar1 ve aglari, siber saldirilara
kars1 dayanikl hale getirilerek daha etkili giivenlik saglanir.

4. FEDERE OGRENME TABANLI SALDIRI
TESPITI

IoT aglarmi kotii amacgh saldirilardan  korumak igin
Onerilen bircok arastirma vardir. Sahu ve Mukherjee (2020)
calismalarinda, akilli ev IoT cihazlarindaki anormallikleri tespit
etmek amaciyla makine Ogrenmesi tabanli bir tespit sistemi
onermislerdir. Cakir vd. (2021), kaynak kisith IoT cihazlarina
yonelik merhaba tagkini (hello flooding) saldirisinin tespitinde
Gegitli Tekrarlayan Birim (Gated Recurrent Unit, GRU)
yontemini kullanarak yiiksek basarim elde etmislerdir. Diwan vd.
(2021) tarafindan IoT aglarindaki kotii amagh ag trafiginin tespiti
icin makine Ogrenmesine dayali bir cer¢eve Onerilmis ve en
yiiksek %99,96 dogruluk degeri bildirilmistir. IoT ortaminda
botnet saldirilarini tespit etmek ve siniflandirmak icin yapilan
calismada ise (Alissa vd., 2022) %94 dogruluga ulasiimistir.
Yal¢in vd. (2024) galismalarinda, endiistriyel IoT giivenligine
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odaklanmislar ve farkli kategorilerde makine Ogrenmesi
yontemleri kullanarak saldir1 tespit modelleri gelistirmislerdir.
Tiim modeller ile %96,82’yi asan test dogruluk oranlarina
ulagsmiglardir. Kavitha ve Ramalakshmi (2024), DDoS
saldirilarinin tespiti ve dnlenmesine yonelik makine dgrenmesi
yontemlerine dayali etkili bir yaklasim sunmuglar ve 9%99,99
dogruluk elde etmislerdir. Makine O6grenmesi kullaniminin
saldirilar1 dogru bir sekilde tespit etmede ¢ok etkili oldugu agiktir.
Makine 6grenmesi tabanli saldir1 tespit sistemleri, IoT gilivenligi
icin giiclli araglar olsalar da veri gizliligini garanti etmezler ve
egitim siirecinde genellikle biiyiikk veri kiimeleri gerektirirler.
Ayrica veri On isleme, veri birlestirme, hesaplama maliyeti ve
Ozellikle IoT aglarindaki gibi kaynak karmasiklig1r gibi
sinirlamalar nedeniyle dikkatli tasarlanmalidirlar.

Federe oOgrenme, egitim mekanizmasinin sagladigi
avantajlar nedeniyle loT aglarinda saldir1 tespiti icin etkili ve
giiclii ¢coziimler sunmaktadir. IoT cihazlariin saldirilart yerel
olarak 6grenmesini ve tespit etmesini saglar. Akilli ev aglarinda
kotii amacl yazilim ile enfekte olmus IoT cihazlarini tespit etmek
icin Nguyen vd. (2019) tarafindan federe 6grenme tabanli bir
yaklasim sunulmustur. Onerilen yaklasim ile ayrica yanlis
alarmlar en aza indirilmistir. Schneble ve Thamilarasu (2019),
tibbi siber fiziksel sistemlerin giivenligini iyilestirmek ve daha
saglam bir saldirt tespiti saglamak i¢in federe Ogrenme
yaklagiminin uygulanabilirligini aragtirmiglardir. Tek bir makine
O0grenmesi modelinin kullanimina kiyasla federe Ogrenme
yaklagimi benimsemelerinin, daha iyi egitim siiresi sagladigini,
tespit dogrulugunu ve yanlis pozitif oranin1 da anlamli bir oranda
iyilestirdigini belirtmislerdir. Friha vd. (2022), tarimsal IoT
altyapilarina yonelik siber saldirilar1 azaltmak/6nlemek icgin
federe derin Ogrenme tabanli bir saldir1 tespit sistemi
onermislerdir. Onerilen sistemin, IoT cihazlarinin verilerinin
gizliligini korumada klasik/merkezi siiriimlerinden daha iyi
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performans gosterdigi ve saldirilar1 tespit etmede en yiiksek
dogrulugu sundugu ifade edilmistir. [oT aglarindaki izinsiz girisi
proaktif olarak tanimak ic¢in federe Ogrenme tabanli anomali
tespitinin Onerildigi ¢alismada (Mothukuri vd. 2022), kullanici
verilerinin gizliligini giivence altina almada klasik makine
o0grenmesinden daha iyi performans elde edilmis ve saldiri
tespitinde optimum bir dogruluk orani saglanmistir. DDoS saldir1
tespiti icin Onerilen uyarlanabilir bir federe 6grenme yaklagiminin
(Doriguzzi-Corin ve Siracusa, 2024), dengesiz veri kumeleri
arasinda Dbirlesme siiresi ve dogruluk agisindan daha iyi
performans gosterdigini goriilmiistiir. [oT i¢in farkli saldirilarin
tespitine yonelik Campos vd. tarafindan gergeklestirilen
calismada (Campos vd., 2022) ise ¢ok smifl1 bir siniflandiriciya
dayali federe Ogrenme tabanli saldir1 tespit yaklagimi
degerlendirilmistir. Degerlendirmede farkli veri dagitimlar,
egitim turlarii ve toplama yontemleri dikkate alinmistir.

Yine de federe 6grenme tabanli saldir1 tespit sistemleri,
ozellikle arka kapi saldirilart olmak iizere zehirlenme (poisoning)
saldirilarina  karst savunmasizdir. Bu saldiri  yonteminde
saldirgan, saldir1 ya da anormallik tespit sisteminden kag¢inmak
icin veri setine (normal etiketli) kotii niyetli trafigi gizlice enjekte
ederek egitim verilerini zehirler. Bdylece, ortaya c¢ikan model
kotii niyetli trafigi yanlis bir sekilde “normal” olarak siniflandirir
ve bu tiir saldirt trafigi kaliplari i¢in bir alarm olusturmaz. Bu tur
saldirilara karst savunmay1 giiclendirmek i¢in kotii amagli trafik
enjeksiyonunu belirleme, istemci tarafinda zehirli verileri
filtreleme veya tolere etme gibi yOntemlere basvurulabilir
(Nguyen vd., 2020; Fung vd., 2018; Shen vd., 2016). Diger
onemli bir husus da IoT cihazlarin heterojenliginden dolayz,
bazilar1 yerel egitimi birka¢ milisaniyede gerceklestirebilirken,
diger cihazlarin modeli giincellemek i¢in daha uzun bir siireye
ihtiyag duyabilmesidir (6rnegin, kaynak kisitlamalar1 nedeniyle).
Bu durum genel federe egitimini yavaglatabilir ve saldir1 tespit
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sistemi agisindan degerlendirildiginde, belirli bir saldirinin tespit
edilmesinde daha uzun bir gecikmeye yol agabilir ve dolayistyla
agin genel siber giivenligi lizerinde ciddi sonuglar dogurabilir
(Nishio ve Yonetani, 2019; Campos vd., 2022).

5. DEGERLENDIRME VE ONERIiLER

Federe 6grenme ile IoT verileri merkezi bir sunucuya
yiiklenmeden islenerek veri gizliligi korunur, iletisim genel
olarak daha verimli hale gelir ve veriler yerel cihazlarda tutuldugu
(baska taraflarla paylasmay1 gerektirmedigi) i¢in de veri sizintisi
riski azaltilir. Bununla birlikte, performansi kablosuz kanallarin
kosullarina baghdir ve bir¢cok son kullanicinin katilimi nedeniyle
cesitli siber tehditlere ve gizlilik sorunlarma karsi hala
savunmasiz olabilir. Verileri ifsa etme riskini azaltmak icin segici
parametre paylasim yoOntemleri kullanilabilir ve bdylece bir
istemcinin paylastig1 bilgi miktar1 sinirlandirilmis olur. Federe
ogrenme ile dagitilmis IoT cihazlarini etkili bir sekilde baglamak
mimkiindiir, ancak biiyilk miktarda verimli bir sekilde
isleyebilmek i¢in optimizasyon algoritmalarina ihtiya¢ vardir.
Bununla birlikte model sikistirma yontemleri de verimliligi
artirmak icin kullanilabilir. Ek olarak federe 6grenmenin sundugu
avantajlar1 en iist diizeye ¢ikarmak i¢in sistemler tasarlanirken
kriptografi yontemleri (homomorfik sifreleme, Giivenli Cok
Tarafli Hesaplama (Secure Multi-Party Computation, SMPC)
gibi), blok zincir ve diferansiyel mahremiyet teknolojileri entegre
edilebilir. Bdylece model giincellemelerinin  giivenilirligi
artirilabilir ve daha giiglii bir koruma saglanabilir.
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FEATURE ENGINEERING VERSUS
AUTOMATIC FEATURE EXTRACTION
METHODS: NECESSITY AND ROLE

Emre DELIBAS!

1. INTRODUCTION

Advances in machine learning and deep learning have also
transformed data processing and feature extraction techniques.
Especially with the increase in big data and computational
capacity, traditional feature engineering approaches are
increasingly being replaced by automatic feature extraction
methods. However, despite this development, questioning the
importance and necessity of traditional feature engineering
remains a critical issue on the agenda.

1.1. Definition and purpose of feature engineering

Feature engineering is the general name of a series of
transformation, selection and improvement techniques that aim to
produce meaningful and effective representations from raw data.
In order for a model to make successful predictions, the data must
be processed appropriately. In this process, making features
meaningful, making statistical inferences and removing excess
noise play a critical role (Guyon, Elisseeff, & Kaelbling, 2003).

Traditional feature engineering means that data scientists
optimize the obtained data for the model using domain
knowledge. This process includes techniques such as statistical

1 Assistant Professor, Sivas Cumhuriyet University, Faculty of Engineering,
Department of Computer Engineering, edelibas@cumhuriyet.edu.tr, ORCID:
0000-0001-7564-5020.
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transformations, feature selection, dimensionality reduction and
data normalization. However, the time-consuming and sometimes
subjective nature of traditional methods has revealed the need for
automation in this field.

1.2. The role of features in machine learning and deep
learning

Machine learning models are algorithms that can
generalize by extracting meaningful representations from data.
Traditional machine learning models (support vector machines,
decision trees, logistic regression, etc.) require the determination
of appropriate features for the model to be successful (Bengio,
Courville, & Vincent, 2013). When the wrong features are
selected, the generalization ability of the model decreases and
performance is lost.

Deep learning approaches differ in their ability to learn
features directly from data. Convolutional Neural Networks
(CNN) have an automatic feature extraction mechanism in image
processing, Recurrent Neural Networks (RNN) in sequential data,
and Transformer architecture in language models (Lecun, Bengio,
& Hinton, 2015) Therefore, one of the fundamental differences
between traditional machine learning and deep learning is
whether the features are extracted manually or automatically.

1.3. The emergence of automatic feature extraction
methods

Automatic feature extraction has come to the fore with the
ability of deep learning models to work with big data and
determine complex structural features. In particular, the concept
of representation learning has entered the literature as an
approach that aims to create meaningful representations from data
(Bengio et al., 2013).
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The reasons for the emergence of these methods are as
follows:

e The need for big data: Automatic feature extraction
has become critical in order to use more data
effectively.

e The limitation of manually designed features:
Manual feature extraction is sometimes insufficient in
complex structured data.

e Increased learning capacity of the model: Deep
learning models have reached the capacity to learn
more complex representations.

1.4. The role of feature engineering in this process

Although deep learning-based approaches have the ability
to automatically extract features, traditional feature engineering
still maintains its importance. Especially in areas such as
medicine, finance and law, where explainability is critical, it is
preferred that manually determined features are interpretable
(Dhaygude et al., 2023a). In addition, traditional feature
engineering improves model performance in cases where data is
scarce.

2. FEATURE ENGINEERING AND AUTOMATIC
FEATURE EXTRACTION

The success of machine learning models depends not only
on the complexity of the algorithm but also on how well the data
is represented. While feature engineering consists of a set of
techniques applied to make raw data modelable, automatic feature
extraction allows direct learning of features from data through
deep learning-based approaches. In this section, the differences,
advantages, and limitations between traditional feature
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engineering and automatic feature extraction methods will be
discussed.

2.1. Traditional feature engineering

Traditional feature engineering is based on the process of
predetermining features developed by data scientists and domain
experts. In these methods, statistical, mathematical, and heuristic
techniques are used to extract meaningful features from data (Y.
Zhu, Zhong, Lu, & Yang, 2013). Especially in applications with
small data, traditional feature engineering usually works more
efficiently.

The basic steps of traditional feature engineering are as
follows:

e Feature transformations: Changing the statistical
properties of the data. For example, the distributions of
variables can be normalized by applying logarithmic or
square root transformations.

e Feature selection: Removing unnecessary or
irrelevant features to improve model performance
(Hamdard & Lodin, 2023).

e Dimensionality reduction: Reducing the
dimensionality of the data using methods such as
principal component analysis (PCA) or t-SNE (Shen,
2023).

2.1.1. Advantages and disadvantages
Advantages:

e Using domain knowledge: Domain experts can add
important information about the data.

e Low data dependency: It can perform well with little
data.
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e Explainability: It is easier to make sense of the
model’s decisions.

Disadvantages:

e Manual labor requirement: Data scientists need to
spend a lot of time.

e Risk of bias: Human-determined features may be
biased.

e Problems fitting complex data: It may be ineffective
in large and multidimensional data.

2.2. Automatic feature extraction

Automatic feature extraction is based on deep learning
models directly learning meaningful features in data. These
methods are used by deep neural networks (DNN), Convolutional
Neural Networks (CNN) and Transformer-based models,
especially those that work with large data sets (Dhaygude et al.,
2023b).

2.2.1. Advantages and disadvantages
Advantages:

e Minimal human intervention: Automatically learns
features from data.

e Effective work with big data: Deep learning models
can process more data effectively.

e Overall performance improvement: Often performs
better than manually designed features.

Disadvantages:

e Requirement of big data and high computational
power: Requires large amounts of data and high
computational capacity.
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e Explainability problem: It may be difficult to
understand the outputs of the model.

Comparison of traditional and automatic methods is given
in Table 1.

Table 1. Comparison of traditional and automatic methods

L Traditional Feature Automatic Feature

Criteria - . .
Engineering Extraction

Data Requirement Can work with little data | Requires large data
Domain Knowledge Highly required Does not require
Computational Cost Lower High
Explainability High Low
Performance Can be medium/low Usually higher

3. WHEN IS FEATURE ENGINEERING
NECESSARY?

Although deep learning and automatic feature extraction
methods have largely automated traditional feature engineering,
traditional feature engineering continues to play a critical role in
certain scenarios. This section will discuss the situations where
traditional feature engineering is still necessary.

3.1. When working with small data

Deep learning models are usually dependent on large
amounts of data and may lose their ability to generalize when
there is not enough data. In scenarios where small data is used,
traditional feature engineering becomes critical in terms of
extracting maximum information from the data(Kanjilal & Uysal,
2021).

Advantages of traditional feature engineering when
working with small data:
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e Making sense of data: In cases with low data volume,
extracting statistical features can increase the success
of the model.

e Preventing overfitting: While models with many
parameters memorize very quickly in small data, well-
designed features can increase the generalization ability
of the model (Zeng, Liu, Lu, Zhang, & Lu, 2023).

3.2. In Cases of noisy and incomplete data

Real-world data can often be incomplete, incorrect, or
noisy. While deep learning models can work directly with raw
data, their ability to deal with incomplete and incorrect data may
be limited. At this point, traditional feature engineering with data
cleaning and preprocessing techniques comes into play (Bala &
Behal, 2024).

The role of traditional feature engineering in case of noisy
data:

e Imputation of missing data: Missing parts of the data
can be filled with mean, median, or regression-based
imputation methods.

e Cleaning of outliers: The effect of noise can be
reduced with techniques such as anomaly detection and
winsorization.

e Summarizing the data with dimensionality
reduction: Data can be made more compact with PCA
or manifold learning techniques.

3.3. Applications where explainability is critical

In some areas, it is imperative that model decisions are
understandable by humans. For example, in the fields of health,
finance, and law, the reasons for the decisions made by the model
must be clearly stated (Jagannathan et al., 2023). Automatic
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feature extraction methods are usually a “black box” and the
outputs are difficult to interpret.

In cases where explainability is important:

e It is necessary to understand why the model made a
certain decision.

e It is mandatory for the decision-making mechanism to
be clear due to regulations. (Credit decisions in
banking, models presented as evidence in courts, etc.)

¢ Clinical decision support systems must be verifiable by
doctors.

Therefore, in fields that prefer explainable models,
manually designed features are still of critical importance.

3.4. Problems requiring specific domain knowledge

In some fields, expert knowledge is required to extract the
best features from the data. Automatic feature extraction
techniques are suitable for general use, but in fields such as
bioinformatics, chemistry, materials science, and astronomy,
specific features need to be defined manually (Bonidia et al.,
2022).

Why is traditional feature engineering necessary in such
cases?

e Features defined by domain experts can better reflect
the physical and biological meanings of the data.

e Automatic methods may not be successful in extracting
specific structural information.

e Without expert knowledge, the extracted features may
be meaningless or incomplete.

83



Bilgisayar Bilimleri ve Miihendisligi Konulari

3.5. Hybrid use of traditional and automatic methods

In some applications, the best results can be achieved by
using both traditional and automatic feature extraction methods.
For example:

¢ In the first stage, the data is optimized using traditional
feature engineering.

e Then, additional features are learned with automatic
feature extraction methods.

e In the last stage, the most meaningful features are
determined by feature selection.

This hybrid approach combines the advantages of
traditional and modern techniques, allowing for more effective
and balanced models to be created (Gibert, Planes, Mateu, & Le,
2022).

4. HYBRID APPROACHES: FEATURE
ENGINEERING AND AUTOMATIC FEATURE
EXTRACTION

Traditional feature engineering and automatic feature
extraction methods can be considered as complementary
processes, not as replacements for each other. Especially in large-
scale and complex datasets, combining both methods can improve
model performance. In this section, we will discuss how hybrid
approaches can be applied, their advantages, and limitations.

4.1. Fundamentals of the hybrid approach

Hybrid feature engineering is a model development
strategy created by combining traditional techniques and machine
learning methods (Gibert et al., 2022). This approach is shaped
specifically in the following stages:
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e Preprocessing and traditional feature engineering:
Manually deriving meaningful features using missing
data filling, noise removal, and domain knowledge.

e Automatic feature extraction: Extracting additional
features from the data using deep learning models or
statistical methods.

e Feature optimization: Evaluating manual and
automatically generated features together to determine
the most effective ones.

e Model training and result analysis: Training the
model using selected features and performing
performance analysis.

This process allows the model to generalize more
strongly, while reducing the risk of overfitting and increasing the
interpretability of the model.

4.2. Advantages of hybrid approaches

The biggest advantages of hybrid feature engineering
approaches are as follows (Nimma & Uddagiri, 2024):

e Performance Increase: Meaningful features extracted
by manual engineering can increase model accuracy
when combined with deep representations produced by
automatic methods.

e Explainability: It makes it easier to understand the
features automatically extracted by deep learning
models.

e Generalization Ability: It allows the development of
more flexible and robust models for different data types
and applications.
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For example, in image processing applications, using
CNN-based automatic feature extraction methods together with
manually determined features using domain knowledge can
provide advantages in terms of both accuracy and model
interpretability.

4.3. Limitations of hybrid approaches

Although hybrid methods provide advantages, they may
also present some challenges:

e Computational cost: Using both traditional and
automated methods together may result in high
computational requirements.

e Feature Incompatibility: Features extracted by
different techniques may sometimes be contradictory
and may negatively affect the learning process of the
model.

e Feature optimization challenges: Determining which
features provide the best results can be a complex
process.

Despite these limitations, hybrid approaches offer
significant benefits, especially in big data analysis and high-
dimensional datasets (Srihari, Gholipour, Khoshkangini, &
Orand, 2022).

4.4. Application areas of hybrid approaches

Hybrid approaches have been successfully applied in
many different areas:

e Healthcare sector: Combining traditional medical
statistics with deep learning-based image processing
models.
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e Financial models: Supporting manually determined
risk factors in credit scoring systems with automatic
feature extraction techniques.

e Autonomous systems: Processing sensor data together
with traditional engineering and deep learning
techniques.

e Natural language processing (NLP): Integrating rule-
based language processing techniques with deep
learning-based language models.

Using hybrid methods in these areas not only increases
model accuracy, but also makes the model more robust and
explainable.

4.5. Hybrid approaches in the future

With the development of machine learning and deep
learning techniques, hybrid approaches are becoming more
sophisticated. The following developments may come to the fore
in the future:

e Automatic feature engineering tools: Automating
manual processes with  Al-supported feature
engineering systems.

e Adaptive feature selection: Dynamically selecting the
most appropriate features during the model's training
process.

e Explainable deep learning models: Reducing the
black-box nature of deep learning models and
increasing interpretability.

The utilisation of hybrid approaches is gaining prevalence
in practical applications. To illustrate this point, consider the
domain of fraud detection. Conventional statistical indicators of
fraud can be amalgamated with deep learning-based feature
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extraction techniques to enhance the precision of detection. A
comparable scenario can be observed in the analysis of
biomedical data, wherein the integration of manual domain
expertise with deep learning methodologies facilitates enhanced
disease prediction.

5. THE FUTURE OF FEATURE ENGINEERING

The rapid developments in the fields of machine learning
and deep learning are constantly changing the role and necessity
of feature engineering. Although traditional methods are
gradually being replaced by automatic feature extraction
techniques, feature engineering has not completely disappeared.
On the contrary, it is expected to become more sophisticated and
semi-automatic in the future and work in integration with
artificial intelligence-supported systems. In this section, the
potential future directions of feature engineering, whether fully
automatic systems are possible, and new trends in developing
fields will be discussed (Q. Zhu et al., 2024).

5.1. Artificial intelligence-supported feature
engineering

While traditional feature engineering processes are carried
out manually, artificial intelligence-supported automatic feature
engineering tools have become widespread in recent years.
AutoML (Automated Machine Learning) systems develop
algorithms that automatically extract features from data sets and
select the best features (Truong et al., 2019).

How is Feature Engineering Evolving with Artificial
Intelligence?

e Automation of feature generation algorithms: Al-
supported systems can derive meaningful features from
raw data.
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e Genetic algorithms and optimization techniques:
Evolutionary approaches are used to optimize feature
selection.

e Al-based explainability models: New techniques are
being developed to better understand which features a
model uses and why (Aljalaud & Hosny, 2024).

5.2. Is it possible to eliminate feature engineering
completely?

Some researchers argue that with the advancement of deep
learning, feature engineering will become completely
unnecessary. However, this claim faces several important
obstacles:

e Variability of data quality: Not all datasets have
robust representations that deep learning models can
automatically extract. Incomplete, noisy, and
imbalanced datasets require traditional feature
engineering (Li, 2024).

e Explainability and regulation: In critical areas such
as finance and healthcare, model decisions need to be
explainable. It can be difficult to understand why the
features produced by deep learning models are
selected(Jagannathan et al., 2023).

e Dataset-specific optimization requirement: General-
purpose deep learning models may not be sufficient for
some specific datasets and may require specialized
engineering by domain experts.

Considering these factors, it seems unlikely that feature
engineering will completely disappear. However, it is likely to
become more efficient by working in integration with Al-
supported automated systems.
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5.3. Future major trends

The following trends are expected to come to the fore in
the field of feature engineering in the future:

e Feature learning models becoming more effective:
The explainability and data efficiency of deep learning
models will increase.

e Domain expertise and ai collaboration: It is expected
that human experts and Al systems will work together
to perform more effective feature engineering.

e Automation of feature optimization: Semi-automatic
and fully automatic feature optimization tools are
expected to become widespread(Q. Zhu et al., 2024).

e Use of transfer learning and meta-learning with
feature engineering: Adaptation of features learned
from pre-trained models to new datasets will accelerate.

Feature engineering still plays a critical role in machine
learning processes despite the rise of automatic feature extraction
methods. In the future, it is expected to become more efficient by
combining with automatic systems supported by artificial
intelligence. However, it is unlikely to disappear completely due
to data quality, model explainability and specific application
areas. Hybrid approaches will provide the most effective results
by combining the power of both human expertise and artificial
intelligence.

6. CONCLUSION AND EVALUATION

Developments in the fields of machine learning and deep
learning have made automatic feature extraction methods
increasingly effective. However, traditional feature engineering
still plays a critical role in certain scenarios. This book chapter
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has discussed the relationship between feature engineering and
automatic feature extraction methods, their advantages,
disadvantages, and future trends.

6.1. General evaluation

First, the basic components of traditional feature
engineering and its role in machine learning models are
examined. Traditional methods still provide a significant
advantage, especially when working with small data sets, in
situations requiring explainability, and in areas requiring domain
knowledge. On the other hand, automatic feature extraction
methods offer the ability to learn more powerful and
generalizable representations from large data sets by minimizing
human intervention thanks to deep learning models. However, the
high computational cost of these methods, the need for large
amounts of data, and the limitations in model explainability still
pose a great challenge for some applications.

6.2. Balance of feature engineering and automatic
methods

Developments in recent years have shown that traditional
feature engineering and automatic feature extraction methods are
complementary processes. In particular, hybrid approaches offer
significant advantages in terms of optimizing model performance,
increasing explainability, and adapting to different data types.

In summary, the following conclusions can be drawn:

e Traditional feature engineering is still indispensable in
applications where little data is used, domain
knowledge is required, and model explainability is
critical.

e Automatic feature extraction methods offer effective
solutions in large data sets, especially in complex
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structural data such as image and natural language
processing.

e Hybrid approaches can achieve the best results by
combining traditional feature engineering and
automatic methods.

6.3. Feature engineering in the future

The future of feature engineering is moving towards
hybrid solutions where artificial intelligence-supported
automated systems and human expertise are combined.
Developments in areas such as AutoML and explainable artificial
intelligence (XAI) provide important clues about how feature
engineering will shape in the future. In the coming years, the
following trends are expected to emerge:

e Development of Al-powered automated feature
engineering tools

e |ncreased automation of feature selection and
optimization processes

e Expansion of explainable feature engineering
techniques

e Increased use of transfer learning and meta-learning in
feature learning processes

6.4. Concluding remarks

Feature engineering will not disappear completely, but
will continue to evolve. The best results will be achieved by
integrating human expertise and Al in data-driven decision-
making processes. The development of automated feature
extraction techniques will not cause feature engineering to
disappear completely, but rather will make it more powerful and
flexible.
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This book chapter aims to provide a framework for
researchers who want to understand the balance between feature
engineering and automated feature extraction, understand how
and in which situations these techniques can be used, and evaluate
future trends.
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DATA-DRIVEN INSIGHTS INTO CONSUMER
BEHAVIOR SHIFTS DURING CRISIS

Burcu YILMAZEL!?
Ali YUREKLI?

1. INTRODUCTION

Crises such as global pandemics not only threaten human
health but also leave lasting impacts on economies, consumer
behaviors, and daily life routines. The novel coronavirus disease
2019 (COVID-19), which emerged in December 2019 (Zhu et al.,
2020), has significantly altered social and economic dynamics
worldwide. In response, governments have implemented strict
measures such as lockdowns, travel restrictions, social distancing
policies, and quarantine regulations to mitigate the spread of the
virus (Stoecklin et al., 2020; Nicola et al., 2020). While these
measures aim to reduce physical contact and control infection
rates, they have also profoundly transformed consumer behaviors,
particularly in the retail and e-commerce sectors (Anderson et al.,
2020).

As movement restrictions took effect, consumers
increasingly shifted their activities from physical stores to online
platforms. Studies analyzing consumer mobility trends during
periods of crisis have observed a significant decline in physical
visits to workplaces, shopping malls, and grocery stores,
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accompanied by a sharp increase in online transactions. Such
shifts have historically accelerated digital adoption, compelling
businesses to expand their e-commerce infrastructure to
accommodate rising demand (Ozili & Arun, 2020). The pandemic
has also introduced new consumption trends, including product
hoarding, shifts in essential product categories, and changing
shopping time preferences (Addo et al., 2020; Paul &
Chowdhury, 2021; Roggeveen & Sethuraman, 2020).

One sector experiencing substantial disruption is grocery
shopping, which represents a fundamental and continuous
consumer activity—even in times of crisis (Szymkowiak et al.,
2020). Globally, online grocery shopping has surged, driven by
safety concerns and convenience (Kirk & Rifkin, 2020). Similar
trends have been observed in Turkey, where the first confirmed
COVID-19 case on March 11, 2020, triggered an immediate
increase in online grocery orders (Pabucciyan, 2020). This surge
in demand forced major retailers to expand their supply chains
and recruit additional workforce to accommodate the rising
volume of orders (Petrushevska, 2020). Beyond the increase in
online transactions, the pandemic has also altered shopping
basket compositions, reflecting shifts in consumer priorities
toward hygiene products, household essentials, and long shelf-life
food items (Aydinli et al., 2021). These behavioral changes
highlight how consumers respond to uncertainty and adapt to
unforeseen disruptions in supply and demand.

This study examines the immediate effects of a large-scale
crisis on consumer behavior in online grocery shopping, with a
specific focus on the transition to digital consumption, shifts in
product preferences, and changes in shopping patterns. Using
real-world transaction data from a well-established e-commerce
platform that connects consumers with grocery retailers, we
analyze shopping trends over two distinct 30-day periods: before
and after the first officially confirmed COVID-19 case in Turkey.
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Our analysis aims to explore the evolving patterns of panic
buying, digital adoption, and delivery preferences by addressing
the following research questions (RQ):

e RQ1: How does a public health crisis influence consumer
attitudes toward online grocery shopping?

e RQ2: Which product categories experience significant
demand fluctuations during crisis periods?

e RQ3: How do consumers adjust their active shopping hours
and delivery window preferences in response to supply
constraints and increased demand?

By leveraging transaction-based data rather than self-
reported surveys, this study provides empirical insights into
consumer adaptation under unpredictable conditions. The
findings contribute to the broader discourse on digital consumer
behavior, e-commerce resilience, and crisis-driven market
dynamics, offering valuable implications for businesses,
policymakers, and  researchers  navigating  uncertain
environments.

2. LITERATURE REVIEW

Consumption habits are highly dependent on various
factors including time, location, and context (Sheth, 2020). In the
era of COVID-19, with lockdown and social distancing measures
implemented by governments, people have time flexibility but
location rigidity, which results in inevitable changes in
consumption behaviors. The early days of the pandemic were
passed by witnessing how people had rushed into grocery stores
and left empty shelves behind. The main reason for such an
exaggerated buying trend is hoarding behavior (Frost & Gross,
1993) among consumers. In a time of uncertainty for the future
availability of supply chains, people tend to stockpile essential
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products for their basic needs. In the case of the COVID-19
outbreak, stockpiling has been observed in toilet papers, bread,
meat, water, disinfectants, and cleaning products (Kirk & Rifkin,
2020). Among these stock-out products, equipment for personal
protection (which are relatively specific to the pandemic) can be
associated with the fear appeal to purchase behavior (Addo et al.,
2020). Studies examining the consumption habits during the
pandemic from a financial perspective also emphasize the high
increase in food and grocery purchases. Utilizing transaction-
level financial data, Baker et al. (2020) document the early
consumption response of the households in the United States and
report a decline in overall spending, but an increase in grocery
spending. A vital aspect in grocery consumption during COVID-
19 is the shift towards online shopping. Along with social
distancing measures, the fear of contradicting the novel
coronavirus makes consumers more demanding in services that
do not involve face-to-face contact (Watanabe & Omori, 2020).
Accordingly, online grocery shopping services are in high
demand globally since the early days of the pandemic. Li et al.
(2020) compare grocery shopping channel preferences of Chinese
consumers (i.e., neighborhood supermarket outlets, local small
shops, farmer markets, and online shopping) before and during
the outbreak. The authors report a surge in online shopping, with
the percentage of consumers buying groceries online increasing
from 11% to 38%, which promotes online shopping as the most
popular consumption channel in China during the outbreak. In the
Canadian fruit and vegetable markets, prior to the spread of
COVID-19, only 1.5% of groceries were sold online, which then
had grown to over 9% by the end of March 2020 (Richards &
Rickard, 2020). Similarly, online demand had sharply increased
in the German food and grocery retails, even some potential
consumers could not place orders due to the unavailability of
delivery services (Dannenberg et al., 2020). Global evidence from
different parts of the world confirms that the pandemic
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significantly impacted consumer behavior and accelerated the
digitalization of consumption services (Sheth, 2020).

3. GROCERY SALES DATA COLLECTION

Marketyo was an e-commerce enterprise that provided
omni-channel grocery sales services to more than 30 grocery
chains in Turkey. Following its significant expansion during the
COVID-19 pandemic, the company was later acquired by a major
global player in online food and grocery delivery. This study
analyzes a dataset of 116,453 consumer orders collected from the
platform, spanning the period between February 11, 2020, and
April 10, 2020. The dataset covers two distinct phases—before
and after the first confirmed COVID-19 case in Turkey—
enabling a comparative assessment of changes in consumer
behavior. Further descriptive statistics regarding the dataset are
presented in Table 1.

Table 1. Basic statistics of grocery sales data collection.

Property Value Description

Total orders 116,453 The collection includes 116,453 grocery
orders.

Days covered 60 The orders cover a period of 60 days.

Grocery chains 32 The orders are placed from 32 different
grocery chains.

Provinces and 26 - 93  The grocery chains serve in 93 districts in

districts 26 provinces.

Consumers 61,321  The orders are placed by 61,321 different
consumers.

The data collection also contains demographic
information of the consumers that can be utilized when analyzing
the trends in grocery sales during the COVID-19 outbreak. Figure
1 presents these overall demographics in terms of age groups,
genders, and provinces where consumers reside. According to the
figure, majority of the consumers are young people between the
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ages of 25 and 44. It can be assumed that this age range represents
the vast majority of the working population in a country. When
the distribution of users is examined in terms of gender, it is seen
that the number of female consumers is greater than the number
of male consumers. Furthermore, the vast majority of orders
belong to the consumers living in Ankara and Istanbul (covering
34% and 18% of the consumers, respectively), the two largest
metropolitan cities of Turkey.

Age groups.

Genders. (c) Provinces.

Figure 1. Overall demographics of the consumers by age group,
genders and provinces.
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4. EXPERIMENTAL ANALYSIS AND RESULTS

In this section, we present our analyses of changing
consumer behaviors in online grocery shopping during the
COVID-19 outbreak. The results and corresponding findings of
the analyses are organized according to the three research
questions given in Section 1, respectively.

4.1. The Shift to Online Grocery Shopping

The novel coronavirus has changed the way we purchase
products. Consumers staying at home (due to social distancing
measures) have turned to online grocery services for their daily
needs (Richards & Rickard, 2020). In order to present the shift
towards online consumption in Turkey, we examine the following
criteria in daily grocery sales during the pandemic: (i) the number
of daily orders and (ii) the number of new consumers registering
Marketyo. As presented in Figure 2, there has been a sharp
increase in online grocery orders after the announcement of the
first confirmed coronavirus case in Turkey on March 11, 2020.
Prior to this date, the sales were stable; there was not much
difference between daily order numbers. As of this date, the
number of daily orders has increased rapidly and reached a peak
point with the lockdown of major cities. When we consider all the
grocery orders in the collection in two periods (as pre-pandemic
and pandemic), we see that 88% of all orders have been placed
during the pandemic period. In other words, COVID-19 has
increased online grocery sales nearly 7 times. Such a large
increase in demand clearly reveals the sudden shift in
consumption trends towards online transactions.
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Daily Grocery Orders During COVID-19 Outbreak
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Figure 2. Daily grocery orders in the collection and the
distribution of total orders in pre-pandemic and pandemic
periods.
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Figure 3. Daily new consumers in the collection and the
distribution of total new consumers in pre-pandemic and
pandemic periods.

One of the subjects where remarkable change is observed
with the COVID-19 outbreak is the new registrations in the online
grocery shopping platform. The increase in daily sales is not only
dependent on existing users but also new consumers who sign up
for the system. As illustrated in Figure 3, the number of daily new
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consumers (approximately 150 new users per day) was stable
before the pandemic. Since March 11, 2020, an enormous
increase in the number of new registrations in the platform has
been observed. Especially during the first two weeks of the
pandemic (due to panic buying and hoarding behaviours (Sheth,
2020), the number of new consumers per day has reached up to
2,500. Afterwards, new registrations tend to decrease and
normalize; still, more consumers register in the platform than in
the pre-pandemic period. When we inspect all the new consumers
in the collection, we observe that 92% of the new consumers have
registered to the platform during the pandemic period.

10 Agg Groups. Periods.
3 . e ot :

Number of Orders
Number of New Gustomers

Figure 4. The changes in total grocery orders and new consumers
by age groups and genders.

Further analysis on the increasing online shopping trend
can be carried out by examining consumer demographics. As
presented in Figure 4, the highest increase in both orders and new
memberships has been observed in consumers between the ages
of 25 and 44. Additionally, the demand for online shopping by
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consumers over the age of 65, with whom the government
imposed a curfew, has increased significantly compared to the
past. Furthermore, it is also notable that female consumers have
created more new memberships and placed more orders than male
consumers.

4.2. Diversification of Product Preferences

The hoarding instinct leads consumers to make purchases
beyond their needs, which makes consumer product preferences
during COVID-19 worth to explore. In this section, we first
present the most purchased products by category. Then, we show
the products with demand boom compared to the pre-pandemic
period.

In the data collection, products are organized according to
11 certain categories (namely, ‘Baby’, ‘Beverages’, ‘Bread &
Bakery’, ‘Breakfast’, ‘Cleaning’, ‘Fruits & Vegetables’, ‘General
Food’, “‘Meat & Seafood’, ‘Paper & Cosmetics’, ‘Snacks’, and
‘Others’). Using this categorization, we illustrate the distribution
of product groups for the grocery orders placed during the
pandemic in Figure 5. The most purchased product group is
‘Fruits & Vegetables’ with a rate of 31%. This category is
followed by ‘General Food’” and ‘Breakfast” with percentages of
18% and 14%, respectively. While the ‘General Food’ group
includes long shelf-life products such as dried legumes, pasta, oil,
and spices, the ‘Breakfast’ group contains daily foods such as
cheese, milk, eggs, yoghurt, and jams. A list of most purchased
products per each product group is presented in Table 2.

107



Bilgisayar Bilimleri ve Miihendisligi Konulari

Bread & Bakery: 3%
Snacks: 12%

Baby: < 1%
Meat & Seafood: 4%

General Fol

Cleaning: 5%

Fruits & Vegetables 31%

Others: < 1%

Beverages: 6%

Paper & Cosmetics: 5% Brealfast: 14%

Figure 5. Distribution of product groups in grocery orders during

the pandemic.

Table 2. Top-5 purchased products for each product group.

Product group Top-5 purchased products

Baby Diapers, baby wipes, baby biscuits, infant formula, baby
shampoos.

Beverages Cokes, tea, mineral water, coffee, bottled water.

Bread & Bakery Bread, pastry, grissini, thin bread, desserts.

Breakfast Cheese, milk, eggs, yoghurt, olives.

Cleaning Bleachers, laundry detergents, kitchen & bath cleaners,

food storage & thrash bags, dishwasher detergents.

Fruits & Vegetables Carrot, banana, parsley, potato, cauliflower

General Food

Pasta, dry legumes, dry yeast, wheat flour, spices.

Meat & Seafood Red meat, white meat, bologna, salami, sausage.
Paper & Cosmetics Soaps, toilet papers, paper towels, wet wipes, shampoos.
Snacks Biscuits, chocolate, dried nuts, chips, wafer.

Others

Batteries, pet food, toys, office supplies, lightbulbs.

During the outbreak, consumers have shown a demand
boom for certain products. In Table 3, we list some of these items
drawing attention with their degree of increase in orders. Among
food products, there exists an intense demand for snacks (dried
nuts, chips, crackers, chocolate, and biscuits) and ingredients to
bake homemade pastries (whipped cream, dry yeast, baking
powder, powdered sugar, cacao, and wheat flour). Also, in
connection with baking at home, which is proposed to be a way
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of coping with the pandemic by doing-it-yourself (Kirk & Rifkin,
2020), the sales of aluminum foils, baking sheets, and food
storage bags have been on the rise. In terms of cleaning and
hygiene products, soaps, latex gloves, colognes, cleaning towels,
and cleaning vinegar have been commonly purchased.

One thing to note about the increasing sales of cologne
and latex gloves is that both products were not commonly
preferred in online market shopping before the pandemic, as
shown in Table 3. The COVID-19 outbreak has increased sales of
these products 67 times for latex gloves and 32 times for cologne.
Thereby, the demand in these products can be associated with
personal hygiene concerns of the consumers (Addo et al., 2020).

Table 3. Products with significantly high sales during the

pandemic.
Number of times product
Product Product purchased : Degree of
group Pre- Pandemic increase
pandemic
Dried nuts 2,059 36,057 =~ 16 times
Chips 1,946 29,216 ~ 14 times
Snacks Crackers 949 13,613 ~ 13 times
Chocolate 3,918 52,312 ~ 12 times
Biscuits 4,503 57,481 ~ 12 times
Whipped cream 19 772 ~ 39 times
Dry yeast 811 29,649 ~ 35 times
General Baking powder 38 1,127 =~ 28 times
Food Powdered sugar 85 2,336 ~ 26 times
Cacao 144 2,993 ~ 20 times
Wheat flour 1,624 26,940 ~ 15 times
Paper & Cologne 87 2,920 ~ 32 times
Cosmetics Soaps 1,336 17,034 ~ 12 times
Latex gloves 19 1,295 =~ 67 times
Aluminium foils and 281 5,578 ~ 19 times
baking sheets
Cleaning Food storage and 755 14,067 =~ 17 times
thrash bags
Cleaning towels 172 2,652 =~ 14 times
Cleaning vinegar 128 1,818 ~ 13 times
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4.3. Changes in Shopping Hours and Delivery
Preferences

In a typical online grocery shopping scenario, a consumer
chooses the date and time after selecting the products she wants.
The choice is made among the options - delivery windows (Agatz
etal., 2011) - offered by the supermarket. This time slot booking
system is directly related to the capacity of the supermarket’s
delivery network. In line with the online consumption trend that
results in an overload in product delivery, consumers have
changed their active shopping hours and delivery window
preferences. Figure 6 presents a heatmap showing the intensity of
active shopping hours in the collection. In the pre-pandemic
period, grocery orders were usually placed between *“09:00-
19:59”, with the highest intensity observed in “12:00-17:59”.
There was no tendency to shop after midnight. On the other hand,
shopping continues almost every hour of the day during the
pandemic. While the “12:00-17:59” interval is still very intense,
shopping is done even in the early morning. Remarkably, the most
frequent shopping hour is “00:00-00:59”. The main reason for
this difference is the desire of people to catch the closest delivery
window for the next day and get the products as soon as possible.

Intensity of Shopping Hours in Pre-pandemic and Pandemic Periods
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Figure 6. Shopping hour intensity before and after the pandemic.
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The online shopping boom caused by COVID-19 has
forced grocery chains and supermarkets to take action on the
delivery issues. In order to meet the increasing demand, the
grocery businesses have increased and diversified the available
time slots for delivery. As shown in Table 4, the grocery chains
were offering 90 time slots in total for delivery before the
pandemic, and a consumer could select a delivery time for an
average of 6.1 hours after the order. The grocery chains have
increased available time slots by 68% to 151 during the outbreak.
Despite this increase, the delivery of products has started to take
longer (22.3 hours on average) when compared to the past. This
delay means that consumers receive products one or two days
after the order (depending on the moment of order), not within the
same day. For this reason, consumers have started to prefer
shopping at midnight hours (e.g., “00:00-00:59” and *“01:00-
01:597).

Table 4. Delivery time slot bookings before and after the

pandemic.
Period Total Available Average
Grocery Orders ~ Time Slots Delivery Time
Pre-pandemic 14,471 90 6.1 hours
Pandemic 101,982 151 22.3 hours

When we examine the time slots offered by the
supermarkets to their consumers, we see that product delivery can
be done in a wide variety of options. In Table 5, we show sample
time slots for three supermarkets in the grocery sales collection.
As the table presents, grocery chains may have different
dynamics in product delivery in terms of both the number of
sessions, preferable hours and estimated durations. This
difference raises the need to normalize data when examining the
effects of COVID-19 on product delivery.
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Table 5. Sample delivery time slots from three different

supermarkets.
Grocery A Grocery B Grocery C
10:30-12:30 10:00-12:00 11:00-13:00
13:00-15:00 13:00-15:00 14:00-17:00
15:00-17:00 15:00-17:00 18:00-22:00
17:00-19:00 17:00-18:30
19:00-21:00 18:30-20:00
21:00-23:59

In order to represent delivery time slots on the same scale,
we split each day into half-hour intervals. Then, we measure the
extent to which bookings cover these intervals. For example, a
grocery order requested to be delivered between “15:00-16:30”
covers 3 half-hour intervals (*15:007, *15:30, and “16:00°). Using
the coverage of consumer bookings, we present a heatmap of the
intensity of delivery hours in Figure 7. Before the COVID-19
outbreak, the most intense delivery interval used to be “17:00-
19:59”, which corresponds to a period after typical working hours
in Turkey. With the pandemic, this range has shifted towards
“14:00-16:59”. This change can be associated with consumers
staying at home due to protective measures related to self-
quarantine and work at home. Conspicuously, supermarkets have
started to make deliveries in the *22:00-01:59” interval, which
was not much preferred before the outbreak. Increasing demand
for online shopping during COVID-19 caused the products to be
delivered late at night.
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Intensity of Delivery Hours in Pre-Pandemic and Pandemic Periods “10¢
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Figure 7. Delivery hour intensity before and after the pandemic.

5. DISCUSSION

Focusing on three main aspects, we conduct quantitative
analyses on the impacts of the COVID-19 pandemic on Turkish
consumer behaviors in grocery shopping. In this section, we
provide an overview and discussion of our findings regarding the
performed analyses.

While the panic and fear caused by COVID-19 had rushed
people into supermarkets, many consumers have turned to online
shopping platforms for their needs (Pabucciyan, 2020). In order
to illustrate this shift towards online consumption that is
questioned in RQ1, we quantitatively present total grocery orders
and new registrations in pre-pandemic and pandemic periods. The
number of consumers registered to Marketyo has been increasing
as of the first coronavirus case in Turkey, and in parallel, the
number of daily orders has been rising rapidly. Additionally, our
analysis on consumer demographics shows us that for every age
group, more consumers prefer online shopping than before. While
the most intense demand belongs to the consumers between the
ages of 25 and 44, a significant increase can be observed in the
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number of consumers over the age of 65, for whom the Turkish
government has been imposing a curfew.

For RQ2, which questions the diversification of consumer
product preferences during the pandemic, we present the
categorical distribution of the products purchased after the first
confirmed COVID-19 case in Turkey. Among 11 different
product groups, ‘Fruits & Vegetables’, ‘General Food’, and
‘Breakfast’ come to the forefront as they constitute 63% of the
total orders. When we deepen this analysis on a product basis, we
observe that the sales of some products have increased
enormously compared to the past. The presence of baking
powder, dry yeast, wheat flour, and baking sheets among these
products indicates that consumers tend to even make bakery and
pastry food at home during the pandemic. Among cleaning
products, soaps, cologne, which is rumored to be protective
against coronavirus in Turkish media (DHA, 2020), and latex
gloves are noteworthy. These findings are similar to the increase
in personal protective equipment reported by Addo et al. (2020).
Eventually, in an extreme situation like the COVID-19 outbreak,
identification of situation-specific products is crucial for the
continuity of product supply in the long term. Just as in the case
of grocery shopping that we review, the supply of certain products
may become important in other e-commerce domains.

Another important change in customer behaviors due to
COVID-19 is the preference of active shopping hours and
delivery windows, which is questioned in RQ3. During the
pandemic, the demand for online shopping is so intense that
consumers have started to shop at “00:00-00:59” hours to book
earliest delivery windows and reach products quickly.
Supermarkets have increased and diversified available choices
(from 90 to 151 time slots) to complete deliveries shortly;
deliveries were made even in the “22:00-01:59” interval that was
not used much before the pandemic. Despite these efforts, it can
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be said that delivery network of supermarkets cannot fully cope
with the overload since the average delivery duration has
increased from 6.1 hours to 22.3 hours during COVID-19. Thus,
supermarkets (or their delivery partners) should review and
strengthen their delivery infrastructure in order to provide better
service in extraordinary situations. In addition, an important
observation regarding product delivery is that the most preferred
delivery window has shifted from “17:00-19:59” to *“14:00-
16:59” in the pandemic period. As the prior range indicates
common after-hours in Turkey, it can be said that remote working
policies promoted by the Turkish government have also impacts
on product delivery hours.

6. CONCLUSION

Global crises, such as the COVID-19 pandemic, have
profound and lasting effects across multiple domains, including
health, the economy, education, and social life. One of the most
affected sectors is grocery shopping, a fundamental daily
necessity. This study examines how consumer behavior in
grocery shopping evolved during a period of crisis, with a
particular focus on the shift to online shopping, changes in
product demand, and modifications in shopping and delivery
preferences. Through quantitative analyses, we demonstrate the
extent to which consumer demand surged, which product
categories experienced the highest growth, and how shopping
patterns adapted in response to external disruptions. Our findings
indicate that government-imposed restrictions, panic buying, and
supply chain constraints significantly influenced online grocery
consumption. While consumers rapidly adapted to digital grocery
platforms, the sudden surge in demand placed considerable
pressure on delivery networks, revealing inefficiencies in last-
mile logistics and fulfillment capacities. Beyond the immediate
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effects observed during the pandemic, this study underscores the
broader implications of crisis-driven consumer behavior shifts.
As digital commerce continues to expand, understanding how
consumers respond to uncertainty and supply chain disruptions
remains essential. As e-commerce and retail logistics continue to
evolve, further studies should explore how businesses and
policymakers can enhance supply chain resilience and digital
infrastructure to better respond to future disruptions.
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