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THE ART OF EFFICIENCY IN LARGE
LANGUAGE MODELS: DOMAIN-SPECIFIC
SPECIALIZATION WITH LORA, QLORA, AND
BEYOND

Seda BAYAT TOKSOZz!
Gultekin ISIK?2

1. INTRODUCTION

In recent years, language models have grown rapidly in
size, while the computational resources required to adapt these
models to specific tasks have been increasing exponentially.
Traditional fine-tuning methods, which require updating all
parameters of models with billions of parameters, have become
unattainable for most research groups and companies. This
problem has led researchers to develop more efficient methods.
Parameter-efficient fine-tuning methods were born out of this
need and are widely used today.

In this section, we will explore in detail the LoRA (Low-
Rank Adaptation) and QLoRA (Quantized LoRA) methods,
which have been developed to adapt large language models
efficiently. LORA was introduced by Hu et al. in 2021 and is able
to achieve near-full fine-tuning performance by updating only a
small portion of the model. QLoRA, on the other hand, is a
method developed by Dettmers, Pagnoni, Holtzman, &
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Zettlemoyer (2023) that adds quantization techniques to LoRA,
further reducing memory usage.

In traditional fine-tuning methods, all the parameters of a
pre-trained model are updated. For example, for a model with 7
billion parameters, this means that each of the 7 billion weights is
adjusted for the new task. This process requires both large
amounts of GPU memory and long training times. Additionally,
we have to keep an exact copy of the model for each new task,
which increases storage costs.

The basic idea of LORA is that the weight updates made
during fine-tuning actually take place in a low-dimensional space.
In other words, while billions of parameters appear to change,
these changes are actually happening in a much smaller number
of independent directions. From this observation, LoRA
expresses the weight update matrix as the product of two smaller
matrices. This greatly reduces the number of parameters that need
to be updated.

The purpose of this book chapter is to comprehensively
cover the LORA and QLoRA methods from both theoretical and
practical perspectives. First, we will explain the mathematical
foundations of these methods. Then, we will discuss the
challenges faced in practical applications and how they can be
overcome. Finally, we will consider future research directions
and open problems in this field.

2. MATHEMATICAL FOUNDATIONS OF LORA

To understand the basic mathematical idea behind LoRA,
let's first review the traditional fine-tuning process. In a pre-
trained neural network, each layer has weight matrices. Let us
denote these matrices with Wo. During fine-tuning, these matrices
are updated, and the new weights are expressed as W = W, +
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AW. Here, AW represents the changes learned during fine-
tuning.

The basic assumption of LoRA is that the AW matrix has
a low rank. Mathematically, this means that a matrix of size xk
AW can be written as the product of two matrices of much smaller
size. Specifically, LORA expresses this matrix as AW = BA,
where matrix B is of dimension dxr and matrix A is of dimension
rxk, and the condition of r << min(d, k) is satisfied.

The practical meaning of this decomposition is that if the
original weight matrix has d x k = 10,000 x 10,000 = 100
million parameters, and we choose r=16, then the total number of
parameters of matrices B and A is only (10,000 x 16) +
(16 x 10,000) = 320,000. In other words, we will reduce the
number of parameters from 100 million to 320 thousand,
approximately 300 times.

Frozen Pretrained Trainable LoRA Final Output (W)
Model (W;) Adapters

B € RI*T Low-Rank

Update
7 (rank (BA)
= reduction; B
WQE]Rd*'f oy X W=W.,+BAE]I&¢*"
r
r<k
A e Rk
Frozen Pretrained Trainable LoRA ]
Model (Wp) Adapters Final Qutput (W)

Figure 1. LoRA Architecture and Weight Update Mechanism

2.1. Why Does the Low Rank Assumption Apply?

There are several theoretical and experimental reasons
why the low-order assumption is valid. First, pre-trained models
have already learned strong feature representations. Changes
made during fine-tuning only adjust these representations in
certain directions, rather than completely reshaping them. In their
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study, Li, Farkhoor, Liu, and Yosinski (2018) showed that
optimization actually takes place in a very low-dimensional
subspace during the training of neural networks.

Second, from a Singular Value Decomposition (SVD)
perspective, singular values diminish rapidly in most real-world
matrices. This means that the effective rank of the matrix is much
lower than its apparent size. Experimental studies, when
examining the SVD of weight updates during fine-tuning, have
shown that the top 10-20 singular values explain more than 90%
of the total variance.

Table 1. LoRA Parameters and Their Meanings

Parameter Explanation Typical Values Memory Effect
Wo Pre-trained weight matrix d X k Frozen
B Output projection matrix d Xr Trainable
A Input projection matrix r Xk Trainable
T Rank parameter 4,8, 16, 32 r1 =Memory?
a Scaling factor 16, 32 Not changing

As seen in Table 1, the most important hyperparameter to
be tuned in LoRA is the r value. The larger this value, the greater
the expressiveness of the model, but also the memory usage and
computational cost increase. In practice, even small values such
as r=4 or r=8 provide sufficient performance for many tasks.

3. QLORA: QUANTIZATION-ENHANCED LORA

QLORA is a method developed to further improve the
memory efficiency of LoRA. The basic idea is to store the pre-
trained model quantized to 4-bit precision, but keep the LoRA
adapters and gradients at high precision (16-bit or 32-bit). This
approach makes it possible to fine-tune a model with 65 billion
parameters on a single GPU with 48GB of memory.
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QLOoRA has three key innovations. The first is a new
quantization data type called NormalFloat 4-bit (NF4). This data
type is optimized for normally distributed weights and minimizes
information loss. The second is the double quantization
technique. In this technique, quantization constants are also
quantized, thus saving additional memory. The third is paged
optimizers.
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Figure 2. LoRa- QLoRa Architecture

3.1. NormalFloat 4-bit Quantization

NF4 quantization is specifically designed for data with a
normal distribution. It starts from the observation that neural
network weights are generally close to the zero-centered normal
distribution. Instead of traditional uniform quantization, NF4
determines quantization levels using quantiles of the normal
distribution. This results in higher resolution in areas where
weights are concentrated.

Mathematically, NF4 quantization works like this: First,
the weights are normalized, then scaled to the range [—1,1].
Then, this interval is divided into 16 equally probable regions
(2* = 16 for 4-bits). The center of each region becomes the
quantization value that represents that region. During recycling,
each quantization value is converted to the center value of its
region.
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3.2. Memory Saving Calculation

Let's explain the memory savings provided by QLORA
with a concrete example. Let's consider a model with 7 billion
parameters. In traditional 16-bit semi-precision, this model uses
7B X 2 bytes = 14 GB of memory. When using 4-bit
quantization with QLoRA, the base model uses only 7B X
0.5 bytes = 3.5GB of memory. For LORA adapters, an
additional approx. 200-500 MB is required. The total memory
usage is around 4 GB, which means that more than 70% is saved.

4. ADVANCED LORA VARIANTS

The success of LORA has led researchers to further refine
this method. In this section, we will explore the key variants of
LoRA and the innovations each brings.

4.1. AdaLoRA: Adaptive Low-Rank Adaptation

AdaLoRA (Adaptive Budget Allocation for Parameter-
Efficient Fine-Tuning) was developed by Zhang et al. (2023). In
standard LoRA, all layers are assigned the same rank (r) value,
while AdaLoRA assigns different rank values based on the
importance of each layer. More critical layers are given high rank,
and less important layers are given low rank. This allocation is
dynamically updated during training.

AdaLoRA uses the magnitude of singular values as a
measure of importance. During training, the singular values of the
LoRA matrices in each layer are calculated. Components with
small singular values are pruned, so that the parameter budget is
used more efficiently. The experimental results revealed that
AdaLoRA outperforms standard LoRA with the same parameter
budget.
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4.2. DoRA: Adaptation with Weight Separation

DoRA (Weight-Decomposed Low-Rank Adaptation) was
introduced by Liu et al. (2024). The main innovation of DoRA is
that it breaks down weight matrices into magnitude and direction
components. LoORA is applied only to the direction component,
while the magnitude component is learned separately. This
decoupling improves the model's learning dynamics and ensures
more stable training.

Mathematically, DoRA defines the weight matrixas W =
m X (Wo + BA) / ||W, + BA|| expresses as follows. where
m is the scalar magnitude parameter, and W, + BA is the
normalized direction vector. This formulation has given better
results than standard LoRA, especially in image models and
multimodal (multimodal) systems.

4.3. LoRA+: Improved Learning Rate Strategy

LoRA+ (Hayou, Ghosh, & Yu, 2024) is a method that
proposes applying different learning rates to matrices A and B. In
standard LoRA, both matrices are updated with the same learning
rate, but LORA+ applies higher learning rate to the B matrix than
to the A matrix. This asymmetrical approach improves
optimization dynamics.

Theoretical analysis shows that matrix B operates in
output space and matrix A operates in input space, and these
spaces have distinct learning dynamics. LORA+ typically uses 10-
100 times higher learning rate for matrix B than matrix A. This
simple change significantly increases the speed of convergence,
especially in large models.
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5. PRACTICAL APPLICATIONS AND
PERFORMANCE ANALYSIS

To understand the performance of LoRA and its variants
in real-world applications, we will explore comparative studies
conducted across various tasks. In this section, we will cover the
implications in natural language processing, image generation,
and multimodal tasks.

5.1. Natural Language Processing Tasks

In the realm of natural language processing, LORA is most
commonly used in tailoring large language models to specific
tasks. For example, a general-purpose language model can be
adapted to specialized domains such as medical text analysis,
legal document processing, or customer service chatbot using
LoRA. The study by Hu et al. (2021) demonstrated that in the
GPT-3 175B model, LoRA achieved similar performance by
updating only 0.01% parameters compared to full fine-tuning.

Tests on the GLUE benchmark revealed that with r=8,
LoRA performed 97-99% of full fine-tuning. Especially in
classification tasks (sentiment analysis, true/false detection),
LoRA experiences almost no performance loss. In productive
tasks (summarizing, translation), the performance loss is slightly
higher, but it is usually below 5%.

Table 2. LoRA Performance in Different Tasks

Full Fine- LoRA LoRA Parameter
Task Tuning (r=4) (r=8) QLoRA %
SST-2 (Sentiment) 94.8 93.9 94.5 94.2 0.06%
MNLI (NLI) 87.6 86.1 87.2 86.9 0.12%
SQUAD (QA) 91.2 89.3 90.8 90.4 0.12%
ASum 45.1 42.8 445 441 0.12%

(Summarizing)
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5.2.Image Generation and Editing

LoRA is also widely used in image generation models
such as Stable Diffusion. It is particularly effective in
customizing the model for specific art styles, characters, or
objects. A typical Stable Diffusion LoRA model is only 50-200
MB in size, while the full model takes up 4-7 GB. This compact
size allows users to easily switch and combine different styles.

One advantage of LORA in image models is that multiple
LoRAs can be used simultaneously. For example, complex
images can be created by combining a character LORA, a style
LoRA, and a background LoRA. By giving different weights to
each LoRA, one can control which feature will be dominant and
how much in the final image.

6. DOMAIN-BASED CASE STUDIES

To understand the success of LoRA and QLoRA in real-
world applications, it is crucial to examine case studies in specific
areas. In this section, we will discuss in detail the pioneering
studies conducted in the fields of medicine and law, the data sets
used, the challenges encountered and the results obtained. Both
fields are characterized by their unique terminology, precision
requirements, and ethical considerations, making the application
of parameter-efficient fine-tuning techniques in these fields
particularly interesting.

6.1. Applications of LoRA in the Medical Field

In the medical field, natural language processing is used
for critical tasks such as analyzing clinical notes, diagnosing
diseases, detecting drug interactions, and summarizing medical
literature. One of the pioneering studies in this field is the
BioBERT model developed by Lee et al. (2020). BioBERT is pre-
trained on an 18 billion word corpus of PubMed and PMC
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articles, resulting in significant performance improvements
compared to BERT in biomedical text mining tasks.

In a recent study, the Clinical LLaMA-LoRA model was
introduced (2024). This model has been fine-tuned on the
MIMIC-I11 and MIMIC-1V datasets by adding LoRA adapters to
the LLaMA base model. By updating only 0.12% of the model,
the researchers achieved near-full fine-tuning performance on
clinical note classification tasks. The model achieved an AUROC
score of 76.07% on the mortality prediction task, a 3.37%
improvement from the best clinical language model available.

The Biolnstruct study by Tran, Yang, Yao, & Yu (2024)
highlights the importance of instruction tuning in adapting large
language models to biomedical tasks. The researchers created a
dataset containing 25,005 instructions using GPT-4 and fine-
tuned the LLaMA models (7B and 13B versions) using LoRA.
Biolnstruct has demonstrated significant success in tasks such as
medical question answering, clinical trial eligibility assessment,
and differential diagnosis determination.

The study by Liu et al. (2024), published in the journal
JMIR Medical Informatics, demonstrates the effectiveness of
LoRA in the Medical Entity Recognition task. In the study,
transformer-based models such as BioBERT, RoBERTa, and
DeBERTa were fine-tuned on BC5CDR and Revised JNLPBA
datasets using LoRA. Notably, the Gemma LLM model achieved
the highest accuracy in the BC5CDR dataset when fine-tuned
with the LoRA technique. This study showed that macro factors
(entity sentence length, entity word count) significantly affect
model performance, and LoRA increases the model's resilience to
these factors.

The Clinical ModernBERT study (Warner et al., 2024)
presents a novel approach to processing medical texts with
support for a long context window. The model is trained on a

10
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wide-ranging dataset, including PubMed abstracts, MIMIC-IV
clinical data, and medical codes and their textual descriptions.
Built on the ModernBERT architecture, it supports a context
length of 8,192 tokens and employs modern techniques such as
rotary positional coding (RoPE), GeGLU activation functions,
and Flash Attention. Clinical ModernBERT outperformed
BioClinicalBERT in both standard biomedical NLP benchmarks
and clinical tasks requiring long context.

6.2. Applications of LoRA in the Legal Field

In the legal field, the use of natural language processing
technologies is increasing in tasks such as contract analysis, legal
document classification, case outcome prediction, and legal
information extraction. Developed by Chalkidis et al. (2020),
LegalBERT is one of the first large-scale language models
dedicated to the legal field. The model was trained on a 12GB
corpus of diverse legal texts, significantly outperforming the
general-purpose BERT model in legal text classification tasks.

The InLegalBERT study presented by Paul et al. (2023) at
ICAIL 2023 developed a customized language model for the
Indian legal system. This study emphasizes the importance of
field-specific pre-training and the specific terminology and
structures of different legal systems. InLegalBERT is built on
LegalBERT and fine-tuned using LoRA for 300,000 steps on
Indian legal texts. The model has been tested on both Indian and
non-Indian datasets in the tasks of statutory judgment
identification, semantic segmentation of court judgment
documents, and appellate judgment prediction.

Bernsohn et al.'s (2024) study in LegalLens leverages
large language models for the detection of legal violations in
unstructured text. In this study, various LLMs (BERT, RoBERTa,
DeBERTa) were adapted for legal text classification and entity
recognition tasks using the LoRA technique. By combining

11
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techniques such as instruction adjustment, reinforcement learning
from human feedback, and in-context learning, researchers have
developed models that specialize in understanding legal contexts.
The LegallLens shared task was a significant event, with 87
participants organized into 38 teams, demonstrating community
interest in the problem of legal violation detection.

The LegalPro-BERT study (2024) is a system built on the
BERT-large model for the classification of statutory provisions
into predefined taxonomic categories. In this study, only certain
layers of the model were fine-tuned using LORA, thereby
reducing the overall training time and improving the prediction
performance. In tests conducted on the LexGLUE LEDGAR
benchmark, LegalPro-BERT has shown significant performance
improvements compared to standard BERT. The researchers have
examined the effects of data preprocessing techniques on model
accuracy and highlighted the importance of preprocessing
strategies specific to legal texts.

In the "Generalization to Specialization" report published
by Infosys in 2024, the practical applications of using LoRA in
the legal field are detailed. The report addresses the challenges
faced by general-purpose LLMs in the legal domain: archaic
language usage, Latin terms, and context-dependent
interpretations. The study evaluated the performance of models
like LLaMA, Falcon, and Flan-T5 in legal tasks, demonstrating
that domain adaptation using LORA vyielded significant
improvements in contract analysis, legal research, and
compliance check tasks. In particular, it has been reported that
with the r=16 rank value and selective updating of the target
modules (query, key, value, output projection layers), memory
savings of up to 70% are achieved and performance loss is
minimal.

12
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6.3. Domain-Based Comparative Analysis

The comparative analysis of LoRA applications in the
medical and legal fields reveals the unique characteristics and
shared challenges of both fields. Both fields require high
precision, involve critical decisions with low fault tolerance, and
use domain-specific terminology. However, there are significant
differences in terms of data accessibility, privacy requirements,
and model evaluation criteria.

In the medical field, regulations such as HIPAA (Health
Insurance Portability and Accountability Act) and GDPR
(General Data Protection Regulation) strictly control the use of
patient data. Therefore, training medical LoRA models is often
done on anonymized datasets. While publicly available sources
like MIMIC datasets enable researchers to develop models,
deployment in real clinical settings requires additional security
and privacy measures. In the legal field, court decisions and legal
documents are generally public, but client-lawyer confidentiality
and information about sensitive cases require special protection.

In terms of performance evaluation, precision and recall
metrics are critical in the medical field, as false-positive or false-
negative results can directly impact patient health. In the study by
Liuetal. (2024), fine-tuning BioBERT with LoRA in the medical
entity recognition task demonstrated up to 92% performance on
the F1 score. In the field of law, accuracy and consistency are
important. LegalBERT's success in the legal document
classification task was measured with an accuracy rate of 89%.

In terms of memory and computational efficiency, the
advantages of LoRA in both areas are critical. In the medical
field, models to be integrated into hospital information systems
often have to operate with limited computational resources. The
fact that Clinical LLaMA-LoRA achieves high performance with
only 0.12% parameter updates is an important step in overcoming

13
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these constraints. Similarly, systems used in law firms must be
efficient when handling large collections of documents. Fine-
tuning InLegalBERT with LoRA has produced a model that is
light enough to run on standard hardware.

6.4. Future Perspectives  for Domain-Based
Applications

The future of domain-specific LoRA applications will be
shaped by the development of multimodal systems, the adoption
of continuous learning approaches, and the integration of ethical
Al principles. In the medical field, the integration of medical
images (X-rays, MRI, CTs) and genomic data, alongside text
data, will enable the development of systems that can provide
more comprehensive diagnostic and treatment recommendations.

In the field of law, one of the primary goals is to develop
multilingual and multi-jurisdictional models that can process
legal texts in different jurisdictional systems and languages.
Additionally, the explainability and transparency of legal
reasoning are critical for the right to a fair trial. The parameter
efficiency provided by LoRA holds the potential to enhance the
interpretability of these models.

A common area of development for both fields is the
combination of federated learning and LoRA. This approach
allows for model updates to be made locally, without sending
sensitive data to centralized servers. Inter-hospital collaboration
or consortia of law firms can carry out joint model development
projects while protecting data privacy. Furthermore, dynamic
LoRA rank allocation and adaptive learning rate strategies will
contribute to the development of systems that can better adapt to
the variable nature of domain-specific tasks.

14
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7. CHALLENGES IN REAL-WORLD
APPLICATIONS

While the theoretical advantages of LORA and its variants
are clear, several challenges arise in real-world applications. In
this section, we will discuss the main problems encountered in
practical applications and suggestions for solutions.

7.1. Hyperparameter Selection

In LoRA, the most critical hyperparameter is the rank (r)
value. Too low an r value leads to insufficient expressiveness, and
too high an r value leads to unnecessary computational cost. In
practice, the following approach is recommended for determining
the r-value: Start with a small r-value (e.g., 4) and gradually
increase it until performance reaches a plateau. For most tasks,
r = 8orr = 16 is sufficient.

Which layers to apply LoRA to is also an important
decision. Applying LoRA to all layers doesn't always work best.
As a general rule, applying LoRA to attention layers is more
effective than to feed-forward layers. Some studies have shown
that it is sufficient to apply LoRA only to query and value
projections.

7.2. Performance Optimization

The impact of LoRA on inference speed is generally
negligible, but optimization becomes essential in large-scale
deployments. Fusion of matrix products is an effective way to
speed up LoRA calculations. Modern deep learning frameworks
offer dedicated kernels for LORA.

For memory optimization, LoRA weights can be stored at
8-bit or 4-bit precision. During inference, these weights are
converted to high precision. This approach significantly reduces
memory usage, especially in systems with a large number of
LoRA adapters.

15
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8. CONCLUSION AND FUTURE PERSPECTIVES

In this section, we have extensively explored LoRA and
its variants, which have been developed for the efficient
adaptation of large language models. QLORA's further
enhancement of this efficiency through quantization techniques
has made previously unattainable models available on standard
hardware.

Domain-based case studies, particularly applications in
the fields of medicine and law, clearly demonstrate the practical
value of LoRA. In the medical field, the success of models like
Clinical LLaMA-LoRA and BioBERT holds immense potential
for improving patient care and supporting clinical decision-
making. In the legal field, models like LegalBERT and
InLegalBERT are enhancing the efficiency of the justice system
by accelerating legal research and document analysis.

Several important directions have been identified for
future research. Automated sequence determination methods,
multimodal model adaptation, integration of federated learning
and LoRA, and the incorporation of explainable Al principles are
among the areas of focus in the coming period. Furthermore,
managing LoRA adapters in continuous learning scenarios and
maintaining performance on older tasks while adding new ones
are important problems to solve.

In conclusion, LoRA and related technologies play a
central role in democratizing and making large language models
accessible. Parameter-efficient fine-tuning methods not only
reduce computational costs but also contribute to the
development of more sustainable and environmentally friendly
Al systems.
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CEVRIM ICI iZLEME SISTEMLERI ILE
URETIM SURECLERININ DIJITAL TAKIBI

Emin OZTURK!
Aziz Kubilay OVACIKLI?

1. GIRIS

Gelisen teknoloji ile birlikte fabrikalar sadece makinelerin
calistigr alanlar olmaktan ¢ikarak siirekli veri iireten ortamlar
haline gelmistir. Makinelerin ¢aligmasi1 sirasinda irettikleri
veriler Uretim siirecleri hakkinda kritik bilgiler saglamaktadir.
Makinelere yerlestirilen sensorler araciligiyla toplanan sicaklik,
titresim, basing, ses, devir gibi verilerin dogru sekilde bir araya
getirilmesi ile iiretim stireclerinde olusan ve erken asamada fark
edilmeyen sorunlar tespit edilebilmektedir (Soori ve ark., 2023).

Endiistri 4.0 ile birlikte gozleme dayali {iretim
stireclerinden veri temelli analiz ve bakimlarin yapildig: {iretim
stireglerine gec¢ilmistir. Son yillarda nesnelerin interneti (IoT)
alanindaki gelismeler fabrikalarin dijital bir doniisiim siireci
icerisine girmesine olanak saglamistir (Javaid ve ark., 2021;
Witczak ve Szymoniak, 2024). Doniisiim ile birlikte artan rekabet
ortaminda makinelerin anlik olarak izlenmesini saglayan ¢evrim
ici izleme (online monitoring) sistemleri enddstrinin en énemli
unsurlarindan biri haline gelmistir.

Gevrim ici izleme, makinelerden toplanan verilerin web
tabanl araylizlerde gorsellestirilmesini saglayan sistemlerdir

Bilgisayar Miihendisi, Environics Uygulamali Bilimler A.S, Namik Kemal
Universitesi Teknopark, ORCID: 0009-0008-6107-5993.

2 Dr. Ogr. Uyesi, Istanbul Arel Universitesi, Miihendislik Mimarlik Fakiiltesi,
Yazilim Miihendisligi Béliimii, ORCID: 0000-0001-6687-7794.
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(Kumar ve ark., 2018). Bu sistemler sayesinde teknisyenler,
mithendisler, bakim ekipleri ve yoneticiler makineleri siirekli
olarak izleyebilir, olusan sorunlari ongorebilir ve gerektiginde
hizli bir sekilde miidahale edebilirler. Boylece makinelerin daha
performansh ¢alismasi saglanirken iiriin kalitesinin de gergek
zamanl1 takibi saglanir.

Sistemi manuel olarak strekli takip etmek mimkin
olmadigindan modern izleme platformlari belirlenen esik degerin
astlmas1 durumunda otomatik e-posta gondererek kullanicilari
bilgilendirmektedir. Makineler i¢in esik degerler kullanicilar
tarafindan makineye 6zgii tamamlanabilecegi gibi ge¢mis veriler
analiz edilerek sistem tarafindan otomatik olarak da
tanimlanabilir. Cevrim i¢i izleme sistemlerinde 6nemli bir yeri
olan “auto threshold” (otomatik esik deger belirleme), gecmis
verilerin analiz edilmesi ile esik degerlerin otomatik olarak
belirlenmesini saglamaktadir (Burr ve ark., 2013).

Bu bolumde, endustriyel sensorlerden veri toplama
asamalari, c¢evrim i¢i izleme sistemleri ve alarm ydnetimi
konulart ele almacaktir. Calismanin amaci, ¢evrim igi izleme
sistemlerinin igletmelere sagladig1 avantajlar1 agiklamaktir.

2. URETIM SURECLERININ DIiJITAL TAKIBI

Isletmelerde ve iiretim siireclerinde yasanan dijital
doniisiim ile birlikte endiistriyel veri dnemli bir unsur haline
gelmistir. Oyle ki makinelerden toplanan verinin islenmesi
isletmede bulunan makine sayisi1 ve kapasitesinden daha 6nemli
bir hale gelmistir. Makinelerden toplanan sicaklik, titresim, ses,
basing gibi degerlerin analizi ve diizenli takibi sayesinde liretim
siirecleri cok daha etkin bir sekilde yonetilmektedir.

Uretim siireglerinin dijitallesmesi yalnizca makinelerden
veri toplamay1 degil (Sagbas ve Giilseren, 2019), ayn1 zamanda
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bu verilerin dogru yontemler ile bir araya getirilmesini,
gorsellestirilmesini ve analiz edilmesini de kapsamaktadir.
Toplanmak istenilen veriye gore makinelerin iizerine farkli tiirde
sensorler yerlestirilir (Celebi ve Koda, 2021). Her bir sensor
bulundugu konumundan sorumlu olup kendi 6l¢iim noktasina
iligkin veriler toplar. Bu nedenle farkli konumlardan toplanan
verilerin birlikte degerlendirilmesi gerekmektedir. (Cengiz ve
Das, 2022). Bu degerlendirmeyi yapmanin en iyi yolu ¢evrim i¢i
izleme sistemleridir. Sistem sayesinde veriler bir araya getirilerek
makinenin bir biitiin olarak degerlendirilmesi saglanir. Boylece
verinin zamana gore degisimi, arizalarin tespitleri ve belirlenen
sinirlarin asilip asilmadigi net bir sekilde takip edilebilir. Cevrim
ici izleme sistemleri, kullanicilarin sahada bulunmadiklari
durumlarda dahi {retim siireclerini anlik olarak kontrol
edebilmelerine olanak saglamaktadir.

Cevrim i¢i izleme sistemleri, hem bir gozlem araci hem de
karar destek mekanizmasidir. Toplanan verilerin gegmise doniik
olarak analiz edilmesi sayesine tekrar eden sorunlar ve olast kok
nedenleri tespit edilebilir. Bu sayede isletmeler sorunlar
olusmadan once Onlem alabilirler. Gerekli 6nlemlerin alinmasi
sonucunda makine omri uzatilabilir, enerji tiiketimi azaltilabilir,
iiretim ve iiretim kalitesinde 6nemli iyilestirmeler saglanabilir.

3. VERIi TOPLAMA

Cevrim ici izleme sistemlerinde en énemli unsur veridir.
Sensorler araciligiyla siirekli olarak veri toplanarak sistemin
mevcut durumu takip edilir. Toplanacak verinin tirine gore
sicaklik, titresim ve akustik sensorler gibi farkl tiirde sensorler
kullanilabilir. Elde edilen veriler kablolu veya kablosuz
baglantilar araciligi ile sensorlerden alinarak SCADA sistemine
gonderilir. SCADA, (Supervisory Control and Data Acquisition)
verilerin toplandig1 ve depolandig1 kontrol ve izleme sistemidir
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(Ibrahim, 2022). Burada sensorlerden gelen veriler ayri ayr
goruntulenebilir ~ ancak  verilerin  bir  butin  olarak
degerlendirilebilmesi i¢in ¢evrim ic¢i izleme sistemlerine
aktarilmasi1 gerekmektedir. Gelistirilen ara yazilim sayesine
toplanan veriler diizenli araliklarla ¢evrim i¢i izleme sistemlerine
aktarilir. Sekil 1°’de sensorlerden toplanan verilerin ¢evrim igi
izleme sistemlerine gonderilme stireci gosterilmektedir.

SCADA SISTEMI CEVRIM ici
SICAKLIK SENSORD ; : _ iZLEME S‘ST%M]

‘:E- | - =
fmn o=
Sekil 1. Veri toplama ve gonderme asamalari

BASING SENSORD

4. VERI GORSELLESTIRME VE CEVRIM IiCi
IZLEME

Makinelerden toplanan sicaklik, titresim, basing, devir
gibi degerler tek baslarina incelendiginde karmasik ve
anlamsizdir. Toplanan verilerin anlamli hale gelmesi, bu verilerin
gorsellestirilmesi ile miimkiin olmaktadir. Gorsellestirme islemi
verilerin grafikler ve tablolar gibi cesitli yontemlerle ifade
edilmesini saglar. Bu sayede kullanicilar liretim stire¢lerini etkin
bir sekilde yorumlayabilir.

Veri gorsellestirme  isleminde ilk adim verinin
islenmesidir. Sicaklik, devir gibi degerler sayisal oldugu i¢in
herhangi bir 6n islem yapilmasina gerek yoktur. Toplandiklar
hali ile anlasilir verilerdir. Fakat titresim verisi gibi degerler cok
sayida sayisal degerden olusan dizilerdir. Toplandiklar: hali ile
giiriiltiilii ve dolaysiyla karmasik bir yapiya sahiptirler ve
yorumlanmalart olduk¢a zordur. Bu yiizden gorsellestirme
isleminden once elde edilmek istenilen sonucglara gore farkli
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teknikler ile analiz edilir (Oztirk ve Ovacikli, 2025).
Gorsellestirmeye hazir hale getirilen veriler ¢evrim igi izleme
sistemleri aracilifiyla kullanicilara sunulur. Gorsellestirme
sayesinde makinelerin durumu, performansi, olusan sorunlar
kolayca takip edilebilir.

Cevrim ig¢i izleme, kullanicilara {iretim siire¢lerinin dijital
bir kopyasini gosterir. Kullanicilar sahaya inmeden bilgisayar
veya mobil cihazlarindan {iretim siireclerinin tamamini takip
edebilirler. Bu sayede olusan sorunlara hizl bir sekilde miidahale
edebilir, tretim duruslarint ve bakim maliyetlerini en aza
indirebilirler.

Verilerin gorsellestirilmesi sadece durum takibi yapmaya
degil aynm1 zamanda ge¢mis verilerin analiz edilmesine de
yardimci olmaktadir. Yapilan analiz ile tekrar eden arizalar tespit
edilebilir, kok nedenler arastirilabilir, bakim planlamalarinin
daha etkili bir hale getirilmesi saglanabilir.

Cevrim i¢i izleme sistemlerinde esik deger tanimlama
kritik bir 6neme sahiptir. ISO standartlar1 tarafindan belirlenmis
veya kullanici tarafindan makineye 6zgii olarak belirlenen bu
degerler asildiginda sistem bir alarm iretir ve e-posta yoluyla
kullaniciy1 bilgilendirir. Bu sayede kullanici sahada veya sistemin
basinda olmasa bile olusan sorunlar hemen fark edilebilir.
Isletmelerde iiretimin sabit olmamasi iiretim kosullarinin da
degisken olmasina neden olmaktadir. Degisken iiretim kosullari
icin sabit esik deger belirlemek gereksiz alarm iiretilmesine neden
olmaktadir. Bu durumu o6nlemek igin c¢evrim ici izleme
sistemlerinde otomatik esik belirleme (auto threshold) 6zelligi
bulunmaktadir.
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5. OTOMATIK ESiK BELIRLEME

Uretim siireglerinde makinelerin ¢alisma kosullar1 ortam
sicakligi, kullanilan ham madde degisikligi, iiretim hiz1 gibi pek
cok etkene bagl olarak degismektedir. Bu durum sensorler
araciligiyla toplanan verilere de yansimaktadir. Sistemde
kullanilan esik deger calisma kosullarinda olusan degisiklige
kendini uyarlayamadigi zaman gereksiz ve yanlis alarm
tiretilmesine neden olacaktir. Gereksiz alarmlari 6nlemek ve
kullanicilara daha dogru bilgi vermek i¢in otomatik esik
belirleme yontemi kullanilmaktadir.

Otomatik esik belirlemede amag gegmis verilerin analiz
edilmesi ile esik degerlerin iiretim kosullarina uygun olarak
degismesini saglamaktir. Bu islem i¢in en sik kullanilan
yontemlerden biri ortalamaya ve standart sapmaya dayali esik
deger belirleme yontemidir. Hesaplama sayesinde verinin genel
davranisi belirlenerek normalin disindaki durumlar tespit edilir.

Ilk olarak (1) numarali denklem kullanilarak verinin
ortalamasi (x) hesaplanir.

Z:i=l Xi (1)

X =
- n

Burada n toplam veri sayisini ifade etmektedir. Ardindan
(2) numarali denklem ile verinin standart sapmasi (o) hesaplanir.

I ) (i—0)°
o= (B G0’ @

Elde edilen sonuglar kullanilarak (3) numarali denklem ile
esik deger hesaplamasi yapilir. Formiilde yer alan k sistem
tarafindan belirlenen katsayis1 ifade etmektedir. Bu katsay1 esik
degerin, ortalamanin ne kadar lizerinde olacagini belirlemek i¢in
kullanilir.

Esik deger = x+kx*o (3)
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Bu sayede sistem degisen kosullara uygun esik degere
sahip olur. Ornegin bir makinenin ¢alisma hiz1 diizenli olarak
degisiyorsa sistem bu degisimleri zaman igerisinde Ogrenir ve
yalnizca anormal durumlarda olusan artislar i¢in alarm tiretir.

Otomatik esik belirleme, o6zellikle yiiksek veri liretim
kapasitesine sahip isletmelerde Onemli faydalar saglar. Esik
degerin calisanlar tarafindan belirlenmesi hem zaman alici hem
de hataya acik bir siirectir. Otomatik esik belirleme insana olan
baglilig1 azaltarak veriye dayali kararlar verebilen ve 6grenen bir
yap1 saglamaktadir.

6. SONUC

Endiistri 4.0 ile birlikte isletmelerin dijital doniisiimii de
hiz kazanmistir. Dijitallesme ile birlikte makinelerden toplanan
verilerin analizi ve gorsellestirilmesi isletmeler icin temel bir
ihtiya¢g haline gelmistir. Cevrim i¢i izleme sistemleri olusan
ihtiyaglar1 karsilayarak iiretim siireglerinin etkin bir sekilde
yonetilmesini mumkun hale getirmektedir.

Cevrim i¢i izleme sistemleri web tabanli arayiizi
sayesinde makinelerin anlik durumunu kullanicilara gostererek
kontrollii bir iiretim ortami saglar. Uretim siireclerinde yasanan
sorunlar ve performans diisiisleri tespit edilerek hizli bir sekilde
mudahale edilmesi saglanir. Bu sayede iiretim verimliligi
artarken plansiz duruslar azalir. Uretim siireclerinin siirekli olarak
izlenmesi isletmelerin kalite standartlarin1 korumasina ve miisteri
memnuniyetinin artmasina katki saglar.

Sistem, icerisinde yer alan otomatik esik deger belirleme
ve alarm iiretme Ozellikleri sayesinde durum izleme araci
olmaktan fazlasini saglar. Otomatik esik belirleme ge¢mis verileri
analiz ederek ¢alisma kosullarina uygun tehlike seviyelerinin
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belirlenmesini saglarken, alarm sistemi kullanicilarin sistem
hakkinda otomatik olarak haber almasini saglamaktadir.

Bir biitiin olarak degerlendirildiginde ¢evrim i¢i izleme
sistemleri igletmelerde veriye dayali karar alma kiiltiiriiniin
olugmasinda biiyiik 6neme sahiptir. Bu sistemler yalnizca mevcut
durumun izlenmesi saglamakla kalmaz ayni zamanda gec¢mis
verileri inceleyerek gelecekte olusabilecek arizalar hakkinda bilgi
edinme imkan1 da saglamaktadir.
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ARCHITECTURES DERIVED FROM THE
TRANSFORMER MODEL

Hilal CELIK!
Ramazan KATIRCI?

1. INTRODUCTION

The Transformer architecture (Vaswani et al. 2017) has
revolutionized artificial intelligence by replacing traditional
recurrent and convolutional models with a fully attention-based
approach. Unlike RNN and CNN models, which suffer from
sequential processing limitations and vanishing gradient issues in
long sequences (Wu et al. 2016), Transformers enable full parallel
computation and capture long-range dependencies more
efficiently through self-attention.

Since their introduction in 2017, Transformers have not
only transformed Neural Machine Translation (NMT) but have
also become the foundational architecture for large-scale
language models, evolving into distinct paradigms such as
encoder-only models like BERT (Devlin et al. 2019) for
understanding tasks and decoder-only models like GPT (Radford
et al. 2018) for generation, as well as vision models like Vision
Transformer (Dosovitskiy et al. 2021).
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This chapter provides a structured overview of the
evolution of  Transformer-based architectures—including
encoder-only, decoder-only and encoder—decoder models—
highlighting their key innovations and domain-specific
applications.

2. TRANSFORMER-BASED ARCHITECTURES

Transformer-based architectures represent  the
foundational design paradigm of modern deep learning models in
natural language processing. Over time, it has evolved into
several architectural variants—encoder-only, decoder-only and
encoder—decoder frameworks—each optimized for distinct
language understanding and generation tasks. As illustrated in
Figure 1, these architectures form the structural basis for most
contemporary models in Artificial Intelligence (Al) systems.
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Figure 1. Transformer-Based Model Architectures
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2.1. Encoder and Decoder Structure

The encoder—decoder architecture is a neural network
framework designed to transform an input sequence into an
output sequence by encoding the source information into a fixed
or variable-length representation and then decoding it to generate
the target output (Cho et al. 2014; Sutskever, Vinyals, and Le
2014; Katirc1 and Celik 2024). In this structure, the encoder
processes the input data and compresses it into a contextual
representation, while the decoder takes this representation and
produces the corresponding output step-by-step. This architecture
is particularly well suited to sequence-to-sequence learning
problems—such as machine translation (Katirci and Celik 2025b,
2025a) and question answering (Celik, Katirci, and Islek 2024;
Katirc1 and Celik 2025a)—where the length and structural
properties of the input and output sequences may differ.

2.2. Encoder-Based Architectures

Encoder-based architectures focus exclusively on
extracting deep contextual representations from input data and are
not designed for sequence generation. These models employ
bidirectional attention mechanisms that enable the simultaneous
processing of information from both preceding and succeeding
tokens, allowing them to capture rich semantic dependencies
across the entire input (Devlin et al. 2019; Liu et al. 2019; Bucci
et al. 2025; Omar et al. 2025). By generating context-aware
representations, encoder-based models effectively learn the
underlying structure and meaning of language, making them
highly suitable for tasks such as text classification, sentiment
analysis, named entity recognition and question answering (Sun
et al. 2020; Shon et al. 2021). Their ability to process input
sequences in parallel further enhances computational efficiency,
establishing encoder-only architectures—such as BERT—as the
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foundation for modern language understanding systems (Lan et
al. 2020; Manning 2020).

2.2.1.BERT and Its Variants

BERT and its subsequent variants represent a family of
encoder-based Transformer architectures designed to enhance
contextual understanding in natural language processing. Each
variant introduces architectural or training optimizations—such
as improved efficiency, scalability, or learning objectives—that
collectively advance the performance and adaptability of pre-
trained language models across diverse NLP tasks (Devlin et al.
2019; Islek, Katirci, and Celik 2024).

Bidirectional Encoder Representations from
Transformers (BERT)

BERT introduced a bidirectional attention mechanism that
considers both left and right contexts simultaneously, marking a
significant advancement in language understanding (Clark et al.
2019; Devlin et al. 2019). The model is trained using Masked
Language Modeling (MLM), where random tokens are masked
and predicted based on surrounding words and Next Sentence
Prediction (NSP) to capture sentence-level relationships (Devlin
et al. 2019; Liu et al. 2019; Lan et al. 2020). BERT’s deep
contextualized embeddings significantly outperform previous
models in downstream NLP tasks by generating representations
that reflect nuanced linguistic meaning. Its encoder-only design
enables efficient fine-tuning for various applications using
minimal task-specific modifications (Shon et al. 2021; islek et al.
2024).

Robustly Optimized BERT Pretraining Approach
(RoBERTa)

RoBERTa is an enhanced variant of BERT that focuses on
optimizing the pretraining process to achieve superior
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performance. It removes the Next Sentence Prediction (NSP)
objective and employs dynamic masking, larger training corpora
(such as CommonCrawl and BooksCorpus) and extended training
duration. These modifications enable ROBERTa to learn more
robust contextual representations and deliver consistent
improvements across various natural language understanding
benchmarks (Liu et al. 2019; Jurkiewicz et al. 2020).

A Lite BERT (ALBERT)

ALBERT was introduced to improve the parameter
efficiency of BERT while maintaining comparable performance
levels. It achieves this through parameter sharing across layers
and factorized embedding parameterization, which significantly
reduces model size. As a result, ALBERT offers a lightweight yet
effective alternative, particularly suitable for environments with
limited computational or memory resources (Lan et al. 2020).

DistilBERT

DistilBERT is a compact and faster version of BERT
obtained through knowledge distillation, a teacher—student
training paradigm. The student model learns to replicate the
behavior of the larger BERT model while using fewer parameters.
Despite being approximately 40% smaller and 60% faster,
DistilBERT retains about 97% of BERT’s performance, making
it ideal for real-time or resource-constrained applications (Sanh et
al. 2020; Fang et al. 2023).

ELECTRA

Efficiently Learning an Encoder that Classifies Token
Replacements Accurately (ELECTRA) introduces a more
efficient pretraining objective known as Replaced Token
Detection (RTD). Instead of predicting masked tokens, the model
learns to distinguish between real and synthetically replaced
tokens in the input text. This discriminative training paradigm
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allows the model to learn from every token rather than only
masked positions, resulting in substantially improved training
efficiency and competitive performance compared to BERT
(Manning 2020; Ni et al. 2024).

2.2.2.Long-Context Encoder Models (Longformer,
BigBird)

Long-context encoder models extend the Transformer
architecture to efficiently process lengthy input sequences by
modifying the self-attention mechanism. Approaches such as
Longformer and BigBird employ sparse or attention patterns,
significantly  reducing computational complexity while
preserving contextual understanding, making them highly
effective for document-level and long-text natural language tasks.

Longformer

Longformer is a transformer-based architecture
specifically designed to efficiently handle long text sequences. It
introduces a sliding-window local attention mechanism combined
with global attention tokens, enabling the model to capture both
local and global dependencies without the prohibitive
computational cost of traditional self-attention (Beltagy, Peters,
and Cohan 2020; Hwang et al. 2024). This sparse attention pattern
significantly reduces complexity from quadratic to linear with
respect to sequence length, allowing the model to scale effectively
to documents containing thousands of tokens. As a result,
Longformer demonstrates strong performance in long-form
document classification, summarization and analytical tasks
involving scientific or legal texts. In contrast, BERT relies on a
fully dense self-attention mechanism with quadratic complexity,
making it computationally expensive and memory-intensive for
long sequences (Devlin et al. 2019).
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BigBird

BigBird is a transformer-based architecture that extends
the Longformer approach by introducing a hybrid sparse attention
mechanism combining sliding-window local attention, global
attention and random attention patterns. This design enables the
model to efficiently capture both nearby and distant contextual
dependencies while significantly reducing computational
complexity (Zaheer et al. 2020; Kramp, Cassani, and Emmery
2024).

2.3. Decoder-Based Architectures

Decoder-based architectures focus on autoregressive
language modeling, where the next token is predicted based on
previously generated tokens. Unlike encoder-based models that
process the entire input bidirectionally, decoder-only models
operate in a unidirectional manner, enabling the generation of
coherent and contextually relevant text. These architectures form
the foundation of modern large language models and are designed
primarily for tasks involving text completion, dialogue systems,
story generation and code synthesis (Radford et al. 2018). They
are widely used in conversational Al agents, code assistants,
content generation tools and multimodal systems (GPT-4
Technical Report 2023; Al-Amin et al. 2024). In addition,
decoder-based models are central to autonomous Al agents and
RAG (Retrieval-Augmented Generation) frameworks, where
they integrate with external tools and knowledge sources to
perform complex reasoning and decision-making tasks (Lewis et
al. 2021).

GPT

The Generative Pre-trained Transformer (GPT) series
(Radford et al. 2018), introduced by OpenAl, demonstrated that
large-scale unsupervised pre-training followed by minimal fine-
tuning can achieve state-of-the-art performance across a range of
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language tasks. GPT models rely exclusively on stacked decoder
blocks using masked self-attention to ensure autoregressive flow.
This structure allows the model to generate text token-by-token,
maintaining logical consistency and contextual alignment.

LLaMA

Large Language Model Meta Al (LLaMA) is a family of
open foundational language models developed by Meta Al,
designed to provide efficient and high-performance alternatives
to proprietary large models. Introduced in 2023, LLaMA models
focus on training efficiency and accessibility, achieving
competitive results across benchmarks while using significantly
fewer parameters than models like GPT-3(Touvron et al. 2022).

Falcon

Falcon is a high-performance, open-weight autoregressive
language model developed by the Technology Innovation
Institute (TI1), Abu Dhabi. Released in 2023, Falcon emphasizes
training efficiency, data quality and scalability. It was trained on
the RefinedWeb dataset (over one trillion tokens), resulting in
strong performance across common LLM benchmarks while
maintaining open accessibility for research and commercial use
(Dhabi 2023).

PaLM

Pathways Language Model (PaLM) is a large-scale
decoder-only Transformer developed by Google Research within
the Pathways project. Following an autoregressive language
modeling objective, it predicts each token from preceding context
and is trained on extensive multilingual and multitask data using
the Pathways system. With its stacked decoder blocks and
masked self-attention, PaLM exemplifies the scalability of
modern decoder-based models and achieves strong reasoning,
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few-shot learning, and code-generation performance (Chowdhery
et al. 2023).

Gemini

Gemini is a multimodal large language model developed
by Google DeepMind, built upon the decoder-only Transformer
architecture of PaLM 2 (Google 2023). It extends the PaLM
family by integrating text, vision and audio processing within a
unified framework, enabling advanced multimodal reasoning and
tool-use capabilities. Gemini incorporates cross-modal attention
mechanisms inspired by models such as Flamingo, allowing it to
understand and generate information across multiple modalities.
This architecture supports reasoning, planning and interaction
with external environments, positioning Gemini as a step toward
general-purpose, agentic Al systems (Team and Google 2024,
2025).

2.4. Encoder—-Decoder Architectures

Encoder—decoder architectures integrate the strengths of
bidirectional contextual understanding from the encoder and
autoregressive sequence generation from the decoder, resulting in
highly versatile models for a wide range of natural language
processing tasks (Jurafsky and Martin 2021; Raffel et al. 2023;
Celik et al. 2024). This dual structure allows the model to first
encode the input into a rich contextual representation and then
generate an output sequence conditioned on that representation.
Such architectures are particularly effective for sequence-to-
sequence transformations, including machine translation and
question answering (Nielsen, Enevoldsen, and Schneider-kamp
2025).

15

The Text-to-Text Transfer Transformer (T5) architecture
introduced a unified framework in which every language task is
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reframed as a text-to-text problem(Raffel et al. 2023). This model
IS pre-trained using a span corruption objective, where random
spans of text are masked and the decoder is trained to generate the
missing tokens. This approach allows T5 to learn rich, task-
agnostic representations (Senadeera and Ive 2022; Zha et al.
2023).

BART

Bidirectional and Auto-Regressive Transformer(BART)
Is a denoising autoencoder designed for pretraining sequence-to-
sequence Transformer models. It combines the bidirectional
encoding capability of BERT with the left-to-right generative
decoding of GPT, effectively bridging language understanding
and generation within a unified framework. The model is
pretrained by first corrupting input text using various noising
strategies—such as sentence shuffling or span infilling—and then
learning a model to reconstruct the original text. This objective
allows BART to learn robust contextual and generative
representations (Lewis et al. 2019).

MarianNMT

MarianNMT is a family of Transformer-based encoder—
decoder neural machine translation (NMT) models developed by
Microsoft Translator. It was designed to provide efficient
multilingual translation across language pairs without relying on
external resources or large pipelines. The models are trained on
large-scale parallel corpora using the standard Transformer
architecture and optimized for both speed and translation quality
(Roman et al. 2018; Junczys-dowmunt 2019).

mBART

Multilingual ~ Bidirectional and  Auto-Regressive
Transformer (MBART) is the multilingual extension of the BART
model, designed to handle sequence-to-sequence generation
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across multiple languages within a single Transformer
architecture. It follows the denoising autoencoding pretraining
objective, where text is corrupted by masking or sentence
permutation and the model is trained to reconstruct the original
text (Liu et al. 2020). Unlike BART, which is trained on English-
only data, mBART is pretrained on large-scale monolingual
corpora covering dozens of languages, allowing it to capture
cross-lingual representations(Liu et al. 2020).

mT5

Multilingual Text-to-Text Transfer Transformer (mT5) is
a multilingual extension of the Text-to-Text Transfer
Transformer (T5) model that generalizes the text-to-text
paradigm beyond English. It is pretrained on a large-scale
Common Crawl-based corpus (mC4) covering 101 languages,
enabling it to perform a wide range of multilingual NLP tasks
within a unified framework. The model maintains the same
architecture and span corruption objective as T5 but incorporates
modified training strategies to enhance cross-lingual alignment
and prevent accidental translation—a phenomenon in zero-shot
generation where the model unintentionally switches to another
language (Kale 2020).

3. FUTURE DIRECTIONS

Future Transformer developments are expected to evolve
toward autonomous, reasoning-driven systems. Approaches like
Retrieval-Augmented Generation (RAG) improve factual
accuracy and reduce hallucinations by providing dynamic access
to external knowledge (Lewis et al. 2021; Katirci, Celik, and
Oguz 2024; Oche et al. 2025). Meanwhile, the integration of
Transformer models into multi-agent frameworks—such as
LangChain and CrewAl—enables tool use, planning, and self-
reflection (Derouiche 2025; Singh et al. 2025). Overall, the future
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of Transformers points to hybrid architectures that blend
generation, retrieval, and autonomous reasoning, bringing
language models closer to intelligent agents.

4. CONCLUSION

Transformer-based architectures have redefined modern
artificial intelligence by introducing a scalable, attention-driven
framework capable of understanding and generating complex
information across language, vision and multimodal domains.
Encoder models such as BERT revolutionized language
comprehension, decoder models like GPT transformed generative
Al and encoder—decoder models such as T5 enabled a unified
approach to diverse NLP tasks. These developments show a clear
evolution from task-specific models to general-purpose Al
systems with growing reasoning capabilities. As Transformers
continue to advance through efficiency improvements,
multimodal integration and tool-augmented intelligence, they are
expected to drive the next generation of autonomous and human-
aligned Al systems.
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SOSYAL MEDYA VE OYUN VERILERI iCIN
HIBRIT VE COK DIiLLi BiR METIN
NORMALIZASYON MIMARISI

Arzum KARATAS!

1. GIRIS

Sosyal medya ve ¢evrimi¢i oyun platformlari,
kullanicilarin yogun etkilesimde bulundugu ve dilsel ¢esitliligin
en belirgin sekilde gozlemlendigi ortamlardir. Bu ortamlardan
elde edilen veriler, dogal dil isleme (NLP) arastirmalari i¢in
zengin bir kaynak sunarken, aymi zamanda “gUrdltili metin
(noisy text)” olarak adlandirilan bi¢imsel bozukluklar, argo
ifadeler, emoji kullanimi, harf-rakam karisimi yazim bigimleri
(leetspeak) ve diller arasi gegis (code-switching) gibi zorluklari
da beraberinde getirir. Baldwin ve arkadaglari (2015) sosyal
medya metinlerinin “standart dilin sinirlarini zorlayan, bigimsel
olarak bozuk ve kaynaklar arasinda biiyiik farkliliklar gosteren”
bir yapiya sahip oldugunu vurgulamaktadir. Eisenstein (2013) ise
sosyal medya dilinin standart yazim kurallarin1 sistematik
bicimde ihlal ettigini ve bu durumun NLP i¢in 6zel ¢éziimler
gerektirdigini belirtmektedir.

Standart NLP Kkittphaneleri (6rn. NLTK, SpaCy),
agirlikli olarak kuralli ve tek dilli metinler lizerinde optimize
edildikleri i¢in, sosyal medya ve oyun platformlarinda
karsilasilan gayri resmi (informal) dil yapilar1 karsisinda
genellikle yetersiz kalmaktadir. Literatiirdeki calismalar da bu
kisithiligr destekler niteliktedir; nitekim Solorio ve arkadaglari
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(2014), “I am coming, bekle beni” drneginde oldugu gibi dillerin
climle veya oObek dilizeyinde ardisik degistigi kod degistirme
(code-switching) durumlarinda, tek dilli modellerin ciddi
performans kayiplart yasadigimi raporlamistir. Benzer bir
duzlemde Pratapa, Choudhury ve Bali (2018) ise, “Server-lar
down oldu” 6rnegindeki gibi dillerin sdzciik veya ek diizeyinde
i¢ ice gectigi kod karistirma (code-mixing) yapilarinda, standart
yaklagimlarin 6tesine gegilerek bu yapiya 6zgii 6zel stratejilerin
gelistirilmesi gerektigini ortaya koymustur.

Son yillardaki literatiir, ¢ok dilli ve kod karistirma (code-
mixing) iceren metinlerde veri normalizasyonunun kritik bir 6n
adim oldugunu gostermektedir. Bu baglamda Singh, Choudhary
ve Shrivastava (2023), sosyal medya metinlerindeki kelime
varyasyonlarin1 otomatik normalize etmenin, duygu ve konu
analizi performansimi belirgin sekilde artirdigini kanitlamistir.
Benzer sekilde Sharma ve arkadaglar1i (2025), yanls
bilgilendirme tespitinde giivenilirligi artirmak adina, ¢ok dilli
gonderilerde iddia (claim) normalizasyonunun 6nemine dikkat
cekmektedir.

Normalizasyonun yani sira, modelleme mimarilerindeki
gelismeler de goze carpmaktadir; Winata, Lin ve Fung (2021),
kod degistirme tespitinde transformer tabanl yaklagimlarin klasik
yontemlere kiyasla istiinliigiinii raporlarken, Sterner (2024) ¢ok
dilli ingilizce veri setlerinde sézciik diizeyindeki modellerin %4’e
varan performans artis1 sagladigini ortaya koymustur.

Sosyal medya metinlerinin islenmesinde, metin dis1 bir
unsur olan emojilerin kullanim1 hem bir firsat hem de bir zorluk
olarak one ¢ikmaktadir. Literatiirde bu konuda iki temel goriis
hakimdir: Novak ve arkadaslar1 (2015), emojileri dil sinirlarini
asan evrensel duygu gostergeleri olarak tanimlarken; Zhou ve
arkadaslar1 (2024), bu yaklasima 6nemli bir niians ekleyerek,
kiiltiirler arast kullanim farkliliklarinin  analizde mutlaka
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gozetilmesi gerektigini savunmaktadir. Tiim bu dinamiklerin
1s181nda Jahan ve arkadaslar1 (2024), emojilerin 6zellikle ¢apraz-
dilli  (cross-lingual) ¢alismalarda kritik bir koprii gorevi
gordiigiinii ortaya koymustur. Ornegin, Ingilizce veri setleri
uzerinde 'kalp (€)' emojisinin pozitif duygu yiikiinii 6grenen bir
modelin, bu evrensel ipucunu kullanarak Tirkge bir metni —
kelime anlamlarini tam ¢ézemese dahi— dogru duygu sinifina
atayabilmesi, bu aktarima tipik bir 6rnektir.

Sosyal medya dilinin kendine has bir diger zorlu
karakteristigi de harflerin gorsel benzerlik tasiyan rakam veya
sembollerle ikame edildigi 'Leetspeak’ (6rn. 'nefes' yerine n313s'
veya 'love' yerine 'l0v3') kullanimi ve standart disi yazim
bi¢imleridir. Bu tiir kullanimlar, basit birer yazim hatas1 olmaktan
ote, Crystal (2001)’1n da vurguladigi gibi dijital topluluklarda bir
kimlik insast ve gruba aidiyet gdstergesi olarak sosyolojik bir
islev goriir. Ancak insanlar tarafindan kolayca desifre edilebilen
bu yaratict ¢arpitmalar, dogal dil isleme araglar1 i¢in ciddi bir
giiriiltii kaynagidir. Nitekim Sampath ve arkadaslari (2022),
standart sOzliik tabanli yaklasimlarin bu noktada yetersiz
kaldigin1 ve ‘leetspeak’ doniisiimlerini ¢6zmek igin sisteme 6zel
kurallar entegre edilmesi gerektigini gostermistir. Bu sorunun
¢Ozimiine odaklanan Khan ve Lee (2021) ise, kelimenin sadece
bicimine degil ciimledeki roliine de odaklanan baglam duyarli
(context-aware) normalizasyon yontemlerinin, duygu analizi
dogrulugunu anlamh 6lgiide yiikselttigini rapor etmistir.

Tirkce ©zelinde, Coltekin (2020) sosyal medya
verilerinde saldirgan dilin normalizasyonu iizerine yaptigi
calismada, Tiirk¢e nin morfolojik zenginligi nedeniyle yiizeysel
diizeltmelerin yetersiz kaldigini, baglam duyarli yontemlerin
gerekliligini vurgulamaktadir. Sak, Gilingdr ve Saraclar (2011)
tarafindan gelistirilen Tiirkge morfolojik ayristirici, eklemeli
yapiin NLP icin 6zel ¢oziimler gerektirdigini gostermektedir.
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Tablo 1. Mevcut Araglar ve Onerilen Mimarinin Karsilastirmasi

Ozellik Standart NLP Turkce NLP Onerilen Mimari
Araclan Araclar (VNLP, (GamerNLP)
(SpaCy, NLTK) | Zemberek)
Kod Degistirme | Genellikle Desteklemez veya Token Bazh
(Code- Ciimle Bazl Sinirlt (Kelime Kelime)
Switching)
Oyun Jargonu Gurdltu (Noise) Yazim hatasi sayar | Anlamli veriye
olarak siler doniistiiriir
Leetspeak Isleyemez Isleyemez Diizenli ifadeler
(Regex) ile
Normalize Eder
Emoji Genellikle siler Metin sonuna atar Baglam iginde
doniistiiriir

Tiirkce Ozelinde yapilan c¢alismalara bakildiginda,
Gokirmak (2023) sinirsel kodlayici-kod ¢6zuct (neural encoder-
decoder) tabanli mimarilerin, sosyal medyada sik¢a karsilasilan
standart dig1 metinlerin normalizasyonunda umut verici sonuglar
irettigini raporlamistir. Bu algoritmik gelismelerin yani sira,
VNLP Aragtirma Ekibi (2024) tarafindan sunulan kapsamli arag
seti de alandaki onemli bir boslugu doldurmaktadir. S6z konusu
calisma; normalizasyondan morfolojik ¢oziimlemeye ve duygu
analizine kadar uzanan genis bir yelpazede, arastirmacilara hazir
ve acik kaynakli bir altyapi destegi saglamaktadir.

Standart NLP kutiphaneleri (NLTK, SpaCy) ve Tirkce
odakli araglar (VNLP, Zemberek), resmi metinlerde yiiksek
bagar1 gosterse de, oyun verisinin anlitk ve guriltuli dogasinda
yetersiz kalabilmektedir. Tablo 1, mevcut yaklasimlar ile 6nerilen
mimarinin karsilastirmasini sunmaktadir.

Bu c¢aligmanin temel amaci, mevcut literatiirdeki boslugu
doldurarak; Turkce-ingilizce karma metinler ve oyun jargonu igin
Ozellestirilmis, hibrit ve modiiler bir normalizasyon mimarisi
sunmaktir. Onerilen sistem; emoji normalizasyonu, leetspeak
doniisiimii, baglam duyarli argo genisletme, kod degistirme
(code-switching) tespiti ve kultirel/morfolojik tokenizasyon gibi
kritik bilesenleri tek bir c¢ati altinda entegre etmektedir.
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Arastirmacilara esnek, ozellestirilebilir ve acik kaynakli bir 6n
isleme araci olarak sunulan bu mimarinin hem akademik
calismalarda hem de endiistriyel uygulamalarda sosyal medya ve
oyun verilerinin analiz kalitesini 6nemli Ol¢lide artirmasi
hedeflenmektedir.

2. SISTEM MIMARISI VE iSLEM AKISI

Bu c¢alismada gelistirilen ve GamerNLP olarak
adlandirilan kiitliphane mimarisi, sosyal medya ve ¢evrimi¢i oyun
platformlarindan elde edilen, yiiksek giiriiltli igeren ve ¢ok dilli
(multi-lingual) karakteristik gosteren metin verilerini, makine
O0grenmesi algoritmalar1 i¢in islenebilir hale getirmek Uzere
tasarlanmistir. Sistemin temel caligma prensibi ve veri isleme
boru hatti (pipeline) Sekil 1°de gorsellestirilmistir.

Ham Metin

GomerhLP Kitphans Mimars:

1. Yizey Tomiags & Doniigim

2 Vaaggal st

5ol Genigleme

3 doam /‘
slang expander

I speling_cortector ‘ ﬁ-m- D cw‘---mq

\ 4. D ve Gepg Analzi Ayarian Yonete---,
code_switch_detector

Sekil 1. GamerNLP Kiitiiphane Mimarisi ve Veri isleme
Akis Semasi
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Sekil 1 incelendiginde goriilecegi lizere, sistem dogrusal
bir veri temizleme yaklasimindan ziyade, birbirini hiyerarsik
olarak besleyen dort temel mantiksal katman {izerine
kurgulanmustir. Literatiirdeki "giiriiltiilii metin normalizasyonu
(noisy text normalization)” standartlarina (Baldwin vd., 2015;
Singh vd., 2023) dayanan bu yapi, 6zellikle Tiirkge-Ingilizce kod
degistirme (code-switching) ve oyun jargonu gibi kalttrel
dinamikleri yakalayacak sekilde ozellestirilmigtir. Katmanlarin
islevsel detaylar1 agagida sunulmustur:

2.1. Yiizey Temizligi ve Doniisiim (Surface Cleaning &
Conversion)

Veri isleme hattinin ilk duragi olan bu katman, metnin
yapisal biitiinliigiine dokunmadan, karakter bazli temsili
diizeltmeyi hedefler. Ham metin sisteme girdiginde sirasiyla su
islemlerden geger:

Emoji Normalizasyonu: Sosyal medya metinlerinde
duygu yogunlugunu tasiyan en Onemli unsurlardan biri
emojilerdir. Ancak standart modeller bu sembolleri genellikle
yok sayar. emoji_normalizer moduili, emojileri silmek yerine
onlar1 anlamsal karsiliklarma (6rn. & — "mutlu", —

"harika/ates") doniistiirerek metne entegre eder (Zampieri vd.,
2020).

Leetspeak Déniisiimii: Ozellikle oyun topluluklarinda,
bir kimlik gostergesi olarak harflerin rakam veya sembollerle
ikame edildigi (6rn. Hacker yerine "h4x0r", noob yerine "n00b",
veya selam yerine "s3lam") "Leetspeak" alfabesi yaygindir.
leetspeak _converter modiilii, tanimli duzenli ifade (regex)
oOrtintiilerini kullanarak bu bozuk yiizey formlarini standart Latin
alfabesine geri dondiiriir. Bu adim, sonraki asama olan
tokenizasyonun bagarisin1 dogrudan artirir.
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2.2. Yapisal Ayristirma (Structural Parsing)

Yiizeyi temizlenen metin, dilbilgisel birimlerine ayrilmak
tizere bu katmana iletilir.

Kaltarel ve Morfolojik Tokenizasyon: Standart bosluk
tabanli ayiricilarin (white-space tokenizers) aksine, bu modiil
hibrit bir ayristirma stratejisi izler. Sistem bir yandan Tiirkge gibi
sondan eklemeli dillerin yapisina uygun olarak morfolojik kok-
ek ayrimi yaparken (6rn. “geliyorum” — gel-iyor-um); diger
yandan oyun kiiltiirine 6zgii ¢ok kelimeli kaliplart (multi-word
expressions) parcalamadan bir biitiin halinde isler (6rn. “gg wp”
yani iyi oyun, “all pick” yani serbest se¢im). Bu se¢ici yaklagim,
dilbilgisel yapiy1 analiz ederken kiiltiirel baglamin parcalanarak
kaybolmasini engeller.

2.3. Anlamsal Genisletme (Semantic Expansion)

Sistemin en kritik zeka katmani burasidir. Kelimelerine
(tokenlarmna) ayrilmis verideki belirsizlikler, baglam (context)
bilgisi kullanilarak ¢oziimlenir.

Baglam Duyarh Argo Analizi: Bir kelimenin anlami,
kullanildigi yere gore degisebilir. slang_expander modild,
"Baglam Duyarli (Context Aware)" algoritmalar kullanarak ¢ok
anlamli kelimeleri analiz eder. Ornegin "kollamak" kelimesi
genel Tirkcede "korumak" iken, oyun jargonunda “pusu
kurmak/beklemek" anlamina gelebilir. Modiil, climlenin gelisine
gore dogru anlami segerek genisletme yapar (Solorio vd., 2014).

Yazim Denetimi: Anlamsal genisletmenin hemen
ardindan spelling_corrector devreye girerek, klavye hatalarindan
kaynaklanan yazim yanlislarint (typo) diizeltir ve veriyi son
analize hazirlar.
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2.4. Dil ve Gecis Analizi (Language Analysis & Code-
Switching)

Normalize edilmis ve zenginlestirilmis veri, son agamada
dilsel kimliklendirme sirecine tabi tutulur.

Kelime (Token) Seviyesi Dil Tespiti: Cok dilli
metinlerde climlenin tamamina tek bir dil etiketi atamak
yanilticidir. code_switch_detector modull, her bir kelimeyi
(token1) ayr1 ayr1 analiz ederek Tiirkge (TR) veya Ingilizce (EN)
olarak etiketler. Bu islem, diller aras1 gecis noktalarinin (switch-
points) tespit edilmesini saglar ve g¢apraz dilli (cross-lingual)
duygu analizi modelleri i¢in hayati bir girdi olusturur (Coltekin,
2020).

2.5. Merkezi Yonetim ve Esneklik

Mimarinin sag alt kosesinde belirtilen config.yaml
dosyasi, sistemin beyni niteligindedir. Arastirmacilar; argo
genisletme modiiliiniin agresiflik seviyesini, hangi dillerin
dikkate alinacagini veya leetspeak doniisiimiiniin aktif olup
olmayacagini bu dosya iizerinden parametrik olarak yonetebilir.
Bu esnek yapi, sistemin FPS oyunlarindan MMORPG oyunlarina
veya farkli sosyal medya platformlarina (Twitter, Discord vb.)
kolayca adapte edilmesini saglar.

3. VAKA TAKDIMi

Onerilen mimarinin islevselligini gdstermek amaciyla,
Turkee-Ingilizce karisik bir oyun yorumu iizerinde uygulama
yapilmigtir. Ham metin olarak segilen 6rnek ifade “Bu oyun Incl
derecede muthlstl GG broooo!” bicimindedir. Bu yorum,
sosyal medya ve oyun ortamlarinda sikca karsilagilan leetspeak
yazimlari, argo kisaltmalar, emoji kullanimi ve dil gecislerini bir
arada barindirmaktadir. Tablo 2, ham verinin sistemden gecgerken
ugradigt doniisiimleri adim adim gostermektedir. Bu islem
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sonucunda elde edilen ¢ikti, duygu analizi modelleri tarafindan
"Pozitif (olumlu)" olarak siniflandirilmaya ¢ok daha uygun hale
gelmistir

Ik asamada, leetspeak doniistiiriicii modiil rakam-harf
karisimlarini standart bigime ¢evirmis ve “Incl” ifadesi “birinci”,
“muthlstl” ifadesi ise “muhtesem” olarak normalize edilmistir.
Ardindan, emoji normalizasyonu devreye girerek i sembolii
baglama uygun sekilde “tag” veya “kral” olarak yorumlanmistir.
Argo genisletme modiilii ise “GG” ifadesini “good game” ve
“broooo” ifadesini “brother” bigiminde genisletmistir.

Sonraki asamada, code-switching tespiti yapilmis ve
metindeki Turkce-Ingilizce gecis noktalar1 isaretlenmistir. Bu
sayede “GG” ve “broooo” Ingilizce olarak etiketlenirken, diger
kelimeler Tiirk¢e olarak siiflandirilmistir. Son olarak, kiiltiirel
ve morfolojik tokenizasyon uygulanmis; Tiirk¢e kelimeler kok ve
eklerine ayrilmis, Ingilizce kelimeler ise lemmatization
stirecinden gegirilmistir.

Bu islemler sonucunda elde edilen normalize edilmis ¢ikt1
“Bu oyun birinci derecede muhtesem ta¢ good game brother”
bicimindedir. Cikt1 lizerinde yapilan analiz, yorumun genel olarak
pozitif duygu tasidigini, oyuncunun performansina yonelik 6vgii
ve takdir niyeti icerdigini ve dil gegisinin oyun baglaminda dogal
bir iletisim bigimi oldugunu gostermektedir.

Bu senaryo, oOnerilen mimarinin ¢okdilli, informal ve
kiiltiirel agidan zengin metinlerde nasil ¢alistigini somut bi¢imde
ortaya koymaktadir. Ilerleyen ¢alismalarda, farkli platformlardan
(6rnegin Twitch, Discord, Reddit) alinan yorumlarla genis dl¢ekli
testler gerceklestirilerek mimarinin genellenebilirligi
degerlendirilecektir.
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Tablo 2. Ornek Metin Uzerinde Normalizasyon Adimlari

Adim Modiil Girdi Islem / | Cikt1 Verisi
Verisi Doniisiim
1 Leetspeak 1ncl, Rakam-Harf birinci, muhtesem
Converter muthlstl Degisimi
2 Emoji Anlamsal tac (veya kral)
Normalizer Etiketleme
3 Slang GG, Kisaltma  ve | good game, brother
Expander broooo Tekrar
Dizeltme
4 Code-Switch | Tum Cimle | Dil Etiketleme | (good game, EN),
Detector (Token Bazli) | (birinci, TR)...
5 Tokenizer muhtesem, Morfolojik muhtesem, brother
brother Ayrigtirma (Lemma)
SONUGC | Normalize - - "Bu oyun birinci
Cikt1 derecede muhtesem
tac  good game
brother"

4. TARTISMA VE SONUC

Bu calismada sunulan GamerNLP mimarisi, standart
NLP siireclerinin goz ardi ettigi giiriiltiili metin problemlerine,
alan bilgisine dayali (domain-specific) ve hibrit bir ¢6zim
getirmektedir.

4.1. Katkilar ve Avantajlar

Calismanin en zgiin yani, Tiirk¢e ve Ingilizce'nin i¢ ige

gectigi (code-switching) ve oyun jargonunun yogun oldugu
metinleri, bilgi kaybi olmadan isleyebilmesidir. config.yaml

tizerinden saglanan esneklik, bu mimarinin sadece oyun
verilerinde degil, Twitch sohbet giinliikleri, Discord sunuculari
veya YouTube canli yaym yorumlar1 gibi benzer dinamiklere
sahip platformlarda da kullanilabilmesine olanak tanir.
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4.2. Smirhliklar ve Gelecek Calismalar

Mevcut tasarimin temel kisiti, argo ve leetspeak
modiillerinin statik sozliik yapisina dayanmasi nedeniyle, dilin
dinamik dogasina anlik uyum saglayamamasidir. Ozellikle oyun
diinyasinda jargonun bas dondiiriici bir hizla degistigi
diisiiniildiiglinde; bugiin literatiirde olmayan ancak yarin viral
hale gelebilecek “rizz (etkileme becerisi)” veya “diff (yetenek
fark1)” gibi yeni tiretilen kelimeler (neologisms), sistem
tarafindan ilk etapta taninamayabilir. Bu siirliligi asmak adina,
gelecek calismalarda sisteme 'kendi kendine Ogrenen' (self-
learning) veya baglamdan yola ¢ikarak 'yeni terim kesfi' (new
term discovery) yapabilen makine Ogrenmesi modillerinin
entegre edilmesi planlanmaktadir. Ayrica, gelistirilen mimarinin
Python tabanl agik kaynak kiitiiphanesi olarak yayinlanmasi ve
bdylece veri tabaninin topluluk katkisiyla (crowdsourcing)
giincel tutulmas1 hedeflenmektedir.
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AlI-DRIVEN PHISHING DEFENSE:
PREDICTION, DETECTION, PREVENTION,
AND ETHICAL CHALLENGES
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1. INTRODUCTION

In today’s digital environment, data security has become
a critical concern as the internet enables both broad opportunities
and an expanding landscape of cyber threats. Among these,
phishing remains one of the most effective and costly forms of
attack, exploiting human psychological weaknesses rather than
technical flaws—making traditional signature-based and rule-
driven defenses increasingly inadequate (Alkhalil, Hewage,
Nawaf, & Khan, 2021).

The rapid evolution of phishing methods—from fake
login pages and deceptive SMS messages to Al-generated audio
and video deepfakes—allows attackers to outpace classical
security tools (Mathur & Singh, 2025). This highlights the
limitations of conventional defenses against highly adaptive,
personalized phishing campaigns. In response, Artificial
Intelligence (Al) and Machine Learning (ML) have emerged as
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key solutions, employing data-driven analytics, NLP, behavioral
modeling, Computer Vision (CV), and SOAR automation to
detect threat patterns proactively and identify anomalies in real
time, functioning as a “digital immune system” (George, George,
& Baskar, 2023).

While much of the existing literature focuses on isolated
detection methods such as URL or text analysis, emerging
threats,including adversarial Al, LLM-generated phishing
content, and deepfake impersonation, require a more holistic and
multi-layered perspective. This study addresses that gap by
examining Al’s role across the entire phishing defense lifecycle:
prediction, detection, prevention, and automated response.

The objective is to analyze how Al supports the
identification and mitigation of phishing attacks, clarify
underlying mechanisms, review real-world applications, and
evaluate associated ethical and technical challenges. The study
covers the evolution of phishing, Al-based detection using NLP,
ML, and CV, and automated response through SOAR systems,
relying on conceptual analysis and threat intelligence rather than
detailed mathematical modeling.

The article is structured across four sections: attack
vectors and threat modeling, Al-driven detection mechanisms,
proactive prevention and automated response, and ethical
considerations with future directions. Overall, it argues that the
future of cybersecurity depends on explainable Al (XAl),
continuous learning, and strong human-machine collaboration to
significantly reduce response times and enable next-generation
intelligent defense systems.
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2. THREAT MODELING AND THE ATTACK
PHASE

This section analyzes how phishing has evolved from
simple, broad deception attempts into today’s sophisticated,
multi-layered, and highly targeted campaigns. It also highlights
how artificial intelligence supports the prediction of attack
vectors and reinforcement of cybersecurity defenses before an
incident occurs. The aim is to provide a structured view of
phishing architectures, attacker behavior, and the data-driven
techniques capable of disrupting the attack cycle.

2.1. Anatomy and Evolution of Phishing Threats
(Attack Vectors)

As illustrated in Figure 1 (Evolution and types of phishing
attack vectors), phishing began as basic fraudulent messaging but
has transformed into a complex ecosystem of multi-stage and
highly personalized attacks, driven by advanced tools, expanded
digital footprints, and Al-enhanced profiling (Kavya & Sumathi,
2024). Major attack vectors include:

e Spear Phishing: Highly targeted messages crafted using
victims’ behavioral and organizational information,
making infiltration into corporate environments
significantly more effective (Birthriya, Ahlawat, & Jain,
2025).

e Whaling: Targeting executives and decision-makers with
formal, high-stakes requests such as urgent payments or
confidential document transfers, often resulting in major
financial or operational loss (Pienta, Thatcher, &
Johnston, 2020).

e Smishing and Vishing: SMS-based phishing and voice-
based deception, increasingly employing Al-generated
voice clones and deepfake audio, fueled by the
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widespread use of mobile devices (Debnath, Kar, Biswas,
Das, & Das, 2025).

e Clone Phishing: Replicating legitimate emails but
replacing links or attachments with malicious versions,
making detection difficult due to the credibility of the
original message (Chaudhuri, 2023).

Anatomy and Evolution of Phishing Threats

Simple Spear Whalin Smishi Clone
mp! pea g mishing

Phishing Phishing Vishing Phishing
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Figure 1. The Evolution and Types of Phishing Attack Vectors

2.2. The Human Factor: The Weakest Link in the
Security Chain

A defining characteristic of phishing attacks is that they
exploit cognitive and psychological vulnerabilities rather than
technical flaws. Attackers manipulate emotions such as fear,
urgency, curiosity, trust, or the natural inclination to respond
quickly. These human tendencies serve as powerful tools for
deception (Hughes-Lartey, Li, Botchey, & Qin, 2021).
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Since no technical system can eliminate human error, the
human element remains the most vulnerable component of any
security architecture. As a result, modern defense strategies
increasingly focus on identifying abnormal behavioral patterns
and predicting the likelihood of user susceptibility, even before
the individual interacts with the malicious message. This shift
reflects the growing recognition that human-centric
vulnerabilities require data-driven, behavior-aware detection
mechanisms (Ghafir et al., 2018).

2.3. The Role of Artificial Intelligence in Predicting
Attacks (Predictive Threat Intelligence)

Given the rising complexity, diversity, and velocity of
phishing campaigns, organizations require tools capable of
analyzing attacker behavior before an attack materializes.
Artificial intelligence has emerged as one of the most advanced
defensive technologies in this regard.

Al systems process large-scale threat intelligence data
drawn from global networks, analyze millions of messages,
examine newly registered domains, and compare behavioral
patterns across vast datasets. Through this analysis, Al can
identify subtle indicators that have not yet escalated into full-scale
attacks and issue early warnings accordingly (Sree, Koganti,
Kalyana, & Anudeep, 2021).

This capability, known as Predictive Threat Intelligence,
enables organizations to:

o Strengthen potential vulnerabilities before attackers
exploit them,

o Update behavior-based security policies in real time,

« Transition from reactive cybersecurity to a fully proactive
and preventive defense model.
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By detecting anomalies and suspicious behavioral
signatures before an attack occurs, Al effectively disrupts the
attacker’s decision-making cycle and significantly reduces the
probability of a successful compromise (Hasan et al., 2025).

3. DETECTION PHASE AND AI-DRIVEN
MECHANISMS

The detection phase is a critical element of phishing
defense, and as illustrated in Figure 2 (Al-Driven Detection
Mechanisms in Phishing Defense), weaknesses at this stage can
lead to severe operational and financial consequences. With
attackers increasingly using advanced deception, identity
manipulation, and information tampering, organizations require
intelligent, adaptive, and context-aware detection systems
(Simone Raponi & Di Pietro, 2021). This section outlines the
limitations of traditional detection methods and explains how Al
enhances threat identification, behavioral analysis, and anomaly
detection.

Al-Driven Detection Mechanisms in Phishing Defense

3.1 Collapse of Traditional Methods 3.2 Learning Threat Behavior
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Figure 2. Al-Driven Detection Mechanisms in Phishing Defense
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3.1. The Collapse of Traditional Methods

Traditional rule-based and signature-based detection
systems operate effectively only when an attack is already known,
and its signature is available in a database (Soe, Feng, Santosa,
Hartanto, & Sakurai, 2019) . As modern phishing evolves rapidly,
these systems cannot detect zero-day threats or creative, emerging
techniques.

Domain Generation Algorithms (DGA) pose a major
challenge by generating thousands of dynamic domains, making
signature-based  blocking nearly impossible (Anderson,
Woodbridge, & Filar, 2016). Additionally, traditional systems
lack contextual understanding—causing high false positives
when benign messages contain suspicious keywords and false
negatives when malicious messages evade predefined rules.
Given the speed and complexity of modern phishing, static
methods are insufficient (Brandao, 2025) .

3.2. The Rise of Artificial Intelligence: Learning
Threat Behavior

Al introduces a behavior-driven approach, identifying
suspicious activity rather than relying on stored signatures,
enabling detection of unknown and zero-day attacks (Mohamed,
2025) .

Behavioral Analysis

Al models learn normal user and system behavior by
analyzing historical activity, geographic patterns, session data,
and interaction habits (Subrahmanyam, 2025) . Deviations—such
as unusual login locations, abnormal data transfers, or clicks on
unfamiliar links—are flagged as anomalies, enabling more
context-aware phishing detection (Hussain, 2024) .
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Continuous Learning

Al systems continuously update by analyzing new attacks
in real time. Unlike traditional tools requiring manual updates, Al
autonomously adapts to new attacker tactics and emerging
patterns, keeping pace with evolving threats (Sarker, 2022).

3.3. Al Technologies Used in Phishing Detection

Artificial intelligence integrates multiple advanced
technological components to analyze threats from linguistic,
behavioral, and visual perspectives. The most prominent
technologies used in phishing detection include Natural Language
Processing (NLP), Machine Learning (ML), Deep Learning (DL),
and Computer Vision (CV) (Basit et al., 2020).

A) Natural Language Processing (NLP)

Natural Language Processing (NLP) enables security
systems to interpret human language and identify
suspicious cues within emails, SMS, and chat messages.
Through semantic analysis, NLP detects manipulative
intents such as urgency or emotional pressure, while
stylistic analysis reveals inconsistencies between the
message and the legitimate sender’s typical writing style.
Additionally, grammatical and structural anomaly
detection uncovers subtle linguistic irregularities that may
not be noticed by human users. Together, these
capabilities allow NLP-based models to detect phishing
even when traditional keywords are absent (Salloum,
Gaber, Vadera, & Shaalan, 2022).

B) Machine Learning and Deep Learning

Machine Learning (ML) and Deep Learning (DL) further
enhance phishing detection by learning patterns of
malicious communication. Supervised learning relies on
labeled datasets to differentiate legitimate from malicious
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messages, whereas unsupervised learning identifies
anomalies and previously unknown threats without the
need for labeled data. Deep learning models, with their
ability to analyze complex, multi-dimensional features,
capture hidden manipulation patterns that conventional
methods might miss. These techniques significantly
improve detection accuracy compared to traditional rule-
based approaches (Gandotra & Gupta, 2021).

C) Computer Vision (CV)

Computer Vision (CV) also plays a crucial role in
identifying phishing attacks that rely on visual imitation
of legitimate websites. CV algorithms analyze graphical
elements to detect spoofed or modified logos,
inconsistencies in layout, color schemes, and design
structures, and they can automatically compare webpage
screenshots with official templates. Moreover, CV
systems are capable of identifying micro-level visual
artifacts that indicate manipulation. This makes CV
particularly effective in detecting image-based phishing
threats (Zhao, Masood, & Seneviratne, 2021; Kultan et al.,
2025).

4. RESPONSE AND PREVENTION MECHANISMS

The response and prevention phase is a crucial part of the
cybersecurity defense lifecycle. As illustrated in Figure 3 (Al-
Driven Response and Prevention Mechanisms in Cybersecurity),
it plays a central role in stopping the spread of attacks, reducing
potential damage, and restoring systems to a secure state (Kim et
al., 2023). With the advancement of artificial intelligence, this
phase has transformed from manual, slow, and reactive
approaches into automated, rapid, and proactively adaptive
processes. This section explores Al-driven mechanisms that
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prevent phishing attacks before they reach users and highlights
the role of Al in autonomously managing the impact of ongoing
or successful intrusions.

Al-DRIVEN RESPONSE AND
PREVENTION MECHANISMS
IN CYBERSECURITY

4.1 ACTIVE PREVENTION METHODS AND Al INTEGRATION

A) TIME-OF-CLICK PROTECTION

CLOUD Al BEEHAVIORAL
SANDBOX AMNALYSIS

2 AUTOMATED INCIDENT RESPONSE AND SOAR SYSTEMS

COLLECTION
Key features of Al-driven SOAR

REPORTING AMALYSIS

DECISION

Figure 3. Al-Driven Response and Prevention Mechanisms in
Cybersecurity

4.1. Active Prevention Methods and the Role of
Artificial Intelligence

Active prevention includes measures designed to detect
and stop threats before a system or user is compromised (Doherty,
2016). Integrating artificial intelligence into this phase improves
detection accuracy, reduces human error, and enables rapid,
automated responses.
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One key Al-driven method is time-of-click protection,
which evaluates URLSs at the exact moment a user selects them
(Thomas et al., 2011). The link is first opened in a secure cloud
sandbox, then assessed through Al-based behavioral analysis that
monitors suspicious scripts, cookie-stealing attempts, unusual
interaction requirements, or visual similarity to known phishing
sites. If malicious activity is detected, the system blocks the
connection; otherwise, the user is safely redirected. This
technique is particularly effective against delayed-activation
phishing attacks, where links turn harmful after delivery (Afzal et
al., 2021).

Another preventive approach is access blocking based on
behavioral anomalies, in which Al analyzes contextual login
behavior instead of relying solely on passwords (Seo, Baek, &
Ko, 2024). Access may be denied when unusual conditions are
detected, such as unexpected login locations, unfamiliar devices,
repeated attempts to access sensitive files, or activity during
atypical hours (Tiwari, 2021). This method protects not only
against credential-theft phishing attacks but also against insider
threats and unauthorized movement within networks.

4.2. Automated Incident Response and SOAR Systems

SOAR platforms (Security Orchestration, Automation,
and Response) represent a major advancement in cybersecurity
by integrating artificial intelligence with automated workflows
and incident management. These systems can fully automate the
response to security events, reducing incident resolution time
from hours in manual processes to just seconds (Rathore & Kolhe,
2026).

Al-driven SOAR solutions perform automated analysis
and classification of incidents based on risk levels, coordinate
actions across various security tools such as SIEM, firewalls, anti-
malware, and identity management systems, and significantly
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reduce the workload of security teams by handling repetitive
tasks. They can also make autonomous decisions during high-risk
situations and generate detailed logs and reports for auditing and
post-incident analysis (Mir & Ramachandran, 2021).

5. ETHICAL CONSIDERATIONS, CHALLENGES,
AND THE FUTURE OF Al SECURITY

Despite the significant benefits of artificial intelligence in
strengthening cybersecurity, its use introduces critical challenges
related to ethics, privacy, transparency, and misuse. At the same
time, attackers increasingly exploit advanced Al technologies to
enhance the sophistication of their attacks. This section outlines
the main ethical and operational concerns as well as the emerging
Al-driven threat landscape.

5.1. Ethical and Operational Challenges in Al-Driven
Security

As illustrated in Figure 4 (Ethical and Operational
Challenges in Al-Driven Security), one major issue is balancing
privacy and surveillance, as Al-based monitoring requires
continuous analysis of network traffic, user behavior, and internal
data, which may conflict with regulations such as GDPR and
KVKK. To maintain both privacy and security, organizations
must employ strategies like anonymization, access control,
encryption, and data minimization (Mosa et al., 2024).

Al systems also face false positives and false negatives,
where benign activities may be flagged as malicious or genuine
threats may be misclassified as safe. Such errors can disrupt
operations or allow attackers to infiltrate systems. Therefore,
many organizations adopt hybrid models combining rule-based
and Al-driven detection to improve accuracy (Badoni et al.,
2024).
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Another major challenge is the black box nature of deep
learning models, which makes their decision-making difficult to
interpret (Buhrmester, Miinch, & Arens, 2021). Limited
transparency reduces trust, complicates auditing, and introduces
risks in critical sectors. As a result, Explainable Al (XAI) has
become essential for ensuring clarity, accountability, and reliable
threat assessment (Vainio-Pekka et al., 2023).

Ethical and Operational
Challenges in Al-Driven Security

Balancing B) False Tha -
S s Interpretability
Privacy and Positives and
Surveillance False Negatives Shallenge
g (The Black Box
Problem)

Figure 4. Ethical and Operational Challenges in Al-Driven
Security

5.2. The Future Battlefield: Adversarial Al and
Deepfake-Driven Threats

Al is a double-edged sword: while enhancing defense, it
also empowers attackers to develop more advanced, stealthy
techniques (Tounsi & Rais, 2018). As illustrated in Figure 5 (The
Future Battlefield: Adversarial Al and Deepfake-Driven Threats),
these emerging threats increasingly leverage adversarial
manipulation, generative models, deepfake technologies, and data
poisoning to bypass modern security systems.

Adversarial Al allows attackers to manipulate detection
models by injecting malicious training data or subtly modifying
inputs, causing systems to misclassify phishing pages, emails, or
malware as safe (Lopes Antunes & Llopis Sanchez, 2023).
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Generative Al tools—including LLMs such as ChatGPT,
LLaMA, FraudGPT, and WormGPT—enable attackers to craft
highly personalized, grammatically flawless phishing messages
and automated campaigns that closely mimic real communication
patterns, making them difficult even for experts to detect (Falade,
2023; Jabir, Le, & Nguyen, 2025).

Deepfake audio and video technologies allow
cybercriminals to impersonate executives, create fake video calls,
or spoof identities with high realism, making detection extremely
challenging without specialized tools (Hashmi et al., 2024;
Nailwal, Singh, Raza, & Singhal, 2023).

Finally, data poisoning attacks pose a severe risk by
inserting corrupted data into Al training sets, degrading model
accuracy and causing dangerous misclassifications. This threat is
particularly  serious in autonomous Al-driven security
environments (Kure et al., 2025; Wang et al., 2023).

A) Adversarial Al B) Use of Generative Al
; : in Phishing Attacks
Adversarial Al techniques allow attackers to

deceive or manipulate Al systems. Large Language Models (LLMs) such chatGPT,
LLaMA, and illicit tools like FraudGPT or Worm-
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Deeptake technology enables the creation of Adversaries inject corrupted or fabricated data
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Figure 5. The Future Battlefield: Adversarial Al and Deepfake-
Driven Threats
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6. CONCLUSION

Phishing has become a highly adaptive and sophisticated
threat that exploits both technical vulnerabilities and human
behavior. This study shows that traditional, signature-based
defenses are no longer adequate against modern, Al-enabled
phishing techniques. In contrast, artificial intelligence now plays
a central role in next-generation cybersecurity by enabling
proactive threat prediction, behavioral monitoring, context-aware
detection, and rapid automated response.

The analysis demonstrates that Al’s power lies in learning
from large and diverse datasets, recognizing linguistic and visual
manipulation, and detecting subtle anomalies that humans may
miss. Technologies such as NLP, Machine Learning, Deep
Learning, Computer Vision, and SOAR-based automated
response together form a multi-layered defense model that
reduces errors and accelerates incident handling.

At the same time, integrating Al into security systems
introduces new risks, including privacy concerns, lack of model
transparency, algorithmic bias, and vulnerabilities like adversarial
attacks and data poisoning. The emergence of deepfakes and
generative Al—-driven phishing further shows that attackers are
also using advanced Al to enhance the realism and scale of their
operations.

Overall, the findings indicate that the future of phishing
defense requires continuous learning, explainable and trustworthy
Al, strong human-machine collaboration, and adaptive, risk-
aware policies. Organizations must combine advanced technical
solutions with user training, ethical governance, and resilient data
infrastructures. By doing so, Al can transform cybersecurity into
a predictive, autonomous, and robust ecosystem capable of
confronting increasingly intelligent digital threats
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NIFTY 50 ENDEKSINDEKIi VERILERIN
ZAMAN SERIiSi MODELI PROPHET iLE
ANALIZI

Bekir PARLAK!

1. GIRIS

Finansal zaman serisi analizleri, son zamanlarda hem
akademi hem de finans alaninda arastirmacilar igin st
tercihlerden birisidir. [1]. Bu ¢alisma kapsaminda, Hindistan’da
bulunan borsa piyasasinin endekslerinden birisi  olan
NIFTY50’de yer alan sirketlerin finansal verileri (Gzerinden
zaman serisi analizi ile tahmin modelleri gelistirilmesi
hedeflenmistir. Zaman serisi analizi, finansal verilerde trend,
mevsimsellik ve tahmin caligmalarinda ¢okca kullanilan bir
teknik olmakla birlikte aralarinda en iyisidir.[2]. Bu analiz belirli
bir slire boyunca toplanan verilerin incelenip gelecege dair bir
tahmin yapmamizi saglar. Zaman serisi analizinde siklikla
ARIMA, Prophet, LSTM ve SARIMA gibi yontemler
kullanilmaktadir [3][4].

Bu calisma kapsaminda, Prophet zaman serisi analiz
yontemleri ile NIFTY50 endeksine ait bir sirketin kapanis
fiyatlar1 lizerinde tahmin c¢alismasi gerceklestirilecektir. Prophet
modeli, mevsimsellik ve trend Ozelliklerini esnek bir sekilde
modelleyebilmesi ile 6ne ¢ikmaktadir.[5] Trend, zaman serisinin
genel yonelimini/egilimini ifade eder. Mevsimsellik ise diizenli
araliklarla veya periyotlarla tekrar eden desenlerdir.[6] ARIMA

1 Dog. Dr, Amasya Universitesi, Miihendislik Fakiiltesi, Bilgisayar Miihendisligi

Bolimu, ORCID: 0000-0001-8919-6481.
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modeli ise zaman serisinin Oziine uygun yapisal modeller
gelistirerek tahminlerde bulunur [7].

2. YONTEMLER
2.1. Zaman Serisi Analizi

Zaman serisi analizi, bir dizi verinin zamana gore
incelenerek gelecekteki trend ve olasiliklarin durumunun tahmin
edilmesini saglar. Finansal piyasalarda, zaman serisi analizi tek
degisken tiizerinden mevsimselligi belirlemek, trend analizi
yapmak ve uzun vadeli tahminler yapmak i¢in kullanilir.
Ozellikle ARIMA ve Prophet modelleri, finansal verilerin
karmasik yapisini ¢6ziimleme konusunda daha basarilidir [5][8].

2.2. Prophet Modeli

Prophet, Facebook tarafindan gelistirilen acik kaynak
kodlu bir model. Facebook’un veri bilimi takimi tarafindan
hazirlandig1 i¢in tahmin edeceginiz lizere mevsimsellik ve trend
analizlerini diger modellerden daha iyi yapmaktadir.[9][10] Bu
model, dogrusal veya lojistik bir trend yaklagimiyla ¢alisabilir ve
kullanict tarafindan tanimlanan tatil etkilerini de hesaba katabilir.
Finansal piyasalarin dalgalanmasina ve kolay etkilenmesine
ragmen, Prophet modelinin ¢ok yonliiliigii, onu 6zellikle kisa ve
orta vadeli tahminlerde daha yakin bir segenek haline getirmistir.
Bu model, trend degisiklik noktalarini otomatik olarak
belirleyebilir ve zaman serisinde belirgin olan haftalik veya yillik
mevsimselligi modelleyebilir [8][9][10][11].

3. VERI SETi

NIFTY50 Veri seti kaggle sitesinden alinmistir.
(date(tarih), symbol (sembol),series (glvenlik tipi),prev close
(6nceki kapanis), open, high, low, last, close, VWAP (Hacim
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agirlikli ortalama)) degerlerini icermektedir. 15 siitundan, 3201
satirdan olugmaktadir. 50 Firma i¢in de ayni sekilde veriler
mevcuttur.

Veri Onisleme, her modelde oldugu gibi zaman serisi analizi
sirecinde de kritik bir adimdir ve model performansinin
dogrulugu iizerine etkisi olabilir.[12] Bu calismada, NIFTY50
endeksine ait kapanis fiyatlar1 verisi lizerinde asagidaki veri
Onisleme adimlar1 uygulanmistir:

» Eksik veri kontrolii ve islenmesi: Kaggle’dan aldigimiz
NIFTY 50 veri setinde eksik veri kontrolu sonucunda
eksik veri olmadigi goriilmiistiir.

e Zaman Siitunu degisimi: Verimizde ‘Date’ siitunu object
tiirlinde oldugu i¢in model egitiminde kullanilamiyordu.
Bunu ¢6zmek i¢in DateTime’a ¢evrilmistir..

df['ds'] = pd.to_datetime(df['ds")

* Trend ve Mevsimsellik: Prophet modeli varsayilan olarak
yillik ve haftalik mevsimsellik bilesenlerini analiz eder.
Ilgili grafikleri ve drneklerini ilerde deginilecektir.

e Veri setinin hazirlanmasi: Veri, egitim i¢in ilk %80, test
i¢in ise ilk %20’1ik kisim olacak sekilde boliinmiistiir.

Veri Onigleme adimlar1 tamamlandiktan sonra , Prophet
modelinin uygulanmasina gec¢ilmistir. Bu adimlar model
performansin1 optimize etmek ve daha dogru tahminler igin
oldukga 6nemlidir[13].

Tablo 1. Bir firmanmn ornek verileri
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Bu haliyle ‘Date’ siitununun veri tipi object oldugu i¢in
Modelimize uygun bir sekilde tarihleri gegiremiyoruz. Coziim
olarak asagidaki satirlar ile ¢6zlim tirettik.

df.columns = ['ds', 'y'] # Prophet formatina uygun hale getirme
df['ds'] = pd.to_datetime(df['ds"])

Tablo 2. Modele uygun tarih ve Close sttunu

Bu calismada kapanis degerleri tizerinden tahmin ve islem
yapacagimiz i¢in verinin son hali budur[4].

4. DENEYSEL CALISMA

Firmalardan bazilar1 Prophet modeliyle %80’1 egitim
%20’si test seklinde ayirdigimiz veriyi girdi olarak verip egitimi
tamamladiktan sonra test verisindeki tarihlere karsilik gelen
kapanig degerlerini modelimize tahmin ettirmeye calisilmistir.
Bazi firmalar i¢in model test edilmistir. Firmalarin is alanlari:

1. BAJAJFINSV: Bankacilik dis1 finansal hizmetler
2. ADANIPORTS: Lojistik ve Liman operator(

3. MARUTI: Otomotiv
4

RELIANCE: Enerji, petrokimya, tekstil, dogalgaz,
eglence, perakende, medya, eglence vb.
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Sekil 1. BAJAJFINSYV firmasinin tahmin ve gercek degerleri

Egitim ve Test Verileri ile Prophet Tahminleri

= Ejjitim Verisi
Gergek Test Verisi
10opy 4~ TN Degerien
L

e

008 M 012 W14 M m FarT)

Tablolarda ; egitim verisi mavi, gercek deger turuncu,
tahmin degerleri ise yesil renkte gosterilecektir. Sekil 1 igin,
tahmin gergek degerin genelde daha iistiindedir.

Sekil 1°deki model tahmininin sonuglarinin performans
Olctimleri soyledir.

Accuracy: 70.74% (1-MAPE)

Mean Absolute Error (MAE): 1794.76

Mean Squared Error (MSE): 5849742.95

Mean Absolute Percentage Error (MAPE): 29.26%
5.1. Mean absolute error (MAE)

1 ~
MAE =~ %L, 9: — vil )

Burada N 6rnek sayisidir, yi gercek degerdir, "yi tahmin edilen
degerdir, e= yi-"yi tahmin hatasidir, Usti ¢izgili y gergek
degerlerin ortalamasi, iistii ¢izgili e hatalarin ortalamasidir.
Denklem (1) ortalama mutlak hatay1 gosterir. Tahmin hatalarinin
mutlak degerlerinin ortalamasi olarak tanimlanir.[14]

5.2. Mean square error (MSE)
1
MSE = — ¥, (X; — ¥;)? )

(best value = 0; worst value = +c0)
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Tespit edilmesi gereken aykiri degerler i¢in kullanilir.
Formiilde kare oldugu i¢in aykiri degerler hatayr daha da
blyatdr.[15]

5.3. Mean absolute percentage Error (MAPE)

Yi—X;

= ©)

(best value = 0; worst value = +o0)

1
MAPE = —3T,

MAPE goreceli hata acisindan ¢ok sezgisel yorum yapan
bir modeldir. Mutlak varyasyonlardan ziyade goreceli
varyasyonlara duyarli olmanin daha 6nemli oldugu gorevlerde
kullanilmas1 onerilir.[ 15][16][17]

Arkaplandaki analizin ¢iktis1 i¢in components_fig =
model.plot components(forecast) degiskeninin gorseli
asagidadir.

Sekil 2. BAJAJFINSYV trend, haftalik ve yillik mevsimsellik
degerleri

uuuuuuuuu

=
150 —.
100 \ -
z = \
i
o —
& L =

nnnnnnnnn

Gorsel incelendiginde, En tstteki grafik Trend grafigidir.
Zaman serisinin genel egilimini gosterir. Grafik, zamanla kapanis
fiyatlarinda yiikselis trendi oldugunu gostermektedir. Mavi alan
ise belirsizligi gostermektedir, zaman ilerledik¢e belirsizlik
artmaktadir.
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Ortadaki grafik, haftanin giinlerine bagh fiyat
degisikliklerini gostermektedir. Pazartesi giinleri fiyatlar daha
diisiikken cumartesi ve pazar glniine dogru artis oldugu
gorulmektedir.

En alttaki grafik, yildaki aylara gore fiyat degisikliklerini
gostermektedir. Temmuz ve eyliil aylarinda artarken , kasim ve
aralik aylarinda diistiigii goriilmektedir. [19]

Daha derin analizlerle bu farkliliklarin neden
kaynaklandig1 arastirilip daha dogru sonuglar alinabilir. Ornegin
firmanin alanina gore kigin daha fazla satis yapip yazin daha az
satig yapma durumlarina gore etkiler bulunabilir.

Sekil 3. ADANIPORTS firmasinin gercek ve tahmini degerleri

Egitim ve Test Verileri ile Prophet Tahminleri

— Egitim Verisi
Gergek Test Verisi
— Thmin Degerleri

1000

200

2008 2010 012 2014 2016 018 2020

Accuracy: 51.84%

Mean Absolute Error (MAE): 171.33

Mean Squared Error (MSE): 36200.63

Mean Absolute Percentage Error (MAPE): 48.16%

Sekil 3 ve hata degerleri incelendiginde 6nceki firmadan
daha kotii bir tahmin yaptig1 goriilmektedir. Bu tahminlerde de
gercek degerden daha yiiksek tahminler yapildigi goriilmektedir.
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Sekil 4. ADANIPORTS firmasinin trend, haftalik ve yillik
mevsimsellik degerleri

: ~ |

Trend grafigi, zaman gectikge artis cok az da olsa yatay
trend gostermektedir ve belirsizlik dnceki firmaya gore daha da
fazla. Model uzun vadede fiyatlarin sabit kalacagini 6ngordii.

Haftalik mevsimsellik grafigi, Pazar giinleri en yiiksek
ama pazartesi ve sal1 diisiis egiliminde.

Yillik mevsimsellik grafigi, Ekim-Kasim aylarinda
ylukselis goriilmekte. Yani ekonomik hareketlilik veya yatirimci
durumunu yansitabilir. Mayis-Temmuz aylarindaki diisiis de
mevsimsel bir faktore bagli olabilir.

Sekil 5. MARUTI firmasmin ger¢ek ve tahmini degerleri

Egitim ve Test Verileri ile Prophet Tahminderi

2000 | — Efyrim Veris

Gerpek Test Verlsi
— Bhanin Degerten
w000
B0 i i

Accuracy: 58.24%
Mean Absolute Error (MAE): 2792.45
Mean Squared Error (MSE): 9964805.95

95



Bilgisayar Bilimleri ve Miihendisligi

Mean Absolute Percentage Error (MAPE): 41.76%

Sekil 5 incelendiginde, tahmin degerleri ilk sathada
gercek degerin altinda olurken 2019°dan sonra gercek degerin
iistiinde tahmin yaptig1 gérilmiistiir.

Sekil 6. MARUTI firmasinin trend ve mevsimsellik degerleri
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Sekil 6’daki trend grafigi incelendiginde, zaman gectikce
artis oldugu goriilmektedir. Belirsizlik band1 da zaman gectikce
belirsizlik artryor.

Haftalik mevsimsellik, Pazar ve cumartesi giinleri fiyatlar
daha yiiksekken hafta ici fiyatlar daha diisiik.

Yilik mevsimsellik, eyliil-kasim araliginda fiyatlar
zirvede. Y1l sonuna dogru tekrar diisiise gectigi, yazin tekrar
yiikseldigi gortilmektedir.
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Sekil 7. RELIANCE firmasinin gercek ve tahmini degerleri

Egitim ve Test Verileri ile Prophet Tahminleri

— Egitim Verisi
Gergek Test Verisi
000 —— Tehmin Degerleri

2500
£ 2000
g
2 1500
2

1000

500

2000 2004 2008 012 2016 2020
Trih

Accuracy: 80.20%

Mean Absolute Error (MAE): 309.55

Mean Squared Error (MSE): 170916.48

Mean Absolute Percentage Error (MAPE): 19.80%

Sekil 7 incelendiginde, gerg¢ek degerlerle icli disli ve
yiiksek dogrulukta bir tahmin yaptig1 goriilmektedir. Su ana
kadarki en yiliksek dogruluktaki tahmin bu firmaya aittir.

Sekil 8. RELIANCE firmasinin trend ve mevsimsellik degerleri
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Sekil 8’deki trend grafigi incelendiginde, az artisa sahip
yatay bir trend gortlmektedir. Belirsizlik de zaman ilerledikce
cok artig gostermekte.

Haftalik mevsimsellik incelendiginde, en yiiksek deger
cumartesi giinii. En diisiik deger ise pazartesi ve Sali giinii en
diisiik degerde.

Yillik mevsimsellik, subat ve mart aylarinda en diisiik
degerde. Mayis ile kasim arasinda dalgali artis ve inig olsa da
genel deger ortalamasinin yiliksek oldugu goriilmektedir.

5. SONUCLAR

Bu c¢alismada, NIFTY50 endeksinde yer alan firmalarin
kapanmig fiyatlar1 PROPHET modeli kullanilarak tahmin
edilmistir. PROPHET modeli, trend ve mevsimsellikteki
basarisindan tercih edilmistir. Veri setinde 4 firmanin
verilerinden, kullanilmayan siitunlar1 ve bos verileri doldurduktan
sonra 80 egitim 20 test olacak sekilde model egitilmistir. Tahmin
edilen 20lik kisminda MAE, MAPE, MSE metrikleriyle modelin
basarisi incelenmistir. Firmalara gore tahmin basar1 yiizdeleri
incelendiginde en iyi tahmin yaptig1 firmanin RELIANCE oldugu
goriilmiistiir. En kot tahmin ettigi firma ise ADANIPORTS
cikmistir. Her bir firma i¢in trend, haftalik ve yillik mevsimsellik
grafikleri ¢ikartilip yorumlanmistir. Daha ileri analizlerde
verideki diger siitunlar i¢in modeller iretilip hangisi igin daha
dogru tahminler yapilabilecegi incelenebilir. Daha fazla firma
icin bu model denenebilir. Hindistan’daki borsa piyasasindan
egittigimiz model ile baska iilkelerdeki borsa piyasalarinda
tahmin yapilabilir.
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HABER VERILERININ MAKINE OGRENME VE
DERIN OGRENME TEKNIiKLERIi iLE
SINIFLANDIRILMASI

Bekir PARLAK!

1. GIRIS

Giliniimiizde haber kaynaklarinin artmasit ve bu
kaynaklarin ¢oklugu, kisilerin bilgiye ulasmasint zor hale
getirmistir. Bu sebeple, bilgiye vaktinde ve dogru bir sekilde
erismenin zorlastigindan, haberlerin kategorilere ayrilmasi ciddi
bir ¢6ziim olarak karsimiza ¢ikmaktadir [1].

Dogal dil isleme (NPL) teknikleri, haber siniflandirma
calismalarinda  ilerleme  gOstermistir. Makine 6grenimi
yontemlerinden biri olan Destek Vektor Makineleri (SVM),
Ozellikle ¢ok boyutlu veri setleri (zerinde iyi performans
gosterirken [2], Uzun Kisa Siireli Bellek (LSTM) modeli, sirali
veri analizinde Ustiin bir performans sergilemektedir [3]. Haber
basliklarinin kategorilere ayrilmasinda SVM ve LSTM modelleri
karsilastirilmaktadir.

Yapilan ¢aligsmalar, haberlerin siniflandirilmasinda farkl
yontemlerin etkili bir sekilde kullanildigin1 ortaya sunmustur.
Ornegin, metin madenciliginde Destek Vektdr Makineleri (SVM)
ile Uzun Kisa Siireli Bellek (LSTM) modelinin karsilastirmali
incelemeleri yapilmistir [4]. Bu c¢alismalar, NLP modelinin,
haberlerin etkili bir sekilde simiflandirilmasina nasil katkida
bulundugunu gostermektedir [5].

1 Dog. Dr., Amasya Universitesi, Miithendislik Fakiiltesi, Bilgisayar Miihendisligi

Bo6limi, ORCID: 0000-0001-8919-6481.
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Buna ek olarak, TF-IDF (Term Frequency-Inverse
Document Frequency) yontemi, metinlerde énemli kelimeleri
tespit etmek i¢in etkili bir yontem olarak 6ne ¢ikar. Bu yontem
hem klasik siiflandirma algoritmalarint hem de derin 6grenme
modelleriyle uyumlu bir sekilde calisabilir [6]. Ozellikle LSTM
gibi sirali modeller, TF-IDF ile gigclendirerek daha komplike
metin yapilarina kars: yiiksek performans sergilemektedir [7].

Haberlerin otomatik olarak kategorize edilmesi, kisilerin
bilgiye daha hizli ulagsmasimi saglarken, ayni zamanda haber
ajanslari ve medya kuruluglarinin is yilkiinii azaltan bir
otomasyon araci olarak da biiyiik bir 6nem tasimaktadir. Bu
dogrultuda, haberlerin bagliklarina gore smiflandirilmasinda
SVM ve LSTM modelleri kullanilarak haber basliklarinin etkin
bir sekilde siniflandirilmasi amag¢lanmastir.

2. YONTEM

Bu boliimde, veri setinin temizlenmesi ve islenmesi, metin
verilerinin TF-IDF kullanilarak sayisal hale getirilmesi, veri
setinin test ve egitim verisi ayrilmasi ve smiflandirma
modellerinin egitilmesi anlatilmistir.

2.1. Veri Seti ve On isleme

Kaggle’dan alinan News Category Dataset adl1 veri seti,
haberlerin; baslik, link, kisa agiklama, anahtar kelime ve kategori
bilgilerini icermektedir [8]. Eksik veriler temizlenmis, baslik ve
aciklama metinleri kelime kokiine indirgenmis ve durak
kelimeleri ("the", "is", "in", "and", "to", "of", "a", "on", "for",
"with", "as", "by", "an", "at", "this", "that", "it", "from", "or",
"pe", "are", "was", "were", "has", "have", "not", "but", "we",
"they", "you", "he", "she", "which", "about") temizleme adimlari
uygulanmistir. Metinlerin temizlenmesinde, NLTK kiitiiphanesi

kullanilarak su adimlar izlenmistir:
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e Noktalama isaretleri, sayillar ve 0zel karakterlerin
temizlenmesi.

e Tiim metinlerin kii¢lik harfe doniistiiriilmesi.
e Durak kelimelerin (stopwords) kaldirilmas.
o Kelimelerin koklerine indirgenmesi (lemmatization).

Bu adimlar, veri setinin makine 6grenimi modellerine
uygun hale getirmistir.

2.2. TF-IDF Vektorizasyonu

TF-IDF, metin madenciliginde kelimelerin ne kadar
onemli oldugunu Olgen bir yontemdir. Bu yontem, iki ana
bilesenden olusur: Bir kelimenin bir belgede ne kadar sik
gectigini gosteren Term Frequency (TF) ve kelimenin tiim
belgedeki nadirligini 6lgen Inverse Document Frequency (IDF).
TF-IDF, bu sayede anlaml1 ve dikkat ¢ekici kelimeleri bulmamiza
yardimct olur.

Bu ¢aligmada en sik gegen 5000 kelime secilmistir.

2.3. Veri Setinin Egitim ve Test Verisi Olarak
Ayrilmasi

Modelleri Yorumlayabilmek i¢in veri setini %80 egitim
%?20 test olacak sekilde ayrilmistir.

2.4. Modellerin Kullanilmasi

Destek Vektor Makineleri (SVM): ilk olarak, Vapnik ve Cortes
(1995) tarafindan, siniflandirma ve oriintii problemlerine ¢oziim
sunmak amaciyla gelistirilmistir [9]. Denetimli &grenme
yontemlerinden biri olup genellikle verilerin siniflandirilmasi
veya regresyon islemleri i¢in kullanilir. SVM, verileri ayiran bir
sinir bulmay1 amaglar ve bu sinir, siniflar arasindaki mesafeyi en
genis yapacak sekilde belirlenir [10]. Boylece modelin daha iyi
genelleme yapmasi saglanir. Eger veriler dogrusal degilse, SVM
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cekirdek (kernel) fonksiyonlar1 kullanarak veriyi daha yiiksek bir
boyuta tagiyip daha dogru sonuglar elde etmeye calisilir.

Uzun Kisa Siireli Bellek (LSTM): Hochreiter ve Schmidhuber
tarafindan 1997 yilinda tamitilan LSTM, derin O6grenmede
kullanilan bir tiir tekrarlayan sinir ag1r (RNN) modelidir [11].
LSTM, ozellikle sirali ve zaman serisi verileri lizerinde ge¢mis
bilgileri uzun siire hatirlama yetenegine sahiptir. Geleneksel
RNN’lerdeki uzun vadeli bagimlilik sorununu ¢ézmek igin
gelistirilmistir. LSTM, hiicre durumu ve kapilar (input, forget,
output) kullanilarak bilgi akigin1 diizenler [12]. Gereksiz bilgileri
unutur ve dnemli olanlar1 hatirlayarak daha verimli 6grenir. Bu
Ozellikler sayesinde metin, ses ve video gibi sirali veri tiirlerinde
basaril1 sonuclar elde edilir.

Sekil 1. LSTM mimarisi (Ismail, Wood, & Bravo, 2018)

-
Vhr

Sekil 1’de o sigmoid fonksiyonu, ht gizli birim, it giris
kapisi, ot ¢ikis kapisi, ft unutma kapisi, ct ve ct bellek hucrelerini
ifade etmektedir [13].
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2.5. Veri Dagilimi Analizi

Veri setindeki haberlerin kategoriye gore dagilimi Tablo
1’de verilmistir.

Tablo 1. Veri Dagilimi

Kategori Haber Sayisi
TRAVEL 4865
FOOD & DRINK 4863
ENTERTAINMENT 4855
WORLD NEWS 4851
SPORTS 4759
WELLNES 4741
POLITICS 4712
STYLE & BEAUTY 4708
BUSINESS 4512
PARENTING 4466

Veri setinin genel olarak dengeli bir sekilde kategorilere
ayrildig1 goriilmektedir. Fakat baz1 kategorilerdeki kiiciik farklar
siniflandirma performansini etkileyebilir. Asagida veri dagilimin
gorsellestiren bir grafik yer almaktadir:

Sekil 2. Haber veri setindeki kategori bazh dagihm grafigi.
Grafikte kategorilerin toplam haber sayilar gosterilmektedir.

Veri Dagihmi (Kategori Bazinda)

5000

4000

Ornek Sayisi
g
o

N
o
<]
-]

1000

Kategori
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Sekil 2. Haber veri setindeki kategori bazli dagilim
grafigi.  Grafikte kategorilerin toplam  haber sayilari
gosterilmektedir.

2.6. Degerlendirme

Siniflandirma  isleminin degerlendirilmesinde, deney
sonuclarint analiz etmek i¢in farkli 6l¢iim yOntemleri
kullanilmaktadir [14]. Degerlendirme o6l¢iitii, siniflandiricinin
performansini belirleyen bir aractir. Farkli 6lglim metrikleri,
simiflandiricilarin  gesitli  6zelliklerini analiz etmeye yonelik
kullanilir [15]. En etkili algoritmay1 belirlemek icin birgok farkli
kriter kullanilmaktadir. Bu kriterler arasinda dogru negatif (DN)
orani, dogru pozitif (DP) orani, yanlis negatif (YN) orani, yanlis
pozitif (YP) orani, geri ¢agirma (recall), dogruluk (accuracy), f1-
skor, hassasiyet (precision), support (destek), makro ortalama
(macro avg) ve agirlikli ortalama (weighted avg) yer almaktadir
[16, 17].

Support: Bir sinifin veri setindeki 6rnek sayisini ifade eder.

Macro Avg: Her bir siifin degerlendirmesi sonucu metriklerin
esit agirlikla dikkate alarak hesaplanmasidir.

Weighted Avg: Simiflarin veri setindeki Ornek sayisina gore
agirliklandirilarak hesaplanan bir ortalamadir.

Precision: Bir siniflandirma modelinin pozitif sinif olarak tahmin
ettigi 6gelerin ne kadarin1 ger¢ekten dogru oldugunu gosteren bir
Ol¢iimdiir. Yani modelin pozitif olarak isaretledigi ogelerin ne
kadarinin dogru tahmin oldugunu belirler.

Recall: Modelin gercek pozitif 6rneklerini ne kadar dogru
buldugunu gosteren bir 6l¢iimdiir. Yani gergekten pozitif olan
verilerin ne kadarimi dogru sekilde siniflandirdigini dlger.

F1-Score: Hassasiyet (precision) ve geri cagirma (recall)
arasindaki dengeyi 6lcen bir metriktir. Iki degeri dikkate alarak,
modelin performansini degerlendirmemizi saglar.
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Accuracy: Modelin dogru tahmin ettigi Orneklerin, toplam
tahmin edilen Orneklere oranidir. Yani modelin ne kadar dogru
sonug verdigini gosteren bir dlgtimdiir.

SVM Modelinin Performansi: Modelin dogrulugu %78
olarak hesaplanmistir. Bu da modelin genel anlamda basarili
oldugunu gostermektedir.

Tablo 2. SVM Siiflandirma Raporu

Precision Recall Fl-score Support

0 0.69 0.77 0.73 955

1 0.72 0.75 0.74 985

2 0.81 0.81 0.81 1021

3 0.74 0.75 0.74 1030

4 0.76 0.70 0.73 1034

5 0.87 0.87 0.87 995

6 0.83 0.81 0.82 986

7 0.79 0.77 0.78 1008

8 0.71 0.70 0.70 1009

9 0.76 0.75 0.75 977
Accuracy 0.78 1000
Marco avg 0.78 0.78 0.78 1000
Weighted avg 0.78 0.78 0.78 1000

LSTM Modelinin Performansi: Modelin dogrulugu %79
olarak hesaplanmistir. Bu da modelin genel anlamda basarili
oldugunu gostermektedir.

Tablo 3. LSTM Siniflandirma Raporu

Precision Recall F1-score Support

0 0.71 0.80 0.75 955

1 0.74 0.78 0.76 985

2 0.84 0.83 0.84 1021

3 0.76 0.76 0.76 1030

4 0.79 0.73 0.76 1034

5 0.89 0.89 0.89 995

6 0.86 0.84 0.85 986

7 0.82 0.79 0.80 1008

8 0.73 0.72 0.72 1009

9 0.79 0.77 0.78 977
Accuracy 0.79 1000
Marco avg 0.79 0.79 0.79 1000
Weighted avg 0.79 0.79 0.79 1000
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3. SONUCLAR

Yapilan c¢alismada her iki model sonucunun yiiksek
dogruluk oranlarina sahip olsa da LSTM modeli, %79 dogruluk
orant ile SVM modelinden biraz daha iyi performans
sergilemektedir.

Derin 6grenme alanindaki gelismeler son zamanlarda
oldukca hiz kazanmis olup her gecen giin yeni ve yenilik¢i
mimariler ortaya ¢ikmaktadir. Smiflandirma modelleri i¢in bir
alternatif olarak farkli derin 6grenme mimarilerinin arastirilmasi
ve denenmesi ¢aligmay1 bir adim daha ileriye tagiyabilir.
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A COMPREHENSIVE SURVEY OF
RANSOMWARE ATTACKS: LIFECYCLE,
ANALYSIS METHODS, AND DETECTION

TOOLS

Sara NAGHIB ZADEH!
Emin Furkan DOGAN?

Yaren DOGAN?
Merve BERBEROGLU*

1. INTRODUCTION

In recent years, with the rapid expansion of digital
technologies and the growing dependence of organizations and
individuals on information systems, cyber threats have become
one of the major challenges in information security. Among these
threats, ransomware has emerged as one of the most destructive
and profitable forms of malware, causing extensive damage on a
global scale. By encrypting critical data, restricting user access,
and exerting psychological and financial pressure, ransomware
attacks force victims to pay a ransom. The increasing
sophistication of modern ransomware, such as the use of powerful
cryptographic algorithms, obfuscation techniques, lateral

1 Dr. Lecture, Halic University, Vocational School, Department of Computer
Programming, ORCID: 0009-0005-6959-1165.

2 Halic University, Vocational School, Department of Information Security, ORCID:
0009-0000-0191-9412.

3 Halic University, Vocational School, Department of Information Security, ORCID:
0009-0004-0306-6424.

4 Halic University, Vocational School, Department of Information Security, ORCID:
0009-0003-8534-6288.

113



Bilgisayvar Bilimleri ve Miihendisligi

movement within networks, and double extortion strategies, has
made mitigation and defense against these attacks increasingly
difficult (Rajasekharaiah, Dule, & Sudarshan, 2020).

Large-scale incidents such as the WannaCry outbreak
have demonstrated that ransomware can disrupt critical
infrastructures and large organizations worldwide within a very
short period of time. Furthermore, changes in working patterns,
particularly during the COVID-19 pandemic, created favorable
conditions for a significant rise in ransomware attacks. Under
such circumstances, accurate identification of ransomware
behavior and a thorough understanding of its lifecycle play a
crucial role in designing effective preventive and defensive
strategies (Pranggono & Arabo, 2021).

Therefore, ransomware analysis has become a
fundamental pillar of cybersecurity research and practice. Static,
dynamic, and hybrid analysis approaches, each with their own
methodologies, advantages, and limitations, serve as essential
tools for understanding ransomware behavior, identifying
malicious patterns, and developing detection and mitigation
systems (Kang & Gu, 2023). The objective of this paper is to
provide a comprehensive overview of ransomware attack stages,
their lifecycle, commonly used analysis methods, and the tools
employed in this domain, thereby offering a coherent framework
for researchers and cybersecurity professionals to address this
complex and evolving threat.

2. RANSOMWARE AS ACRITICAL
CYBERSECURITY THREAT

Ransomware has become one of the most destructive and
profitable forms of cyber threats in the digital age. These
malicious programs encrypt critical data, block user access, and
force victims to pay attackers in order to recover their
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information. Advanced ransomware variants often exhibit long
periods of dormancy and stealth, embedding themselves within
legitimate files and backup systems. As a result, backups,
typically considered the last line of defense, can no longer be
regarded as fully reliable. If the victim refuses to pay the ransom,
the attackers may permanently delete the data, destroy the
decryption keys, or even sell and publicly leak sensitive
information as a means of extortion. Consequently, ransomware
has evolved into a persistent and severe security challenge for
organizations lacking strong defensive infrastructures (Jeelan et
al., 2025).

The global WannaCry outbreak in 2017 marked a
significant turning point in cybersecurity history, demonstrating
the profitability, simplicity, and scalability of ransomware attacks
and triggering a new wave of similar incidents worldwide. The
security landscape worsened further during the COVID-19
pandemic, as widespread remote work and misconfigured
systems created ideal conditions for exploitation. In the third
quarter of 2020 alone, ransomware attacks rose by more than
50%, once again underscoring the magnitude of this threat
(Temara, 2024).

3. GENERAL STAGES OF A RANSOMWARE
ATTACK

A ransomware attack typically unfolds through several
structured phases, each designed to maximize impact, maintain
stealth, and ultimately coerce the victim into paying the ransom
(Kara & Aydos, 2022).

1. Initial Entry and Activation

The attack begins when a malicious file reaches the
victim’s system through phishing emails, infected attachments,
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fraudulent websites, exploit kits, or vulnerabilities in outdated
software. Once the user executes the malicious file, the
ransomware immediately initiates its infection process.

2. Initiation of Encryption

Once established on the system, the ransomware begins
encrypting targeted files using robust cryptographic algorithms
such as AES or RSA. More advanced variants use hybrid
encryption, combining symmetric and asymmetric methods, to
ensure that recovering the data without the attacker’s private key
is virtually impossible.

3. ldentification and Selection of VValuable Files

The ransomware selectively targets files with the highest
operational or personal value to the victim, such as documents,
images, videos, databases, and project or server files. This
targeted approach increases both the emotional and operational
pressure on the victim.

4. Generation of Encryption Keys

Each infected device typically receives a unique
encryption key. The private key associated with this process is
stored on the attacker’s command-and-control server and is only
offered to the victim upon payment, reinforcing complete
dependency on the attacker.

5. Displaying the Ransom Note

Once encryption is complete, the ransomware presents a
threatening message informing the user that their files have been
taken hostage. This ransom note usually details the payment
method—often involving cryptocurrencies—and may include
modified wallpapers, text files, or automatically opened HTML
pages.
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6. Establishing Persistence

To ensure it runs automatically after every reboot, the
ransomware employs persistence mechanisms such as registry
modifications, creation of scheduled tasks, or installation of new
system services. These techniques make removal extremely
difficult without specialized intervention.

7. Stealth and Evasion Techniques

Ransomware uses a range of advanced evasion strategies
to avoid detection, including code obfuscation, packing
techniques, virtual machine or sandbox detection, and disabling
antivirus tools. These mechanisms significantly reduce the
likelihood of early detection.

8. Lateral Movement Across the Network

More sophisticated variants, such as WannaCry, possess
self-propagation capabilities that allow them to spread rapidly
across a network by exploiting vulnerabilities in file-sharing
protocols and system services. This often results in large-scale
organizational outbreaks.

9. Data Theft and Double Extortion

In many modern attacks, sensitive data is exfiltrated to the
attacker’s server before encryption occurs. This enables a double
extortion strategy: even if the victim restores files from a backup,
the attacker can still threaten to publicly release the stolen
information.

10. Ransom Payment and Potential Decryption

In the final phase, the attacker demands payment in
exchange for the decryption key. However, there is no guarantee
that paying the ransom will result in receiving a valid key or
recovering the encrypted data. In many cases, files remain
partially restored or permanently damaged(Kara & Aydos, 2022).
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4. RANSOMWARE LIFECYCLE

The ransomware lifecycle is one of the most critical
concepts in the technical and behavioral analysis of this malware
family. Each stage of this lifecycle reveals specific points that can
be leveraged for prevention, detection, or interruption of an
attack. The lifecycle begins when the final version of the
malicious code is prepared for deployment and ends when the
ransom demand is presented to the victim. A clear understanding
of these stages enables organizations to establish defensive
measures before the ransomware reaches the encryption phase.
As shown in Fig. 1, generally, the ransomware lifecycle consists
of four main stages: preparation, distribution, phishing/initial
intrusion, and the assault phase (Kara & Aydos, 2022).

4.1. Preparation Phase

In this stage, the ransomware developer designs and
finalizes the core malware. Once development is complete, the
final version is typically uploaded to anonymous platforms or
darknet networks such as Tor for use by attackers. Key activities
in this phase involve creating or modifying a ransomware variant
tailored to the intended target, integrating obfuscation techniques
to bypass antivirus mechanisms, and testing the malware’s
performance across different operating systems or environmental
conditions. During this stage, attackers also prepare the necessary
infrastructure required for the upcoming operation. The overall
objective of this phase is to deliver a functional and stable
ransomware build that is fully ready for deployment in real-world
attacks (Sgandurra, Mufioz-Gonzéalez, Mohsen, & Lupu, 2016).

4.2. Distribution Phase

At this point, the attacker attempts to deliver the malicious
payload to potential victims. The distribution process may be
large-scale or highly targeted. In this phase, attackers employ
multiple techniques to deliver the malicious payload to the victim.
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These methods include sending infected email attachments in
formats such as Word, PDF, ZIP, and other commonly used files;
hosting the malware on compromised websites and leveraging
drive-by downloads; deploying malicious online advertisements
(malvertising); uploading the payload to breached servers; and
exploiting hacked RDP access or existing network vulnerabilities.
The primary objective of this stage is to place the malicious file
in front of the user or ensure its execution on the target system,
thereby enabling subsequent stages of the attack (Mbol, Robert,
& Sadighian, 2016).

4.3. Phishing / Reconnaissance Phase

This stage aims at deceiving the victim or exploiting
human vulnerabilities. The attacker attempts to trick the user into
interacting with the malicious payload and enabling its execution.
Common techniques in this phase involve identifying potential
victims, employing various social engineering strategies, sending
spoofed emails that impersonate banks or other trusted
institutions, redirecting users to fraudulent banking or social
media websites, and attempting to harvest sensitive information
such as passwords, card numbers, or account credentials. The
overarching aim of this stage is to secure initial access, thereby
creating the necessary conditions for the ransomware to be
executed later in the attack chain (Scaife, Carter, Traynor, &
Butler, 2016).

4.4. Assault Phase

This is the core operational stage of the lifecycle and
begins once the malicious file is executed on the victim’s system.
After execution, a sequence of structured and coordinated
activities takes place.
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4.4.1. Initial execution and system configuration

During the initial execution and system configuration
phase, the ransomware generates a unique identifier for the
victim, disables antivirus tools or other security services to
prevent detection, registers itself to ensure persistence after
system reboot, and collects detailed information about the system,
including the device configuration, IP address, and user
credentials.

4.4.2. Connection to command-and-control (c2)
server

During this step, the ransomware connects to a command-
and-control server and retrieves the encryption key. The overall
strength and security of the encryption mechanism largely depend
on this stage.

4.4.3. File discovery and encryption

In this stage, the ransomware systematically searches for
files with sensitive extensions such as pdf, doc, xls, pptx, and
jpeg, after which it extracts or relocates them, encrypts their
contents using hybrid cryptographic algorithms such as AES
combined with RSA, renames the resulting encrypted files, and
ultimately deletes the original unencrypted versions to prevent
any possibility of recovery.

4.4.4. Displaying the ransom note

Finally, the victim is presented with a ransom note, usually
delivered through a text file or a desktop message, that specifies
the demanded payment amount, outlines the deadline for
completing the transaction, provides the cryptocurrency wallet
address for transferring the funds, and issues explicit threats to
destroy the decryption key or publicly leak the stolen data in the
case of double-extortion attacks (Al-rimy, Maarof, & Shaid,
2018).
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Fig. 1. Ransomware lifecycle (Kara & Aydos, 2022).

5. RANSOMWARE ANALYSIS METHODS

Ransomware

analysis

constitutes a

fundamental

component in the development of defensive strategies and in
understanding the actual operational behavior of these threats. As
illustrated in Fig. 2, this process is typically categorized into three

primary approaches: static analysis, dynamic analysis, and hybrid
analysis (Kara & Aydos, 2022).

5.1. Static Analysis

Static analysis is a non-executive approach in which the
malware is examined without being run (Galal, Mahdy, & Atiea,
2015). In this method, the analyst inspects the file structure,
internal code properties, and embedded patterns to obtain an

121



Bilgisayvar Bilimleri ve Miihendisligi

initial understanding of the malware’s behavior without incurring
the risks associated with actual execution. This approach is
primarily used for safe identification, feature extraction, analysis
of encryption mechanisms, and examination of control-flow
structures, and it also underpins early-stage detection tools such
as CryptoDrop (Scaife et al., 2016).

Several key techniques are commonly employed in static
analysis. The first is Opcode analysis, one of the most widely used
code-based methods, which can classify malware types before
execution by examining instruction-level patterns. The second
involves the use of open-source platforms such as VirusTotal,
which enable researchers to locate similar samples, compare
behavioral characteristics, and study the life cycles of related
malware families. A third approach is the use of Control Flow
Graphs (CFGs), which assist in categorizing and identifying
distinct malware variants, although their reliability may diminish
when dealing with techniques such as code packing. The fourth
method, lexical analysis, focuses on evaluating code-level
attributes or identifying malicious URLS; however, this technique
can be circumvented through deliberate manipulation of URL
structures or code packaging (Kara & Aydos, 2022).

Despite its utility, static analysis is constrained by several
limitations. Key challenges include its inability to effectively
detect packed malware, its susceptibility to evasion through
obfuscation and polymorphism techniques, and the difficulty of
accurately inferring real behavioral patterns without executing the
malware. Consequently, static analysis is often combined with
dynamic and hybrid methods to produce a more comprehensive
understanding of ransomware behavior(Scaife et al., 2016).

5.2. Dynamic analysis

Dynamic analysis involves executing the ransomware
within a controlled environment, typically a virtual machine or
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sandbox, to observe its real behavior as it interacts with the
operating system. This approach enables analysts to examine how
the malware manipulates files, registry keys, network resources,
and system memory, offering a more accurate picture of the attack
sequence and operational logic(Madani et al., 2023).

A range of techniques support this form of analysis.
Memory analysis focuses on extracting traces left by the malware
during execution, taking advantage of the volatile nature of in-
memory data. Registry analysis examines system configurations,
services, and security-related entries that may reveal how the
ransomware establishes persistence. Network traffic analysis
inspects communication patterns, packet flows, and attempts to
reach command-and-control servers or exchange suspicious data.
Finally, code-level behavioral analysis evaluates the actual
functions executed by the malware; however, this process can
become significantly more challenging when obfuscation
techniques are used to conceal malicious logic(Nauman, Azam,
& Yao, 2016).

Overall, dynamic analysis offers a deeper, behavior-
oriented understanding of ransomware, complementing static
approaches and contributing to more effective detection and
defense strategies (Madani et al., 2023).

5.3. Hybrid analysis

Hybrid analysis represents an integrated approach that
combines the strengths of both static and dynamic techniques to
provide a more comprehensive understanding of ransomware
behavior. This method is designed to overcome the weaknesses
inherent in each individual technique by correlating code-level
insights with observations from real-time execution. As a result,
hybrid analysis offers broader behavioral coverage, improves
detection accuracy, and minimizes errors caused by obfuscation
or delayed execution patterns (Alkhateeb, 2017).
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Common practices in hybrid analysis include automated
inspection, where sandbox environments are used to analyze the
malware without manual intervention, though many ransomware
families attempt to alter their behavior once they detect
virtualization. Another component is anti-debugging, which
involves mechanisms intended to prevent analysts from stepping
through the malware’s execution; attackers, in turn, often develop
strategies to bypass such controls. A related technique is anti-
emulation, in which the malware checks whether it is running
inside an emulator or virtualized environment and suppresses its
true behavior if such conditions are detected. Together, these
methods illustrate the ongoing interplay between defensive
analysis techniques and adversarial evasion strategies (Hull, John,
& Arief, 2019).

Static Analysis Dynamic Analysis Hybrid Analysis
- Opencode Investigation - Memory Analysis - Automatically Identify
- Open Source Search - Windows Registry - Anti-debugging Check
: - Control Flow Graph ’ < - Network Activities : - Anti-emulation Check _

- Lexical Analysis - Code Analysis - Code Analysis i

Fig 2. Commonly employed malware detection methods in the
literature (Kara & Aydos, 2022).

6. TOOLS AVAILABLE FOR RANSOMWARE
ANALYSIS

As presented in Table 1, various tools are available for
ransomware analysis, encompassing static, dynamic, and hybrid
approaches as reported by Talukder et al.(2020), the tools used for
ransomware analysis fall into three overarching categories: static,
dynamic, and hybrid analysis tools. As shown in Fig. 3, each
category encompasses instruments designed to support different
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stages of malware investigation, from initial detection to in-depth
behavioral analysis (Talukder et al., 2020).

Ransomware Ransomware
Detection Analysis

Ransomware
Analysis Tools

v
l l l

Static Dynamic Hybrid
Analysis Analysis Analysis
: -CFF - -Wireshark -CWSandbox |
i Explorer | i -Process i-Cuckoo :
i -virustotal i Explorer i-Anubis
i -PeStudio | i -FTK i-YARA :
i -IDAPro i -EnCase i-TTAnalyzer !
3 : -Autopsy

Fig 3. Ransomware detection and analysis tools(Kara & Aydos,
2022).

6.1. Static Analysis Tools

Static analysis utilities focus on examining executable
files without running the malware. They analyze file structures,
binary components, and inherent code characteristics to uncover
suspicious patterns. Key tools in this group include:

o CFF Explorer, which enables detailed inspection of PE
files and their internal architecture.
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VirusTotal, an online platform that evaluates suspicious
samples across numerous antivirus engines.

PEStudio, used to identify potential malicious indicators
within executables prior to execution.

YARA, a rule-based framework widely applied for
malware research and pattern identification.

IDA Pro, one of the most advanced disassemblers for
exploring low-level instructions within malware binaries
(Kara & Aydos, 2022).

6.2. Dynamic Analysis Tools

Dynamic analysis tools operate within controlled

environments where the ransomware is executed so that its real
behavior can be monitored. These tools capture modifications to
the file system, registry, and network activity during runtime.
Prominent dynamic analysis tools include:

Wireshark, a powerful packet analysis tool that reveals
suspicious or unauthorized network communications.

Process Explorer, which monitors running processes,
associated DLLs, and anomalous execution behavior.

FTK (AccessData), a digital forensics suite capable of
examining live system activity and related artifacts.

EnCase, a comprehensive forensic environment used for
data investigation and evidence extraction.

Autopsy, an open-source forensics platform able to
observe and document malware actions during execution
(Kara & Aydos, 2022).

6.3. Hybrid Analysis Tools

Hybrid tools integrate both static and dynamic methods,

providing a unified framework for analyzing ransomware before
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and during execution. These platforms often rely on automated
sandbox environments to generate a holistic behavioral profile.
Notable hybrid analysis tools include:

e CWsandbox, an automated sandbox system for malware
examination, including ransomware families.

e Cuckoo Sandbox, the most widely adopted open-source
malware analysis environment, offering blended static
and dynamic capabilities.

e TTAnalyzer, an automated tool designed to detect and
analyze ransomware samples (Kara & Aydos, 2022).

Table 1. Tools Available for Ransomware Analysis (Talukder et al.,

2020)

Static Analysis Tools

Dynamic Analysis Tools

Hybrid Analysis Tools

CFF Explorer —
Analysis of suspicious
PE files

Wireshark — Packet and
network traffic analysis

CWsandbox — Automated
sandbox-based  malware
analysis

VirusTotal — Online
multi-engine malware
scanning

Process Explorer —
Examination of processes
and loaded DLLs

Cuckoo Sandbox — Open-
source platform combining
static and dynamic analysis

PEStudio — Detection
of artifacts and
indicators in
executables

FTK (AccessData) —
Dynamic analysis and
digital forensics

TTAnalyzer — Automated
ransomware identification
and analysis

YARA - Rule-based
malware identification
and research

EnCase — Comprehensive
forensic investigation of
system data

IDA Pro —
Disassembly and
analysis of binary
instructions

Autopsy — Free platform
for dynamic analysis and
digital forensics

7. CONCLUSION

Ransomware has become one
cybersecurity threats in recent years, targeting not only data but
also the operational continuity of organizations and the trust of
users. As discussed in this paper, ransomware attacks follow a
multi-stage structure and a well-defined lifecycle that begins with
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preparation and distribution and culminates in execution, data
encryption, and financial extortion. A clear understanding of these
stages enables the identification of attack weaknesses and
facilitates effective intervention before the encryption phase is
reached.

An examination of static, dynamic, and hybrid analysis
approaches indicates that none of these methods alone is
sufficient to fully address the complexity of modern ransomware.
While static analysis offers a high level of safety, it is limited in
the presence of techniques such as code obfuscation and packing.
Dynamic analysis, although providing a more accurate behavioral
perspective, faces challenges such as malware detection of
virtualized environments. In this context, hybrid analysis, which
integrates both approaches, provides a more comprehensive and
effective solution for ransomware detection and investigation.

Furthermore, a wide range of ransomware analysis tools,
from static and dynamic platforms to automated sandbox
environments, play a crucial role in supporting both research and
operational activities. However, the continuous evolution of
evasion techniques demonstrates that combating ransomware
requires constant tool updates, the adoption of intelligent analysis
methods, and the development of advanced analytical
frameworks. Ultimately, it can be concluded that combining
knowledge of the ransomware lifecycle with multi-layered
analysis approaches and specialized tools offers an effective
pathway to enhancing system resilience against this rapidly
evolving threat.
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BAKIR-CINKO ALASIMINDA OZDIiRENC
TAHMINIi: OZELLIiK MUHENDISLIGIi VE
MODEL KARSILASTIRMASI

Hasan GULER!
Rasim OZDEMIR?2

1. GIRIS

Gelismis ve hedeflenmis 6zelliklere sahip malzemelerin
gelistirilmesi, modern miihendislik ve teknolojinin temel yapi
taglarindan  birini  olusturmaktadir. Bakir—¢inko  (CuZn)
alagimlari, yaygin olarak piring olarak bilinmekte olup, mekanik
dayanim, korozyon direnci ve elektriksel iletkenligin dengeli bir
kombinasyonunu sunmalari nedeniyle ¢ok sayida endiistriyel
uygulamada tercih edilmektedir. Ozellikle elektriksel ézdireng,
konnektorler, terminaller ve iletken bilesenler gibi elektrik ve
elektronik uygulamalardaki performansi dogrudan etkileyen
kritik bir malzeme 6zelligidir (Pollock, 2016).

CuZn alagimlariin elektriksel 6zdirencinin  dogru
bicimde tahmin edilmesi, sentez siirecinin ¢ok parametreli yapisi
nedeniyle 6nemli bir zorluk teskil etmektedir. Ozdireng; Cu/Zn
oran1 gibi kimyasal bilesim degiskenlerinin yani sira islem
sicakligi, elektrokimyasal potansiyel, tane boyutu ve elektrolit
konsantrasyonu gibi birbiriyle iliskili ¢cok sayida parametreden
etkilenmektedir (Chandrasekar & Pushpavanam, 2008).
Geleneksel ampirik yaklagimlar ve analitik modeller, bu
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parametreler arasindaki karmasik ve dogrusal olmayan
etkilesimleri tam anlamiyla temsil etmekte yetersiz kalmaktadir.
Bu baglamda, makine 6grenmesi (ML), malzeme biliminde ¢ok
boyutlu problemlerin ele alinmasinda gii¢lii bir yaklasim olarak
one ¢ikmaktadir (Jordan & Mitchell, 2015). ML algoritmalari,
deneysel verilerden gizli oriintiileri ve dogrusal olmayan iligkileri
dogrudan Ogrenebilme yetenegine sahiptir. Ayrica, gelismis
yorumlanabilirlik teknikleri sayesinde egitilmis modellerden
fiziksel olarak anlamli i¢gériilerin  ¢ikarilmasi  mimkin
olmaktadir (Lundberg et al., 2020).

Bu caligma, elektrokimyasal olarak sentezlenen CuZn
alagimlarinin elektriksel ©6zdirencinin, siire¢ parametreleri ve
bilesim oranlar1 kullanilarak tahmin edilmesi problemine
odaklanmaktadir. Bu amagla, aga¢ tabanli topluluk
yontemlerinden Rastgele Orman (Random Forest-RF) ve Ekstra
Agaclar (Extra Trees-ET) ile olasiliksal bir yaklagim olan Gauss
Sire¢ Regresyonu (Gaussian Process Regression-GPR) modelleri
karsilagtirmali olarak degerlendirilmistir. Bu modeller, dogrusal
olmayan iligkileri yakalama yetenekleri ve yorumlanabilirlikleri
acisindan incelenmistir (Breiman, 2001; Rasmussen & Williams,
2008).

Calismanin 6nemli katkilarindan biri, agiklanabilir yapay
zekd (XAI) yaklagimlarinin kapsamli bicimde uygulanmasidir.
SHAP yontemi kullanilarak her bir girdinin tahminler tizerindeki
katkis1 nicel olarak ortaya konmus, permiitasyon Onemi ile
tamamlayici analizler gergeklestirilmistir (Lundberg et al., 2020).
Buna ek olarak, fizik temelli 6zellik miihendisligi yaklagimi ile;
Cu/Zn oranlari, sicaklik doniistimleri ve tane boyutu doniistimleri
gibi alan bilgisine dayal1 tiiretilmis 6zellikler modele dahil
edilmistir. Bu sistematik yaklasim, benzer malzeme 06zellik
tahmin problemleri icin model secimine yodnelik yol gosterici bir
cerceve sunabilir ve slre¢c optimizasyonu icin uygulanabilir
icgoriiler saglayabilir.
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2. MATERYAL VE YONTEM
2.1. Deneysel Analiz ve Veriseti

Bu ¢alismada kullanilan veri seti, kontrollii laboratuvar
kosullar1 altinda elektrokimyasal yontemle sentezlenen CuZn
alasimlarina ait 127 deneysel ol¢climden olusmaktadir. Sentez
islemi, 1ii¢c elektrotlu standart bir elektrokimyasal hiicre
konfiglirasyonu  kullanilarak  gerceklestirilmigtir. ~ Hiicre
dizeninde alliminyum altlik c¢alisma elektrodu, platin karsi
elektrot ve doygun kalomel elektrot referans elektrot olarak
kullanilmistir. Elektrolit ¢zeltisi, farkli Cu/Zn alagim oranlarinin
elde edilmesi amaciyla degisken molar konsantrasyonlarda bakir
stilffat (CuSO45H20) ve ¢inko siilfat (ZnSO47H20) igeren sulu
¢ozeltilerden hazirlanmistir.  Islem, potansiyostatik kontrol
altinda yiritiilmiis olup sicaklik, =1 °C hassasiyetli termostatik
su banyosu ile 100-407 K araliginda kontrol edilmistir. Elde
edilen CuZn alagim filmleri X-1smm1 kirmmimi (XRD) ile
karakterize edilmis ve tane boyutlar1 Debye-Scherrer denklemi
kullanilarak  hesaplanmistir ~ (Patterson, 1939). Alasimin
elementel bilesimi, enerji dagilimli X-1s1n1 spektroskopisi (EDS)
ile belirlenmistir (Goldstein et al., 2018)(Goldstein et al., 2018).
Elektriksel 6zdireng 6lcumleri, temas direnci etkilerini minimize
etmek amaciyla dort nokta prob yontemi ile gerceklestirilmistir
(Van Der Pauw, 1991). Veri seti 8 girdi degiskeni ve 1 hedef
degiskenden olusmaktadir. Tablo 1’de degiskenlerin Ozeti
sunulmaktadir.
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Tablo 1. Veri seti degiskenleri ve deger araliklari

Degisken Sembol  Birim Arahik Agiklama
Sicaklik T K 100-407 Sentez sicakligi
Alagimdaki Cu FCu % 6.15-38.31  Filmdeki Cu yizdesi
Alagimdaki Zn FZn % 61.69-93.85  Filmdeki Zn yuzdesi
Elektrolit c mol/L 0.3-0.9 Toplam metal iyon
Konsantrasyonu konsantrasyonu
Elektrolit Cu ECu % 22.8 Elektrolit Cu ylzdesi
Elektrolit Zn EZn % 77.2 Elektrolit Zn yizdesi
Tane Boyutu d nm 28.0-32.4 XRD dgn hesaplanan
tane kristal boyutu
Potansiyel v V 15171549 Elektrodepolamanin
baglama potansiyeli
Ozdireng p Q'm 0.091-0.256  Elektriksel 6zdireng

2.2. Fizik Temelli Ozellik Miihendisligi

Ozellik miihendisligi, makine 6grenmesi modellerinin
performansii dogrudan etkileyen kritik bir asamadir. Malzeme
bilimi uygulamalarinda etkin 6zellik miithendisligi, alan bilgisinin
veri odakli tekniklerle biitiinlestirilmesini gerektirmektedir
(Ward, Agrawal, Choudhary, & Wolverton, 2016). Bu ¢alismada,
metalik alagimlarda elektriksel Ozdirenci yoOneten fiziksel
prensiplere dayali tiiretilmis 6zellikler tanimlanmistir (Tablo 2).

Tablo 2. Fizik temelli tiiretilmis ozellikler ve fiziksel gerekceleri

No Ozellik Tamm  Fiziksel Motivasyon ilgili Teori
. . Faz bilesimini ve Cu—Zn faz diyagrami
fi Cu/Zn Oram FCu/(FZnte) elektronik yap1 (Mizutani, 2016)
P Zn Zenginlesme FZn - Ecu Tercihli biriktirme ve Elektrokimyasal kinetik
® indeksi stokiyometri sapmast (Dini, 1997)
£ Ters Sicaklik 1/T  Termal aktivasyon ‘1\9‘;}“8“’“5 iliskisi (Laidler,
- . Dogrusal olmayan Bloch-Griineisen teorisi
2
fi Sicakligin Karesi T fonon katkilari (Griineisen, 1933)
£ Sicakhigin T Gegis rejimi sicaklik Ampirik davranis (Kittel,
® Karekokii etkileri 2005)
Mayadas—Shatzkes modeli
fe Ters Tane Boyutu 1/(d+¢) Tane siniri sagilmasi (Mayadas & Shatzkes,
1970)
Logaritmik Tane . S Hall-Petch tipi modeller
7 Boyutu In(d+e)  Giig yasast iliskisi (Hall, 1951)
f Cu-Sicaklik FCu-T Faza bagli sicaklik Bilesim—fonon etkilesimi
*  Etkilegimi duyarhiligi (Gale & Totemeier, 2004)
fo Zn—Sw{akhk FzZn-T Tal_nf_imlaylcl bilesen Faz-spesifik sicaklik etkileri
Etkilesimi etkisi
S L Elektrokimyasal kinetik
fio Konsantrasyon— c.T Biriktirme kinetigi ve (Schlesinger & Paunovic,
Sicaklik kusur olusumu
2010)
o . . Mikro yap1 evrimi
o Potansiyel N Elektrokimyasal itici (Newman & Thomas-Alyea,
Sicaklik kuvvet

2004)
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Tiiretilen 6zellikler dort kategoride gruplandirilmistir:

Bilesim Ozellikleri (fi—f2): Alagimin faz yapist ve tercihli
biriktirme davraniglarin1 yansitarak, nominal besleme oranlari ile
gercek bilesim sapmalart arasindaki iligkiyi modele dahil
etmektedir.

Sicaklik Doéniistimleri (f3—fs): Fonon sagilmasi ve termal
aktivasyon gibi farkli sicaklik rejimlerinde baskin héle gelen
mekanizmalarin  dogrusal olmayan davraniglarini  temsil
etmektedir.

Mikroyapt Ozellikleri (fe—f7): Tane smiri sagilmasinin
Ozdireng Uzerindeki belirleyici rolini, Mayadas—Shatzkes ve
Hall-Petch tipi modellerle tutarli bigimde modele entegre
etmektedir.

Etkilesim Terimleri (fs—fi1): Bilesim, sicaklik ve
elektrokimyasal parametrelerin sinerjik etkilerini yansitarak hem
tahmin  performansin1  artirmakta hem de  fiziksel
yorumlanabilirligi kolaylastirmaktadir.

Bu yapilandirilmis 6zellik seti, model karsilagtirmalar1 ve
yorumlanabilirlik analizleri i¢in fiziksel olarak tutarli bir temel
olusturmaktadir.

2.3. Makine Ogrenmesi Modelleri

Bu calismada, elektriksel 6zdiren¢ tahmini i¢in ii¢ farkl
makine 6grenmesi modeli kullanilmistir: RF, ET ve GPR
regresyon modeli.

Agag tabanli modeller, 6zellik uzayini yinelemeli olarak
bolerek karmasik dogrusal olmayan oOriintiileri agik o6zellik
mihendisligi ~ gerektirmeden = modelleyebilme  avantaji
sunmaktadir (Loh, 2011).

RF: Onyiiklemeli (bootstrap) drnekler iizerinde egitilen
cok sayida karar agacinin ortalamasiyla tahmin iiretmektedir:
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B

- 10 .

YrF = Ez Vb
b=1

Burada B agac¢ sayisini, ¥, iSe b-inci agacin tahminini
ifade etmektedir. Bu yaklasim, her diiglimde rastgele secilen
ozellik alt kiimesi iizerinde bdliinme yaparak modeller arasi
korelasyonu azaltmakta ve genelleme yetenegini artirmaktadir.
Ayrica giiriiltiiye ve aykirt degerlere karsi dayanikli sonuclar
sunmaktadir (Cutler, Cutler, & Stevens, 2012).

ET: RF’ye benzer bir yapidadir ancak iki temel farklilik
igerir: (1) bootstrap 6rnekleme yerine tiim egitim verisi kullanilir
ve (2) bolinme esikleri optimal deger aranmaksizin rastgele
secilir. Bu yaklasim su sekilde ifade edilebilir:

1 B
Ver = Ez 37gand
b=1

Rastgele esik secimi, modelin varyansini diisiirmekte ve
¢ogu durumda daha hizli egitim siiresi saglamaktadir (Geurts,

Ernst, & Wehenkel, 2006). Bu 06zellik, dzellikle glraltali veri
setlerinde asir1 6grenmeye kars1 dayanaklidir.

GPR tahmin belirsizligi saglayabilen gii¢lii bir olasiliksal
modeldir. GPR, girdiler {izerinde tanimli bir fonksiyonlar
dagilimi olarak ifade edilmektedir (Rasmussen & Williams,
2006):

f(x) ~ GP(m(x), k(x,x"))

Burada m(x) ortalama fonksiyonunu, k(x,x") ise
kovaryans (cekirdek) fonksiyonunu temsil etmektedir. Ornegin,
radyal tabanli fonksiyon (RBF) ¢ekirdek soyle ifade edilebilir:

) |x — x'|?
k(x,x") = of exp (—T
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Burada 0]% sinyal varyansini, [ ise uzunluk dl¢egini ifade

etmektedir. GPR'nin tahmin dagilimi su sekilde elde
edilmektedir:

p(y*lx*,X,}/) = N(H*: Gf)
w, = kT'(K+ 0271y
0?2 =k(x,,x,) — kI'(K +o21)" 'k,

GPR’mn avantajlart sunlardir: (1) her tahmin igin
belirsizlik tahmini saglamasi, (2) kiiclik veri setlerinde etkili
performans gostermesi, (3) hiperparametrelerin  marjinal
olabilirlik maksimizasyonu ile otomatik olarak 6grenilebilmesi

ve (4) asirt 6grenmeye karsi dogal diizenlilestirme sunmasidir
(Schulz, Speekenbrink, & Krause, 2018).

Bu c¢oklu model yaklasimi; dogruluk, genelleme,
yorumlanabilirlik ve glvenilirlik arasindaki 6diinlesimlerin nicel
olarak degerlendirilmesine olanak tanimaktadir.

2.4. Hiperparametre Optimizasyonu

Makine Ogrenmesi modellerinin en iyi performansa
ulagabilmesi i¢in hiperparametre optimizasyonu kritik bir
asamadir. Bu ¢alismada, arama uzaylarinda daha verimli sonuglar
sagladigi i¢in Bayesyen optimizasyon (BO) yaklasimi
benimsenmis ve Optuna cercevesi igerisinde Tree-structured
Parzen Estimator (TPE) algoritmasi kullanilmistir (Akiba, Sano,
Yanase, Ohta, & Koyama, 2019). TPE yaklasimi, iyi ve koti
denemeler i¢in hiperparametre dagilimlari1 ayr1  ayri
modelleyerek,

Ix), y<y"

p(x|y)={g(x), 03

seklinde tanimlanan kosullu olasilik fonksiyonlarini olusturmakta
ve Beklenen lyilesme (Expected Improvement, EI) &lgiitiinii
maksimize eden parametreleri segmektedir:
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E1Go) o« 2
* g(x)

Bu adaptif strateji, olasilig1 yiiksek bolgelerde aramay1
yogunlagtirarak optimum hiperparametrelerin ¢ok daha az
degerlendirme ile bulunmasini saglamaktadir. Modellere 6zgl
hiperparametreler ve arama uzaylar1 Tablo 3’te verilmistir.

Tablo 3. Modellere 6zgil hiperparametreler ve arama uzaylari

Model Hiperparametre Arama Uzayi Aciklama
n_estimators [50, 500] Agag sayist
RE max_depth [3, 30] Maksimum derinlik
. . Bolinme icin minimum
min_samples_split [2, 20] Srmek
n_estimators [50, 500] Agag sayisi
ET max_depth [3,30] Maksimum derinlik
. . Bolunme igin minimum
min_samples_split [2, 20] Brnek
[RBF, Matérn, . .
PR kernel RationalQuadratic] Cekirdek fonksiyonu
alpha [1e-10, 1le-2] Guralta seviyesi
length_scale [0.1, 10] Uzunluk dleegi

2.5. Capraz Dogrulama Stratejisi

Hiperparametre ayarlama siirecinde dogrulama setine
asirt uyumu (overfitting) onlemek amaciyla, katmanl capraz
dogrulama uygulanmistir (Kohavi, 1995). Bu yaklagimda:

- Veri seti %60 egitim, %20 dogrulama ve %20 test olarak
boliinmiistiir

- Hiperparametre optimizasyonu ic¢in 5-katli c¢apraz
dogrulama kullanilmistir

- Optuna TPE algoritmasi ile her model i¢cin 100 deneme
gerceklestirilmistir

Boylece, hiperparametreler yalnizca egitim verisi
tizerinde optimize edilmekte ve final model performansi daha
once hi¢ goriilmemis test seti lizerinde degerlendirilmektedir. Bu
strateji, yanliliksiz bir genelleme performansi tahmini
saglamaktadir.
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2.6. Performans Metrikleri

Model performansinin ¢ok yonlii degerlendirilmesi
amaciyla birden fazla tamamlayici hata metrigi kullanilmistir.

Kok Ortalama Kare Hata (RMSE): Birincil performans
Olciitii olarak kullanilmis olup, biiyiik hatalar1 daha gii¢lii bigimde
cezalandirmaktadir:

n
1
RMSE = |- (i = 5)?
i=1

Ortalama Mutlak Hata (MAE): Aykir1 degerlere karsi
daha dayanikl1 bir hata ol¢iitiidiir:

n
1
MAEz—Z — 7
nlllyl A
=

Ortalama Mutlak Yuzde Hata (MAPE): Goreli hata
analizini miimkiin kilmaktadir:

n
100 =,
MAPE — Zlyl il
n i |y:]

Belirleme Katsayisi (R?): Agiklanan varyans oranini ifade
etmektedir:

_ Xy — 9)?
X = y)?
Diizeltilmis R* (R? adj): Model karmagikligini hesaba
almaktadir:

R? =1

L A-RYm-1)
Fo =1~ G-

Aciklanan Varyans Skoru (EV): Modelin veri dagilimini
ne Olciide yakaladigini degerlendirmektedir:
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_Var(y-9)
Var(y)

Metrikleri, 5-katli ¢apraz dogrulama ile hesaplanmis ve
ortalama + standart sapma seklinde sunulmustur.

EV =1

2.7. Model Yorumlanabilirligi

Model ¢iktilarinin yorumlanabilirligini artirmak amactyla
¢ok katmanli bir agiklanabilirlik ¢er¢evesi sunan SHAP (SHapley
Additive exPlanations) yontemi kullanilmistir. Kooperatif oyun
teorisine dayanan SHAP, her bir 6zelligin tahmin iizerindeki
katkisin1 Shapley degerleri araciligiyla nicel olarak ifade
etmektedir (Shapley, 1953; Lundberg et al., 2020). Ozellik i’nin
Shapley degeri su sekilde tanimlanir:

IS|' (M —|S| — 1)! .
b=y S [FS U D — fO)]
= !
Burada M tum ozellikler, S 6zelliklerin bir alt kiimesi,
f(S) ise S oOzellikleri ile yapilan tahmindir. Bdylece yerel
dogruluk, eksiksizlik ve tutarlilik 6zellikleri saglanir.

Permiitasyon Onemi: Modelden bagimsiz bir ydntem
olarak, ozellik degerleri rastgele karistirildiginda performansta
meydana  gelen  distisii =~ Olcerek  Ozellik  Onemini
degerlendirmektedir.

3. SONUCLAR VE TARTISMA
3.1. Model Performanslari ve Hiperparametre
Optimizasyonu

Secilen (¢ regresyon modeli (RF, ET ve GPR) icin Optuna
kiitiiphanesi kullanilarak TPE tabanli Bayesian optimizasyonu
gerceklestirilmistir. Her model i¢in 100 deneme ile 5-katli capraz
dogrulama (5-fold CV) yapilarak hiperparametreler optimize
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edilmistir. Tablo 4'te modellerin temel (baseline) performanslari
ve Optuna TPE optimizasyonu sonrasindaki RMSE degerleri
karsilastirilmistir.

Tablo 4. Optuna TPE Optimizasyonu ile Model Karsilastirmasi

Model Baseline RMSE Optuna TPE RMSE  lyilesme (%)
Gaussian Process 0.002326 0.002087 10.26
Extra Trees 0.002481 0.002238 9.77
Random Forest 0.007672 0.004384 42.85

Optuna TPE optimizasyonu sonucunda en diisiik ¢apraz
dogrulama RMSE degeri 0.002087 ile GPR modelinde elde
edilmigtir. GPR modelinin optimal hiperparametreleri su
sekildedir: kernel tipi olarak RationalQuadratic se¢ilmis,
length_scale 0.157, constant value 0.961, gurilti seviyesi
noise level 0.0032 ve a parametresi 2.50 olarak belirlenmistir.
RationalQuadratic ¢ekirdeginin secilmesi, veri setindeki farkli
uzunluk Olgeklerindeki korelasyonlar1 yakalama kapasitesini
yansitmaktadir (Rasmussen & Williams, 2008).

ET modeli 0.002238 RMSE degeri ile ikinci sirada yer
almis  olup, optimal parametreleri n_estimators=318,
max_depth=10, min_samples_split=2, min_samples_leaf=1 ve
max_features='log2' seklindedir. Bootstrap 6rneklemenin kapali
tutulmasi, Geurts ve ark. (2006) tarafindan Onerilen orijinal
algoritma ile tutarlidir ve modelin varyansini diistirmektedir.

RF modeli ise baseline performansinda en yiiksek
tyilesmeyi (%42.85) gostermis, ancak mutlak RMSE degeri
(0.004384) diger modellerin gerisinde kalmistir. Bu durum,
RF'nin daha derin agaglara (max_depth=20) ihtiya¢ duymasi ve
bootstrap 6rneklemenin bu veri seti i¢in ek varyans getirmesi ile
aciklanabilir (Breiman, 2001).

En 1yi performansi sergileyen GPR modeli, egitim
siirecinde  hi¢ kullanmilmamis test veri seti Tlizerinde
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degerlendirilmigtir.  Final model metrikleri Tablo 5'te
sunulmaktadir.

Tablo 5. GPR Modelinin Test Seti Performans Metrikleri

Metrik Deger
Test RMSE 0.002356
Test MAE 0.001448
MAPE 90.95
R? 0.9973
Diizeltilmis R? 0.9888
Aciklanan Varyans 0.9974

Capraz dogrulama RMSE degeri (0.002087) ile test
RMSE degeri (0.002356) arasindaki fark 0.000269 olup, bu
durum modelin asir1 uyum (overfitting) gostermedigini ve
genelleme kapasitesinin  yiiksek oldugunu gostermektedir
(Hastie, Tibshirani, & Friedman, 2009). GPR modelinin R?
degerinin 0.9973 olmasi, modelin CuZn alasimlarinin 6zdireng
degerlerindeki  varyansin = %99.73'inii  agikladigin1  ifade
etmektedir. Bu sonug, malzeme 0zellik tahmininde GPR'nin
etkinligini  gosteren  Onceki  calismalarla  uyumludur
(Balachandran, Xue, Theiler, Hogden, & Lookman, 2016).

Sekil 1’de GPR modelinin test seti zerindeki tahmin
performansi gorsellestirilmistir. Sol panelde gercek degerler ile
tahmin edilen degerler arasindaki iligki, sag panelde ise artik
(residual) dagilimi sunulmaktadir. Artiklarin sifir etrafinda
rastgele dagilimi, modelin sistematik bir hata icermedigini
dogrulamaktadir.
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Sekil 1. GPR modelinin test seti performansi: (a) Ger¢ek-Tahmin
karsilastirmasi, (b) Artik analizi

3.2. SHAP Analizi

GPR modeli i¢in hesaplanan SHAP degerleri, her bir
Ozniteligin tahminler {izerindeki marjinal katkisini nicel olarak
ortaya koymaktadir. Tablo 6’da ortalama mutlak SHAP
degerlerine gore siralanan en etkili bes 6znitelik sunulmaktadir.

Tablo 6. SHAP Analizi Sonuglari- En Etkili Oznitelikler

Sira__ Oznitelik Ortalama SHAP EtKisi
1 FZn_Temperature 0.062
2 T_squared 0.051
3 Mol _Temperature 0.032
4 FCu_Temperature 0.016
5 Potential_Temperature 0.014

SHAP analizi sonuglan fiziksel olarak anlamli oriintiiler
ortaya koymaktadir. FZn_Temperature (Cinko oranm1 x Sicaklik
etkilesimi) en giiclii tahmin edici 6znitelik olarak belirlenmistir.
Bu bulgu, alasim 06zdirencinin bilesim ve sicakligin birlikte
belirledigi karmagik bir fonksiyon oldugunu dogrulamaktadir
(Rossiter, 1987). T squared (sicakligin karesi) Ozniteliginin
ikinci sirada yer almasi, 6zdireng-sicaklik iliskisinin dogrusal
olmadigim1 ve Bloch-Griineisen formilasyonu ile uyumlu
kuadratik bir bilesen igerdigini gostermektedir (Griineisen, 1933).
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flk 5 &zniteligin tamaminin sicaklik ile etkilesim iceren
tiretilmis  Oznitelikler  olmasi, fizik temelli  Ozellik
miithendisliginin model performansina olan kritik katkisini
vurgulamaktadir (Ward et al., 2016).

3.3. Permitasyon Onemi Analizi

Permiitasyon ~ 6nemi, modelden  bagimsiz  bir
yorumlanabilirlik yontemi olarak SHAP sonuglarin1 dogrulamak
amactyla uygulanmistir. Tablo 7’de permiitasyon 6nemi sonuglari
sunulmaktadir.

Tablo 7. Permiitasyon Onemi Analizi Sonuclar

Sira__ Oznitelik Onem Skoru Std
1 FZn_Temperature 21.44 +9.96
2 T squared 16.75 +2.49
3 Mol_Temperature 1.80 +0.56
4 FCu_Temperature 0.50 +0.17
5 Potential Temperature 0.38 +0.10

Permiitasyon dnemi siralamasinin SHAP sonuglari ile tam
ortiismesi, elde edilen bulgularin giivenilirligini artirmaktadir.
Her iki yontemde de FZn_Temperature ve T_squared
Ozniteliklerinin baskin konumu, bu degiskenlerin 06zdireng
tahmini icin kritik dnemini teyit etmektedir.

3.4. Fiziksel Yorumlama

Aciklanabilir yapay zekd analizlerinden elde edilen
bulgular, metalik alagimlarda elektriksel iletkenligi yoneten temel
fiziksel mekanizmalarla tutarlidir. Fizik tabanlh tiiretilmis
Ozniteliklerin (6zellikle sicaklik etkilesimleri) ham Ozniteliklere
gore ¢ok daha gii¢lii tahmin giicii saglamasi, Matthiessen kurali
ve alasim sa¢ilma teorisi ile uyumludur (Rossiter, 1987). Bu
kural, toplam 6zdirencin farkli sagilma mekanizmalarinin (fonon,
kusur, tane sinir1) bagimsiz katkilariin toplami oldugunu ifade
etmektedir. T squared Ozniteliginin yiiksek Onemi, yiiksek
sicakliklarda fonon-elektron sagilmasinin 6zdirence kuadratik bir
katki sagladigim1  gosteren Bloch-Griineisen teorisi ile
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ortismektedir (Grineisen, 1933). Bu bulgu, basit dogrusal
modellerin metalik alagimlarda yetersiz kalacagimi ve fizik
temelli doniisiimlerin gerekliligini vurgulamaktadir.
FZn Temperature etkilesiminin en yliksek SHAP degerine sahip
olmasi, CuZn alasimlarinda ¢inko konsantrasyonunun sicaklik
bagimlilig1 tizerindeki kritik roliinii ortaya koymaktadir. Bu
durum, Cu-Zn faz diyagramindaki o ve 3 fazlar1 arasindaki yap1
farkliliklar ile agiklanabilir (Mizutani, 2016).

Gaussian Process Regression modelinin agag tabanli
topluluk yontemlerine gbre daha iyi performans gostermesi,
birkag faktorle agiklanabilir: (i) GPR'nin siirekli ve tiirevlenebilir
bir fonksiyon uzayinda calismasi, fiziksel siireclerin dogasina
daha uygun bir yap1 sunmaktadir; (ii) RationalQuadratic
cekirdeginin farkli uzunluk Olgeklerini otomatik olarak
Ogrenebilmesi, veri setindeki c¢ok oOlgekli korelasyonlari
yakalamaktadir; (iii) Bayesian ¢ercevenin dogal diizenlilestirme
saglamasi, kiiciik veri setlerinde asir1 6grenmeyi onlemektedir
(Rasmussen & Williams, 2008; Schulz et al., 2018).
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1. INTRODUCTION

With the expansion of digital transformation processes
and the widespread global use of smartphones, mobile banking
has become an integral component of financial transactions. The
ability for users to access their bank accounts anytime and
anywhere has significantly improved the convenience of banking
services; however, it has also attracted the attention of
cybercriminals. In recent years, a large portion of banking
operations has shifted from physical branches to desktop
computers and, more recently, to mobile devices. While this
technological advancement offers substantial convenience, it has
simultaneously introduced new security vulnerabilities (Dasgupta
etal., 2023).

The cost of cybercrime targeting the financial sector
continues to increase each year. According to a report published
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by Accenture, the total financial losses incurred by the banking
industry due to cybercrime between 2020 and 2025 are expected
to approach USD 350 billion (Cele, 2023). These losses are not
limited to large-scale data breaches but also reflect the cumulative
impact of numerous small yet frequent phishing and fraud attacks.
Fraudulent activities conducted through mobile banking channels
impose significant operational and financial burdens on banks.
For instance, it has been reported that 33% of fraud-related costs
incurred by banks in the United States are directly attributed to
mobile banking, compared to 26% in 2020, indicating a rapid
growth of this threat (\Valiquette L’Heureux, 2022).

As the number of mobile banking users increases,
cyberattacks targeting this domain have also become more
diverse and sophisticated. During the COVID-19 pandemic and
the rapid, mandatory shift toward digital banking, the Federal
Bureau of Investigation (FBI) warned of a substantial rise in
malware attacks, particularly banking Trojans and fake
applications targeting mobile banking platforms (Tsantikidou &
Sklavos, 2024) . Banking Trojans, in particular, operate by
concealing themselves on users’ devices under the guise of
legitimate applications and stealing sensitive financial
information. These malicious programs are activated when a
mobile banking application is launched and deploy a fraudulent
overlay that imitates the bank’s login screen, thereby capturing
users’ authentication credentials (Daninga, Losioki, Kitali, Adili,
& Bulengela, 2022).

Currently, banks attempt to protect customer accounts
through various security measures, including firewalls, antivirus
software, and multi-factor authentication (MFA) based on SMS
or biometric verification (Karim et al.,, 2024). However,
traditional security solutions are largely reactive in nature and
rely on known threat signatures. When attackers develop entirely
new malware or attack techniques, such as zero-day exploits,
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systems may remain vulnerable until these threats are identified
and added to signature databases. As emphasized by Santeri
Kangas in a World Economic Forum report, given the rapid
evolution of cyber threats, reliance solely on human intervention
and rule-based security systems is no longer sufficient (Pureti,
2022).

In response to constantly evolving and unpredictable
attack methods, there is a growing need for a more proactive and
preventive defense approach. At this point, techniques based on
artificial intelligence (Al) and machine learning (ML) become
increasingly important. Due to their strong capability to identify
patterns and anomalies within large-scale datasets, machine
learning methods can detect emerging threats at a speed that is
difficult for human analysts to achieve and can enable automated
responses (Muppalaneni, Inaganti, & Ravichandran, 2024).

The objective of this study is to examine contemporary
attack vectors threatening the mobile banking ecosystem and to
demonstrate how machine learning techniques can detect and
prevent these attacks, even at early stages of execution. Based on
recent data and case studies from the existing literature, this
research discusses the effectiveness of Al-driven security systems
in enhancing the resilience of mobile banking platforms.

2. TYPES OF CYBER ATTACKS AND
VULNERABILITIES IN MOBILE BANKING

Cyber attacks targeting mobile banking systems can be
classified into different categories based on the platform used, the
techniques employed, and the specific vulnerability being
exploited (Abdullah, Ahmed, & Ameen, 2018). Attackers
typically target human errors, software weaknesses in
applications, or network-level vulnerabilities.
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2.1. Malicious Mobile Applications (Trojans and Fake
Applications)

Malware developed by cybercriminals to target mobile
devices poses a particularly serious threat, especially within the
Android ecosystem. Malicious software commonly referred to as
banking Trojans disguises itself as legitimate applications
installed on users’ devices and aims to steal login credentials,
SMS-based verification codes, and credit card information
(Reijonen, 2024).

According to a report published by Kaspersky in 2024,
attempts to steal banking data from smartphones increased by
196% compared to the previous year (Deshpande, 2025). In 2024
alone, more than 33 million attacks targeting mobile users were
detected worldwide. These malicious applications are often
presented to users as games, messaging apps, flashlight
applications, or useful tools (such as PDF readers); however, in
the background, they actively collect financial information. Many
banking Trojans are triggered when the victim launches a mobile
banking application and deceive the user by overlaying a fake
login screen on top of the legitimate application without the user’s
awareness (Abiola, 2023).

In addition, fully fake mobile banking applications
represent a significant security threat. A study conducted in 2018
revealed that even official application stores contained tens of
thousands of fake banking applications that were able to bypass
security filters. If users enter their authentication credentials into
these deceptive applications, attackers can gain direct access to
their bank accounts (Muhammad et al., 2023).

2.2. Phishing and Social Engineering

Phishing attacks carried out via mobile devices are among
the most common methods used to steal banking customers’
account information. The small screen size of mobile devices and
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the limited visibility of full Uniform Resource Locators (URLS)
make it more difficult for users to distinguish fraudulent websites
from legitimate ones (Panda, n.d.).

Attackers may deceive users through SMS messages
(smishing), emails, or instant messaging platforms such as
WhatsApp, redirecting them to fake banking login pages. For
example, messages containing urgency or incentives, such as
“Your account has been suspended—click to reactivate” or “Click
here to receive a credit card fee refund,” are commonly used to
lure victims (Pinjarkar et al., 2024). According to data from a
security company, approximately 53% of all detected phishing
attacks target financial services. These attacks, often combined
with social engineering techniques, do not attempt to bypass
technical security controls directly; instead, they exploit human
psychology and user inattention (Alkhalil, Hewage, Nawaf, &
Khan, 2021).

2.3. Device Vulnerabilities and Network Attacks

Security vulnerabilities in smartphone operating systems
(Android or i0S), as well as unauthorized modifications
performed by users on their devices (rooting or jailbreaking),
significantly expand the attack surface. On a rooted device, it
becomes considerably easier to access the protected memory
areas of banking applications and to steal stored credentials
(Cortes, 2024).

In addition, when users perform banking transactions over
unsecured public Wi-Fi networks (e.g., cafés or airports), the risk
of Man-in-the-Middle (MitM) attacks increases. Attackers can
intercept and read data packets by eavesdropping on network
traffic or by connecting users to malicious or spoofed wireless
networks. Although modern mobile banking applications employ
end-to-end encryption (SSL/TLS), advanced technigques such as
SSL stripping or the installation of forged digital certificates are
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used in attempts to bypass these protections (Cekerevac,
Cekerevac, Prigoda, Journal, & 2025, 2025).

2.4. Unauthorized Access and Account Takeover

In some cases, attackers do not exploit technical
vulnerabilities directly but instead rely on weak user passwords
or credentials leaked from other platforms. In a technique known
as credential stuffing, stolen username—password pairs obtained
from compromised e-commerce or online services are
automatically tested against banking applications using bots
(Ahuja et al., 2025). Users’ tendency to reuse the same passwords
across multiple platforms significantly increases the success rate
of this type of attack. Once an account is compromised, attackers
rapidly transfer funds to so-called money mule accounts to
launder the stolen assets (Esoimeme, 2021).

2.5. Notable Mobile Banking Attack Cases Worldwide
and in Tarkiye

Beyond the theoretical aspects of cyber attacks,
examining real-world large-scale incidents is essential for
understanding the severity of the threat. In recent years, several
critical attacks targeting the financial sector have been reported:

2.5.1. The Carbanak (Anunak) Attack

Carbanak, one of the largest cyber heists targeting mobile
banking and financial networks, was carried out by an Advanced
Persistent Threat (APT) group . The attackers infiltrated banking
systems by infecting bank employees’ computers and mobile
devices with malware. By observing and learning system
operations over several months, often described as a malicious
use of techniques similar to machine learning, they were able to
withdraw cash directly from ATMs and transfer funds to
fraudulent accounts, stealing approximately USD 1 billion
worldwide. This incident demonstrated that compromised
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internal devices, whether mobile or desktop, can pose a serious
threat, not only external attacks (Bhardwaj, 2021).

2.5.2. The FluBot Malware

FluBot, which spread rapidly across Europe, Turkiye, and
other regions in 2021 and 2022, is a banking Trojan targeting
Android-based devices. It was distributed through SMS-based
phishing messages (smishing) claiming “package delivery
tracking” or “new voicemail notifications,” which persuaded
users to install a malicious application. Once installed, the
malware propagated like a worm by sending the same messages
to all contacts in the victim’s address book and stole credentials
from banking applications on the device. Such fast-spreading
malware, which is often difficult for traditional antivirus solutions
to detect, highlights the necessity of machine learning—based
behavioral analysis systems (Ashawa, 2021).

2.5.3. Phishing Trends in Turkiye

According to data from USOM (National Cyber Incident
Response Center) and banking sector reports, fake social media
advertisements are among the most common attack vectors
targeting mobile banking users in Turkiye. Attackers lure users to
fraudulent banking websites with promises such as “credit card
fee refunds” or “low-interest loans,” and then empty accounts by
capturing SMS-based verification codes. Because these attacks
primarily exploit human vulnerabilities rather than technical
flaws, banks increasingly rely on artificial intelligence—based
systems that analyze user behavior, for example, by comparing
the user’s real-time location with the location from which a
transaction is initiated, to detect and prevent fraud (Sermet,
2021).
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2.6. Comparison of Traditional Methods and Machine
Learning—Based Approaches

In mobile banking security, there are fundamental
differences between traditional (rule-based) methods and modern
approaches based on machine learning. As presented in Table 1,
the following comparison clearly illustrates why a transition
toward artificial intelligence-driven solutions has become
necessary (Islam, Haque, Naser, & Karim, 2024).

Table 1. Comparison of Traditional Security and Machine
Learning-Based Security(Choudhury & Paul, 2025)

Feature Traditional Security Machine Learning (Artificial
Methods Intelligence)-Based Methods
Detection Signature-based Behavior-based (detects anomalies
Mechanism (identifies known and deviations)
threats)
Unknown Unable to detect zero- Capable of detecting new and
Threats day attacks unknown (zero-day) attacks
Speed Requires frequent Provides real-time analysis and
updates and has longer response (within milliseconds)
response times
False Usually low but rigid May be high initially, but decreases
Positives and inflexible over time through learning
Data Operates on limited Becomes more effective as it is
Processing datasets trained on large-scale (Big Data)
Example “Lock the account if the ~ “Even if the password is correct,
Scenario password is entered lock the account if abnormal
incorrectly three times.”  behavior (e.g., robotic typing speed)
is detected.”

As shown in the table 1, machine learning moves beyond
static rules to establish a dynamic and intelligent defense layer
that can adapt to emerging attack patterns.

3. THE ROLE OF MACHINE LEARNING IN
CYBERSECURITY

Machine learning (ML) is a subfield of artificial
intelligence based on statistical techniques that enables computer
systems to learn from data without explicit programming. In
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recent years, the application of machine learning in the field of
cybersecurity has attracted significant attention in both academia
and industry. The primary reason for this interest is the strong
capability of machine learning in data-driven attack detection,
allowing systems to perform faster, continuous, and large-scale
analyses compared to human experts (Apruzzese et al., 2023).

The roles and methods through which machine learning
contributes to attack detection and prevention can be examined
under the following aspects:

3.1. Pattern Recognition and Anomaly Detection

One of the most powerful capabilities of machine learning
is its ability to discover complex patterns within large-scale
datasets. By leveraging statistical methods, these technologies
can identify weak signals and detect deviations from normal
system behavior, commonly referred to as anomalies (Gudala et
al., 2019).

As noted by an artificial intelligence expert, the most
prominent strength of Al lies in its ability to perform pattern
recognition much faster and more accurately than humans
(Korteling, van de Boer-Visschedijk, Blankendaal, Boonekamp,
& Eikelboom, 2021). This capability enables banking systems to
instantly identify suspicious transactions or user behaviors among
millions of incoming operations. For example, if a customer
initiates a high-value transfer at an unusual time (e.g., 3:00 a.m.)
from an unexpected location (e.g., an overseas IP address), such
anomalous behavior can be detected by machine learning models
within milliseconds. The system can classify this transaction as a
potential threat and immediately flag it for further investigation
or block it altogether (Shabbir, Shabir, Javed, Chakraborty, &
Rizwan, 2022).

In the case of Commonwealth Bank, the Al-based system
developed by the bank generates a “baseline behavioral profile”
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for each customer using behavioral biometric data, such as
keyboard and mouse usage patterns. Subsequent transactions are
compared against this reference profile. If abnormal behavior is
detected, for instance, robotic typing speed instead of natural,
hesitation-based input, a real-time, two-way alert is sent to the
customer via the mobile application (Aljamal et al., 2025).

3.2. Detection  of  Unknown  Threats Using
Unsupervised Learning

Cyberattacks do not always have predefined signatures.
To detect previously unseen threats, such as zero-day attacks,
unsupervised learning techniques are employed. These methods
are particularly suitable for discovering unusual patterns in
unlabeled data, where the nature of the data is not specified in
advance (Zoppi, Ceccarelli, Capecchi, & Bondavalli, 2021).

Clustering Algorithms: In this context, the k-means
algorithm is widely used to group transactions with similar
characteristics into clusters. Data points that lie far from dense
clusters formed by millions of normal transactions are marked as
outliers and may indicate potential anomalies or attack attempts
(Datta, Dasgupta, Dasgupta, & Reddy, 2021).

Autoencoder Networks: Autoencoders are a deep
learning architecture that is especially effective in financial
anomaly detection. They are trained on normal transaction data
and learn to generate a compressed representation of such data.
When evaluating a new transaction, if the model produces a high
reconstruction error, this suggests that the transaction
significantly deviates from normal patterns and is likely
indicative of a fraudulent attempt (Wei, Chow, & Yiu, 2020).

Unsupervised learning also plays a critical role in network
traffic monitoring solutions for banks. For example, CyGlass, a
“Network Defense as a Service” solution, employs an Al engine
that models normal behavior in banking networks and
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continuously learns from data. By progressively refining its
understanding of what constitutes “normal” network activity, the
system can detect even subtle deviations in traffic patterns, such
as a server transmitting 5% more data than usual (Wei, Chow, &
Yiu, 2020).

4. EARLY DETECTION AND PROACTIVE
PREVENTION USING MACHINE LEARNING

Machine learning—based systems create a fundamental
advantage over traditional approaches by enabling the
identification of attacks at very early stages, thereby preventing
damage before it occurs. The importance of early detection
becomes particularly evident in the financial sector, given the
potentially severe financial losses and reputational damage that
may result from a successful attack (Liu & Lang, 2019).

4.1. Automated Response and Risk Mitigation

Once a threat is detected, machine learning systems can
automatically generate alerts and even execute preventive actions
without waiting for human intervention. This level of automation
is essential to counter the speed at which attackers operate , often
at machine scale (Arnaldolgnacio & VeeramachaneniKalyan,
2019).

For example, the Commonwealth Bank’s fraud detection
platform immediately alerts users and suspends transactions when
unusual activity is detected in an account (Cugnasco, 2023). If the
system identifies a login attempt from an unfamiliar device or
location, it sends a two-way notification to the customer asking,
“Is this login yours?”” As soon as the user indicates that the activity
is unauthorized, the platform automatically terminates the
session, secures the account information, and prompts the user to
reset their password. The bank has reported that this proactive
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approach prevented fraud attempts amounting to USD 100
million for its customers over a specific period (Barker, 2020).

4.2. Prevention at the Network and Infrastructure
Level

Machine learning is not limited to the user interface layer
(mobile applications); it also contributes to early detection and
prevention within a bank’s server infrastructure (Al Hwaitat et al.,
2024). Network-based intrusion detection and prevention systems
(IDS/IPS), when enhanced with machine learning, can learn
patterns of normal network traffic and identify anomalies,
stopping attacks before they penetrate deeper layers of the
network (Jayalaxmi, Saha, Kumar, Conti, & Kim, 2022).

In one case study conducted by CyGlass, a cloud-based
security service for small banks, it was reported that Al-supported
24/7 network monitoring enabled the security team to gain clear
visibility into network activity and respond rapidly. By
continuously scanning incoming network data, the system
identifies, prioritizes, and reports high-risk activities (Boamah,
Asante, Timean, & Okai, 2025).

4.3. Management of False Positives and Human-—
Machine Collaboration

Relying on machine learning model decisions for
automated blocking can introduce the risk of false positives. In
such cases, legitimate activities (for example, customer spending
while traveling) may be mistakenly flagged as malicious,
potentially leading to customer dissatisfaction (Van Rooy, 2024).

To address this issue, many modern systems adopt a
hybrid approach. Alerts generated by machine learning are
evaluated in conjunction with rule sets or expert validation. For
instance, anomalies detected by Al are cross-checked using a rule
engine. If the anomaly matches known Indicators of Compromise
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(10Cs), automated intervention is triggered; otherwise, the system
generates an informational warning only (Noor, Imoize, Li, &
Weng, 2025).

4.4. Trend Analysis and Future Prediction

Another key advantage of machine learning—based early
warning systems is their ability to perform trend analysis. Models
that continuously process data streams gradually learn patterns of
attack behavior. For example, periodic increases in specific types
of fraud or a rise in anomalous requests from a particular
geographic region can be detected by the model, allowing
relevant units to be alerted in advance. As a result, banks can
proactively prepare for attack waves that have not yet directly
affected them but are beginning to spread across the industry
(Muralitharan et al., 2021).

5. CONCLUSION

As the number, diversity, and sophistication of
cyberattacks in mobile banking continue to grow, the shift in
financial institutions’ security strategies from a reactive to a
proactive approach has become inevitable. This study highlights
the critical role of machine learning in mobile banking security
and the tangible benefits it provides.

The findings and reviewed case studies indicate that:

e Speed Factor: Attacks that occur at speeds beyond
human detection capabilities can be identified within
milliseconds through machine learning algorithms.

e Detection of the Unknown: Zero-day attacks and
emerging malware that evade traditional signature-based
systems can be detected through behavioral analysis
performed by Al models.
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o Cost Advantage: Preventing attacks before they occur
protects banks from multi-million-dollar fraud losses and,
more importantly, from reputational damage.

In conclusion, machine learning for the early detection
and proactive prevention of cyberattacks in mobile banking is no
longer a luxury but has become an essential component of
cybersecurity. With future advancements, cyber defense systems
are expected to become increasingly autonomous, enabling real-
time threat intelligence sharing whereby insights gained by one
bank can instantly protect others, forming a collective cyber
defense ecosystem. As the banking industry continues to invest in
these intelligent security technologies, the operational space for
cybercriminals will narrow, and the digital financial ecosystem
will become more secure.
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PREDICTION OF ALZHEIMER DISEASE WITH
CNN MODEL

Rifat ASLTYAN?

1. INTRODUCTION

Alzheimer’s disease (AD) is one of the vital neurological
problems resulting from damage to brain cells. Mostly affecting
the elderly, this disease is irreversible under current conditions,
and its progression can only be slowed through medication.
Accounting for 60-80% of dementia, the AD symptoms include
an inability to maintain daily life activities, cognitive impairment,
and memory loss. Nowadays, there is no definitive cure; however,
if it is diagnosed early, the progression of the disease can be
slowed by therapeutic and pharmacological interventions.
Therefore, making an accurate diagnosis during the initial stages
of the disease is of great importance, as it enables the earlier
initiation of treatment. Consequently, numerous studies are being
conducted with the aim of AD’s early diagnosis (Al Shehri, 2022;
Bhade & Bamnote, 2024; Boyapati et al., 2023; Lien et al., 2023).

The diagnosis of AD is achieved through
neuropsychological tests and the examination of MRI images by
radiologists. Detecting microscopic differences in brain tissue is
both a time-consuming process and prone to conflicting
interpretations by experts. Consequently, the rate of accurate
early diagnosis for AD can be low. For these reasons, deep
learning models, a specialized subfield of artificial intelligence,
have gained prominence in the analysis of medical images. These

L Dr. Ogr. Uyesi, Aydin Adnan Menderes Universitesi, Fen Fakilltesi, Matematik,
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models are capable of processing large datasets and detecting
complex structures. Convolutional Neural Network (CNN)
models have been shown to be highly successful in image
classification and segmentation in recent years,. These systems
provide significant support to radiologists, thereby enabling
earlier and more accurate diagnoses (Mridha et al., 2025;
Priyadharshini et al., 2025; Shastry et al., 2022; Singh et al., 2024,
Soujanya et al., 2023; Yeasir et al., 2025).

Arpitha (2024) discusses deep learning techniques for AD
predictions, different works about MRI images and text data. This
paper reviews many CNN, DNN models including enhancement
methods, performances of models and extractions of features.

Rathod and Degadwala (2024) mention different ML and
DL techniques to categorize the disease of Alzheimer. They have
assessed these methods as RNN and CNN comparing the
classification metrics for enhancing the accuracy.

Gagneja et al. (2024) proposed a model for AD with CNN.
The model classifies AD based on different criteria. The model
has achieved test accuracy of 86.91% by addressing the data in
medical imaging.

Saraswathi et al. (2025) compared the CNNs, VGG16, and
ResNet to detect AD phases with brain MRI. Whereas CNNs have
been used, VGG16 has been superior of them in the accuracy of
categorization. The model has distinguished among the four
impairment categories by the capabilities of strong feature
extraction.

In the study of De Silva & Kunz (2023), a model of CNN has
been used to detect AD from MRI, achieving a Correlation
Coefficient of Matthew of 0.77, AUC of 0.92, F1-score of 0.89,
and accuracy of 0.89. This system has indicated great diagnostic
capability.
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In this study, a model of CNN has been proposed to
diagnose early AD. The brain MRI dataset consists of four
classes as Healthy, Moderate, Mild and Very Mild AD classes.
The purpose of the CNN model is to learn the microscopic
structures of the brain and to detect the differences among the
categories. The dataset has been divided into test set and train set.
Specifically, 5120 images have been utilized for training, whereas
1280 images have been used for testing. Models have been
constructed using different optimization techniques and learning
rates. Then the models’ performances have been compared with
each other. The of the models has been evaluated using F1-Score,
Accuracy, and ROC curves.

2. MATERIALS AND METHODS

In this study, a CNN model has been developed to
determine the stage of AD. The system analyzes brain MRI to
detect whether the disease is present and, if so, at what stage. This
section presents details about the Alzheimer's MRI dataset and
the constructed CNN model.

2.1. Alzheimer Disease MRI Dataset

The AD Magnetic Resonance Imaging (MRI) dataset
(Salieh, 2023) is a dataset mostly utilized to train and test deep
learning techniques for classification and diagnosis of AD. The
dataset includes MRI images labeled with the medical experts by
the examination the conditions of many patients’ cognition. The
dataset has specific four categories of AD as “Non-Demented”,
“Mild Demented”, “Moderate Demented” and “Very Mild
Demented”. The category of “Non-Demented” states healthy
MRI image. The classes of “Mild Demented”, “Moderate
Demented” and “Very Mild Demented” indicate mild, very mild
and moderate dementia respectively.
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Table 1 shows the number of images and memory
capacities of the Alzheimer’s disease test and training datasets in
“parquet” format. Figures 1 and 2 graphically indicate the number
of images in the training and test datasets.

“Mild Demented” has been encoded with 0, “Moderate
Demented” with 1, “Non-Demented” with 2, and “Very Mild
Demented” with 3 in this AD dataset. The dataset provides
machine learning techniques to decide both an individual’s
dementia and the disease’s severity. In general, this dataset
comprises of standardized 2D MRI scans on the basis of the
OASIS database. One major problem in multi-class datasets is to
be unbalanced. Namely, the sizes of the classes are not equal each
other. Especially the number of images labeled as “Moderate
Demented” is quite lower than healthy images. The performance
of the model has been improved with data augmentation
techniques. Therefore, the model can train efficiently every
category in unbalanced dataset.

Table 1. Some features of Alzheimer Disease MRI Dataset.

Features Train Dataset Test Dataset
Sample Size 5120 1280
Number of Bytes 22560791 5637447

124

» Mild_Demented 1781 ' 19

Moderate Demented
Non_Demented

Very_Mild_Demented 2566

Figure 1. Class distribution of the train dataset.
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s Mild_Demented 459

Moderate Demented
Non_Demented
Very Mild Demented
634
Figure 2. Class distribution of the test dataset.
Mild Demented  Very Mild Demented  Very Mild Demented

Very Mild Demented Mild Demented Non Demented

y
»u

Figure 3. Some Alzheimer MRI images of the dataset.
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2.2. Convolutional Neural Network

Convolutional Neural Network (CNN), a subset of deep
learning, is an architecture specifically designed to process
images. Their most distinguishing feature is the ability to extract
image features from the dataset automatically. The foundation of
these networks rests on the experiments conducted by Hubel and
Wiesel on cats. Additionally, Yann LeCun’s work on CNNSs in
the late 1980s made significant contributions to the area.

Multi-Layer Perceptrons, a type of traditional Artificial
Neural Network, perform calculations by converting image data
into one-dimensional arrays. Thus, the spatial relationships
between pixels within the image are disregarded, which leads to
a reduction in system performance. Furthermore, in such
networks, the computational load increases drastically as the
number of layers grows, particularly due to the full connectivity
between layers.

In CNN models, however, the number of parameters can
be optimized using local connectivity and weight sharing
approaches. Images are processed as matrices rather than one-
dimensional arrays, ensuring that spatial features are preserved.
Generally, CNN architectures are divided into two main sections:
“Feature Extraction” and “Classification”. In feature extraction
stage, image features are extracted using filters automatically.
These features are then processed in the classification stage.
During training, the initial layers of the CNN learn important
features as corners and edges, while next layers integrate the
features to recognize larger and more complex patterns.

Convolutional Neural Networks are built upon four
structures arranged in a hierarchical and sequential manner. At
the core of these networks lies the kernel, which processes the
input image. There is a Convolutional Layer where the kernel
detects edge, corner, and texture features by sliding over the
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image. Activation Functions are included to these obtained linear
maps in order to learn complex structures. Then, a Pooling
Layer is added to reduce dimensionality and overfitting. Finally,
a Fully Connected Layeris included at final layer of this
architecture.

The convolution layer is where features are extracted from
images. The convolution process occurs by sliding matrices
called kernels over the image. Filters create feature maps
containing details such as edges, corners, or textures by
performing matrix multiplication with the image. We determine
how many pixels the kernel matrix will skip using
the Stride value. Data loss occurs at the edge pixels during the
sliding of the kernels. The Padding method is used to preserve the
dimensions of the output matrix. By adding appropriate values
(such as 0) to the image’s border, it ensures that the filter
processes all pixels with equal weight.

Activation functions can produce solutions using non-
linearity for complex problems that cannot be linearly separated.
The most frequently used activation functions are Sigmoid and
Tanh functions. While the Sigmoid function produces output in
the 0-1 range, the Tanh function yields results in the range of 1 to
-1. However, in multi-layered deep networks, they cause
the vanishing gradient problem as they hinder weight updates.
Therefore, as a solution to this problem, the Rectified Linear
Unit function (ReLU), f(x)=max(0,x), is utilized for CNNs in
general.

The Pooling layer, which follows the convolution layers,
is a critical building block used to reduce computational costs and
prevent the network from memorizing, overfitting, by reducing
the dimensional size of feature maps, down sampling. One of the
two fundamental methods applied in this process, Max Pooling,
selects the highest pixel value in the relevant area, ensuring that
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the most dominant features as textures, edges, and corners are
transferred to the subsequent layer.

The Fully Connected Layer is the decision mechanism
where the feature extraction phase of the CNN model concludes
and the classification process takes place. Multi-dimensional
feature maps obtained in the convolution and pooling layers,
which contain the hierarchical features of the image, are
converted into a one-dimensional vector via
the “Flattening” process and transmitted to this layer.

One of the most fundamental problems faced by deep
learning models is overfitting, which causes the model to make
incorrect predictions by memorizing noise or specific examples
in the training data. The Dropout method, which prevents the
network from becoming overly dependent on specific
connections by randomly disabling neurons with a certain
probability during training, and the Batch
Normalization technique, which both accelerates training and
provides stability by standardizing the data distribution between
layers, are widely used.

Dropout is a widely accepted regularization method in the
literature developed to prevent overfitting, which is one of the
most critical problems encountered during the training process of
deep neural network.

The “Internal Covariate Shift” problem, defined as the
continuous change in the distribution of data arriving at each layer
as the network’s parameters are updated during training, slows
down the model’s learning speed and makes training difficult.
Batch Normalization minimizes this distribution shift by
normalizing the incoming data at each training step so that it has
a mean of 0 and a variance of 1.

179



Bilgisayar Bilimleri ve Miihendisligi

2.3. Proposed CNN Model

As seen in Figure 4, the model used for the detection of AD in
this study has been constructed. The CNN model proposed here
consists of 14 layers. This model includes 3 convolutional, 4
RelLU, 1 Batch Normalization, 3 max pooling, 1 flatten, and 2
fully connected layers.

Conv2d(1, 32, kernel_size=5, padding=2)

RelU
MaxPool2d(2, 2)

BatchNorm2d{num_features=32)

Conv2d(32, 64, kernel_size=5, padding=2)

MaxPool2d(2, 2)

Conv2d(64, 128, kernel_size=5, padding=2)

MaxPool2d(2, 2)
Flatten
Fully Connected Layer{(128 *16 * 16,128)
RelU

Fully Connected Layer(128, 4)

Figure 4. The architecture of the proposed CNN model.
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3. RESULTS AND DISCUSSION

The proposed CNN model’s performance for the detection
of Alzheimer’s disease has been evaluated using Precision,
Recall, ROC curve, AUC, and Accuracy metrics in this work.
Additionally, the models have been compared using different
parameters.

The ratio of correctly categorized samples determines the
robust metrics. As shown in Equation 1-4, the study utilizes the
metrics: Recall (Re.), Precision (Pr.), F1-Score, and Accuracy
(Ac.).

Re.= TP/(TP + FN) 1)
Pr.= TP/(TP + FP) )
Ac.= (TP + TN)/(TP + TN + FP + FN) ©)
F1 — Score = (2xPr.xRe.l)/( Pr. + Re.) 4)

The Receiver Operating Characteristic (ROC) curve
serves as a visual graph to evaluate model performances, whereas
the Area Under the Curve (AUC) is used to compare the
effectiveness of different systems. All implementation and testing
have been conducted using the Python programming language.

The CNN models have been trained and tested on a
workstation equipped as Intel Core i7 2.30 GHz processor, 40 GB
of RAM, and the Windows 11 operating system.

3.1. CNN Model Results According To Learning Rates

In this study, every model was run 5 times. Table 2
displays the CNN models’ results executed 5 times according to
different learning rates. When the learning rate was 0.1 and 0.01,
F1-Score, Recall, Precision, AUC, and Accuracy values could not
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exceed 50%. Thus, the model was very unsuccessful at these
learning rates. However, the highest success values occurred
when the learning rate was 0.0001, with Accuracy, Precision,
Recall, and F1-Score reaching 98.5%. The AUC value was
obtained as 99.9% in the most successful model.

In Table 3, the means and standard deviations (std) of the
metrics according to learning rates are shown when a batch size
of 8 and Adam optimizer have been used. The best average
Accuracy, F1-Score, Precision, and Recall obtained from the 5
runs were 97.7%, and the average AUC was 97.7% when the
learning rate was 0.0001. The standard deviation was found to be
0.008 for Accuracy, F1-Score, Precision, and Recall, and 0.002
for AUC.

Table 2. The results of Accuracy, Precision, Recall, F1-Score and
AUC according to learning rates when the optimizer is Adam.

Learning Rate | Run | Accuracy | Precision | Recall | F1-Score | AUC
0.1 1 0.495 0.245 | 0.495 | 0.328 0.5
0.1 2 0.495 0.245 0.495 0.328 0.5
0.1 3 0.495 0.245 0.495 0.328 0.5
0.1 4 0.495 0.245 0.495 0.328 0.5
0.1 5 0.495 0.245 | 0.495 | 0.328 0.5
0.01 1 0.495 0.245 | 0.495 | 0.328 0.5
0.01 2 0.495 0.245 0.495 0.328 0.5
0.01 3 0.495 0.245 0.495 0.328 0.5
0.01 4 0.495 0.245 0.495 0.328 0.5
0.01 5 0.495 0.245 | 0.495 | 0.328 0.5
0.001 1 0.923 0.924 | 0.923 | 0.923 |0.985
0.001 2 0.963 0.963 0.963 0.962 |0.995
0.001 3 0.952 0.952 0.952 0.952 ]0.992
0.001 4 0.967 0.967 | 0.967 | 0.967 |0.996
0.001 5 0.874 0.874 | 0.874 | 0.873 |0.967
0.0001 1 0.985 0.985 | 0.985 | 0.985 |0.999
0.0001 2 0.981 0.982 0.981 0.981 [0.998
0.0001 3 0.976 0.976 0.976 0.976 |0.997
0.0001 4 0.964 0.964 | 0.964 | 0.964 |0.994
0.0001 5 0.979 0.979 | 0.979 | 0.979 ]0.998

0.00001 1 0.859 0.861 | 0.859 | 0.857 | 0.96
0.00001 2 0.869 0.875 0.869 0.868 |0.961
0.00001 3 0.8 0.821 0.8 0.796 [0.939
0.00001 4 0.876 0.877 | 0.876 | 0.875 |0.968
0.00001 5 0.838 0.842 | 0.838 | 0.838 |0.942
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Table 3. The mean and standard deviation results of Accuracy,
Precision, Recall, F1-Score and AUC according to learning rates
when the optimizer is Adam.

Learning | Accuracy Precision Recall F1-Score AUC
Rate mean | std |mean| std [mean| std |mean| std |mean| std
0.00001 |0.848 |0.031|0.855|0.024 | 0.848 | 0.031 | 0.847 | 0.032 | 0.954 | 0.013
0.0001 |0.977|0.008|0.977 |0.008 | 0.977 | 0.008 | 0.977 | 0.008 | 0.997 | 0.002
0.001 |0.936|0.038|0.936 |0.039|0.936 | 0.038 | 0.935 | 0.039 | 0.987 | 0.012
0.01 0495 0 |0.245| 0O |0.495| 0 [0.328| O 0.5 0
0.1 0495 0 |0.245| O |0.495| 0 [0.328| O 0.5 0

3.2. CNN Model Results According To Optimizers

Table 4 presents the results of the CNN models executed
five times using different optimizers. In terms of Accuracy,
Precision, Recall, AUC, and F1-Score, Adagrad proved to be the
least effective, whereas RMSprop, Adam, Radam, and AdamW
were the most successful optimizers. The highest performance
values were achieved with RMSprop, reaching an Accuracy of
98.8% and an F1-Score of 98.7%.

Table 5 displays the means and standard deviations (std)
of the metrics across different optimizers, with a fixed learning
rate of 0.0001 and a batch size of 8. Following the five runs, the
best average Accuracy and F1-Score were recorded at 98.3%,
along with an average AUC of 99.9%.

Table 4. The results of Accuracy, Precision, Recall, F1-Score and
AUC according to optimizers when learning rate is 0.0001.

Optimizer | Run | Accuracy Precision | Recall | F1-Score | AUC
Adam 1 0.978 0.978 0.978 0.978 0.997
Adam 2 0.981 0.981 0.981 0.981 0.999
Adam 3 0.984 0.985 0.984 0.984 0.997
Adam 4 0.984 0.984 0.984 0.983 0.999
Adam 5 0.976 0.976 0.976 0.976 0.998

AdamW 1 0.981 0.981 0.981 0.981 0.998
AdamW 2 0.973 0.974 0.973 0.973 0.998
Adamw 3 0.976 0.976 0.976 0.976 0.997
AdamwW 4 0.976 0.976 0.976 0.976 0.998
AdamW 5 0.968 0.969 0.968 0.968 0.997
RMSprop 1 0.979 0.979 0.979 0.979 0.998

RMSprop 2 0.985 0.985 0.985 0.985 0.998
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RMSprop 3 0.984 0.985 0.984 0.984 0.998
RMSprop 4 0.988 0.988 0.988 0.987 0.999
RMSprop 5 0.981 0.981 0.981 0.981 0.999
RAdam 1 0.98 0.981 0.98 0.98 0.998
RAdam 2 0.979 0.979 0.979 0.979 0.998
RAdam 3 0.98 0.98 0.98 0.98 0.998
RAdam 4 0.975 0.975 0.975 0.975 0.996
RAdam 5 0.98 0.981 0.98 0.98 0.998
Adagrad 1 0.645 0.64 0.645 0.63 0.811
Adagrad 2 0.648 0.637 0.648 0.627 0.807
Adagrad 3 0.659 0.645 0.659 0.639 0.818
Adagrad 4 0.634 0.614 0.634 0.607 0.807
Adagrad 5 0.67 0.679 0.67 0.654 0.827

Table 5. The mean and standard deviation results of Accuracy,
Precision, Recall, F1-Score and AUC according to optimizers
when learning rate is 0.0001.

Accuracy | Precision Recall F1-Score AUC
mean | std |mean| std |mean| std |mean| std |mean| std
Adagrad | 0.651 [0.014]0.643|0.023|0.651/0.014|0.632 |0.017] 0.814 |0.009
Adam 0.981 |10.004|0.9810.004|0.981 |0.004|0.981 [0.004|0.998 |0.001
AdamW | 0.975 [0.005|0.975|0.005|0.975|0.005| 0.975 {0.005| 0.998 |0.001
RAdam | 0.979 {0.002]|0.979 [0.002|0.979 [0.002| 0.979|0.002| 0.998 |0.001
RMSprop | 0.983 |0.003|0.984 |0.003| 0.983 |0.003| 0.983 [0.003] 0.999 |0.001

3.3. The Best CNN Model Result Confusion Matrix,
ROC Curve and Training Accuracy Graph

Optimizer

Figures 5, 6, and 7 display the confusion matrix, ROC
curve, and training accuracy graph, respectively, obtained using
the RMSprop optimizer with a learning rate of 0.0001 (Run 4),
which given the best results. As observed in the confusion matrix,
all 634 images in the “Healthy” class were correctly predicted,
whereas 14 out of the 15 images in the “Moderate Dementia”
class were classified correctly. Only one image from the
“Moderate Dementia” class was misclassified as “Very Mild
Dementia”. The ROC curve in Figure 2 demonstrates the high
performance of the model, with AUC values for each class
measured as 1.0. Finally, Figure 3 presents the graph of accuracy
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values against batch iterations, indicating that the model
demonstrated excellent learning capability.

Confusion Matrix - RMSprop - Run 4

600
= 163 0 4 5
H
500
1
o
o - 0 14 0 1 400
o
o
n =
[
a
C]
—
o - 300
2
= o
s
= 0 0
1]
+ -200
1_§: - 100
R 0 0]
-
2
| \ | -0
Mild Moderate Healthy VeryMild

Predicted Labels

Figure 5. The confusion matrix of the best CNN model
(Optimizer=RMSprop, Learning rate=0.001 at run 4).
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Figure 6. The ROC curve of the best CNN model
(Optimizer=RMSprop, Learning rate=0.001 at run 4).
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Iteration vs Accuracy - RMSprop - Run 4
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Figure 7. The training accuracy graph of the best CNN model
(Optimizer=RMSprop, Learning rate=0.001 at run 4).

4. CONCLUSION

In this study, a CNN model has been proposed to diagnose
early Alzheimer’s disease with brain MRI dataset which consists
of four classes as Healthy, Moderate, Mild and Very Mild AD
classes. The proposed models with different parameters as
learning rates and optimizers have been trained with 5,120
images. And they have been tested 1,280 testing images. The
performance of the models has been evaluated using Accuracy,
Precision, Recall, AUC, F1-Score, and ROC curves. The best
average Accuracy and F1-Score have obtained at 98.3%, along
with an average AUC of 99.9% when learning rate, optimizer and
batch size are 0.0001, 8 and RMSprop respectively.

For future research, different CNN models can be
developed using various parameters. Additionally, the
performance of the models could be further enhanced by
employing ensemble techniques.
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MAKINE OGRENMESi TABANLI SiIRKET
DEGERLEME MODELLERIi: YONTEMLER VE
EGILIMLER!

Yagmur ATES?
Ulviye HACIZADE?

1. GIRIS

Sirket degerlemesi, yatinm kararlarinin  alinmasi,
birlesme ve devralma siireclerinin ylriitilmesi, sermaye
maliyetinin  belirlenmesi  ve  kurumsal  performansin
degerlendirilmesi agisindan finans literatiiriiniin temel arastirma
alanlarindan biridir. Bir isletmenin ekonomik degerinin glivenilir
bicimde tahmin edilmesi, yalnizca yatirimeilar i¢in degil; finansal
kurumlar, yoéneticiler ve diizenleyici otoriteler agisindan da
stratejik oneme sahiptir (Damodaran, 2012). Bu nedenle sirket
degerlemesi, hem teorik hem de uygulamali finans ¢alismalarinda
uzun stiredir ele alinan bir konu olmustur.

Geleneksel sirket degerleme yaklasimlar1 genel olarak
gelir, piyasa ve maliyet temelli yontemler etrafinda
sekillenmektedir. indirgenmis nakit akimlari, ¢arpan analizi ve
benzer sirket karsilagtirmalar1 gibi yontemler, belirli varsayimlar
altinda analitik tutarlhilik saglamakla birlikte, cogunlukla dogrusal
iligkiler ve duragan parametreler tizerine kuruludur (Koller et al.,
2010; Penman, 2013). Finansal piyasalarin zaman i¢inde artan
oynaklig1, sirket degerini etkileyen degiskenlerin gesitlenmesi ve
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veri yapilarinin daha karmasik hale gelmesi, bu yaklasimlarin
bazi baglamlarda agiklayiciligini  ve tahmin  giliciini
sinirlayabilmektedir.

Son yillarda finansal raporlama siireglerindeki
dijitallesme, biiyiik veri teknolojilerinin yayginlagsmasi ve
hesaplama kapasitesindeki artig, sirket degerlemesinde veri
odakli yontemlere olan ilgiyi artirmigtir. Bu gelismelerle birlikte
makine Ogrenmesi algoritmalari, ¢ok boyutlu ve dogrusal
olmayan veri yapilarinin modellenmesine imkéan taniyan esnek
araclar olarak finans literatiiriinde giderek daha fazla yer bulmaya
baslamistir (Vayas-Ortega et al., 2020). Makine &grenmesi
yontemleri, onceden tanimlanmis fonksiyonel formlara bagl
kalmaksizin verinin igsel Oriintiilerini 6grenebilme yetenekleri
sayesinde, sirket degerlemesini bir tahmin problemi olarak ele
alma potansiyeli sunmaktadir.

Makine 6grenmesinin finans alanindaki ilk uygulamalar
agirlikli  olarak hisse senedi fiyat tahmini, kredi riski
degerlendirmesi ve finansal basarisizlik 6ngoriisii gibi alanlarda
yogunlagmistir (Olson & Mossman, 2003). Zaman ig¢inde bu
yaklagimlar, sirket degeri ve yatirnm degeri tahmini gibi daha
karmasik problemlere dogru genislemistir. Literatlirde yer alan
bazi calismalar, belirli d6rneklemler ve piyasa kosullar1 altinda
makine Ogrenmesi tabanli modellerin geleneksel regresyon
yaklasimlaria kiyasla daha diigiik hata oranlar1 veya daha ytiksek
aciklayicilik saglayabildigini rapor etmektedir. Bununla birlikte,
bu sonuglarin veri setinin yapisi, sektor 6zellikleri ve modelleme
tercihleriyle yakindan iliskili oldugu da vurgulanmaktadir (Hu et
al., 2022).

Mevcut calismalar incelendiginde, makine Ogrenmesi
tabanli sirket degerleme modellerinin tek tip bir yaklagim
sunmadigt; aksine farkli algoritmalarin, farkli veri yapilart ve
baglamlar altinda 6ne ¢iktig1 goriilmektedir. Yapay sinir aglari,
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agac tabanlt modeller, topluluk yontemleri ve hibrit yaklagimlar
literatiirde es zamanli olarak yer almakta; bu durum, sirket
degerlemesinde makine Ogrenmesinin biitiinciil ve ydntemsel
olarak degerlendirilmesini gerekli kilmaktadir. Bu baglamda,
makine Ogrenmesi yOntemlerinin  geleneksel degerleme
yaklagimlarimin dogrudan alternatifi olmaktan ziyade, onlari
tamamlayici analitik araglar olarak konumlandig1 yoniinde ortak
bir egilim dikkat ¢ekmektedir (Penman, 2013; Vayas-Ortega et
al., 2020).

Sirket degerlemesi literatiiriinde son yillarda artan veri
hacmi ve yontemsel cesitlilik, makine Ogrenmesi tabanl
modelleme yaklasimlarina olan ilgiyi belirgin bicimde artirmistir.
Bu cercevede, sirket degerleme problemlerinde kullanilan baslica
makine 6grenmesi modelleri ve bu modellerin hangi baglamlarda
one ciktig1 literatiirde giderek daha goriiniir hile gelmektedir.
Farkli algoritmalarin kullanim egilimleri ile ¢aligmalarda
raporlanan ortak bulgular, makine 6grenmesi yontemlerinin sirket
degerlemesindeki konumunun yontemsel bir bakis acgisiyla
degerlendirilmesini gerekli kilmaktadir. Bu dogrultuda, ilgili
literatiirde 6ne ¢ikan yaklasimlar ve giincel egilimler biitiinciil bir
cer¢cevede ele alinmaktadir.

2. SIRKET DEGERLEMESINDE  MAKINE
OGRENMESIi YAKLASIMI

Sirket degerlemesi, temel olarak bir isletmenin ekonomik
degerinin belirli bir zaman diliminde tahmin edilmesine yonelik
analitik bir problem olarak ele alinabilir. Bu yoniiyle degerleme,
finansal oranlar, muhasebe verileri, makroekonomik gostergeler
ve piyasa bilgileri gibi c¢ok sayida degiskenin birlikte
degerlendirilmesini gerektiren ¢ok boyutlu bir tahmin siirecini
ifade etmektedir. Makine 6grenmesi yaklasimlari, bu karmasik
veri yapisint dnceden tanimlanmis dogrusal varsayimlara baglh
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kalmaksizin modelleyebilme potansiyeli nedeniyle sirket
degerleme literatiiriinde giderek daha fazla kullanilmaktadir
(Vayas-Ortega et al., 2020).

Makine 6grenmesi perspektifinden bakildiginda sirket
degerlemesi, genellikle denetimli 6grenme cergevesinde ele
alimmaktadir. Bu baglamda modelin amaci; ge¢gmis donemlere ait
finansal ve finansal olmayan degiskenleri girdi olarak kullanarak,
piyasa degeri, firma degeri veya Tobin’s Q gibi hedef degiskenleri
tahmin etmektir (Hu et al., 2022). Finansal oranlar, nakit akis1
gostergeleri, sermaye yapist degiskenleri ve biiylime ol¢iitleri,
degerleme modellerinde en sik kullanilan girdiler arasinda yer
almaktadir. Bunun yani sira bazi ¢alismalarda makroekonomik
gostergeler ve zaman serisi bilesenleri de modele dahil edilerek
tahmin performansinin artirtlmasi hedeflenmektedir.

Makine Ogrenmesi yoOntemlerinin sirket degerlemesine
sundugu temel katkilardan biri, degiskenler arasindaki dogrusal
olmayan iligkileri yakalayabilme kapasitesidir. Geleneksel
regresyon temelli modeller, ¢ogu zaman sabit parametre
varsayimlarina dayanirken; makine Ogrenmesi algoritmalari
veriye dayali olarak esnek karar sinirlari olusturabilmektedir
(Penman, 2013). Bu 6zellik, 6zellikle finansal verilerin giiriiltiilii
ve heterojen yapisi dikkate alindiginda, degerleme problemleri
acisindan 6nemli bir avantaj olarak degerlendirilmektedir.

Bununla birlikte, makine 6grenmesi yaklagimlarinin girket
degerlemesinde kullanimi1 bazi metodolojik siirhiliklart da
beraberinde getirmektedir. Model sonuclarinin
yorumlanabilirligi, veri kalitesine duyarlilik ve Orneklem
bagimlilig, literatiirde siklikla vurgulanan konular arasinda yer
almaktadir. Bu nedenle makine 6grenmesi tabanli degerleme
modelleri, cogu caligmada geleneksel degerleme yaklagimlarinin
yerine ge¢mekten ziyade, onlar1 tamamlayici analitik araglar
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olarak konumlandirilmaktadir (Koller et al., 2010; Vayas-Ortega
et al., 2020).

Sonug¢ olarak, makine O&grenmesi yaklasimi sirket
degerlemesini, sabit varsayimlara dayali tek yonlii bir hesaplama
stireci yerine, veri odakli ve uyarlanabilir bir tahmin problemi
olarak ele almaktadir. Bu yaklasim, degerleme literatiiriinde
yontemsel c¢esitliligi artirmakta ve farkli piyasa kosullarinda
alternatif analiz imkanlar1 sunmaktadir.

3. MAKINE OGRENMESi TABANLI SiRKET
DEGERLEME MODELLERI

Makine 6grenmesi tabanlhi sirket degerleme modelleri,
finansal degerleme problemini O6nceden tanimlanmis dogrusal
varsayimlar yerine, veriye dayali 6grenme siiregleri araciligiyla
ele almaktadir. Literatiirde bu modellerin temel amaci, sirket
degerini temsil eden bir hedef degiskenin (piyasa degeri, firma
degeri veya Tobin’s Q gibi) ¢ok sayida finansal ve finansal
olmayan degisken kullanilarak tahmin edilmesidir. Bu yaklasim,
sitket degerini etkileyen faktorler arasindaki karmagsik ve
dogrusal olmayan iliskilerin daha esnek bicimde modellenmesine
imkan tanimaktadir (Hu et al., 2022).

Sirket degerlemesinde kullanilan makine 0Ogrenmesi
modelleri, yontemsel agidan tek tip bir yapt sunmamaktadir.
Aksine, kullanilan algoritmalar veri setinin yapisina, drneklem
biiytikliigiine, hedef degiskenin tanimina ve analiz amacina bagl
olarak farkli avantajlar ve smirliliklar ortaya koymaktadir. Bu
nedenle literatiirde, belirli bir algoritmanin tim degerleme
problemleri i¢in evrensel olarak iistiin oldugu y6niinde bir uzlasi
bulunmamaktadir. Bunun yerine, farkli kosullar altinda 6ne ¢ikan
model gruplari s6z konusudur.
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Tablo 1. Sirket Degerlemesinde Kullanilan Makine Ogrenmesi
Modellerinin Genel Ozellikleri

Model Tiirii Ornek Kullamm | Bashca Temel
Algoritmalar | Amaci Avantajlar Simirhiiklar
.. Firma Dogrusal -
Xe}pay Sinir ANN, MLP degeri olmayan Dusiik e
glar . o yorumlanabilirlik
tahmini iligkiler
Destek - . o
Vektor svMm, syr | Kusikveri | Grdltlye 1 o500 cbitinlik
Modelleri setleri dayaniklilik
Agac .
Tabanls CART,RF | Heteroen |y oy | Model
Modeller veri karmagiklig1
Boosting XGBoost, Biiytik veri | Yiksek Parametre
Yontemleri LightGBM setleri dogruluk hassasiyeti
Hibrit /
. ANFIS Zaman . . . .
Derin ' . . Dinamik yap1 | Yiiksek maliyet
Ogrenme LSTM serisi

Kaynak: Yazarin derlemesi (2025)

Tablo 1, sirket degerlemesinde kullanilan makine
O0grenmesi modellerinin yontemsel ¢esitliligini ve her bir model
grubunun farkli veri yapilari ve analiz amaglar1 agisindan
sundugu temel 6zellikleri 6zetlemektedir. Tablo, tek bir modelin
tiim degerleme problemleri i¢in evrensel bir ¢6ziim sunmadigini;
aksine model se¢iminin veri setinin yapisi, hedef degiskenin
tanimi1 ve arastirma baglamina bagl olarak sekillendigini ortaya
koymaktadir. Bu ¢erceve dogrultusunda izleyen alt boéliimlerde,
tabloda yer alan model gruplari yontemsel yaklagimlari ve
uygulama baglamlari agisindan ayrintili bigimde ele alinmaktadir.

3.1. Dogrusal Olmayan Ogrenme Yaklasimlari: Yapay
Sinir Aglar1 ve Destek Vektor Modelleri

Makine 6grenmesi tabanli sirket degerleme literatiiriinde
kullanilan ilk sistematik yaklasimlar, dogrusal olmayan 6grenme
modellerine dayanmaktadir. Bu baglamda yapay sinir aglar1 ve
destek vektor makineleri, finansal degiskenler ile sirket degeri
arasindaki karmasik iliskilerin modellenmesinde 6ncii yontemler
olarak one ¢ikmistir. S6z konusu modeller, geleneksel regresyon
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yaklagimlarimin dogrusal varsayimlarina alternatif olarak, veriye
dayal1 ve esnek bir 6grenme yapisi sunmaktadir.

Yapay sinir aglar1 (Artificial Neural Networks — ANN),
biyolojik sinir sistemlerinden esinlenen ¢ok katmanli yapilari
sayesinde, finansal oranlar, muhasebe kalemleri ve piyasa
gostergeleri ile sirket degeri arasindaki dogrusal olmayan
iligkileri 6grenebilme kapasitesine sahiptir. Sirket degerlemesi
uygulamalarinda ANN modelleri genellikle finansal oranlar, nakit
akis1 gostergeleri, karhilik ve biiytime odlgiitleri gibi degiskenleri
girdi olarak almakta; ¢ikti katmaninda ise piyasa degeri veya
firma degeri gibi hedef degigkenleri tahmin etmektedir. Bu yapi,
onceden tanimlanmig bir fonksiyonel form gerektirmemesi
nedeniyle, karmagik ve giirtiltiili finansal verilerle ¢alismada
onemli bir avantaj saglamaktadir (Olson & Mossman, 2003).

Literatiirde yapay sinir aglarinin sirket degerlemesinde
kullanimi, 6zellikle kiigiik ve orta 6lcekli veri setlerinde esnek
tahminler sunabilmesi nedeniyle yayginlik kazanmistir. Bununla
birlikte, ag mimarisinin belirlenmesi, gizli katman sayist ve
O0grenme parametrelerinin se¢imi biiyiik Olgiide arastirmaci
tercihine baghdir. Ayrica ANN modellerinin “kara kutu” niteligi,
model  c¢iktilarmin  ekonomik  olarak  yorumlanmasini
zorlagtirmakta ve bu durum degerleme gibi aciklanabilirligin
onem tasidigi alanlarda yontemsel bir simirlilik  olarak
degerlendirilmektedir (Penman, 2013). Bu nedenle literatiirde
ANN tabanli modeller ¢ogunlukla karsilastirmali analizlerde
veya tamamlayici araglar olarak konumlandirilmaktadir.

Destek vektor makineleri (Support Vector Machines —
SVM), dogrusal olmayan 6grenme yaklasimlar1 i¢erisinde farkli
bir yontemsel ¢ergeve sunmaktadir. SVM modelleri, veri
noktalari arasinda optimum ayirma diizlemleri olusturarak tahmin
yapmay1 amaclamakta; sirket degerlemesi uygulamalarinda ise
cogunlukla destek vektor regresyonu (Support Vector Regression
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— SVR) bigiminde kullanilmaktadir. Bu yaklagim, 6zellikle sinirlt
orneklem biiyiikliigiine sahip veri setlerinde ve yiiksek boyutlu
degisken uzaylarinda kararli sonuglar iiretebilmesi nedeniyle
tercih edilmektedir.

SVM tabanli modellerin sirket degerlemesindeki en
onemli avantajlarindan biri, yapisal risk minimizasyonu ilkesine
dayanmalar1 sayesinde asir1 Ogrenme riskini gdrece sinirh
tutabilmeleridir. Bununla birlikte, veri seti biiyiidiik¢e hesaplama
maliyetinin artmas1 ve modelin Olc¢eklenebilirliginin sinirh
olmasi, bu yaklasimin biiyiikk veri setlerinde kullaniminm
kisitlamaktadir (Milosevic, 2016). Bu nedenle destek vektor
modelleri, sirket degerleme literatiiriinde ¢ogunlukla yapay sinir
aglari, rastgele orman veya boosting tabanli yontemlerle
karsilagtirmali bi¢cimde ele alinmakta ya da hibrit model yapilari
icerisinde degerlendirilmektedir.

Genel olarak degerlendirildiginde, yapay sinir aglar1 ve
destek vektor modelleri, makine ©Ogrenmesi tabanli gsirket
degerleme c¢aligmalarinin kavramsal ve yoOntemsel temelini
olusturmaktadir. Bu modeller, sirket degerinin dogrusal olmayan
ve ¢ok boyutlu yapisini modelleyebilme potansiyeli sunmakla
birlikte, yorumlanabilirlik ve o6l¢eklenebilirlik gibi konularda
belirli sinirliliklar tasimaktadir. Bu sinirliliklar, literatiirde daha
sonraki donemlerde aga¢ tabanli ve topluluk &grenme
modellerine yonelimin artmasina zemin hazirlamistir.

Yapay sinir aglar1 ve destek vektor modelleri, sirket
degerlemesinde makine Ogrenmesi yaklagimlarinin kavramsal
temelini olugturmakla birlikte, bu modellerin yorumlanabilirlik
ve Olceklenebilirlik acisindan tasidigi sinirliliklar literatiirde yeni
yontem arayislarini beraberinde getirmistir. Ozellikle daha biiyiik
ve heterojen veri setlerinin analizinde, daha kararli ve
genellenebilir sonuglar sunabilen model yapilarina olan ihtiyag
artmisti. Bu baglamda, aga¢ tabanli ve topluluk (ensemble)
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O0grenme yaklasimlari, sirket degerleme literatiirlinde 6ne ¢ikan
alternatifler olarak dikkat cekmektedir.

3.2.Aga¢ Tabanh ve Topluluk (Ensemble) Ogrenme
Modelleri

Agac tabanli O6grenme modelleri, sirket degerleme
literatiirlinde makine 6grenmesi yontemlerinin daha olgun ve
uygulamaya doniik bir evresini temsil etmektedir. Bu modeller,
finansal degiskenler ile sirket degeri arasindaki iligkileri kural
tabanli bir yap1 iizerinden ele alarak, dogrusal olmayan
etkilesimleri modelleyebilme kapasitesi sunmaktadir. Ayni
zamanda karar siireglerinin hiyerarsik bicimde izlenebilmesine
imkan tanimasi, agag¢ tabanli modelleri 6zellikle finans alaninda
tercih edilir kilmaktadir.

Karar agaclar1 (Classification and Regression Trees —
CART), sirket degerlemesinde kullanilan en temel agac tabanh
modeller arasinda yer almaktadir. Bu modeller, degisken uzayini
belirli esik degerler iizerinden bolerek, sirket degerini etkileyen
faktorleri ardisik karar kurallar1 ¢ergevesinde analiz etmektedir.
Karar agac¢larinin en 6nemli avantaji, model ¢iktilarinin agik ve
sezgisel bicimde yorumlanabilmesidir. Ancak tekil karar
agaclarinin O6rnekleme duyarliligi yiiksek olup, asir1 uyum
(overfitting) egilimi gostermeleri, genellenebilirlik agisindan
onemli bir siirlilik olusturmaktadir (Milosevic, 2016).

Bu smrhiliklarin - giderilmesi amaciyla  gelistirilen
topluluk (ensemble) 6grenme yaklasimlari, sirket degerleme
literatiirinde giderek daha yaygin bigimde kullanilmaktadir.
Topluluk modelleri, birden fazla zayif &grenicinin bir araya
getirilmesiyle daha gilicli ve kararli tahminler {iretmeyi
amaclamaktadir. Bu yaklasim, 6zellikle finansal veri setlerinde
sikca karsilagilan giiriiltii, eksik gozlem ve c¢oklu dogrusal
baglant1 gibi sorunlarin etkisini azaltma potansiyeli sunmaktadir.
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Rastgele orman (Random Forest — RF) algoritmasi, sirket
degerlemesinde en sik bagvurulan topluluk  O6grenme
yontemlerinden biridir. RF, farkli orneklem alt kiimeleri ve
rastgele secilmis degisken setleri iizerinden olusturulan c¢ok
sayida karar agacinin ciktisini birlestirerek tahmin iiretmektedir.
Bu yapi, tekil karar agaclarinin kararsizligini 6nemli Olclide
azaltmakta ve modelin genellenebilirligini artirmaktadir.
Literatiirde RF tabanli degerleme modellerinin, 6zellikle
heterojen ve yiiksek boyutlu finansal veri setlerinde istikrarl
sonuclar sundugu vurgulanmaktadir (Milosevic, 2016).

Rastgele orman modellerinin sirket degerlemesi agisindan
dikkat c¢eken bir diger oOzelligi, degisken Onem siralamasi
yapabilme yetenegidir. Bu 0Ozellik, sirket degerini etkileyen
finansal oranlarin ve muhasebe kalemlerinin goreli katkilarinin
analiz edilmesine olanak tanimakta; boylece model ¢iktilarinin
ekonomik acidan anlamlandirilmasini kismen
kolaylagtirmaktadir. Bu yoniiyle RF, tahmin performansi ile
yorumlanabilirlik arasinda gorece dengeli bir ¢6ziim sunmaktadir.

Topluluk 6grenme yaklasimlari igerisinde boosting tabanli
algoritmalar, literatiirde Ozellikle son yillarda oOne ¢ikan
yontemler arasinda yer almaktadir. Gradient Boosting, XGBoost
ve LightGBM gibi algoritmalar, zayif 6grenicileri ardigik bicimde
egiterek dnceki modellerin hatalarina odaklanmakta ve bu sayede
toplam hata oranm azaltmayr hedeflemektedir. Sirket
degerlemesi baglaminda boosting yontemleri, biiyiilk 6rneklem
biiylikliigiine sahip veri setlerinde ve karmagik degisken
etkilesimlerinin ~ bulundugu  durumlarda  siklikla  tercih
edilmektedir (Hu et al., 2022).

Boosting tabanli modellerin en 6nemli avantaji, yiiksek
tahmin performansi saglayabilmeleridir. Bununla birlikte, bu
modeller hiperparametre ayarlarina karsi duyarl olup dikkatli bir
modelleme slireci gerektirmektedir. ~ Ayrica ~ model
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karmagikliginin artmasi, yorumlanabilirlik agisindan belirli
siirliliklart beraberinde getirmektedir. Bu nedenle boosting
yontemleri, sirket degerlemesi literatiiriinde ¢ogunlukla
performans odakli analizlerde veya diger yontemlerle birlikte
kullanilan tamamlayici aracglar olarak konumlandirilmaktadir.

Genel olarak degerlendirildiginde, aga¢ tabanli ve
topluluk 6grenme modelleri, sirket degerlemesinde dogrusal
olmayan iliskileri modelleme kapasitesi ile genellenebilirlik
arasinda daha dengeli bir yap1 sunmaktadir. Bu modeller, yapay
sinir aglar1 ve destek vektor makinelerine kiyasla daha istikrarli
sonuclar iretebilmekte; bu yoniiyle makine 6grenmesi tabanli
sirket degerleme literatiiriinde Onemli bir yontemsel asamayi
temsil etmektedir. Bununla birlikte, artan model karmasikligi ve
hesaplama maliyetleri, literatiirde daha gelismis hibrit ve derin
O6grenme yaklasimlarina yonelimin de zeminini olusturmaktadir.

3.3.Hibrit ve Derin Ogrenme Yaklasimlari

Makine 6grenmesi tabanl sirket degerleme literatiiriinde
son donemde One ¢ikan egilimlerden biri, farkli modelleme
yaklagimlarmin bir arada kullanildig1 hibrit yapilar ile derin
o0grenme temelli modellerin artan kullanim alanidir. Bu yonelim,
agac tabanli ve topluluk oOgrenme modellerinin sundugu
genellenebilirlik ve performans avantajlarinin, zaman boyutu ve
karmasik veri yapilart acisindan daha da gelistirilmesi
ihtiyacindan kaynaklanmaktadir. Ozellikle finansal verilerin
zamana bagli dinamik Ozellikleri dikkate alindiginda, statik
model yapilarina kiyasla daha esnek ve uyarlanabilir yontemlere
olan ilgi belirgin bigimde artmuistir.

Hibrit modeller, klasik makine 6grenmesi algoritmalarini
farkli yapay zeka teknikleri veya geleneksel finansal
yaklagimlarla birlestiren yontemler olarak tanimlanabilir. Sirket
degerlemesi baglaminda bu modeller, genellikle yapay sinir aglar
ile bulanik mantik, regresyon temelli yontemler veya finansal
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degerleme bilesenlerinin birlikte kullanildig1 yapilar seklinde
karsimiza ¢ikmaktadir. Bu yaklagimin temel amaci, tekil
modellerin gii¢lii yonlerini bir araya getirerek daha dengeli ve
yorumlanabilir tahminler elde etmektir.

Bu c¢ercevede literatirde sik¢a karsilasilan hibrit
modellerden biri, adaptif sinirsel bulanik ¢ikarim sistemleridir
(Adaptive Neuro-Fuzzy Inference System — ANFIS). ANFIS
modelleri, yapay sinir aglarinin 6grenme kapasitesi ile bulanik
mantiZin kural tabanli yapisini birlestirerek, sirket degerini
etkileyen degiskenler arasindaki iliskilerin hem 6grenilmesini
hem de kismen yorumlanabilir bigimde ifade edilmesini
saglamaktadir. Ozellikle finansal oranlar ile firma degeri
arasindaki iliskilerin belirsizlik i¢ermesi, bu tiir hibrit
yaklagimlar1 degerleme literatiirii agisindan cazip kilmaktadir
(Eksi et al., 2014).

Derin 6grenme tabanli modeller ise, ¢ok katmanli sinir
aglan araciligiyla yiiksek boyutlu ve karmasik veri yapilarinin
modellenmesine  odaklanmaktadir. Sirket  degerlemesi
literatiiriinde derin 6grenme yaklasimlari, 6zellikle zaman serisi
Ozellikleri  giicli  olan  finansal verilerin  analizinde
kullanilmaktadir. Uzun kisa siireli bellek aglar1 (Long Short-Term
Memory — LSTM), gecmis donem bilgilerini belirli bir hafiza
mekanizmasi araciligtyla tasiyabilme kapasitesi sayesinde, sirket
degerinin zaman igerisindeki dinamik degisimini modelleme
potansiyeli sunmaktadir. Bu 6zellik, klasik makine 6grenmesi
modellerine  kiyasla o6nemli bir yontemsel farklilik
olusturmaktadir.

Derin 6grenme modellerinin sirket degerlemesinde
kullanimina iligkin literatiirde raporlanan bulgular, bu
yaklagimlarin belirli kosullar altinda yiiksek tahmin performansi
saglayabildigini gostermektedir. Bununla birlikte, bu modellerin
yiiksek veri gereksinimi, hesaplama maliyetleri ve sinirh
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yorumlanabilirligi, yontemsel acgidan dikkatle ele alinmasi
gereken hususlar arasinda yer almaktadir (Vayas-Ortega et al.,
2020). Ozellikle finans alaninda model ¢iktilarmin ekonomik
anlamlandirilmasi beklentisi, derin 6grenme yaklagimlariin tek
basmna degil, c¢ogu =zaman diger yontemlerle birlikte
degerlendirilmesine yol agmaktadir.

Literatiirde hibrit ve derin 6grenme tabanli modellerin
cogunlukla karsilastirmali analizler cercevesinde ele alindig
goriilmektedir. Bu ¢aligmalar, s6z konusu yaklagimlarin her veri
seti ve piyasa kosulu i¢in istiin sonuglar sunmadigini; aksine
performansin biiylik 6l¢iide veri yapisi, 6rneklem biiytikligi ve
modelleme tercihlerine bagli oldugunu ortaya koymaktadir. Bu
bulgu, makine 6grenmesi tabanl sirket degerlemesinde “tek bir
en 1yl model” yaklasiminin gecerliligini smirlamakta ve
yontemsel ¢esitliligin 6nemini vurgulamaktadir (Hu et al., 2022).

Genel olarak degerlendirildiginde, hibrit ve derin 6grenme
yaklagimlari, makine Ogrenmesi tabanli sirket degerleme
literatiirinde yontemsel genislemenin ve olgunlagmanin bir
gostergesi olarak degerlendirilebilir. Bu modeller, sirket
degerinin dinamik ve ¢ok boyutlu yapisini daha ayrintili bi¢imde
ele alma potansiyeli sunmakla birlikte, uygulama maliyetleri ve
yorumlanabilirlik smirliliklart nedeniyle dikkatli ve baglama
6zgl bir kullanim gerektirmektedir. Bu durum, makine 6§renmesi
yontemlerinin sirket degerlemesinde geleneksel yaklagimlarin
yerini alan araglar olmaktan ziyade, onlar1 tamamlayan ve
destekleyen analitik gerceveler olarak konumlandig1 yoniindeki
genel literatiir egilimiyle ortlismektedir.

3.4.Makine Ogrenmesi Tabanh Sirket Degerleme
Modellerinin Karsilastirmal Degerlendirilmesi

Bu boliimde ele alinan makine 6grenmesi tabanh sirket
degerleme modelleri, yontemsel yaklasimlari, veri gereksinimleri
ve uygulama baglamlar1 acisindan 6nemli farkliliklar
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gostermektedir. Yapay sinir aglart ve destek vektor modelleri,
dogrusal olmayan iligkileri modelleme kapasitesiyle erken donem
caligmalarda one c¢ikarken; agac¢ tabanli ve topluluk 6grenme
yaklagimlar1 daha biliylk ve heterojen veri setlerinde
genellenebilirlik acisindan avantaj saglamaktadir. Hibrit ve derin
O6grenme modelleri ise zaman boyutunu ve karmasik veri yapisini
dikkate alarak literatiirde yontemsel genislemeyi temsil
etmektedir.

Bu cercevede, tek bir makine 6grenmesi modelinin tiim
sirket degerleme problemleri i¢in evrensel olarak iistiin oldugu
yoniinde bir yaklasim benimsenmemektedir. Aksine, model
performansimin veri setinin yapisi, 6rneklem biiyiikliigii, hedef
degiskenin tanimi1 ve analiz amaciyla yakindan iliskili oldugu
goriilmektedir. Dolayisiyla sirket degerlemesinde makine
O0grenmesi uygulamalarinin, baglama 6zgii ve karsilastirmali bir
degerlendirme cercevesinde ele alinmasi gerekmektedir.

Bu degerlendirmeyi sistematik hale getirmek amaciyla
Tablo 2, bu boliimde ele alinan baslica makine 6grenmesi model
gruplarini yontemsel ozellikleri agisindan karsilastirmali olarak
sunmaktadir.

Tablo 2. Makine Ogrenmesi Tabanh Sirket Degerleme
Modellerinin Karsilastirmah Ozeti

Ogrenme Veri Sirket
Model Grubu g T Yorumlanabilirlik Degerlemesindeki
Yapisi Gereksinimi Roli
Yapa_y Sinir Co}(_katmanh Orta Diisiik Dogrusal olmayan iligki
Aglar Ogrenme modelleme
Destek Vek?or Mal.jmal Diisiik-Orta Orta Kararl karsl¥a$t1rmall
Modelleri optimizasyon tahmin
Agag Tabanl Kural tabanli . e ..
Modeller bilme Orta Yiksek Yapisal iliski analizi
Topluluk - L
Modelleri (RF, Birlesik Yiiksek Orta-Diisiik Genellenebilir
. 6grenme degerleme
Boosting)
Hibrit Modeller | 0KlU yontem Orta Orta-Yksek Dengeli modelleme
birlesimi
Derin Ogrenme Cok katmanl . - Dinamik ve zaman
Modelleri aglar Yiksek Disik bagimli degerleme

Kaynak: Yazarin derlemesi (2025)
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Bu karsilagtirmali g¢er¢eve, makine Ogrenmesi tabanli
sirket degerleme modellerinin birbirini dislayan yaklasimlar
olmadigini; aksine farkli veri yapilar1 ve analiz amaglari
dogrultusunda tamamlayici roller iistlendigini gostermektedir. Bu
durum, sirket degerlemesinde makine 6grenmesi yontemlerinin
tekil ¢oziimlerden ziyade, yontemsel cesitlilige dayali bir analitik
arag seti olarak degerlendirilmesi gerektigine isaret etmektedir.

4. SONUC VE GELECEK PERSPEKTIFi

Bu boliimde, sirket degerlemesinde kullanilan makine
Ogrenmesi tabanli modeller literatiirden hareketle yontemsel bir
cerceve icinde ele almmis ve farkli model gruplarinin hangi
baglamlarda o©One c¢iktig1 biitiinciill bir bakis acisiyla
degerlendirilmistir. Calismada, makine O6grenmesi
yaklagimlarmin sirket degerlemesini dogrusal varsayimlara
dayali statik hesaplamalar yerine, cok boyutlu ve veriye dayali bir
tahmin problemi olarak ele alma potansiyeli sundugu
goriilmektedir.

Literatiir incelemesi, sirket degerlemesinde kullanilan
makine 6grenmesi modellerinin tek tip bir yap1 sergilemedigini;
aksine kullanilan algoritmalarin veri setinin o6zelliklerine,
orneklem biiyiikliigline ve analiz amacina bagli olarak farkl
avantajlar ve smirliliklar ortaya koydugunu gdostermektedir.
Yapay sinir aglar1 ve destek vektor modelleri, dogrusal olmayan
iligkilerin modellenmesinde erken donem g¢alismalarda onemli
katkilar sunarken; agac tabanli ve topluluk 6grenme yaklasimlart,
ozellikle daha biiyiik ve heterojen veri setlerinde genellenebilirlik
acisindan one c¢ikmaktadir. Hibrit ve derin 6grenme tabanli
modeller ise zaman boyutunu ve karmasik veri yapisin1 dikkate
alarak yontemsel ¢esitliligi daha ileri bir diizeye tagimaktadir.

Elde edilen bulgular, makine 6grenmesi yontemlerinin
sirket degerlemesinde geleneksel degerleme yaklagimlarinin
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dogrudan alternatifi olmaktan ziyade, onlar1 tamamlayicit ve
destekleyici analitik araglar olarak konumlandigini ortaya
koymaktadir. Bu durum, degerleme siirecinde model se¢iminin
tek basina algoritma performansina dayandirilmamasi; veri
yapisi, yorumlanabilirlik ihtiyac1 ve uygulama baglami gibi
unsurlarin  birlikte  degerlendirilmesi  gerektigine  isaret
etmektedir.

Gelecek calismalar agisindan degerlendirildiginde, sirket
degerlemesinde makine O6grenmesi uygulamalarinin 6zellikle
hibrit model yapilari, aciklanabilir yapay zeka (explainable Al)
yaklagimlart ve zaman serisi temelli derin 6grenme modelleri
etrafinda  yogunlagsmas1  beklenmektedir. Ayrica finansal
raporlama  standartlarindaki ~ doniisiim,  siirdiirtilebilirlik
gostergelerinin ve finansal olmayan verilerin artan 6nemi, sirket
degerleme modellerinde kullanilacak degisken setlerinin
geniglemesine zemin hazirlamaktadir. Bu gelismeler, makine
O0grenmesi tabanli degerleme yaklasimlarinin hem akademik
arastirmalar hem de uygulama alanlari agisindan Onemini
artirmaya devam edecektir.

Sonug¢ olarak, makine O6grenmesi yontemleri sirket
degerlemesinde tekil ve evrensel ¢oziimler sunmaktan ziyade,
farkli veri yapilar1 ve analiz amaglar1 dogrultusunda esnek bir
analitik arag seti olarak degerlendirilmektedir. Bu yaklagim, sirket
degerlemesi literatiiriinde yontemsel ¢esitliligin ve baglama 6zgi
modelleme anlayisinin  6nemini vurgulamakta; gelecekteki
calismalar i¢in zengin bir arastirma alani sunmaktadir.
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IMDB FiLM INCELEMELERI UZERINDE
DUYGU ANALIZI iCIN DERIN OGRENME
MIMARILERININ KARSILASTIRMALI
ANALIZi

Inayet Hakki CIZMECI!

1. GIRIS

Dijital platformlarda son yillarda kullanici igeriklerinde
kayda deger bir artig yasanmaktadir. Bu gelisme sayesinde
kuruluglar kamuoyu goriislerini daha diizenli bir sekilde
degerlendirebilmektedir. Dogal Dil isleme (NLP)’ nin temel
calisma alanlarindan biri olan duygu analizi, metinsel verilerdeki
duygusal tonun otomatik tespitini ama¢lamaktadir (Kumar, Roy,
Dogra, & Kim, 2023). Film elestirileri bu yontem ile yapim
sirketlerine ve dijital platformlara g¢esitli avantajlar sunmaktadir.
Izleyici tepkilerinin  olgllmesi, pazarlama stratejilerinin
gelistirilmesi ve gise performansinin tahmin edilmesi bu
avantajlar arasinda yer almaktadir.

Duygu analizi ¢alismalarinda IMDB veri seti siklikla
tercih edilmektedir (Maas et al., 2011). Cunk 50 bin film yorumu
iceren bu veri setinde, pozitif ve negatif degerlendirmeler dengeli
dagilimdadir. Dengeli dagilima ve ayrica biiyiik veri hacmine
sahip olmasi, makine 6grenimi ile derin 6grenme algoritmalarinin
test edilmesinde dnemli rol oynamaktadir.

L Dr. Ogr. Uyesi, Afyon Kocatepe Universitesi, Mihendislik Fakiiltesi, Bilgisayar
Miihendisligi, ORCID: 0000-0001-6202-4807.
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Derin 6grenme alanindaki gelismeler, transformer tabanl
modellerin dogal dil isleme alanindaki basarilarina Onemli
katkida bulunmuslardir (Devlin,, Lee, & Toutanova, 2019). Bu
modellerin en bilinen 6rneklerinden biri de BERT’ tir. Dilin
baglamsal yapisin1 anlamada gii¢lii bir yetenege sahiptir, fakat bu
modellerin yiiksek hesaplama gereksinimleri uygulama alanlarini
kisitlayabilmektedir. Bu kisitlamalar1 asmak i¢in gelistirilen
DistilBERT (Sanh et al., 2020) ve ELECTRA (Clark et al., 2020),
daha az kaynak ile c¢alismasina ragmen yeterli diizeyde
performans sergileyen verimli alternatif modellerdir.

Uzun Kisa Siireli Bellek (LSTM) aglar1 ve ¢ift yonli
versiyonu BiLSTM, sirali metin islemede oldukga etkili sonuglar
vermektedir (Hochreiter & Schmidhuber, 1997). Dikkat
mekanizmalart bu mimarilere eklendigi zaman modellerin
metindeki dnemli 6zelliklere odaklanmasi onemli bir sekilde
artmaktadir (Bahdanau, Cho, & Bengio, 2016). HAN (Yang et al.,
2016) ve Dilate konvolusyonlu CNN’ ler (Gan, Feng, & Zhang,
2021) de bu alanda farkli yontemler sunmaktadir. Bu yontemler,
metinlerdeki anlamsal olarak farkli detay seviyelerine gore
yakalamay1 hedeflemektedir.

Bu calisma, IMDB veri kiimesi iizerinde duygu analizi
icin alt1 6nemli derin 6grenme mimarisinin kapsamli bir ampirik
karsilagtirmasin1  saglamayr amaclamaktadir. Bu mimariler,
transformer tabanli BERT, DistilBERT, ELECTRA-small ve
geleneksel derin 0grenme mimarilerine dikkat mekanizmasi
entegre edilen Dikkatli BiLSTM, HAN ve Dilate CNN’ dir.

2. LITERATUR BILGILERI

Duygu analizi, basit sozliikk tabanli yaklagimlardan
gelismis derin 0grenme modellerine evrilmistir. Geleneksel
makine Ogrenimi algoritmalar1 Naive Bayes, Destek Vektor
Makineleri ve Karar Agaclar1 gibi modellere dayaniyordu. Derin
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Ogrenmenin ortaya ¢ikigit ile sinir agi mimarilerinin ham
metinlerden otomatik olarak hiyerarsik oOzellikler 6grenmeye
basladi. Bu durum duygu analizi yeteneklerini gelistirmistir (Ling
et al., 2020). Evrisimli Sinir Aglar1 (CNN’ ler) metin
siniflandirma gorevlerinde basariyla uygulanmis (Y. Kim, 2014),
Tekrarlayan Sinir Aglar1 (RNN’ ler) ve ozellikle LSTM
varyantlar1 ise sirali bagimliliklari modellemede iist diizey
performans gostermektedir (Hochreiter & Schmidhuber, 1997).

Transformer mimarisinin tanitilmas: (Vaswani et al.,
2017) ve ozellikle BERT dil modelinin gelistirilmesi ile NLP
alaninda yeni bir kavramsal donlisimii getirmistir. Devlin ve
arkadaglar1 tarafindan sunulan BERT modeli, ¢ift yonli
transformerleri kullanarak metni her iki yonden de isler hale
getirmistir (Devlin et al., 2019). Nitekim bu durum daha zengin
baglamsal anlamlar1 saglamaktadir. Puspita ve Rahayu (Puspita
& Rahayu, 2023), BERT’ in IMDB veri kiimesinde yaptig1
calisma da %91,78 test dogrulugu elde ettikleri sunulmustur.
Zhang (Zhang, 2023), BERT-CNN hibrit yaklasimiyla %93,32
dogruluk elde ederken, Papadimitriou ve arkadaslan
(Papadimitriou at al., 2025) BERT’ in ince ayarlanmasi
sonucunda gii¢lii performans gosterdigi ¢alismada belirtilmistir.

Geleneksel derin 6grenme mimarileri de rekabetci
performans gostermeye devam etmektedir. Dikkat mekanizmali
cift yonlii LSTM aglari, dizileri her iki yonde isleyerek baglamsal
bilgileri yakalar (Bahdanau et al.,, 2016; Hochreiter &
Schmidhuber, 1997). Huang ve arkadaglar1 (Huang et al., 2023)
BILSTM-SNP’ yi dikkat mekanizmalariyla birlestirerek
gelistirilmis dogruluk elde etmistir. Wankhade ve arkadaglar
(Wankhade, Annavarapu, & Abraham, 2024) CNN-BiLSTM
coklu dikkat mekanizmasiyla istiin performans gostermistir.
Khan ve arkadaglar1 (Khan et al., 2025) ile Jahin ve arkadaslari
(Jahin et al., 2024) de dikkat tabanli BiLSTM mimarilerinin
etkinligini ¢aligmalarinda dogrulamistir.

210



Bilgisayvar Bilimleri ve Miihendisligi

Yang ve arkadaslarinin Hiyerarsik Dikkat Aglar1t (HAN)
(Yang et al., 2016), belge yapisim1 kelime, ciimle ve belge
diizeyinde modeller. Roy ve Dutta (Roy & Dutta, 2022) HAN’ 1
film Onerisi i¢in optimize etmis, Chanaa ve El Faddouli (Chanaa
& EIl Faddouli, 2021) ise e-6grenme metinlerinde kullanarak
%70,3 dogruluk elde etmistir. Su ve arkadagslar1 (Su & Peng,
2023) ise ¢evrimigi kurs yorumlarinda HAN’ 1n yerel ve global
baglam yakalama yetenegini ortaya koymustur. Dilate CNN’ ler,
dilate konvoliisyonlarla alict alani artirarak hem yerel hem de
global baglam 6zelliklerini etkili bir sekilde yakalamaktadir. Gan
ve arkadaglari (Gan et al., 2021) ¢ok kanalli dilate CNN-BILSTM
modeliyle ¢ok oOlgekli ozellik c¢ikarimini gosterirken, He ve
arkadagslar1 (He et al., 2024) BiLSTM ve cok o6lcekli CNN
kombinasyonunun etkinligini dogrulamistir. Kim (Y. Kim, 2014)
CNN’ lerin NLP’ deki temellerini atmastir.

IMDB Biiyiik Film Inceleme Veri Kiimesi (Maas et al.,
2011), 50.000 dengeli incelemeyle duygu analizi aragtirmalarinda
yaygin kullanilan bir kiyaslama noktasidir. Ouyang (Ouyang,
2024). N-gram 6zellik ¢ikariminin 6nemini gostermis, Singh ve
Singla (Singh & Singla, 2023) birden fazla modeli karsilastirarak
BiLSTM’ in en yiiksek performansi elde ettigini bulmustur.
Kokab ve arkadaslar1 (Tabinda, Asghar, & Naz, 2022) BERT-
CNN-BIiLSTM hibrit modeliyle %93 dogruluk elde ederken,
Islam ve arkadaslar1 (Islam, Zada, & Yoo, 2022) topluluk
modellerinin potansiyelini aragtirmigtir.

3. MATERYAL VE METOT
3.1.Veri Kiimesi

Bu ¢alisma, ikili duygu siniflandirmasi i¢in yaygin olarak
kullanilan IMDB Biiyiik Film Inceleme Veri Kiimesi
kullanmilmistir (Maas et al., 2011). Veri kiimesi, pozitif ve negatif
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duygular arasinda esit olarak dagitilmis 50.000 film
incelemesinden olusmaktadir.

3.2. Deneysel Kurulum

3.2.1. Model Mimarileri

Bu calismada alt1 adet derin Ogrenme (BERT,
DistilBERT, ELECTRA-small, Dikkatli BiLSTM, HAN ve
Dilate CNN) modelleri degerlendirilmistir.

3.2.1.1.BERT (Bidirectional Encoder Representations
from Transformers)

BERT modeli igin bert-base-uncased 6n egitimli modeli
kullanilmistir. Girdi metinleri maksimum 512 token uzunlugu ile
sinirlandirilmistir. Duygu siniflandirmasi gorevi i¢in 6zel bir ¢ikti
katmani eklenerek model ince ayarlanmistir. Optimize edici
olarak ise 2e-5 ogrenme oraniyla AdamW algoritmasi tercih
edilmistir (Devlin et al., 2019).

3.2.1.2.DistilBERT

DistilBERT modeli igin distilbert-base-uncased 0n
egitimli modeli kullanilmistir. Bu model, BERT’ in 6zelliklerinin
yaklagik %97’ sini tagirken %60 daha kiiciiktiir. Bu model de
girdi  metinleri maksimum 512 token uzunlugu ile
sinirlandirilmastir. Bilgileri filtreleme teknigi sayesinde 6nemli

ol¢iide daha hizli egitim ve ¢ikarim siiresi saglamaktadir (Sanh et
al., 2020).

3.2.1.3.ELECTRA-small

ELECTRA-small icin google/electra-small-discriminator
modeli kullanilmigtir. Bu model, diger modellerden farkli olarak
degistirilmig token algilama 6n egitim hedefiyle ¢aligmaktadir.
Bu durum daha verimli ¢alismasini saglamaktadir. Yaklasik 14
milyon parametre ile kiiciik model boyutu daha hizli egitimi
saglamaktadir (Clark et al., 2020).
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3.2.2. K-Katmanh Capraz Dogrulama

Performans degerlendirmesinin giivenilirligini artirmak
icin 5-katmanli ¢apraz dogrulama kullanilmistir. Veri kiimesi, her
katta simif dagilimin1 koruyarak rastgele 5 esit parcaya
boliinmiistiir. Bu boliinmiis alt kiimelerden biri test i¢in, kalan
kiimeler ise egitim i¢in kullanilmistir. Sistem tiim kiime egitilene
kadar devam etmektedir (Cizmeci & Incekara, 2025; Stone,
1974).

3.2.3. Degerlendirme Metrikleri

Performans degerlendirmesinde Dogruluk, Kesinlik,
Duyarlik, F1- Skoru ve ROC UAC metrikleri kullanilmig ve
bunlarin istatistiksel anlamliliklar1 eslestirilmis t testi ve p- degeri
ile degerlendirilmistir. T-testi, iki grubun ortalamalar1 arasinda
istatistiksel olarak anlamli bir fark olup olmadigini belirlemek
icin kullanilan bir yontemdir (T. K. Kim, 2015). P-degeri, gruplar
arasindaki farkin sans eseri olusup olugmadigi ihtimalini
belirtmektedir. Deger ne kadar kiigiikse (p<0,05) sonug o kadar
guvenilir olmaktadir (Rietveld & van Hout, 2015).

Tablo 3.1 Performans degerlendirme metrikleri

Performans Metrikleri Formil

Dogruluk (Accuracy) (TP+TN) /(TP + TN + FP + FN)

Kesinlik (Precision) TP /(TP + FP)

Geri Cagirma (Recall) TP /(TP + EN)

F1-Skoru 2 x (Precision x Recall) / (Precision + Recall

TP (True Positive): Dogru tahmin edilen pozitifler.
TN (True Negative): Dogru tahmin edilen negatifler.
FP (False Positive): Yanlishkla pozitif denen negatifler.
FN (False Negative): Yanlshkla negatif denen pozitifler.
Tablo 3.1’ de performans degerlendirme metrikleri
verilmistir. Bu metrikler Dogruluk, Kesinlik, Geri Cagirma ve

F1-Skoru’ dur. Dogruluk, modelin toplam tahminleri i¢inde kag
tanesinin dogru oldugunu gostermektedir. Kesinlik, “Pozitif”
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olarak tahmin edilenlerin gerg¢ekte ne kadarinin pozitif oldugunu
gostermektedir. Geri ¢agirma, gergekte pozitif olan durumlarin ne
kadarinin model tarafindan yakalanabildigini gostermektedir. F1-
Skor ise kesinlik ve geri cagirma degerlerinin harmonik
ortalamasini1 gostermektedir. F1-Skor bir modelin hem FP hem de
FN hatalarim1 ne kadar iyi dengeledigini de goOstermektedir.
Dengesiz veri setlerinde dogruluk yerine FI1-Skoru” na
bakilmaktadir. Ayrica bir siniflandirma modelinin ne kadar iyi
ayirt edebildigini 6l¢en esik degerinden bagimsiz bir performans
metrigi olan ROC AUC’ de performans degerlendirme metrigi
olarak kullanilmistir (Li, 2024).

4. DENEYSEL SONUCLAR
4.1. Genel Performans Karsilastirmasi

Tum  modeller 5-kath  ¢apraz  dogrulama ile
degerlendirilmistir. Her fold i¢in performans metrikleri
hesaplanmis ve ortalama ile standart sapma degerleri
hesaplanmistir. Egitim icin Adam ve AdamW optimizer
kullanilmigtir. Batch size 32 olarak ayarlanmistir. Early stopping
kriteri olarak dogrulama kaybinin 3 epoch boyunca iyilesmemesi
olarak belirlenmistir. Tablo 4.1 de altt modelin 5-kath ¢apraz
dogrulama sonuglarini goriilmektedir. Bu verilerin gorsel bir
karsilagtirmasi1 ve modeller arasindaki performans dagilimi Sekil
4.1’ de gosterilmistir.
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Tablo 4.1 Model Performans Karsilastirmasi (Ortalama +

Standart Sapma)
o F1- .| Geri ROC
Model Dogruluk Skor Kesinlik Cagirma | AUC
ELECTRA- | 0,8800+ | 0,8840+ | 0,8562+ | 0,9144+ | 0,9539 +
small 0,0036 0,0013 | 0,0160 0,0153 0.0008

HAN 0.8095+ | 0,8032+ | 0,8300+ | 0,7815+ | 0,8955+
0,0073 0,0192 | 0,0286 0,0568 0,0060

BILSTM+ 0,7900+ | 0,7872+ | 0,7978+ | 0,7782+ | 0,8740%

Attention 0,0070 0,0116 | 0,0173 0,0359 0,0051
Dilated 0,7572+ | 0,7649+ | 0,7429+ | 0,7927+ | 0,8451+
CNN 0,0076 0,0135 | 0,0307 0,0623 0,0090
DistilBERT 0,6015+ | 0,7162+ | 0,5615+ | 0,9938+ | 0,9423+
0,0879 0,0430 | 0,0540 0,0050 0,0016
BERT 0,5618+ | 0,6982+ | 0,5395+ | 0,9981+ | 0,9469+

0,1045 0,0559 | 0,0712 0,0033 0,0040

B F-Skor N Dojruluk . Kosinkk B Gori Cajprrna BN ROC-AUC

(1]

Skor

074

06 4

[T

o o
e ot o
g %d@?\ ¢_¢

417

@_Y‘-

Modeller

Sekil 4.1 Modellerin performans metrikleri ve standart sapma
degerleri.

4.2. Transformer Modellerin Analizi

ELECTRA-small modeli en yiiksek dogruluk (%88) ve
F1-Skor (0,8840) degerlerine ulagarak genel performansta dnde
yer almistir. Model ayrica ¢ok diisiik standart sapma degerleri ile
tutarli performans sergilemistir.
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BERT ve DistilBERT modelleri yiiksek geri ¢agirma
degerlerine (sirastyla 0,9981 ve 0,9938) sahip olmalarina ragmen
disiik kesinlik degerleri nedeniyle genel dogrulukda zayif
performans gostermislerdir. Bu durum modellerin pozitif sinifla
uyumunun fazla oldugunu ve dengesiz tahminler {iirettigini
gOstermektedir.

BERT’ in test setindeki performanst dogruluk (%75,19)
capraz dogrulama ortalamasindan (%56,18) onemli Olciide
yiiksektir. Bu durum modelin veri dagiliminda hassas oldugunu
ve fold” lar arasinda tutarsiz performans sergiledigini
gostermektedir.

4.3. Geleneksel Derin  Ogrenme  Modellerinin
Performansi

Hierarchical Attention Network (HAN) geleneksel
modeller arasinda en 1yi performansi gostererek %80,95 dogruluk
elde etmistir. HAN’ 1n hiyerarsik yapis1 film yorumlarmin dogal
yapisint etkili bir sekilde modellemistir. BiLSTM+Attention
modeli %79 dogruluk ile dengeli bir performans sergilemistir.
Kesinlik (0,7978) ve Geri Cagirma (0,7782) degerlerinin yakin
olmast modelin dengeli tahminler iirettigini gostermektedir.
Dilated CNN 9%75,72 dogruluk ile uygun bir performans
gostermistir. Fakat transformer ve RNN tabanli modellerin
gerisinde kalmistir.

4.4. ROC AUC Analizi

ROC AUC degerleri incelendiginde tiim transformer
tabanli modellerin 0,94 iizerinde degerler aldig1 goriilmektedir.
ELECTRA-small (0,9539), BERT (0,9469) ve DistilBERT
(0,9423) yiiksek ayirt edicilik kapasitesine sahiptir. Bu durum,
modellerin probability skorlarinin giivenilir oldugunu ve esik
deger ayarlamasi ile performansin optimize edilebilecegini
gostermektedir.
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4.5. istatistiksel Anlamhhk Testi

Modeller arasi performans farkliliklarinin tesadiifi
olmadigin1 dogrulamak i¢in eslestirilmis t-testi uygulanmistir.
Her model ¢ifti i¢in, 5 fold’ daki dogruluk degerleri kullanilarak
t-istatistigi ve p-degeri hesaplanmistir. Tablo 4.2 de en yuksek
performansa sahip olan ELECTRA-small modelinin diger
modellerle karsilagtirilmasinda elde edilen sonuglar verilmistir.

Tablo 4.2. ELECTRA-small ile Diger Modeller Arasi Istatistiksel

Karsilastirma
Model Cifti t-degeri p-degeri
ELECTRA ve HAN 9,847 0,0006
ELECTRA ve BiLSTM+Attention 12,654 <0,0001
ELECTRA ve Dilated CNN 15,321 <0,0001
ELECTRA ve DistilBERT 7,893 0,0013
ELECTRA ve BERT 8,472 0,0009

ELECTRA-small’ un tiim diger modellerden istatistiksel
olarak anlamli sekilde iistiin oldugunu géstermektedir. Ozellikle
BiLSTM+Attention ve Dilated CNN ile karsilastirmada elde
edilen ¢ok diisiik p-degerleri (p<0,0001) performans farkliliginin
tesadiifi olmadigini kanitlamaktadir.

5. TARTISMA

Elde edilen bulgular ELECTRA-small modelinin hem
dogruluk hem de kaynak verimliligi agisindan diger modellere
karst belirgin bir TUstiinlik sagladigini gostermektedir. Bu
basarinin temelinde Replaced Token Detection (RTD) adli 6n
egitim (pre-training) yonteminin klasik Maskelenmis Dil
Modelleme (MLM) tekniklerine kiyasla ¢ok daha verimli bir
O0grenme silireci sunmasi bulunmaktadir. Sadece 14 milyon
parametreye sahip olan ELECTRA-small, model karmasikligini
optimize ederek asir1 0grenme riskini minimize etmektedir.
Ayrica duyarlilik ile geri ¢agirma arasinda dengeli bir performans
sergileyerek en yuksek F1-skoruna sahip olmustur.
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BERT ve DistilBERT modelleri ise %100’ e yakin geri
cagirma degerlerine ragmen beklenenden diisiik dogruluk
sergilemistir. Bu durum modellerin ¢ogu 6rnegi pozitif olarak
etiketleme egiliminde oldugunu ve bu durumun bir yanlilik
yarattigin1  kanitlamaktadir. IMDB veri setindeki metinlerin
uzunlugu ve karmasikligi standart modellerde hiperparametre
hassasiyetini artirmaktadir. Dilated CNN modelleri ¢ikarim
hizinda, HAN (Hierarchical Attention Network) ise yapisal
analizde alternatif birer gii¢ odag1 olarak 6ne ¢ikmaktadir. Sonug
olarak yiiksek dogruluk ve diisiik kaynak kullanimi1 gerektiren
pratik uygulamalarda ELECTRA-small en ideal secenek olarak
degerlendirilebilir. Negatif yorumlar1 yakalamanin kritik oldugu
senaryolarda ise esik degeri optimize edilmis BERT tiirevlerinin
kullanimi1 6nerilmektedir.

6. SONUC VE GELECEK CALISMALAR

Bu calismada, IMDB film yorumlar: iizerinde alt1 farkli
derin 6grenme modelinin duygu analizi performanslar1 kapsamli
olarak degerlendirilmistir. Sonuglar, ELECTRA-small modelinin
%88 dogruluk ve 0,8840 F1-Skor ile en iistiin performansi
sergiledigini gostermektedir. Calisma ayrica, model boyutu ve
performans arasinda dogrusal bir iligki olmadigini verimli 6n
egitim stratejilerinin  kritik 6nem tasidigim1i  da ortaya
koymaktadir.

Gelecek c¢alismalarda birden fazla modelin birlikte
kullanilmasi, film tiirlerine gore 6zellestirme ve farkl dillerdeki
yorumlarin incelenmesi gibi konular ele alinabilir. Ayrica
filmlerin farkli 6gelerine (oyunculuk, senaryo vb.) ayri ayri
bakilabilir ve modelin daha verimli hale getirilmesi i¢in ¢esitli
yontemler denenebilir.

218



Bilgisayvar Bilimleri ve Miihendisligi

KAYNAKCA

Bahdanau, D., Cho, K., & Bengio, Y. (2016). Neural Machine
Translation by Jointly Learning to Align and Translate.
Retrieved from http://arxiv.org/abs/1409.0473

Chanaa, A., & El Faddouli, N. eddine. (2021). E-learning Text
Sentiment Classification Using Hierarchical Attention
Network (HAN). International Journal of Emerging
Technologies  in  Learning,  16(13),  157-167.
doi:10.3991/ijet.v16113.22579

Cizmeci, I. H., & Incekara, H. (2025). Stacking Ensemble Based
Hybrid Machine Learning Approach for Predicting
Obesity Levels. In ICHORA 2025 - 2025 7th International
Congress on Human-Computer Interaction, Optimization
and Robotic Applications, Proceedings. Institute of
Electrical and Electronics Engineers Inc.
doi:10.1109/ICHORA65333.2025.11017164

Clark, K., Luong, M.-T., Le, Q. V., & Manning, C. D. (2020).
ELECTRA: Pre-training Text Encoders as Discriminators
Rather Than Generators. Retrieved from
http://arxiv.org/abs/2003.10555

Devlin, J., Chang, M.-W., Lee, K., & Toutanova, K. (2019).
BERT: Pre-training of Deep Bidirectional Transformers
for Language Understanding, 4171-4186. Retrieved from
http://arxiv.org/abs/1810.04805

Gan, C., Feng, Q., & Zhang, Z. (2021). Scalable multi-channel
dilated CNN-BiLSTM model with attention mechanism
for Chinese textual sentiment analysis. Future Generation
Computer Systems, 118, 297-300.
doi:10.1016/j.future.2021.01.024

219



Bilgisayvar Bilimleri ve Miihendisligi

He, B., Yang, Y., Wang, L., & Zhou, J. (2024). The Text
Classification Method Based on BiLSTM and Multi-Scale
CNN (Vol. 12).

Hochreiter, S., & Schmidhuber, J. (1997). Long Short-Term
Memory. Neural Computation, 9(8), 1735-1780.
doi:10.1162/neco.1997.9.8.1735

Huang, Y., Liu, Q., Peng, H., Wang, J., Yang, Q., & Orellana-
Martin, D. (2023). Sentiment classification using
bidirectional LSTM-SNP model and attention

mechanism. Expert Systems with Applications, 221.
do0i:10.1016/j.eswa.2023.119730

Islam, S., Zada, M., & Yoo, H. (2022). Highly Compact
Integrated Sub-6 GHz and Millimeter-Wave Band
Antenna Array for 5G Smartphone Communications.

IEEE Transactions on Antennas and Propagation, 70(12),
11629-11638. doi:10.1109/TAP.2022.3209310

Jahin, M. A., Shovon, M. S. H., Mridha, M. F., Islam, M. R., &
Watanobe, Y. (2024). A hybrid transformer and attention
based recurrent neural network for robust and

interpretable sentiment analysis of tweets. Scientific
Reports, 14(1). doi:10.1038/s41598-024-76079-5

Khan, L., Qazi, A., Chang, H. T., Alhajlah, M., & Mahmood, A.
(2025). Empowering Urdu sentiment analysis: an
attention-based stacked CNN-Bi-LSTM DNN with

multilingual BERT. Complex and Intelligent Systems,
11(1). doi:10.1007/s40747-024-01631-9

Kim, T. K. (2015). T test as a parametric statistic. Korean Journal
of Anesthesiology, 68(6), 540.
do0i:10.4097/kjae.2015.68.6.540

220



Bilgisayvar Bilimleri ve Miihendisligi

Kim, Y. (2014). Convolutional Neural Networks for Sentence
Classification, 1746-1751. Retrieved from
http://arxiv.org/abs/1408.5882

Kumar, S., Roy, P. P., Dogra, D. P, & Kim, B.-G. (2023). A
Comprehensive Review on Sentiment Analysis: Tasks,
Approaches and Applications. Retrieved from
http://arxiv.org/abs/2311.11250

Li, J. (2024). Area under the ROC Curve has the most consistent
evaluation for binary classification. PLoS ONE, 19(12
December). doi:10.1371/journal.pone.0316019

Ling, M., Chen, Q., Sun, Q., & Jia, Y. (2020). Hybrid Neural
Network for Sina Weibo Sentiment Analysis. |EEE
Transactions on Computational Social Systems, 7(4),
983-990. doi:10.1109/TCSS.2020.2998092

Maas, A. L., Daly, R. E., Pham, P. T., Huang, D., Ng, A. Y., &
Potts, C. (2011). Learning Word Vectors for Sentiment
Analysis. In Proceedings of the 49th Annual Meeting of
the Association for Computational Linguistics: Human
Language Technologies (pp. 142—150). Portland, Oregon,
USA: Association for Computational Linguistics.
Retrieved from http://www.aclweb.org/anthology/P11-
1015

Ouyang, S. (2024). Deep learning for sentiment analysis on
IMDB movie reviews using N-gram features. Applied and
Computational Engineering, 35(2), 56-63.
doi:10.54254/2755-2721/35/20230361

Papadimitriou, O., Al-Hussaeni, K., Karamitsos, I, &
Maragoudakis, M. (2025). Fine-Tuning BERT for Robust
Sentiment Classification of IMDb Reviews. In A.
Papaleonidas, E. Pimenidis, H. Papadopoulos, & I.
Chochliouros (Eds.), Artificial Intelligence Applications

221



Bilgisayvar Bilimleri ve Miihendisligi

and Innovations. AIAI 2025 IFIP WG 12.5 International
Workshops (pp. 69-79). Cham: Springer Nature
Switzerland.

Puspita, R., & Rahayu, C. (2023). Sentiment Analysis on IMDB
Movie Reviews using BERT. Indonesian Journal of
Artificial Intelligence and Data Mining, 6(2), 179.
doi:10.24014/ijaidm.v6i2.24239

Rietveld, T., & van Hout, R. (2015). The t test and beyond:
Recommendations for testing the central tendencies of
two independent samples in research on speech, language
and hearing pathology. Journal of Communication
Disorders, 58, 158-168.
doi:10.1016/j.jcomdis.2015.08.002

Roy, D., & Dutta, M. (2022). Optimal hierarchical attention
network-based  sentiment analysis for  movie

recommendation. Social Network Analysis and Mining,
12(1). doi:10.1007/s13278-022-00954-0

Sanh, V., Debut, L., Chaumond, J.,, & Wolf, T. (2020).
DistilBERT, a distilled version of BERT: smaller, faster,
cheaper and lighter. Retrieved from
http://arxiv.org/abs/1910.01108

Singh, S. K., & Singla, N. (2023). Sentiment Analysis on IMDB
Review Dataset. Journal of Computers, Mechanical and
Management, 2(6), 18-29.
doi:10.57159/gadl.jcmm.2.6.230108

Stone, M. (1974). Cross-Validatory Choice and Assessment of
Statistical Predictions. Journal of the Royal Statistical
Society Series B: Statistical Methodology, 36(2), 111-133.
doi:10.1111/5.2517-6161.1974.tb00994.x

Su, B., & Peng, J. (2023). Sentiment Analysis of Comment Texts
on Online Courses Based on Hierarchical Attention

222



Bilgisayvar Bilimleri ve Miihendisligi

Mechanism. Applied Sciences (Switzerland), 13(7).
doi:10.3390/app13074204

Tabinda K., S., Asghar, S., & Naz, S. (2022). Transformer-based
deep learning models for the sentiment analysis of social
media data. Array, 14. doi:10.1016/j.array.2022.100157

Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L.,
Gomez, A. N., ... Polosukhin, I. (2017). Attention is All
you Need. In I. Guyon, U. Von Luxburg, S. Bengio, H.
Wallach, R. Fergus, S. Vishwanathan, & R. Garnett (Eds.),
Advances in Neural Information Processing Systems (Mol.
30). Curran Associates, Inc. Retrieved from
https://proceedings.neurips.cc/paper_files/paper/2017/fil
e/3f5ee243547dee91fbd053clc4a845aa-Paper.pdf

Wankhade, M., Annavarapu, C. S. R., & Abraham, A. (2024).
CBMAFM: CNN-BILSTM Multi-Attention Fusion
Mechanism for sentiment classification. Multimedia Tools
and Applications, 83(17), 51755-51786.
doi:10.1007/s11042-023-17437-9

Yang, Z., Yang, D., Dyer, C., He, X., Smola, A., & Hovy, E.
(2016). Hierarchical Attention Networks for Document
Classification. In K. Knight, A. Nenkova, & O. Rambow
(Eds.), Proceedings of the 2016 Conference of the North
American Chapter of the Association for Computational
Linguistics: Human Language Technologies (pp. 1480-
1489). San Diego, California: Association for
Computational Linguistics. doi:10.18653/v1/N16-1174

Zhang, B. (2023). A BERT-CNN Based Approach on Movie
Review Sentiment Analysis. SHS Web of Conferences,
163, 04007. doi:10.1051/shsconf/202316304007

223



Bilgisayvar Bilimleri ve Miihendisligi

MUHENDISLIKTE SANAL GERCEKLIK
TEKNOLOJILERI

Riya AKINCI!
Cenap GUVEN?

1. GIRIS

Son yillarda giincel miihendislik uygulamalarinda bir¢ok
alan dijital doniisiimden etkilenmektedir. Bu doniisiimiin en
onemli  teknolojilerinden  biride sanal gergeklik (VR)
uygulamalandir. Sanal gerceklik uygulamalar ilk asamalarda
eglence sektoriiyle bagdastirilmaktaydr ancak giiniimiizde bu
uygulamalar muhendislik disiplinlerinde de ilerleme yakalayarak
bir¢cok miihendislik alaninda kullanilmaya baslanmistir (Ho vd.,
2025).

Sanal gerceklik uygulamalarinin gelisiminde; artan
hesaplama giicii, hareket izleme sensorleri ve giiclii yazilim
motorlarinin geligimi ile birlikte sanal gergeklik uygulamalari
oOzellikle muhendislik teknolojilerinde problemlerin
¢cozllmesinde onemli bir ara¢ haline gelmistir (Rostami vd.,
2025).

Modern miihendislik ¢oziimlerinde miihendisler, egitim
ve endiistri i¢in dijital ortamlar tasarlayarak gelistirmektedirler.
Bu yondeki ¢alismalar, etkilesimli simiilasyonlar olusturmayzi,
tasarim siireglerini kolaylagtirmay1 ve gelistirmeyi ayn1 zamanda

L Ogr. Goér., Harran Universitesi, Teknik Bilimler Meslek Yiiksekokulu, Elektronik
ve Otomasyon Bélimi, ORCID: 0000-0001-6272-1178.

2 QOgr. Gor. Dr., Harran Universitesi, Teknik Bilimler Meslek Yiiksekokulu,
Elektronik ve Otomasyon Boélimii, ORCID: 0000-0001-9868-3249.
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da ingaat, imalat ve egitim gibi sektorlerde gelisimi destekler
(Lampropoulos vd., 2025).

Sanal gerceklik uygulamalari; insaat, elektrik elektronik,
endiistri, makine gibi birgok mihendislik alanlarinda
kullanilmaktadir. Bu miihendislik alanlarinin ayni zamanda
egitiminde de kullanilmaktadir.

2. SANAL GERCEKLIK SISTEM BiLESENLERI

Sanal gergeklik sistemleri, kullanicilara sanal gergeklik
ortaminda sanki fiziksel bir ortamdaymig gibi gergeke¢i bir
deneyim sunar. Bu gercekligi saglayabilmek i¢in ¢aligmalarda
biitiinlesik sistemler kullanilmaktadir. Tasarlanan sistemler
egitim, saglik, miihendislik ve mimarlik gibi bir¢ok alanda
kullanilmaktadir. Tasarlanan sistemler, donanim ve yazilim
bilesenlerinden olusmaktadir.

2.1. Temel Donanim Bilesenleri
2.1.1. Bashk Ekranlan

Kullanicinin dogrudan g6z hizasinda goriintii saglayan
ekranlar ve lenslerden olusmaktadir. Bu cihazlar, basa
takilabilmektedir ve ayn1 zamanda kullanicinin sanal ortami 3
boyutlu ve daha gergekei algilayabilmesini saglamaktadir (Lai,
2024; Zeng, ve Zhao, 2023).

Sekil 1. Head-Mounted Display (HMD) (Aleger Global, t.y.)
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2.1.2. Hareket Takip Sensorleri

Kulanicilarin el, bag ve viicut hareketlerini algilayan
sensorlerdir bunlar, eldiven, IMU, kamera vb. dir. (Alakus vd.,
2021; Caserman vd., 2019).

Sekil 2. IMU Sensoru, Eldiven, Kamera
2.1.3. Giris Cihazlar:

El kumandalari, eldivenler ya da hareket yakalama
sistemleri ile kullanici sanal ortam ile dogrudan iletisime gegerek
gercek ortam deneyimi yasar (Alakus vd., 2021).

2.1.4. Ses Sistemleri

Kulakliklar ve mikrofonlar gibi cihazlar ile kullanici sanal
gerceklik ortamu ile etkilesime girerek isitsel bir deneyim yasar
(Yao, 2017).

2.1.5. Haptik Geri Bildirim

Titresim ya da dokunsal bildirim ile sanal gergeklik
ortaminda daha gercekgi bir deneyim sunar. Bu sayede kullanici
hem eglenebilecek hem de oldukca gercekgi bir deneyim elde
edebilecektir (Shi ve Shen, 2024).

2.2. Temel Yazihm Bilesenleri
2.2.1. Kullamic1 Arayiizii

Kullanict arayiizli, kullanicinin sistem ile ekilesim
kurmasin1  saglayan bir aractir. Ozellikle sanal gergeklik
uygulamalarinda kullanilan kullanict  arayiizleri donanim
alanindaki gelismeler ile birlikte hizla gelismektedir. Sanal
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gerceklik araytizleri geleneksel arayiizlere kiyasla, mekansal
etkilesim, duyusal geribildirim ve bagka kullanicilarin
kullanimina olanak saglamaktadir.

2.2.2. insan-Bilgisayar Etkilesimi

Kullanicinin bir bilgisayar sistemiyle etkilesim kurdugu
boliimdiir. Burada kullanici, bedenini, bakisini duygularini el ya
da kol hareketlerini giris olarak kullanarak bilgisayar ile
etkilesimini dogal ve sezgisel bir sekilde kurmasini saglar. Son
yillarda Ozellikle el ve beden hareketleri, ses gibi verilerin arayiiz
lizerine olan etkilesimi lizerine ¢alisilmaktadir (Yang, vd., 2019).
Sekil 3 de insan bilgisayar etkilesiminin akis semasi yer
almaktadir.

Bilgisayar /
Sisten
(Kontrol ve Karar
Algoritmalan)

Cikh
(Gérsel, Isitsel,
VR)

Hareket ve sensdr :'f“ |.§Iema
Kullame — ve

el (F
ST Yorumlama)

A

Sekil 3. insan Bilgisayar Etkilesimi
2.2.3. VR / Donanmim Soyutlama Katmani

Sanal gergeklik uygulamalarinda bir¢ok sensor, ekran,
kameralar gozlukler el g6z takibi yapan yapan bir¢ok cihaz
biraraya gelmektedir. Ancak bunlarin hepsinin kontrol edilmesi
ve kullanilmast pek miimkiin degildir. Bu durumlarda bazi
donanimlarin soyutlanmasi gerekir. Bu nedenle, soyutlama
katmani kullanilarak tek tip bir yazilim sistemi kurulmaktadir
(Huzaifa, vd., 2022). Sekil 4’ de donanim soyutlama katmaninin
sistem tlizerindeki yeri goriilmektedir. Donanim soyutlama
katmaninin sistem i¢in faydalar1 ise sunlardir;

1. Donanim heterojenligini gizleme, burada farkl
tireticilerin iirettigi donanimlar ortak bir API ile sunularak sanal
gerceklik yazilimlarinin taginilabilirligini arttirir.
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2. Gergek zaman takibi, burada ger¢ek zamanli olarak
sensoOrlerden alinan veriler gecikmelerinin diistiriilmesi igin
sensOr akislarin1  ve senkronizasyonunu merkezi olarak
yonetmektedir.

3. Enerji ve Kaynak Yonetimi, burada mobil ya da diger
cihazlarda, algilama ve yapay zeka gorevleri i¢in gilic ve
performans dengesini saglayabilmek icin gii¢c optimizasyonunu
saglar (Huzaifa, vd., 2022).

‘ 4 Uygulama 4> ‘

iL Cekirdek ﬂ

Donanim Soyutlama Katmani

CPU Hafiza MMU Zamanlayici Port/Aygitiar

Sekil 4. Donanim Soyutlama Katmam
2.2.4. Fizik ve Simulasyon Motoru

Sanal gerceklik ortaminda yer alan nesnelerin, dijital
ikizlerin veya mekanizmalarin gercek diinya fizik kurallarina
gore hareket etmelerini ve tepki gosterlerinin saglandigi yazilim
bilesenidir. Fizik motoru, ¢arpisma, deformasyon, dokunma gibi
davraniglar1 gercek zamanda ve kabul edilebilir dogrulukta
tiretmek i¢in kullanilmaktadir. Son c¢aligmalarda, yazilimlar
komplekslestigi i¢cin Ozellikle GPU hizlandirma, hibrit fizik
yapay zeka modellerinin (izerine yogunlasilmaktadir (Chen, vd,
2024). Sekil 5° de Unity fizik motorunda tasarlanmis bir oyunun
gorseli yer almaktadir.
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Sekil 5. Basketbol VR Arayizi (Villada Castillo, vd., 2025)

2.2.5. Yapay Zeka ve Kontrol Algoritmalar:

Yapay zeka ve kontrol algoritmalari, sanal gercekligin
kullanildigi ~ sistemlerde  sensorlerden, kullanicidan veya
kameralarda alinan veriler islenerek akilli adaptif ve gergek
zamanli kararlar almasini saglayan yazilim bilesenleridir. Bu
bilesen, sistemin sadece tepki vermesini degil ayni zamanda
ogrenen ve kigisellestirilebilen bir yapida olmasini saglamaktadir.
Bu yazilimin amaci, kullanicidan verileri dogru bir sekilde alarak
ortama ve kullaniciya gore kontrol saglamak ve performansi
arttiran  6grenme  mekanizmalar1  olusturmaktir.  Yapilan
calismalarda en ¢ok sanal gerceklik uygulamalarinda en ¢ok
kullanilan yapay zeka tekniklerinin makine &grenmesi, derin
O0grenme ve pekistirmeli O6grenme oldugu goézlemlenmistir
(Ribeiro de Oliveira, vd., 2021). Sekil 6 da kullanilan yapay zeka
algoritmasi, kullanicidan EMG sinyalini aliyor ve kas aktivitesi
oOlgiilerek farkli nesnelerin farkli giicler uygulaninca pargcalanma
oranini hesapliyor (Shin, vd., 2024).
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— L] ‘3 + i 'atk"'b
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(@) (b)

Sekil 6. Sistemin genel yapisi (a), kasa takilan EMG elektrotlari
(b) (Shin, vd., 2024)

3. MUHENDISLIiKTE KULLANIM ALANLARI

3.1. Makine Miihendisligi (Uriin Tasarim, imalat ve
Tasarim Gozden Gecgirme)

Otomotiv ve imalat yapan sirketlerde sanal gergeklik
konsept degerlendirme, ergonomi analizi montaj adimlarini test
etme ve tasarim adimlarinda yer alan karar mekanizmalarinin
daha hizli bir sekilde karar almasi i¢in kullanilmaktadir. Uretim
asamasinda ise tasarimlarin sanal gergeklik tabanli olarak 3
boyutlu incelenmesi saglanmaktadir. Ayni zamanda farkli
disiplinlerdeki calisanlarin sistemi daha kolay algilayabilmesi
saglanmaktadir (Wolfartsberger, vd., 2019).

3.2. insaat, Altyap: ve Yeralt1/ Maden Miihendisligi

Sanal gerceklik, yapi, altyapt ve maden projelerinde
gorsellestirme, santiye planlama, siire¢ simiilasyonu ve dijital ikiz
tabanli izleme sistemlerinde kullanilmaktadir. Ozellikle insaat ve
madencilikte riskli islerde sanal is giivenligi egitimi, tehlike
tanima, ylksekte calisma ve ekipman kullaniminda farkindalik
kazanadirma ve egitim vermeyi saglamaktadir (Wang, vd., 2018).
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3.3. Elektrik-Elektronik ve Kontrol Miihendisligi

Elektromanyetizma gibi soyut kavramlarin 3 boyutlu
gorsellestirerek konu anlasilirligit ve problem ¢6zme becerisini
arttirarak sanal gergeklik tabanli labaratuvar olusturma
uygulamalarinda kullanilmaktadir (Singh, G., 2020). Kontrol
uygulamalarinda scada benzeri arayuzler sanal gergeklik
ortaminda olusturularak operatdrlerin sistemi sanal ortamda
izleyerek kumanda edebilmesi saglanmaktadir. Bu uygulama
operatorlerin daha heyecanli bir sekilde calisma yapmasini
saglamaktadir (Kizilov, vd., 2023).

3.4. Mekatronik / Robotik ve Otomasyon Miihendisligi

Mekatronik ve robotik otomasyon alaninda 6zellikle robot
teleoperasyonu, endiistriyel robot egitimi, insan-robot igbirligi ve
tehlikeli ortamlarda gorev almast igin kullanimaktadir.
Calismalar, sanal gercekligin hem giivenligi hem de kullanici
performansimi arttirdigini  gostermektedir. Yapilan calismalar,
askeri mobil robot TAROS i¢in bir sanal gerceklik ortami
tasarlanmistir. Bu ortama mobil robotun bir dijital ikizi
yerlestirilerek robotun sezgisel kontrolii ve daha iyi durum
farkindalign kazanmasi saglanmistir. Ozellikle manipiilator igin
ekstra ani ¢arpisma sistemide entegre edilerek robotun
kontroliiniin daha verimli bir sekilde uygulanmasi saglanmistir
(Kot, vd., 2018). Baska bir ¢aligmada sanal gergeklik ve dijital
ikiz ile yol bakim gibi tehlikeli sahalarda dinamik sahnenin
yeniden olusturulmasiyla teleoperasyon ile operatoriin uzaktan
carpigmadan kagimarak kontrol saglamasina olanak sunuyor
(Bavelos, vd., 2024).

3.5. Biyomedikal Miihendisligi

Biyomedikal miihendisliginde sanal gerceklik 6zellikle
norolojik rehabilitasyon, sanal cerrahi ve tip egitimi biligsel
rehabilitasyon ve biyomedikal veri gorsellestirme alanarinda
hizla yayginlasmaktadir. Ozellikle rehabilitasyon ¢alismalarinda
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son yillarda sanal gerceklik uygulamalar1 yayginlagmistir. Sanal
gercekligin iist ya da alt ekstremite motor fonksiyonlarini, denge,
ylriime ve glinliikk yasam aktivitelerini 6nemli 6l¢iide 1yilestirdigi
ve terapi seanslarim1 daha eglenceli hale getirerek hastaya
psikolojik olarak iyi geldigi anlagilmistir (Zhang, vd., 2021;
Sveistrup, vd., 2004). Aynm1 zamanda sanal gergeklik cerrahi
simiilatorlerde de kullanilmaktadir. Bu simiilatorler artroskopi
gibi alanlarda teknik beceriyi, hiz ve dogrulugu arttirarak gergek
ameliyathane performansina katki saglamaktadir (Dhillon, vd.,
2024).

3.6. Havacilik ve Uzay Miihendisligi

Sanal gerceklik, havacilik ve uzay miihendisliginde
ucus/astronot egitimi ve tasarim, analiz ve planlama igin
kullanilmaktadir. Pilot egitiminde kullanilan sanal gerceklik
sistemi hem diisiik maliye hem de kullanictya durumsal bir
farkindalik katmaktadir (Cross, vd., 2022). Ucak ve roket
tasarim1 ¢aligmalarinda sanal gergeklik, kompresor kanadi,
ucak/roket alt sistemlerinin 3 boyutlu olarak incelenmesini
saglamaktadir. Ayrica aero tasarim anlayisint gelistirmekte ve
hizli iterasyon ve veri analitigini saglamaktadir (Tadeja, vd.,
2020).

3.7. Yazilim ve Bilgisayar Miihendisligi

Sanal gerceklik, yazilim ve bilgisayar miihendisliginde
hem Ogretim ortami olusturmak hem de arge platformu olarak
kullanilabilmektedir. Yazilim gelistirme uygulamalarinda sanal
gergeklik ortaminda yazilim gelistiriciyi 3 boyutlu bir proje
ortamina yerlestirerek kod yapilarini, gorev yonetimini ve etkip
etkilesimini saglamaktadir (Giileg, vd., 2018).
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4. SONUC

Bu ¢aligmada sanal gergeklik teknolojilerinin mithendislik
alanlarindaki kullanimi incelenmistir. Calismada sanal gerceklik
bilesenleri aciklanmis ve bunlarin tiimlesik bir sekilde
kullanilmasmin sanal gerceklik ortaminin daha gercekei,
etkilesimli ve daha giivenilir bir sekilde olusturmasini miimkiin
kilmaktadir.

Miihendislik uygulamalarinda, sanal gerceklik; tasarim,
egitim, analiz ve simiilasyon ¢alismalarinda oldukg¢a iyi
performans gosterdigi anlagilmistir. Fizik ve simiilasyon
motorlar1 sayesinde gergek diinyadaki fiziksel performans sanal
gerceklik ortaminada aktarilabilmektedir. Ayn1 zamanda yapay
zeka ve 6grenme tabanli kontrol algoritmalari sayesinde sistemler
adaptif ve gergek zamanl olarak kontrol edilebilmektedir. Bu
sayede sistemler kisiye 6zel olarak kontrol edilebilmektedir.

Sonug olarak sanal gerceklik teknolojileri mihendislik
caligmalarinda sadece gorsellestirme amaciyla degil; aym
zamanda karar verme sistemi kontrol etme gibi bdtin bu
parametreleri biitiinciil bir sekilde birlestiren bir yapiy1
sunmaktadir. Gelisen donanim ve yazilim teknojileri ile birlikte
Oniimiizdeki yillarda daha yayginlasarak akilli ve disiplinler arasi
¢Oziimler sunmasi beklenmektedir.
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TURKIYE BAGLAMINDA BUYUK DIiL
MODELLERINDE RiSKLER, GUVENLIK VE
UYUM YAKLASIMLARI

Fesih KESKIN!?
Gulser OZz2

1. GIRIS

Dogal Dil isleme (NLP, Natural Language Processing)
alani, 6lgeklenen veri ve hesaplama giicii sayesinde Biiyiik Dil
Modellerinin  (LLM, Large Language Models) hizla
olgunlagsmasiyla yeni bir doneme girmistir. Transformer tabanli
mimarilerle egitilen bu modeller, metin Uretimi, muhakeme,
Ozetleme ve kod Uretimi gibi yetenekleriyle kamu ve 06zel
sektorde kritik sureclere entegre edilmektedir (Abdali, Anarfi,
Barberan, He, & Shayegani, 2024). Bununla birlikte, LLM’lerin
kritik altyapilara ve hassas karar siireglerine yerlesme hizi,
giivenlik ve emniyet mekanizmalarinin ayni hizla olgunlasmasini
her zaman miimkiin kilmanmustir. Internetten derlenen biiyiik
Olcekli ve cogu zaman denetimsiz veri iizerinde 6n egitim yapan
modeller, bu verinin tasidig1 Onyargilari, toksik Oriintiileri ve
giivenlik aciklarin1 da igsellestirebilmekte; bu durum hem
toplumsal zarar riskini hem de kotiye kullanim ihtimalini
artirmaktadir (Weidinger, ve digerleri, 2021).

Bu noktada, Yapay zekd emniyeti ile Yapay zeka
giivenligi arasindaki ayrim islevseldir. Yapay zekd emniyeti,
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Ars. Gor, Igdir Universitesi Miihendislik Fakiiltesi Bilgisayar Miihendisligi,
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modelin amag¢ fonksiyonundan, egitim verisinden veya tasarim
tercihlerinden kaynaklanan istenmeyen zararlari Onlemeyi
hedefler; toksik ¢ikti, ayrimci ifade ve haliisinasyon buna dahildir
(Shi, ve digerleri, 2024). Yapay zeka giivenligi ise kasith
saldirilara, dis tehdit aktorlerine ve sistem biitlinliigiinii ihlal eden
davraniglara odaklanir; jailbreak, veri zehirleme ve istem
yonlendirme bu gruptadir (Akiri, Simpson, Aryal, Khanna, &
Gupta, 2025; Abdali, Anarfi, Barberan, He, & Shayegani, 2024).
Tiirkiye’de kurumsal uygulamalar agisindan bu ayrim, bir yandan
uyum ve etik gereklilikleri (6zellikle Kisisel Verilerin Korunmasi
Kanunu, KVKK, Law on the Protection of Personal Data) diger
yandan siber giivenlik kontrolleri ve saldir1 yiizeyi yonetimi
arasindaki gorev paylasimini netlestirmeye yardimci olur.

LLM risklerini degerlendirmek i¢in bu boliim ii¢ ana risk
alanin1 esas alir: ayrimcilik ve toksisite, bilgi tehlikeleri
(mahremiyet ve veri sizintist), kotliye kullanim ve teknik
zafiyetler (Weidinger, ve digerleri, 2021). Tiirkiye baglami, bu
alanlarin her birinde yerellestirme ihtiyacim giiglendirir. Ornegin
Tiirkge, dilbilgisel olarak cinsiyetsiz bir {igiincii tekil sahis
zamirine sahiptir; “o0” hem he hem she hem it karsiligidir. Buna
ragmen LLM’ler, 0Ozellikle ceviri veya ¢ikarim iiretirken
toplumsal cinsiyet kalip yargilarim1 iceren varsayimlar
ekleyebilmektedir (Caglidil, Ostendorff, & Rehm, 2024). Benzer
sekilde, KVKK’nin 6zel nitelikli veri rejimi, LLM’lerin egitim ve
cikt1 asamalarinda kisisel veriyi “hatirlama ve yeniden {iretme”
riskine kars1 daha siki bir uyum ihtiyact dogurur (Kisisel Verileri
Koruma Kurumu (KVKK), 2025). Teknik tarafta ise Turkgenin
eklemeli yapisi, tokenizasyon kalitesi tizerinden hem performansi
hem de emniyet filtrelerinin etkinligini etkileyen bir risk
kaynagidir (Bayram, ve digerleri, 2025).

Asagidaki tablo, risk siniflarini kiiresel 6rneklerle birlikte
Turkiye’ye 6zgl gorunumleriyle dzetler.
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Tablo 1. Biiyiik Dil Modellerinde temel risk alanlar: ve Tiirkiye
baglamindaki yansimalari

Risk alam  Kiresel goriinim

Tiirkiye baglaminda tipik yansima

Nefret sdylemi,
stereotiplestirme,
dislayic dil ve toksik
icerik Uretimi
(Weidinger, ve
digerleri, 2021)
Kisisel verinin modele
sizmasi, ¢iktida PII
tretimi (P11,
Personally Identifiable
Information) ve gizli
bilgi ifsast (Abdali,
Anarfi, Barberan, He,
& Shayegani, 2024)

Kandirma,
dolandiricilik,
propaganda; istem
yonlendirme ve veri
zehirleme gibi
saldirtlar (Abdali,
Anarfi, Barberan, He,
& Shayegani, 2024)

Ayrimcilik ve
toksisite

Bilgi
tehlikeleri

Kotuye
kullanim ve
teknik zafiyet

“0” zamirinin cinsiyetsiz yapisina
ragmen ceviri ve baglamsal
¢ikarimda cinsiyet varsayimi; ortiikk
hakaret ve ironiye dayali saldirgan
dilin yakalanmasinda zorluk
(Caglidil, Ostendorff, & Rehm, 2024)

KVKK’nin agik riza ve 6zel nitelikli
veri kosullart; silme hakki ve
modelden veri “unutturma” gerilimi
(Kisisel Verileri Koruma Kurumu
(KVKK), 2025; Vassilev, 2025)

Derin sahte iceriklerle segim
giivenligi ve itibar saldirilart; Tiirkge
token pargalanmasi nedeniyle filtre
zayiflamasi ve baglam kayb1 (Belada,
2024; Bayram, ve digerleri, 2025)

Bu risk alanlari, kiiresel ¢ergevelerle uyumlu sekilde ele
alinmalidir. Ornegin NIST Yapay Zeka Risk Yénetimi Cercevesi
(Tabassi, 2023) kurumsal risk yonetisimi i¢in temel ilkeleri sunar;
ancak Turkiye’de uygulama, Turkcenin dilsel 6zellikleri ile
KVKK ve Tiurk Ceza Kanunu (TCK, Turkish Penal Code) gibi
diizenlemelerin gerekleri iizerinden yerellestirilmek zorundadir
(Akbulut, 2023; STB & CDDO, Ulusal Yapay Zeka Stratejisi

2021-2025, 2021).
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2. TURKCE LLM’LERDE DILBILIMSEL VE
TEKNIiK RISKLER

Tirkiye’de LLM tabanli uygulamalarin kalitesi ve
emniyeti, yalmizca modelin blyiikligiyle degil, Tiirkceye
uyumlu bilesenlerin tasarimiyla belirlenir. Bu noktada
tokenizasyon, Onyargi liretimi ve toksik igerik tespiti 6ne ¢ikar.

Tiirkge eklemeli bir dildir. Kok iizerine ¢ok sayida ek
eklenerek tek kelimede yogun anlam tasinabilir. Tokenlestirme
algoritmalari, 6zellikle Ingilizce merkezli alt birim ydntemleriyle
(6rnegin BPE) egitilmigse, Tiirkge kelimeleri anlamli morfem
smirlarindan kopararak parcalayabilir. “Evlerimizden™ gibi bir
kelimenin *“ev-ler-imiz-den” bic¢iminde anlamli bilesenlerle
temsil edilmesi idealken, anlamsal olarak zayif parcaciklara
boliinmesi baglam kaybina ve daha fazla token tiiketimine yol
acar (Bayram, ve digerleri, 2025). Bu durum yalnizca verimlilik
ve gecikme maliyeti yaratmaz; ayni zamanda emniyet filtrelerinin
belirli kaliplar1 yakalama kapasitesini de diisiirebilir. Filtreler
belirli sozclk bigimlerine veya n-gram oriintiilerine dayaniyorsa,
parcalanma bu oruntuleri goriinmez hale getirebilir. Dolayistyla
Tirkge i¢in token safligini artiran, morfoloji farkindalig: yiiksek
tokenizasyon tasarimlari, hem performans hem de emniyet

acisindan kritik bir hafifletme alamidir (Bayram, ve digerleri,
2025).

Ikinci risk alani kiiltiirel ve toplumsal Onyargilardir.
Tiirkge dilbilgisel olarak cinsiyet belirtmedigi halde, LLM’ler
egitim  verisindeki ~ dagilimlari  yansitarak  cinsiyetle
iligkilendirilmis meslek kaliplarin1 {iretime tasiyabilir. Ceviri
senaryolarinda “o bir doktor” ifadesinin erkek zamiriyle, “o bir
hemsire” ifadesinin kadin zamiriyle verilmesi buna tipik bir
ornektir (Caglidil, Ostendorff, & Rehm, 2024). Bu tiir 6nyargilar,
ise alim, performans degerlendirme, miisteri temsil siirecleri veya
egitimde yonlendirme gibi alanlarda adaletsiz sonuglara
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doniisebilir. Bu nedenle Tirkiye’de LLM degerlendirmeleri,
sadece genel dogruluk OoOlciitleriyle degil, Tiirkce baglamli
ayrimcilik ve temsil zararlarim1 Olgen test setleriyle de
desteklenmelidir.

Uciincii olarak, Tiirkgede toksik icerik tespiti cogu zaman
ortiilk anlam, ironi ve baglama dayali saldirganlik {izerinden
ilerler. Ingilizce igin iyi ¢aligan normalizasyon ve anahtar kelime
tabanli yaklagimlar Tiirkcede benzer performansi
gostermeyebilir; ayrica eklemeli yapi, saldirgan kelimelerin farkli
eklerle c¢ogaltilmasim1  kolaylastirir. Bu durum, baglam
farkindalig1 yiiksek siniflandiricilarin ve Tiirkge odakli veri
artirma tekniklerinin gerekliligini ortaya koyar (Tanyel,
ALKURDI, & AYVAZ, 2024). Kurumsal uygulamalarda,
ozellikle kullanictyla dogrudan etkilesen sohbet botlarinda,
toksisite tespiti sadece model i¢i politika katmanina
birakilmamali; bagimsiz denetleyici siniflandiricilar ve insan
denetimli siiregler ile tamamlanmalidir.

3. TURKIYE’DE HUKUKI SISTEM VE
DUZENLEMELER ACISINDAN RiSKLER

LLM’lerin Tirkiye’de kullanimi, teknik risklerin 6tesinde
KVKK uyumu, telif ve fikri miilkiyet sorunlari ile ceza
sorumlulugu tartismalar1 nedeniyle c¢ok katmanli bir hukuki
degerlendirme gerektirir.

KVKK agisindan en kritik konu, egitim verisinin temini
ve model ¢iktilarinin kisisel veri isleme sayilip sayilmadigidir.
Biiyiik veri kiimelerinin web kazima yoluyla toplanmasi
yaygindir; ancak KVKK rehber yaklagimi, kisisel verinin
alenilestirilmis olmasinin sinirsiz isleme serbestisi dogurmadigini
vurgular. Kisinin veriyi kamuya acik hale getirme iradesi belirli
bir amagla smirli olabilir; bu amag¢ dist model egitimi, amacla
sinirlilik ilkesini ihlal edebilir (Kisisel Verileri Koruma Kurumu
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(KVKK), 2025). Bu nedenle LLM gelistiren veya kullanan
aktorlerin, hangi veri kategorilerini hangi hukuki dayanakla
isledigini acgikca belgelemesi, veri minimizasyonu uygulamasi ve
miimkiin oldugunda 06zel nitelikli veriyi egitim siirecinden
dislamasi gerekir.

KVKK’nin veri sahibi haklariyla LLM’lerin teknik dogas1
arasinda belirgin bir gerilim vardir. Silme ve yok etme talepleri,
klasik veri tabanlarinda dogrudan uygulanabilirken, LLM’lerde
kisisel verinin agirliklarda temsili nedeniyle “unutma” talebi
teknik agidan zorlasir. Makine unutturma (machine unlearning)
yaklagimlart gelismekle birlikte, maliyetli olabilir ve her zaman
kesin garanti vermeyebilir (Vassilev, 2025; Shi, ve digerleri,
2024). Bu gergek, kurumlarin uyum riskini artirir. Uygulamada
daha giivenli bir yaklagim, kisisel verinin modele girmesini
azaltan 6nlemler, egitim verisinde otomatik PII temizleme, egitim
sirasinda  mahremiyet artirict  teknolojiler (PET, Privacy
Enhancing Technologies) ve ¢iktida hassas veri sizintisini tespit
eden denetim katmanlarinin birlikte kullanilmasin1 gerektirir
(Kisisel Verileri Koruma Kurumu (KVKK), 2025).

Fikri mulkiyet boyutunda, Fikir ve Sanat Eserleri Kanunu
(FSEK, Law on Intellectual and Artistic Works) cercevesinde
eser sahibinin gercek kisi olmasi ilkesi onemlidir. Bu nedenle
mevcut yaklasim, LLM’nin eser sahibi olarak kabul edilmemesi
yonindedir; Uretimin telif statiisii ise insan katkisinin diizeyine
gore degerlendirilebilir (Kizrak, ve digerleri, 2019; Dericioglu
Egemen, ve digerleri, 2024). Bunun yaninda, telifli eserlerin
egitim verisinde izinsiz kullanimi ve model ¢iktisinda telifli
metinlere asir1 benzerlik iiretilmesi, hem eser sahipligi tartismasi
hem de ihlal iddialar1 dogurabilir. Tiirkiye’de bu alanin yargi
ictihad1 ile netlesmesi zaman alabilecegi i¢in, kurumsal risk
yonetimi lisanshi veri setleri, agik lisansh kaynaklar ve telifli
icerik filtreleme yaklagimlariyla desteklenmelidir.
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Ceza hukuku bakimindan, Tiirkiye’de LLM’nin fail
olarak kabul edilmesi miimkiin degildir; ceza sorumlulugu
sahsidir ve yapay sistemlerin kast veya taksirle hareket ettiginden
s0z edilemez (Kizrak, ve digerleri, 2019). Buna ragmen LLM’ler,
dolandiricilik, sahtecilik, kisilik haklarina saldiri, 6zel hayatin
gizliligini ihlal gibi suglarda arag olarak kullamlabilir. Ornegin
bir kisinin LLM ile kimlik avi metni iiretip bunu biligim sistemleri
tizerinden kullanmasi halinde, sucun faili kullanan kisidir ve TCK
hiikkiimleri uygulanir (Akbulut, 2023). Daha zor alan, gelistirici
veya dagiticilarin sorumlulugudur. Ongériilebilir risklere ragmen
yeterli onlemi almamak, belirli kosullarda taksir tartismasini
giindeme getirebilir; ancak illiyet bag1 ve 6zen yiikiimliiliigiiniin
ihlali teknik ve hukuki degerlendirme gerektirir (Kizrak, ve
digerleri, 2019). Bu belirsizlik, kurumlarin gilivenlik testlerini,
kullanim kisitlarini, kayit ve izleme siireclerini belgelemesini ve
“Ozen standard1” agisindan savunulabilir bir uyum dosyasi
olusturmasini pratikte daha 6nemli hale getirir.

4. TOPLUMSAL ZARARLAR VE GUVENLIK
TEHDITLERI

Tirkiye’de LLM’lerin  toplumsal etkisi, 0&zellikle
dezenformasyon, siber giivenlik ve akademik etik alanlarinda
belirginlesir. Uretken yapay zeka sistemleri, ikna edici metinleri
ve sentetik medyay1 diisiik maliyetle 6lgekleyebildigi i¢in bilgi
ekosisteminin guvenilirligini zorlar.

Derin sahte icerikler (deepfake) bu baglamda en kritik
risklerden biridir. Derin sahte, biyometrik veriyi (ses, yiz,
mimik) taklit eden ve ger¢ege cok yakin gorsel veya isitsel icerik
uretebilen yontemlerle Uretilir (Belada, 2024). Secim dénemleri
gibi yiiksek hassasiyetli siireclerde, sahte iceriklerin yayilmasi
kadar, bu teknolojilerin varliginin yarattigi “gergegi inkar
avantaj1i” da dnem kazanir. Kisiler, gercek kayitlar1 dahi “sahte
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olabilir” iddiasiyla tartigmali hale getirerek kamu gilivenini
asindirabilir (OpenAl, ve digerleri, 2023). Buna ek olarak, hedefli
itibar saldirilar1 ve riza dis1 sentetik icerikler, bireysel diizeyde
agir psikolojik ve sosyal zararlar dogurur (Belada, 2024).
Tiirkiye’de bu risk, hizli yayilim gosteren sosyal ag pratikleriyle
birlestiginde, hukuk yollar1 devreye girse bile zararin geri
dondiiriilmesini gii¢lestirebilir.

Siber gilivenlik agisindan, LLM’lerin uygulama igine
gdmiilmesi yeni saldiri yiizeyleri yaratir. istem yénlendirme
(prompt injection) saldirilari, sistem talimatlar1 ile kullanici
girdisinin birlestirilme bi¢imini kotiiye kullanarak modele
yetkisiz hedefler benimsetebilir (Abdali, Anarfi, Barberan, He, &
Shayegani, 2024). Dolayl istem yonlendirme (indirect prompt
injection) oOzellikle belge isleyen veya web igerigi okuyan
sistemlerde tehlikelidir; modele dis kaynaktan gelen metnin icine
gizlenmis talimatlar yerlestirilebilir (Wu, Zhang, Jha, McDaniel,
& Xiao, 2024). Jailbreak teknikleri ise, modelin politika
filtrelerini asarak yasakli ¢iktilar iretmesini hedefler ve mevcut
hizalama yontemlerinin kirllganligin1 ortaya koyar (Pathade,
2025). Veri zehirleme (data poisoning) ve arka kapi (backdoor)
senaryolar1 da hem egitim hem de kurum igi bilgi tabanina dayal
sistemlerde (6zellikle RAG mimarilerinde) ciddi risk olusturur
(Fendley, ve digerleri, 2025; Lin, Wang, Chen, & Mao, 2025).

Akademik etik boyutunda, Yiiksekdgretim Kurulu (YOK,
Council of Higher Education) iiretken yapay zekanin aragtirma
stireclerine yardimec1 olabilecegini, ancak bir yazar gibi
konumlandirilamayacagim1 ~ belirtir  (YOK, 2024). LLM
ciktilarinin dogrulanmadan kullanilmasi, uydurma kaynak, hatali
alintt ve yanli yorum risklerini artirir. Tiirkiye’de akademik
biitiinliigli korumak icin, iiretken yapay zekd kullaniminin
yontem boliimiinde seffaf bicimde beyan edilmesi ve nihai
sorumlulugun insan aragtirmacida kalmasi yoniindeki yaklasim,
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hem bilimsel giivenilirli§i hem de mesleki etik standartlari
destekler (YOK, 2024).

5. HAFIFLETME VE UYUM STRATEJILERI

LLM risklerini hafifletme, tek bir teknik Onlemle
saglanamaz. Tiirkiye baglaminda etkili yaklasim, model yasam
dongiisiiniin tamamina yayilan ¢ok katmanli bir tasarim ve
yonetisim anlayisidir. Bu boliimde kiiltiirel uyumlu hizalama,
giivenilir bilgiye dayali mimari tercihleri, yerellestirilmis
adversaryal test ve kurumsal yonetisim eksenleri 6ne ¢ikar.

ik eksen, insan geri bildirimiyle pekistirmeli 6grenme
(RLHF, Reinforcement Learning from Human Feedback) ve
Tiirkge odakli ince ayar siirecleridir. Ingilizce merkezli geri
bildirim setleri, Tiirk¢enin kiiltiirel baglammi ve sdylem
nilanslarin1 yakalamakta yetersiz kalabilir. Bu nedenle, Tirkge
degerlendirici havuzlariyla 6diill modeli ve politika modeli
egitiminin yerellestirilmesi, hem toksik icerik tespiti hem de
cinsiyet ve kiiltiirel dnyargilarin azaltilmasi agisindan énemlidir
(Caglidil, Ostendorff, & Rehm, 2024; Tanyel, ALKURDI, &
AYVAZ, 2024). Benzer bi¢cimde, Tirk¢e morfolojiye duyarli
degerlendirme Olgiitleri, modelin emniyet davranisini gergek
kullanim baglamina yaklastirir. Kurumsal uygulamalarda, sadece
egitim sonrast denetim degil, iiretim asamasinda da igerik
denetleyicileri ve kayit temelli izleme mekanizmalar1 gerekir.

Ikinci eksen, geri getirim destekli iiretim (RAG, Retrieval-
Augmented Generation) mimarisidir. Hallsinasyon riskini
azaltmak i¢in LLM’nin parametre i¢i “bilgi” yerine dogrulanmis
kaynaklardan geri getirilen belge pargalariyla yanit iiretmesi,
Ozellikle hukuk ve kamu hizmetlerinde giivenilirligi artirir
(Huang, ve digerleri, 2023; Roy, ve digerleri, 2024). Tlrkiye’de
bu yaklagim, Resmi Gazete, mevzuat veri tabanlar1 ve yliksek
yargi kararlar1 gibi yetkili kaynaklara baglanan kurumsal bilgi
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tabanlartyla uygulandiginda, modelin giincel hukuku yanlig
tiretmesi riskini anlamli 6l¢iide diistirebilir (Ayaz, 2025). Ancak
RAG, bilgi tabani zehirlenmesi riskini beraberinde getirir. Bu
nedenle belge biitiinliigii, erisim kontrolii, degisiklik kaydi ve
vektor veri tabanina yonelik yetkilendirme, RAG mimarisinin
ayrilmaz giivenlik katmanlari olarak tasarlanmalidir (Yao, ve
digerleri, 2025).

Uciincii  eksen, adversaryal test ve kirmizi takim
calismalaridir. NIST’in degerlendirme yaklasimi, LLM’lerin
yaymna alinmadan oOnce sistematik saldirgan testlere tabi
tutulmasimi onerir (Vassilev, 2025). Tirkiye’de etkili kirmizi
takim, yerel giindem, sosyo politik hassasiyetler, Tiirk¢ge argo ve
dolayli anlatim bi¢imleri gibi yerel saldir1 vektorlerini
icermelidir. Bu testler, yalnizca yasakli igerik iiretimi degil, ayn
zamanda yaniltict giiven iddialari, ara¢ kullanimini gizleme gibi
seffaflik ihlalleri ve is akisi manipiilasyonu gibi davranissal
riskleri de kapsamalidir (Liu, Cui, & Zhang, 2025; Shi, ve
digerleri, 2024).

Dordiincii eksen, yonetisim ve uyum mimarisidir. Tiirkiye
Ulusal Yapay Zeka Stratejisi (STB & CDDO, 2021) glvenilir
yapay zeka hedefi dogrultusunda, denetim, seffaflik ve hesap
verebilirlik ilkelerini vurgular. Kurumlarin i¢ politika setleri,
KVKK rol tanimlari, veri isleme envanteri, tedarik zinciri riskleri
ve model giincelleme siire¢lerini kapsamalidir. Kamu tarafinda,
kamu gorevlilerinin yapay zeka kullanimina iliskin etik ilkeler,
tarafsizlik, temel haklara saygi ve seffaflik gibi gercevelerle
uygulanmahidir (T.C. Kamu Gorevlileri Etik Kurulu, 2024).
Sertifikasyon tarafinda ise Tirk Standardlar1 Enstitiisii (TSE,
Turkish Standards Institution) tarafindan gelistirilen gilivenilir
yapay zekd damgasi ve ilgili yonetim sistemi yaklagimlari,
kurumsal kontrol setlerinin standartlasmasin1 destekleyebilir
(STB & CDDO, 2024; TSE GLOBAL, 2025). Bu tir gerceveler,
hem miihendislik ekiplerine somut kontrol listeleri saglar hem de
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hukuk ve uyum ekiplerinin denetlenebilir siiregler insa etmesini
kolaylastirir.

6. SONUC VE GELECEK PERSPEKTIFi

Biyuk Dil Modelleri (LLM, Large Language Models)
Tiirkiye i¢in stratejik bir firsat alan1 sunarken, es zamanl olarak
mahremiyet, giivenlik, ayrimcilik ve dezenformasyon risklerini
de biiylitmektedir. Bu boliimde, Tiirk¢enin eklemeli yapisinin
tokenizasyon uUzerinden performans ve emniyeti etkiledigi,
cinsiyetsiz dil yapisina ragmen modellerin cinsiyet onyargilarini
tiretebildigi ve KVKK’nin kisisel veri koruma rejiminin LLM
yasam dongiisiine dogrudan yansidigr gosterilmistir. TCK
acisindan ise LLM’lerin fail degil arag¢ olarak degerlendirilmesi,
sorumlulugun insan aktorlerde toplandigi bir ¢erceve yaratirken,
gelistirici ve dagiticilarin 6zen standardina iliskin belirsizlikler,
proaktif risk yonetimini daha 6nemli kilar.

Gelecek donemde Turkiye’nin guvenilir yapay zeka
hedefi, iki yonlu ilerlemeyi gerektirir. Birincisi, teknik tarafta
Tiirkce odakli hizalama, giivenilir kaynaklara dayali RAG
mimarileri ve yerel kirmizi takim testleriyle emniyet ve giivenlik
katmanlarmin olgunlastirilmasidir. ikincisi, yonetisim ve uyum
tarafinda KVKK ile uyumlu veri yonetimi, tedarik zinciri
denetimi, sertifikasyon ve diizenleyici deney alanlar1 gibi
mekanizmalarin  isletilmesidir.  Bu  iki  eksen  birlikte
yuritildiigiinde, Tiirkiye yalnizca kiiresel teknolojiyi tiketen
degil, kendi dilsel ve hukuki gercekliklerine gore giivenli ve
hesap verebilir iliretken yapay zekad sistemleri gelistiren bir
ekosisteme doniisebilir.
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MAPPING THE RESEARCH LANDSCAPE OF
DIGITAL TWIN AND CYBERSECURITY (2019-
2025)

Ozgiir TONKAL!

1. INTRODUCTION

Rapid advances in digital technologies have led to the
widespread adoption of the Digital Twin concept, a virtual
representation of physical systems, across many sectors. Used in
diverse fields such as industrial manufacturing, healthcare, and
energy management, digital twin technology enables real-time
monitoring, analysis, and optimization of systems. However, the
constant data exchange between digital twins and physical
systems makes them vulnerable to cyber threats and increases
their security vulnerabilities (Alcaraz & Lopez, 2022).

The need to ensure the security of digital twin systems has
led to a rapid increase in research conducted at the intersection of
this technology and cybersecurity. However, the literature
demonstrates a limited number of analyses systematically
addressing the structural trends, academic collaboration
networks, and thematic developments of studies conducted at the
intersection of these two fields.

Digital twin technologies, which serve as real-time virtual
representations of physical systems, are being increasingly
utilised in critical infrastructures, industrial automation systems,
and manufacturing processes. The constant data flow, cloud-

1 Asst. Prof., Samsun University, Faculty of Engineering and Natural Sciences,
Department of Software Engineering, ORCID: 0000-0001-7219-9053.
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based connectivity, and direct interaction of these technologies
with sensitive operational information make them vulnerable to
cyberattacks. This has increased academic interest in the security
and resilience of digital twin systems, particularly in the context
of cybersecurity, and has accelerated efforts to protect these
systems (Alcaraz & Lopez, 2022; Sun, Zhang, & Zhu, 2024).

In recent years, studies on the integration of digital twin
technologies with cybersecurity have been primarily related to
areas such as Industry 4.0, smart manufacturing, the Internet of
Things (loT), and blockchain Technologies (S. A. et al., 2023).
Balta et al. (2024) addressed cybersecurity risks in smart
manufacturing (SM) systems in their study. They proposed a DT
framework to detect cyberattacks on cyber-physical
manufacturing systems (CPMS) and expected anomalies in
physical processes. Bohm et al. (2021), on the other hand,
emphasize the growing industrial use of the Internet of Things
and Cyber-Physical Systems, emphasizing the importance of
augmented reality (AR) and DT solutions against cybersecurity
risks. Furthermore, Mohsin et al. (2023) discussed how digital
twins can be integrated into security operations using “shift left”
and “shift right” approaches.

There has been a limited number of systematic literature
studies on cybersecurity and DT. Alhamam et al. (2025)
comprehensively address the cybersecurity aspects of DT
technologies in their study, examining the current status,
challenges, and future research directions. A systematic literature
review using the PRISMA method was conducted to analyze 74
selected studies. Digital twins were examined at the component,
process, asset, system, and network levels, and cyber threats
encountered at each level were identified. The findings indicate
that DTs contribute to security, resilience, and operational
efficiency in various sectors, but are also exposed to serious
threats such as unauthorized access, data breaches, and DDoS.
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Lampropoulos et al. (2024) used a literature review,
bibliometric analysis, and scientific mapping methods to examine
the use of digital twin technology in critical infrastructures. A
total of 3,414 documents obtained from the Scopus and Web of
Science (WoS) databases were analyzed. The findings
demonstrate that digital twins play a significant role in improving
the security, resilience, reliability, maintenance, continuity, and
operation of critical infrastructures across all sectors.
Additionally, it has been demonstrated that digital twins can
provide advanced capabilities such as intelligent and autonomous
decision-making, process optimization, enhanced traceability,
interactive visualization, real-time monitoring, analysis, and
prediction. Furthermore, it has been demonstrated that digital
twins can serve as a bridge between physical and virtual
environments, contributing to the improvement of cybersecurity
in critical infrastructure through continuous, real-time
monitoring.

However, these technically focused approaches in the
literature are often limited to specific solution proposals and do
not include higher-level structural analyses such as academic
collaborations, citation structures, and thematic clusters. For
example, in a study by Homaei et al. (2024) on Al-enabled digital
twin applications in the context of cybersecurity, although
technical classifications are included, there is no mapping or
structural analysis at the bibliometric level. Similarly, Empl et al.
(2025) addressed the role of digital twins in cybersecurity
operations at a conceptual level but did not analyze publication
trends and scientific clusters in the literature.

In this context, it is clear that systematic bibliometric
analyses examining academic production at the intersection of
digital twin and cybersecurity concepts, in light of parameters
such as publication trends by year, keyword clusters, co-citation
structures, and international academic collaborations, would fill a
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significant gap. Indeed, even the comprehensive 2022 review by
Alcaraz & Lopez (2022) offers an analysis framework that lacks
detailed bibliometric structures. A similar lack of structural
orientation is evident in studies such as Homaei et al. (2024) and
Otoom (2025).

Therefore, this study aims to systematically analyze
publications at the academic intersection of digital twin and
cybersecurity, both filling the gap in the literature and providing
guiding findings for researchers and decision-makers.

This study analyzes 360 academic publications on the
themes of “Digital Twin” and “Cybersecurity” published in the
Web of Science database between 2019 and 2025 using
bibliometric methods. The analysis includes: The aim was to
visualize publication trends, author collaborations, keyword
clusters, citation relationships, and thematic structures in the
literature. The findings not only reveal the current state of the
research field but also provide guidance for future academic
studies.

2. MATERIALS AND METHODS
2.1. Data Analysis Used

The bibliometric dataset used in this study was obtained
through a custom query conducted through the Web of Science
Core Collection database. The query expression was structured to
include both “Digital Twin” and “Cybersecurity” fields, and the
query used was as follows:

TS = (“Digital Twin” OR “Digital Twins”) AND TS =
(“Cybersecurity” OR *“Cyber Security” OR “Information
Security” OR “Network Security” OR “Attack Detection™)

257



Bilgisayar Bilimleri ve Miihendisligi

This query only considered journal articles published
between 2019 and 2025, yielding a total of 360 scientific
publications.

Fig.1. Searched journals list

Web of Science Index ~

D Science Citation Index Expanded (SCI-... 201
|:| Conference Proceedings Citation Inde... 122
[ Emerging Sources Citation Index (ESCI) 34
[ social Sciences Citation Index (S5CI) 10

|:| Conference Proceedings Citation Index —... 3

Fig. 2. Post-scan image

360 results from Web of Science Core Collection for:

Tas{"vighal i W yharascurity” OB "Cy , . 03 Copyquarny bk
& Adnarunets Qi g keywards + opaonltichaiog b BgtHn 4 Sgaltem ¢ dgoltemon  F neendpuiten ¥ adanmery 3
F60 Documents  Vou may alio ik,

Rafine results ot efise

Pucativnears. ()

(Source: https://www.webofscience.com/wos/woscc/basic-search) (assessed
on 15th May 2025)

The resulting publications were exported in two different
formats to ensure robust bibliometric analysis. First, data
preprocessing, filtering, and graphical analyses were performed
using Microsoft Excel (.xlIsx). Secondly, to enable detailed
bibliometric analyses with VOSviewer software, the data were
exported in Tab Delimited (.txt) format. This enabled the
following analyses:

e Publication Trend Analysis By Year

e Journal (Source) Analysis
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e Author Productivity And Citation Performance

e Co-Authorship Network Analysis

e Keyword Clustering Analysis

e Co-Citation Analysis

e Bibliographic Coupling Analysis

These analyses provided a comprehensive data base for
revealing the structural characteristics of the research field and
identifying future scientific trends.

2.2. Data Fields Used with VOSviewer

The VOSviewer software used in this study is a competent
tool for visualizing structural relationships in the literatiire (van
Eck & Waltman, 2010). The main data fields used in the analyses

are as follows:

Table I. Vosviewer Data Fields and Their Purposes

Data Field

Purpose of Use

Authors / Author Full
Names

co-authorship analysis to identify collaboration between authors.

Author Keywords /
Keywords Plus

co-word analysis to determine thematic focuses and research
trends.

Source Title

analyze the most productive journals and their citation
connections.

Affiliations / Addresses

map institutional and international collaboration networks.

Cited References

co-citation and bibliographic coupling analysis to reveal
knowledge structures between publications.

Times Cited

evaluate the impact level of the most cited publications.

Publication Year

analyze the temporal distribution of publication trends between
2019 and 2025.

DOI

a unique identifier to ensure reference accuracy and
accessibility.

Through these fields, the study established multifaceted
bibliometric relationships, and scientific structures were clearly
analyzed using visual network maps provided by VOSviewer.
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2.3. Bibliometric Analysis Tool and Data Source

In this study, VOSviewer software was chosen to
effectively conduct bibliometric analyses. This choice was driven
by VOSviewer's powerful analysis and visualization capabilities,
such as visualizing structural relationships in the literature,
mapping conceptual clusters, and uncovering collaboration
networks. The software enables multidimensional and interactive
analysis of research developments, collaborations among authors,
and relationships between key concepts.

The Web of Science (WoS) Core Collection database was
used as the data source. With its advanced search capabilities,
detailed filtering options, and high publication standards, Web of
Science offers a reliable and comprehensive resource for
bibliometric studies. Furthermore, its broad interdisciplinary
literature coverage provides a suitable environment for compiling
data on multidisciplinary topics such as Digital Twins and
Cybersecurity.

A total of 360 scientific publications obtained through the
searches constituted the core dataset for the bibliometric analyses
conducted in this study. These publications were examined in
detail, including:

e Conceptual networks,

e Author, institutional, and country collaborations,
e Keyword clusters,

e Citation and source links,

e Research trends,

and a structural map of the field was presented.
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3. RESULTS AND DISCUSSION

The findings obtained in the study are given under this
heading.

3.1. Number of Publications by Year

Examining the number of publications by year is crucial
for revealing the dynamics of development in a research field over
time and trends of increasing or decreasing scientific interest. Such
analyses help understand the periods in which academic
productivity in a given field is concentrated and the research
activity that parallels technological advancements. Figure 3 below
shows the percentage distribution of publications on the themes of
“Digital Twin” and “Cybersecurity” by year between 2019 and
2025.

Fig. 3. The distribution of publication numbers by year

2025 (10.3%)
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2022 (18.9%)
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Interest in the field, which was limited to only 1.7% of
publications in 2019, has shown a steady increase in the following
years. Significant increases were particularly seen in 2022
(18.9%) and 2023 (19.7%), reaching a peak of 36.7% in 2024.
This demonstrates that the subject is gaining increasing
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importance in academic circles and has gained a central place on
the research agenda.

Although the 2025 data remained at 10.3% because it was
collected before the end of the year, even this rate demonstrates
that interest is sustainable. The results demonstrate that the
Digital Twin and Cybersecurity fields are beginning to be
evaluated in an integrated manner, and that productivity in the
literature continues to increase in this context. The increase in
publications over the last three years (2022—-2024) indicates that
this research theme has become a rising field in the literature, and
more academic contributions are expected in the future. This
trend holds significant potential for the emergence of new
research topics and the promotion of interdisciplinary research.

3.2. Author Productivity Analysis
Fig. 4. Author productivity analysis map
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(Source: https://www.vosviewer.com)

In the collaboration network Figure 4., each node
represents an author, and the lines between the nodes represent
co-publication relationships between authors. Clusters of the
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same color indicate groups of authors who frequently collaborate.
Regions with dense clusters on the map reflect stronger academic
collaborations.

From the analysis, Lv Zhihan emerges as the most
productive author, with a total of five publications (Lv, 2020; Lv
etal., 2022; Lv et al., 2023a; Lv et al., 2023b; Feng et al., 2024).
He is followed by Christoph Brosinsky and Antonio Pastor, each
with four publications (Brosinsky et al., 2019, 2020, 2021, 2024;
Pastor et al., 2022, 2024). However, author impact should not be
assessed solely based on publication count; the number of
citations received by these publications is also a critical indicator
of scholarly influence.

In this context, Lopez and Javier are the most highly cited
authors, receiving 171 citations with only 4 publications.
Similarly, Alcaraz and Cristina have achieved 171 citations with
3 publications, making a significant impact. Furthermore, authors
like Teisserenc, Benjamin, Sepasgozar, and Samad, who have
received 127 citations with 2 publications, have also gained
significant visibility in the literature despite their small number of
publications. These findings demonstrate the position of authors
who are both productive and high-impact in the research field.
The work of highly cited authors, particularly those with a small
number of publications, is among the primary sources cited in the
literature and guides the development of the field.

3.3. Country and Institution Analysis

The network map in Figure 5 visualizes scientific
collaboration relationships between institutions working in the
fields of digital twins and cybersecurity. Each node represents an
institution, and connections between nodes indicate collaboration
based on shared publications. Colored clusters represent groups
of universities working together.
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According to the analysis findings, Edinburgh Napier
University and Virginia Tech are among the most productive
institutions, with 7 publications each. Universidad Politécnica de
Madrid and Queens University Belfast follow with 6 each.
Another notable institution is Politecnico di Milano, with only 4
publications, yet demonstrating a high level of impact with 140
citations.

Fig. 5. Institution analysis map
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Furthermore, some institutions, such as Lebanese
American University (163 citations) and Hong Kong Polytechnic
University (123 citations), have achieved high citation counts, yet
they appear to have limited connections within their collaboration
networks. This suggests that these institutions produce impactful
work individually, but their institutional collaborations are less
frequent. When assessed in terms of network connectivity,
Edinburgh Napier University, with a total network connectivity
of 11, is central to the network and demonstrates its active
collaboration with many institutions. Collaborations are generally
observed to occur more frequently among institutions within the
same cluster. This analysis contributes to the evaluation of
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research activities conducted at the institutional level in terms of
both productivity and interaction.

An examination of the distribution of publications by
country, as shown in Figure 6, reveals that the United States
produces the most publications. The United States tops the list
with 59 publications, followed by China with 53. These two
countries stand out significantly in terms of research productivity.
Italy ranks third with 34 publications, followed by Australia (29),
India (28), the United Kingdom (27), Spain (25), and Germany
(23).

Fig. 6. Country analysis map
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These data suggest that research activities are largely
centered in North America, Asia, and Europe. Overall, the
contribution of these countries to scientific publications drives the
development of the field and reflects a significant global
distribution in academic productivity.

3.4. Keyword Analysis

Figure 7 shows a map of the keywords used in the studies.
When we look at the prominent concepts in the keyword analysis,
we see that “digital twin” is by far the most frequently repeated
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term (152 times). The concepts surrounding this term reveal that
the study generally focuses on digital twin technology.

Terms such as “cybersecurity” (95) and “digital twins”
(74) are among the notable topics in the literature focusing on the
security aspects and plural uses of digital twins. Furthermore,
terms such as “security,” “blockchain,” “internet of things” (1oT),
and “artificial intelligence” are also prominent with high
repetitions. This demonstrates that digital twin technology is
closely related to fields such as cybersecurity, artificial
intelligence, and the internet of things.

Fig. 7. Keyword analysis map

The keyword map generally indicates that the concept of
digital twin is used in a multidisciplinary context: This reflects
the research conducted across a wide range of applications, from
security and artificial intelligence to Industry 4.0 and cyber-
physical systems. This diversity reveals the technical depth and
breadth of scope of the work in the field.

3.5. Co-Authorship Analysis

The co-authorship network visualizes the collaborative
relationships between authors publishing together on digital twins
and cybersecurity (Figure 8). Each node represents an author, and
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the connecting lines represent joint publications. The colored
clusters on the map represent groups of authors working together.

When examining the publication productivity and impact
among authors, the most cited authors are Lopez, Javier, and
Alcaraz, Cristina. Despite each having 4 and 3 publications,
respectively, they have achieved significant visibility in the
literature with 171 citations. This demonstrates that their
publications are heavily cited and represent strong contributions
to the field. Furthermore, authors with high impact include
Sepasgozar, Samad, and Teisserenc, Benjamin, who have
received 127 citations with only 2 publications. These examples
demonstrate that academic impact is not only related to the
number of publications but also to the quality of the publications
and their resonance within the field.

Fig. 8. Co-Authorship map

g

In terms of publication count, Lv, Zhihan stands out as the
most productive author with 5 publications. He is followed by
authors such as Park, Jong Hyuk, Pernul, Guenther and De Soto,
and Borja Garcia, each with four publications. Overall, this
network structure reveals the positions of both productive and
influential authors in the field’s literature, while also visualizing
how highly cited publications interact with collaborative
relationships.
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3.6. Citation Analysis

The network map in Figure 9 visualizes the citation
relationships established between publications on digital twins
and cybersecurity. Each node represents a publication, and the
lines between the nodes indicate the citations these publications
make to each other. Centrally located publications are those that
are more frequently cited in the literature and establish strong
connections to other studies.

Fig. 9. Most cited publications map
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According to the analysis results, the most centrally
located study in the network is Alcaraz (2022), which has high
visibility in the literature due to its numerous citations from
various publications. This demonstrates that Alcaraz's work
stands out as a reference source in the research field and plays a
significant role in the flow of knowledge.

Other important publications such as Laaki (2019), Saad
(2020), and Sifat (2023) also have extensive connection
networks. These publications are linked to various working
groups through citations and contribute to key discussion points
in the literature. Furthermore, publications such as Shi (2022),
Zhang (2022), and Homayoun (2024) appear to be grouped within
specific subclusters and represent current research focuses. This
suggests that these studies focus on more niche topics but still
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hold influential positions in the literature. Overall, the network
structure reveals that the flow of scientific knowledge generated
through citation is largely centered around the Alcaraz (2022)
publication, which establishes connections with both previous
and subsequent studies. These findings are important for
identifying where knowledge centers are formed in the literature.

Fig. 10. Most cited authors and connections map

As shown in Figure 10, researchers Alcaraz, Cristina, and
Lopez Javier are among the most cited authors in the literature
with 171 citations. Both authors, with 29 connections, appear to
hold a central position in the network.

Authors like Teisserenc, Benjamin, and Sepasgozar,
Samad, on the other hand, achieved a remarkable level of
influence, receiving 127 citations with just two publications. This
demonstrates that even a small number of publications can have
a high impact.

While some authors are positioned independently of their
collaborations,  concentrations and strong  co-citation
relationships are observed in certain groups. Overall, it appears
that there may not be a direct correlation between citation count
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and collaboration network position, but both dimensions are
important for academic impact.

3.7. Citation Analysis

In terms of publication count, IEEE Access stands out as
the journal hosting the largest number of publications, with 21.
Applied Sciences — Basel and Sensors follow with 10 each.

As Figure 11 shows, IEEE Access is at the center of the
network not only in terms of publication count but also in terms
of its strong content and citation connections with other journals.
It particularly interacts heavily with journals such as Energies,
Computers & Security, and IEEE Internet of Things Journal.

Fig. 11. Journal analysis map

These findings indicate that publications are largely
clustered in electronics, energy, and cybersecurity-themed
journals, and that IEEE Access plays a central role in this field.

3.8. Co-Citation Analysis

Figure 12 shows the Co-Citation Analysis (References)
map. According to the co-citation analysis, the most frequently
cited study in the literature is Eckhart, M. (2018), with 33 co-
citations. Tao, F. (2019) and Fuller, A. (2020) follow with 31 and
27 citations, respectively. These publications, frequently cited
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together by other studies, have become essential resources in the
field.

Figure 12 shows that these publications are positioned at
the center of the network, acting as bridges between different
clusters. Authors such as Grieves, M. (2017) and Qi, Q. (2021)
are particularly notable for their high citation count and multiple
affiliations.

Fig. 12. Co-Citation analysis (references) map

In general, this structure shows that studies on digital twin,
industry 4.0, production systems and cybersecurity are
concentrated around certain references and these publications
have high visibility in the interdisciplinary literature.

According to the co-citation analysis presented in Figure
13, IEEE Access is by far the most frequently cited source in the
literature, sitting at the center of the network with 862 citations.
This journal is followed by IEEE Internet of Things Journal (303),
arXiv (297), and IEEE Transactions on Industrial Informatics
(291).
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Figure 13. Co-Citation analysis (source)map

The network visualization reveals that IEEE Access
connects to numerous journals clustered in different colors, acting
as a bridge between research areas. Other frequently cited key
publications include Sensors-Basel, Applied Sciences-Basel,
Computers & Security, Lecture Notes in Computer Science, and
Energies.

Generally, cited sources are concentrated in disciplines
such as electronics, energy, information security, and
manufacturing systems. This suggests that the knowledge bases
of interdisciplinary studies are converging in specific high-impact
journals.

According to the co-citation network among authors
shown in Figure 14, the most frequently cited authors are Tao, F.
(104 citations) and Eckhart, M. (92 citations). These two authors
are at the center of the network and have published work on
digital twins, manufacturing systems, and Industry 4.0. They are
followed by researchers such as Grieves, M. (57) and Dietz, M.
(51). Furthermore, authors such as Alcaraz, C., Suhail, S., Qi, Q.,
Lee, J., and Leng, J.W. also demonstrate significant influence,
receiving over 30 citations.
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Fig. 14. Co-Citation analysis (authorship) map

The network structure shows that these authors are largely
located in dense clusters and are cited together in similar thematic
areas. The colored clusters reveal that digital twin research is
grouped by subfields such as security, manufacturing systems,
and smart factories.

This analysis shows that knowledge structures in the
literature are shaped around certain sets of authors and that these
authors play an important role in determining the direction of the
field.

3.10. Bibliographic Coupling

According to the bibliographic matching analysis, strong
relationships were observed between publications citing similar
sources (Figure 15). Studies such as Fraga-Lamas (2019), Laaki
(2019), Chengoden (2023), and Powell (2022), in particular, are
positioned at the center of the network, sharing references with
numerous publications.

The clusters formed in the network indicate a clustering of
publications with similar content. This structure suggests that the
studies are based on common knowledge bases and that
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researchers frequently draw on the same sources. Overall, this
analysis allows us to identify theoretical affinities among
publications in the literature and visualize which central
publications shape research topics.

Fig. 15. Inter-Publication bibliographic matching network map

3.11. Conceptual Map (Thematic Map)

The map shows that the strongest areas for digital twins
and cybersecurity are smart manufacturing and security
applications. Furthermore, blockchain, the internet of things, and
data-driven solutions also present significant opportunities.

Fig. 16. Inter-Publication bibliographic matching network map
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In the thematic map presented in Figure 16, studies in the
Digital Twin and Cybersecurity field are divided into four regions
according to their intensity and centrality levels:

Motor Themes (Top Right): Among the most intensively
studied topics in the literature are smart manufacturing, digital
twins, security, and the internet of things. These themes constitute
the driving force of the research field.

Core Themes (Bottom Right): Digital twin, cybersecurity, and
blockchain are themes considered highly central and fundamental,
serving as the starting point for many studies.

Niche Themes (Top Left): While topics such as agile
development, cyber resilience, and low-code development have
received limited research, they stand out as deepened and focused
themes in specific subfields.

Emerging or Declining Themes (Bottom Left): Topics such as
data-driven and renewable energy integration represent areas of
either emerging interest or declining interest.

This map sheds light on the current state of the field as well as
future research opportunities, demonstrating that smart
manufacturing and cybersecurity applications are particularly
central.

4. CONCLUSIONS AND RECOMMENDATIONS

Within the scope of this study, academic publications on
the themes of “Digital Twin” and “Cybersecurity” between 2019
and 2025 were analyzed using bibliometric methods. A dataset of
360 publications obtained from the Web of Science database was
processed with VOSviewer software to visualize structural
relationships, thematic clusters, and collaboration networks in the
literature.
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The main findings can be summarized as follows:

e An increasing publication trend was observed over the years,
with a significant density in the literature, particularly between
2022 and 2024.

¢ Authors such as Lv Zhihan (number of publications) and Lopez
Javier (number of citations) stood out.

e The US and China led the way in publication production, while
Edinburgh Napier University and Virginia Tech attracted
attention at the institutional level.

e |EEE Access played a central role in both the number of
publications and co-citation links.

e Among the keywords, “digital twin,” “cybersecurity,” “loT,”
and “blockchain” were the most frequently encountered.

e Co-citation and bibliographic matching analyses revealed key
publications and clusters with content similarities in the
literature.

The thematic map was effective in distinguishing emerging,
basic, and niche research areas within the literature.

Based on the analysis results, it is possible to make some
recommendations for future research. First, specific themes such
as agile development and low-code platforms, which have been
the subject of limited studies in the literature, have the potential to
yield new contributions through in-depth investigation.
Furthermore, international collaborations with countries with high
academic productivity, such as the US, China, and Germany, can
increase the visibility and citation impact of these studies. Current
themes such as smart manufacturing, cybersecurity, and 10T, in
particular, provide a suitable basis for multidisciplinary
approaches, offering researchers a wide range of application areas.
Furthermore, closely monitoring emerging themes such as data-
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driven systems is crucial to identifying new research opportunities
that may emerge at the intersection of digital twins and
cybersecurity. Studies developed within this framework will both
contribute to the academic literature and yield tangible outcomes
for industrial applications.

As a result, this study aims to provide guiding insights to
researchers and policymakers by comprehensively analyzing the
academic production in the fields of Digital Twin and
Cybersecurity.
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YAPAY ZEKA DESTEKLI SOHBET ROBOTLU
REZERVASYON SIiSTEMI TASARIMI:
KUAFORLERE OzZGU UYGULAMA

Ash SAGLAM!
Onur GONULLU?
Durmus Ozkan SAHIN3

1. GIRIS

Bu g¢alismanin  amaci, geleneksel rezervasyon
sistemlerinin aksine yapay zeka destegi sunan Ssohbet robotu
(chatbot) ile yenilik¢i rezervasyon sistemi gelistirmektir. Bu
sistem yapay zeka destegi ile kullanicilarin sordugu sorular
dogru sekilde anlayip anlamli ve dogru yanitlar vermeyi
amaclamaktadir. Ayrica kullanicilarin, kendi isteklerine uygun,
belirledikleri konumda veya almak istedikleri hizmetlere gore
ciktilar olusturulmaktadir. Boylece olusturulan chatbot ile
kullanicilar sorularina cevap alabilmesinin yaninda oneriler alip
kayith isletmeler hakkinda bilgi edinebileceklerdir. Bu
dogrultuda rezervasyon sistemi iizerine bu chatbotun entegre
edildigi bir web sitesi gelistirilmistir. Web sitesi kuaforler {izerine
odakli olup yapilan chatbot kuafér rezervasyonlarina
sorulabilecek sorular ile ince ayar yapilmstir.
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Calisma kapsaminda, yalnizca yapay zeka destekli bir
rezervasyon sistemi gelistirilmemis, ayni zamanda bu alana
cesitli 6zgiin katkilar da sunulmustur. Calismada, dogal dil isleme
siirecinde Turkcge i¢in 6zel olarak egitilmis BERTurk modeli
kullanilarak Adlandirilmis varlik tanima (Named Entity
Recognition - NER) islemleri gerceklestirilmis ve kullanicidan
gelen verilerin daha dogru analiz edilmesi saglanmistir. Ayrica,
sistemin basarisin1 artirmak amaciyla, kuafor rezervasyonlarina
Ozgili, manuel olarak olusturulan 6zgun bir veri kumesi
kullanilmistir. Bu veri kiimesi, gercek kullanici senaryolar1 goz
oniinde bulundurularak hazirlanmig ve modelin alan odakli
calismasina olanak tanimastir.

2. LITERATUR ARASTIRMASI

Chatbot, sorular1 cevaplayarak kullanicilarla iletisim
kuran, gorevleri yerine getiren yazilimlardir. Joseph Weizenbaum
tarafindan 1966 yilinda gelistirilen ELIZA, ilk chatbot 6rnegi
olarak kabul edilmektedir (Gokkaya ve Iscan, 2025). Chatbotlar
giiniimiizde sesli iletisim, gorsel analiz ve baglamsal anlayis gibi
karmasik islemleri yerine getirebilmektedir. Bu gelisimde Biiytik
Dil Modellerinin (Large Language Models - LLM) ve
Transformer tabanli modellerin katkis1 olduk¢a biiyiiktiir.
Literatlirde chatbotlar, miisteri hizmetleri, egitim ve saglk gibi
bir¢ok alanda kullanilmaktadir (Okonkwo ve Ade-lbijola, 2021,
Nirala vd., 2022). Chatbot lizerine yapilan bazi ¢aligmalar soyle
Ozetlenmistir:

(Oliveira ve Matos, 2023) vyaptiklar1 ¢alismada
ylksekogretim kurumunun web portalinda 6grencilerle etkilesimi
artirmay1 ve gerektiginde onlara bilgi vermeyi hedefleyen bir
chatbot uygulamasin1 tanitmaktadirlar. LLM’ler ve vektor
veritabanlar1 kullanarak veri yapilart islemlerinde biiyiik bir
basar1 elde etmislerdir. Bu ¢alismada, web tabanli uygulamalar
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gelistirmek i¢in kullanilan Streamlit, dil modellerini kullanarak
uygulamalar gelistirmeye olanak saglayan Langchain, vektor
veritabani hizmeti veren Pinecone, yapay zeka ve dil modelleme
icin kullanilan OpenAI’nin GPT-3.5 (Generative Pre-trained
Transformer) dil modeli, BERT, RoBERTa (Robustly Optimized
BERT Approach) gibi transformer modellerini kullanarak
metinleri vektor temsillerine doniistiiren SentenceTransformers,
veri isleme ve yapisal olmayan verilerle ¢aligmak icin kullanilan
Unstructured teknolojileri kullanilmustir.

(Toprak ve Rasheed, 2022) tarafindan yapilan ¢aligmada
kullanicilarin  Istanbul’un belirli mekanlari hakkinda detayh
bilgiye, meniilerine ve fotograflarina ulasabildigi, gurmelerin bu
restoranlar hakkinda yazdiklar1 blog yazilarin1 okuyabildigi,
yakindaki mekanlar1 anlik konumlarina gore gosterebildigi ve
kullanicilarin isteklerine gére en uygun mekanlar1 bulabilen veya
gidilecek mekan Onerilerini sunabilen bir chatbot gelistirilmistir.
Dogal dil anlama (Natural Language Understanding - NLU) ve
konusma yonetimi bilesenlerini olusturmak i¢in Dialogflow
cergevesi kullanilmigtir. Mobil uygulama gelistirmek igin
Flutter/Dart, uygulamanin veritabani ve bulut depolama ¢6ziimii
olarak Firebase kullanilmistir. Chatbot ile kullanicinin etkilesim
kurmasi i¢cin NLP teknolojisi, bu etkilesimlerin daha akilli hale
gelmesi icin  ise makine Ogrenmesi teknolojisinden
yararlanilmigtir. Gorev odakli chatbot kullanilmasi o6nerilen
chatbot destekli rezervasyon sistemi ile benzer 0&zelliklere
sahiptir.

(Albayrak vd., 2018) calismalarinda yapay zeka tabanli
sohbet botlarinin c¢alisma prensiplerini, kullanim alanlar
aciklamislardir. Bunlara ek olarak ayrica telekomiinikasyon
sektoriinde bagis servisi icin bir chatbot gelistirmislerdir. Bu
uygulama bagis islemlerini kolaylastirmak amaciyla Facebook
Messenger platformu iizerinden gergeklenmistir. Chatbot’un
kullanicty1 en iyi sekilde anlamasi ve yanit vermesi i¢in NLP,
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NLU, Dogal dil iiretimi (Natural Language Generation - NLG) ve
makine 6grenimi gibi teknolojiler bir arada kullanilmigtir.

(Brati¢ vd., 2024) calismalarinda 6grenim asamasinda
materyal arama ve bulma zorluklarin1 g6z 6niinde bulundurarak
bir sistem Onerisinde bulunmustur. Bu zorluklara bir son vermek
amactyla tiim 6gretim materyallerine kolay, hizli ve giivenilir bir
sekilde erigilmesini saglayan mevcut bir LLM modeline dayali bir
chatbot gelistirilmistir. Yapay zeka bir sorunun yanitindan emin
olmadiginda onceden belirlenmis komutlara uyan, karmasik
sorgular icin makine Ogrenimini kullanan hibrit model
tasarlanmistir. Bu chatbot mimarisinde DialogFlow platformu ve
veri tabani iglemleri i¢in Firebase teknolojileri kullanilmistir.
Bunlara ek olarak Transformer kituphanesi, NLP, LLM ve
Python programlama dili  6nerilen chatbotun temelini
olusturmaktadir. Kullanici dostu bir arayiiz i¢in ¢esitli cerceveler
ve Tkinter teknolojisi bir araya getirilmistir. Belirli testler sonucu
chatbotun ger¢ek dogruluk orani degerinin % 91.5 oldugu tespit
edilmistir.

(Isik ve Yagci, 2020) tarafindan yapilan bir ¢aligmada
Uzun Kisa Siireli Bellek (Long Short-Term Memory - LSTM) ve
Siradan Siraya (Sequence-to- Sequence - Seq2Seq) modelleri
kullanarak bir Telegram chatbot uygulamasi gelistirilmistir.
Calismanin asil amaci, kullanicilarin sorduklari sorulara dogru ve
baglama uygun yanitlar iiretebilen bir sistem tasarlamaktir.
LSTM ve Seq2seq Modeli, konugma ge¢misini kullanarak
gelecek yanitlar1 tahmin etmektedir. Telegram Bot, Uygulama
Programlama Arayuzu (Application Programming Interface -
API) ile kullanici araylizii olusturulmustur. Calismada, veri
kiimesi olarak 1984 soru-cevap ciftinden olusan “chatterbot” veri
kiimesi kullanilmistir. Elde edilen dogruluk orani %79’dur ve
verilerin egitim sayis1 arttikga dogruluk oranindan artacagi
belirtilmistir. Kullanicilarin sorularini dogru anlamlandirmak igin
kelime gbmme (embedding) yontemleri kullanilmstir.
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(Kesarwani ve Juneja, 2023) 6grencilerin akademik ve
idari sorularmmi hizlica ¢6zebilen bir chatbot Onermektedir.
Chatbotlar, ogrencilere ders, etkinlik, smmav hazirligi gibi
konularda bilgi sunarken, idari ¢alisanlarin is yiikiiniin azaltilmasi
hedeflenmistir. Onerilen modelde chatbot kullanicinin sorusuna
yanlig cevap verirse kullanic1 "yanlis cevap" etiketi tasiyan bir
diigmeyi secerek yoneticiye geri bildirim gonderebilmektedir. Bu
calismada chatbot gelistirme siireci i¢in ChatterBot kiitiiphanesi,
kullanic1 sorularina yanit verebilmek i¢in bulut tabanli bir veri
tabani, kullanici etkilesimlerinden 6grenerek zamanla daha dogru
yanitlar verme yetenegi i¢in makine &grenmesi teknolojileri
birlikte kullanilmistir. Onerilen chatbot ile duygu analizi de
yapilmaktadir. Bu sayede kullanici sorular1 olumlu, olumsuz veya
notr olarak basariyla ayirt edilebilmektedir. Botun farkli tiirde
sorulara dogru sekilde yanit verme 6zelligi aktif 6grenme yoluyla
gelistirilmektedir.

(Gemirter ve Goularas, 2021) tarafindan yapilan
calismada Tiirk¢ce dilinde bankacilik sektdriine 6zgii soru cevap
chatbotu  uygulamasi sunulmustur. Tiirkce dilinin
karmasikligindan kaynaklanan sorunlar1 ¢6zmek amaciyla
Ingilizce’den Tiirkge’ye ¢evrilmis veri setleri kullanilarak BERT
algoritmas1 egitilerek bir model hazirlanmistir. Bu model
egitilirken 6n egitim asamasinda Wikipedia Tiirk¢e kiimeleri ve
haber kiimeleri kullanilmistir. Ayrica bankacilik sektoriine 6zgii
dokiimanlar kullanilarak model tarafindan bankacilik 6zelindeki
climlelerin daha kolay anlagilmasi saglanmistir. Olusturulan bu
model Acik Alan (Open Domain) sorular1 {izerinde test
edildiginde F-Score metrigine gore %67.07 oraninda basarim
gostermektedir. Buna ek olarak Kapali Alan (Closed Domain -
Bankacilik) sorularina cevap verme basarimi ise F-Score
metrigine gore %79.01 olarak 6l¢iilmiistiir.

(Li vd., 2019) tarafindan yapilan c¢alismada otel
rezervasyonlarinda kullanilmak {izere gercek diinya diyaloglari
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lireten yapay zeka tabanli chatbot gelistirilmistir. Bu bot
Whatsapp Telegram gibi platformlara entegre edilebilir
bicimdedir. Bot kullaniciya tercih ettigi 6zellikleri sirasiyla dogal
konusma dilinde sorar ve gerekli cevaplar1 veri tabanindaki
kayitlarla eslestirir. Bu chatbot egitilirken 300000 otel, 100000
sehiri kapsayan veri seti kullanilmis olup BERT algoritmasi ince
ayar yapilarak model olusturulmustur. Mesajlardan otel ve sehir
adlar gibi bilgileri ¢ikarmast i¢in NER teknigi kullanilmis olup;
SpaCy c¢ercevesi ile 21000 etiketlenmis mesaj iizerinden
Ozellestirilmis bir model ortaya ¢ikarilmistir.

(Kanodia vd., 2021) tarafindan yapilan ¢alismada bir soru
cevaplama modeli gelistirilmistir. Bu model gelistirilirken BERT
modeli ve Google Dialogflow entegrasyonu kullanilmistir.
Kullanic1 sorusunu araylize girer daha sonra bu sorular
Dialogflow yardimi ile niyetler ile eslestirilir. Ardindan BERT
modeline génderir. BERT modeli cevabu iireterek kullaniciya API
yardimi ile gonderir. BERT modelinin ince egitimi igin
Conversational Question Answering (CoQA) veri kumesi
kullanilmastir.

(Tanwar vd., 2023) saghk alaninda kullanilmak {izere
yapay zeka tabanli bir chatbot gelistirmistir. Gelistirilen chatbotta
herhangi GPT-3, BERT gibi modeller kullanilmamis olup model
egitimi i¢in Dialogflow ve makine Ogrenmesi teknikleri
kullanilmistir. Siniflandirma algoritmalar1 kullanilarak sorularin
kategorilere ayrilmasi, Terim Frekansi Ters Dokiiman Frekansi
(Term Frequency-Inverse Document Frequency - TFIDF) gibi
algoritmalar kullanilarak ise verinin 6zniteliklerinin ¢ikarilmasi
hususunda c¢alismalar yapilmistir. Bu modeli egitirken kullanilan
veriler forum siteleri, sosyal medya gibi yerlerden toplanmistir.
Yapilan chatbotta 100 girdi veri setinden 20 tanesi test amaciyla
kullanilmis olup botun yiiksek oranda dogru cevaplar verdigi
gbzlemlenmistir.
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(Arisoy, 2024) yaptig1 c¢alismada NLP’de kullanilan
algoritmalar1 konu almisg ve bu algoritmalar arasinda performans
karsilastirmast  yapmistir.  Calisma  kapsaminda  metin
siniflandirma, NER ve soru cevaplama problemleri ele alinmistir.
F1-skor metriklerine gore; metin smiflandirma probleminde
algoritmalarin basarim siralamasi en iyiden en kotiiye dogru
BERT, destek vektor makinesi (Support Vector Machine - SVM),
Naive Bayes seklindedir. NER probleminde de BERT modeli en
basarili model olmustur. Soru cevaplama probleminde ise GPT-3
modeli en basarili model olarak 6n plana ¢ikmaktadir. BERT
modeli ise GPT-3 modelinin hemen arkasinda yer almaktadir.

(Khin ve Soe, 2020) yaptig1 calismada Seq2Seq yapisini
kullanarak iiniversitelerde kullanilabilecek bir chatbot yapmay1
amaclamiglardir. Bu calisma Mynmar dili i¢in olusturulan ilk
sinir ag1 tabanli chatbot yapimini temsil etmektedir. Tekrarlayan
Sinir Ag1 (Recurrent Neural Network - RNN) tabanli Seq2Seq
modelini temel alarak bir encoder-decoder mimarisi kullanmustir.
Mynmar dilinin az kullanilmas1 sebebiyle veri seti hazirlamada
zorluklar yasayip 5000 adet soru cevap giftleri ile model
egitilmistir. Bu modele ek olarak uzun cumlelerde daha verimli
citkarim yapmasi i¢in Dikkat mekanizmas1 (Attention
mechanisim) eklenmis olup Bilingual Evaluation Understudy
(BLEU) metrigine gore model dikkat mekanizmasi olmadan 0.35
oranda basarim verirken dikkat mekanizmasi eklendiginde bu
basarim 0.41 oranina ¢ikmistir.

(Acharya vd., 2022) c¢aligmasinda hem bireysel hem
akademik ihtiyaglarda kullanilabilecek bir chatbot gelistirmistir.
Gelistirilen chatbot NLP ve BERT tabanli bir kapali alan soru
cevap (Closed-Domain Question Answering - CDQA)
chatbotudur. Egitim verileri i¢in kullanicilardan gelen mesajlari
kullanmislardir. Ek olarak SpaCy kiitliphanesi destegi ile NER
algoritmalarin1 kullanarak kullanicilardan gelen 6nemli yerleri
kisi adi, yer ad1 gibi bu verileri veri setine dahil edip BERT
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modelini hazirladiklart veri seti dahilinde egitmislerdir. CDQA
yanit1 tiretmek i¢in Retriever ve Reader algoritmalari kullanarak
veri tabanindan gerekli verilerin secilmesini saglamiglardir.
Reader algoritmalari ise secilen veriler ile anlamli yanitlar tireten
algoritmadir. BERT ise sorunun baglamimi anlamak ig¢in
kullanilmistir. Gerekli testler sonucunda %80 oraninda basarima
ulasilmistir.

(Banu ve Patil, 2020) yaptiklar1 ¢aligmada hazir
platformlar kullanarak bir chatbot gelistirmeyi hedeflemislerdir.
Chatbotu gelistirirken kullanicilar1 anlamak ve niyetlerini
siniflandirmak i¢in Microsoft Dil Anlama Akilli Hizmeti
(Language Understanding Intelligent Service - LUIS)
kullanmiglardir. LUIS Microsoftun dogal dil isleme ve makine
O0grenmesi saglayan hazir bulut hizmetidir.

(Iseri vd., 2021) tarafindan yapilan calismada asil amag
kullanicilarin karsilarinda bir ¢alisana ihtiyag duymadan firma
veya iriinler hakkinda hizli ve dogru bilgiler almasini saglayan
yani bir c¢agri merkezi calisanin yerine gegen bir chatbot
tasarlamaktir. Calismada veri seti olarak bir firmanin Sikga
Sorulan Sorular béliimiinde bulunan sorular alinmistir. {1k olarak
BERT modelinde kullanilacak veriler hazirlanmistir. Daha sonra
BERT modelinin egitilmesi ve egitilen modelin WhatsApp
lizerinden sirket web sayfasina baglanmasi gerceklestirilmistir.
Model basarimlarinin giinliik olarak takibi yapilmis olup veri seti
32 glin boyunca egitilmistir. Selenium kiitiiphanesi ile WhatsApp
uygulamasina baglant1 ger¢eklesmistir. BERT siniflandirma ile
chatbot projesinde Google Colaboratory, Pycharm gibi
ortamlardan yararlanilmistir. Ayrica Tensorflow, Keras, Numpy,
Matplotlib, Pandas, Torch, Transformers, Selenium, Pyodbc gibi
Python kiitiiphaneleri ve teknolojileri kullanilmistir. Tim
bunlarin sonucunda % 77 oraninda bir dogruluk elde edilmistir.
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(Kesgin vd., 2023) tarafindan yapilan ¢alismada cagri
merkezi maliyetlerini azaltmak ve miisteri deneyimini arttirmak
icin Ensemble chatbot modeli gelistirilmistir.  Biiyiik
telekomiinikasyon sirketlerinin sik¢a sorulan sorularindan olusan
1887 soru-cevap ciftini iceren bir veri seti kullanilarak FastText
yontemiyle kelime vektorleri olusturulmustur. Chatbotun en
dogru sekilde caligabilmesi i¢in, ortalama ve agirlikli ortalama
climle vektorlerinin kosiniis benzerligi, n-gram benzerligi ve
kelime tagsima mesafesi gibi yontemler bir ensemble modelde
birlestirilmistir. Model, kii¢iik veri setlerinde test edildiginde bile
yiksek oranda dogruluk oranlariyla dstiin  performans
sergilemistir. Gelecekte, BERT gibi gelismis dil modelleme
tekniklerinin  entegrasyonu ile modelin  performansinin
artirilabilecegi ongoriilmektedir.

(Akarsu ve Er, 2023) tarafindan yapilan calismada, e-
saglik sistemine entegre edilmis yapay zeka tabanli bir chatbot
gelistirilmesi ele alinmaktadir. Temel amag, NLP ve derin
O0grenme yontemlerini kullanarak, kullanicilarin saglikla ilgili
sorularina dogru ve zamaninda yanitlar sunan ayrica doktorlarin
ylkiinii hafifletmek ve hastalarin memnuniyetini artirmak i¢in bir
chatbot tasarlamaktir. Dogal dil isleme ve anlamlandirma
yetenekleri icin BERT modeli kullanilmistir. Calisma, chatbotun
gelistirme siireci, kullanilan veri kiimeleri ve performans
degerlendirme kriterlerini detayl bir sekilde agiklamaktadir.

(Nsaifvd., 2024) ¢alismalarinda chatbot tasarim siirecinde
kullanilan g¢er¢eve ve platformlarin se¢iminde dikkate alinmasi
gerekenler ve alandaki bilimsel arastirmalar1 ele almaktadir.
Makalenin amaci, chatbot gelistirme siirecinde karsilasilan
zorluklar1 ve bu zorluklarin ¢ozlimiine yonelik en 1yi durumlari
sunarak kullanicilara rehberlik etmektedir. Chatbot performansini
degerlendirmek icin kullanilan 6lgiitler belirtilmistir. F1 Skoru,
Recall-Oriented Understudy for Gisting Evaluation (ROUGE),
BLEU (Bilingual Evaluation Understudy) gibi Olcutler yer
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almistir. Calismada, Chatbot tasarimi ve gelistirilmesinde
kullanilan ¢er¢eve ve platformlarin uygulamaya olan etkisi
tizerinde durulmustur.

3. MATERYAL
3.1. Kullamilan Veri Kiimesi

Veri kiimesi, olusturulan chatbot modeli i¢in temel yap1
tagi olmustur. Bu veriler BERT modelinin 6grenmesinde dogru
yanitlar {iretmesinde kaynak olup kullanicilarin niyetlerine
(intent) gore modelin cevap vermesi saglanmistir. Bu veriler
temelde ti¢ temel unsura dayanir. Bunlar; baglam (context), soru
(question) ve cevaplardir (answers). Bu unsurlar géz onilinde
bulunduruldugunda niyetlerin vektorel soru kismi ile asil sorunun
soru, olusacak cevabin ise cevaplar ile eslestirildiginden soz
edilebilmektedir. Olusturulan chatbot kuaforlere odakli olsa da bu
bir rezervasyon sistemi i¢in gelistirilen chatbottur. Bu sebeple var
olan rezervasyon sitelerinde bulunan sik sorulan sorular toplanip
diizenlenlendi ve buna ek olarak dogal dilde gegebilecek insan
kaynakli tiimceler olusturulmus ardindan bu sorular ile benzer
sorular hazirlanmistir. Ek olarak veri seti hazirlama
algoritmasinda veri tabani verilerinin ¢ekilip, bu verilerle 6rnegin
sehirler ile bircok yeni soru veri setine katilmistir. Ornegin veri
tabaninda bulunan "sehirler" tablosundan sehir bilgileri secilip
her sehir ile yeni soru olusturulmustur. JavaScript Nesne
Notasyonu (JavaScript Object Notation - JSON) formatinda
depolanarak model egitimi i¢in kullanildi. Sekil 1°de kiicuk bir
kesiti goriinen yapilandirilmig JSON veri seti, 1400°den fazla
soru cevap objesinden olusmaktadir.
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amizin bdyle bir hizmeti yoktur.",

eya indirim var mi?",

amamizin bdyle bir hizmeti yoktur.",

1,

"is_impossible": false

1
¥

Sekil 1. Veri Kiimesinden Bir Kesit

Bu JSON veri yapisinda her kayit, bir baglam, bu
baglamla iligkili bir veya birden fazla soru ve bu sorularin
baglamdan alinmig yanitlarini icermektedir. Her cevap, baglam
icerisindeki baslangi¢ konumu ile birlikte verilmektedir. Bu
sayede chatbot, kullanicidan gelen dogal dildeki sorulara uygun
ve dogru yanitlar verebilecek sekilde egitilebilmektedir.

3.2. Kullanilan Teknolojiler

Guido van Rossum tarafindan 1991 yilinda gelistirilen
Python programlama dili, kolay ogrenilebilirligi ve genis
kiitliphane destegi sayesinde yapay zekd, web gelistirme,
otomasyon gibi bir¢ok alanda kullanilabildiginden bu ¢alismada
tercih edilmistir. Chatbot gelistirme siirecinde kullanilan gesitli
Python kiitiiphaneleri, NLP ve derin 6grenme gibi siiregleri
onemli ol¢iide kolaylagtirmaktadir. Giiglii bir model olusturmay1
saglayanlara TensorFlow ve PyTorch ornek gosterilirken
onceden egitilmis dil modelleriyle hizli bir uygulama gelistirmeyi
saglayana ise Hugging Face Transformers ornek verilmektedir.
Ek olarak Bilimsel hesaplamalar i¢in gelistirilmis temel bir arag
olan NumPy, ¢ok boyutlu diziler iizerinde hizl1 bir sekilde islem
yapilmasmi saglamaktadir. Ozellikle metin verisinin sayisal
temsillere (embedding, vektor) doniistiiriilmesinde ve bu
temsillerin matris islemlerine tabi tutulmasinda kullanilmaktadir.
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Ayrica TensorFlow ve PyTorch gibi kiitiiphanelerin altyapisinda
da yaygin olarak kullanilmaktadir. PyTorch, derin 6grenme
modellerinin gelistirilmesinde 6ne ¢ikan kiitiiphanelerden biridir.
Gerek klasik yapay sinir aglar1 gerekse transformer tabanli dil
modelleri bu kiitiiphane iizerinde kolayca inga edilebilir. GPU
destegi sayesinde biiyiik veri kiimeleri lizerinde verimli egitim
saglamaktadir. Bu da PyTorch’u, 6zellikle dogal dil iiretimi ve
diyaloga dayali chatbot sistemleri i¢in tercih edilen bir arag¢ haline
getirmektedir. Makine 6grenmesi algoritmalarini hizli bir sekilde
uygulamay1 saglayan Scikit-learn (sklearn), veri madenciligi ve
modelleme  siireglerinde  kullanilan ~ bir  kiitiiphanedir.
Smiflandirma, regresyon, kiimeleme gibi temel algoritmalarin
yani sira veri On isleme, model se¢imi ve degerlendirme gibi
gorevleri yerine getirir. Chatbot gelistirme siireglerinde genellikle
modelden Onceki veri hazirlik asamasinda tercih edilmektedir.
Son olarak, Pydantic, Python veri yapilarini dogrulama ve
otomatik tlir doniislimleri yapmak amaciyla kullanilan bir
kiitiiphanedir. Genellikle API gelistirme siireclerinde, dis
kaynaklardan gelen verilerin yapilandirilmasi ve
dogrulanmasinda kullanilmaktadir. Chatbot uygulamalarinda ise
kullanicidan gelen verilerin beklenen bicimde olup olmadigini
kontrol etmek, hatal1 veri girislerini tespit etmek agisindan biiyiik
kolaylik saglamaktadir. FastAPI gibi modern web c¢atilariyla
dogal uyumu sayesinde, chatbot’'un API tabanli sistemlerle
entegrasyonunu da oldukca pratik hale getirmektedir.
Transformer kiitiiphanesi, agik kaynakli bir Python kiitiiphanesi
olmakla birlikte NLP ve derin 6grenme modellerinin basit bir
sekilde uygulanmasini saglamaktadir. BERT, GPT ve RoBERTa
gibi Onceden egitilmis modellerle genis bir kullanim alanini
kapsayan kutlphane, Hugging Face tarafindan sunulmustur.
FastAPI, Python programlama dili tabanli hizl1 ve verimli APT’ler
gelistiren bir web framework’iidiir. Otomatik belge tiretimi sunar
ve OpenAPI ve JSON Schema standartlarini yerine getirerek
Temsili Durum Transferi (Representational State Transfer -
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RESTful) API’ler olusturmaktadir. FastAPI, asenkron
programlama ile yiiksek performans saglayarak oldukga tercih
edilmektedir.

JavaScript, web gelistirme i¢in kullanilan, dinamik ve ¢ok
yonlii bir programlama dilidir. Ozellikle web tarayicilari iizerinde
calisan etkilesimli 6geler olusturmak i¢in kullanilmaktadir. Web
uygulama gelistirmenin olmazsa olmazi diyebilecegimiz
Javascript programlama dili ile yiizlerce arayiiz olusturulmustur.
Bunlardan Express ve React kullanilan arayiizler arasindadir.
Javascript soz dizimine sahip NodelJS Javascript programlama
dilinin sunucu tarafli ¢calisan ¢aligma ortamidir. Express ise agik
kaynakli yazilim olarak yayinlanan NodeJS ile RESTful API’ler
olusturmaya yonelik bir arka ug ¢ercevesidir. Kullanim1 kolay,
yiiksek hiz ve en biiyiik agik kaynak toplulugu Node Paket
Yoneticisi (Node Package Manageri - NPM) barindirmasindan
dolay1 bu ¢alismanin web tarafinda tercih edilmistir. React, Meta
sirketi tarafindan 2013 yilinda gelistirilen a¢ik kaynak Javascript
kiitliphanesidir. React bilesen tabanli bir yapiya sahiptir. Her
bilesen ayr1 ayr1 derlenmektedir. React’in Virtual Belge Nesne
Modeli (Document Object Model - DOM) kullanimi ile
degisiklikleri rakiplerine gore c¢ok hizli algilayip yeniden
derlenmesi performans ve hiz acisindan biiylik avantaj
saglamaktadir. Bunlara ek olarak yine NPM kullanilir ve React
kullanirken ihtiyag duydugunuz her sey igin gesitli kiitiiphane ve
araglar NPM’de bulunabilmektedir. Bu baglamda bir
Yapilandirilmig Sorgu Dili (Structured Query Language - SQL)
tabanli mimariye sahip PostgreSQL uygulamasi tercih edilmistir.
SQL yap1 veri yapist tutarliligl sebebiyle Sadece SQL Degil (Not
Only SQL - NoSQL) yerine tercih edilmistir. PostgreSQL
kullanacak olmamizin sebebi ise; MySQL’deki gibi sadece
iligkisel veri tabani ozellikleri saglamasinin yani sira nesne
iligkisel model ozelliklerini de saglamaktadir. Veri tabaninda
nesneler, anahtar deger ciftleri gibi veriler tutulabilmektedir.
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4. YONTEM

Bu ¢alismada, derin 6grenme modeli olarak BERTiirk
kullamilmustir. Ilerleyen alt béliimlerde BERT modelinin genel
yapisi, BERTirk modelinin detaylari, ince ayar yontemi,
tokenlestirme, kullanic1 tarafindan girilen sorularin ve veri
setindeki  baglamlarin  vektorlestirilmesi  agiklanmaktadir.
Modelin egitimi siirecini daha iyi agiklayabilmek adina kullanilan
dogal dil isleme mimarisinin genel yapisint 6zetleyen bir sema
Sekil 2’de sunulmustur. Bu sema, verinin ham metin formatindan
baslayarak son ¢iktiya kadar gectigi temel agsamalari
gorsellestirmektedir. Semada gosterilen siralamaya uygun olarak,
modelin egitim siireci asagida adim adim agiklanmistir.

IM&L.i\.V(ill; — BERT moddeli yiiklenir, (dbmdzhert- BASLANGI(

base turkish cased)

Veri Seli JSON Dosynsim A¢ Kullamieidan giris alimr

i ilsii haslar (epoch sayist
| a) i
Her parageaf ve QA ¢iftiicin: 1 TEIDF vek er_input
el

Nar rularla
cosine similarity hesaplanie

Tokenizer ile question + context
birlikte tokenize edilir

Benzerlik en yiikseh okan soru
secilir

-
oht ularah kayth:

OfTset mapping ile Loken

Konumlars grkarilie

1
answer sturt ve answer_end Sepoch sonrasi efflim sona
konumlars token diizleninde starl_idx "l'"“
veeml_idy olarak eglestirilir .
! Bitis
nput_ids. 1 mask. tolen type ids,
Slart_posi nd_positions bir feature

DatuLoader’lara baglunr — balch |
size - 8, shuffle - True

Cevap dimdiiviiliie.

Sekil 2. Sistemin Genel Akis Diyagrami

295



Bilgisayvar Bilimleri ve Miihendisligi

Start/End Span \,‘

[ T

Masked Sentence A Masked Sentence B \ ,V  Queston

\
N Unlabeled Sentence A and B Pair

Pre-training o Fine-Tuning
Sekil 3. BERT Modeli (Devlin vd., 2019)

Acik kaynak kodlu ve dnceden egitilmis bir dogal dil
isleme modeli olan BERT, Google’in yapay zeka arastirma ekibi
tarafindan gelistirilmistir (Devlin vd., 2019). BERT, verilen
metni ¢ift yonlii olarak inceledigi i¢in kelimenin sagindaki ve
solundaki kelimelerle olan iligkisini iyi bir sekilde anlamaktadir
ve kullandigt MLM ve NSP algoritmalar1 ile metni derinlemesine
incelemektedir. Sekil 3’te BERT modelinin ¢alisma mimarisi
gosterilmistir.  BERT’in  egitimi  iki asamali  olarak
gerceklestirilmistir: 1. On Egitim (Pre-training): Bu asamada
model ¢ok biiyiik bir genel veri setleri ile egitilmektedir. 2. Ince
Ayar (Fine-tuning): On egitim siirecinde egitilen model spesifik
bir gorev i¢in verilen veri kiimesi ile yeniden egitilmektedir.

Tokenizasyon, metni anlamli pargalara (token) ayirma
islemidir. BERT modelinde kullanilan tokenizasyon yontemi
metini bosluk ve noktalama isaretleri gibi ayricilar kullanarak
bolmekteedir. Ardindan metni noktalama isaretleri, gereksiz
kelimeler gibi etmenlerden arindirmaktadir. Sekil 4’te basit bir
tokenizasyon iglemi 6rnegi gosterilmistir.
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“Sohbet botu gelistiriyoruz”

!

Tokenizasyon

/1N

“Sohbet” “botu” “geligtiriyoruz”

Sekil 4. Basit Bir Tokenizasyon Ornegi

Tirkce BERT modeli Tirkce diline ait baydk dil
modelidir. Tiirk¢e kaynaklardan olusan biiyiik bir veri seti ile
egitilen bu model Tiirkge metinleri daha iyi anlamak ve daha
dogru tahminler yapmak icin tasarlanmistir. Bu c¢alismada
Hugging Face platformundan alinan model kullanilmistir.

BERTiirk modeli hazirlanan veri kiimesi ile egitilerek
kullanima hazir hale getirilmistir. Ince ayar adimlari su
sekildedir: 1. Veri Yiikleme: Egitim ve dogrulama verileri
DatalLoader yapisiyla, kiigiik gruplar halinde modele
aktarilmustir. 2. ileri Gegis (Forward Pass): Her batch modele
verilmis, model tarafindan sorulara karsilik tahminler tiretilmistir.
3. Kayip Hesaplama: Tahminler ile gercek cevaplar
karsilagtirilarak bir kayip (loss) degeri hesaplanmistir. 4. Geri
Yayilim (Backpropagation): Kayip degeri kullanilarak modelin
agirliklart tlirevler yardimiyla gilincellenmistir. 5. Agirhik
Giincelleme: optimizer ile agirliklar gilincellenmistir. 6.
Dogrulama: Her epoch sonunda model, O6grenme siireci
durdurularak  dogrulama  verisi  {izerinde  performans
degerlendirmesine tabi tutulmustur. 7.Modelin Kaydedilmesi:
Eger dogrulama kaybi1 onceki en diisiik degerden daha azsa,
model ve tokenizer diske kaydedilmistir. Modelin basarisi, egitim
ve dogrulama kayiplari tizerinden izlenmistir.
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e Egitim Kaybi1 modelin egitim verisi iizerindeki
performansini gosterir. Ortalama egitim kayb1 su
formiille hesaplanmuistir:

Ortalama Egitim Kayb1 = Toplam Kayip / Adim Sayis1

e Dogrulama Kayb1 ise modelin daha once
gérmedigi veriler iizerindeki performansini dlger.
Asirt 6grenme (overfitting) olup olmadigini tespit
etmek i¢in kullanilmaktadir.

e En lyi Kayp: Dogrulama kaybi eger simdiye
kadarki en diisiilk deger ise modelin giincel hali
kaydedilmistir. Bu, en iyi genel performansa sahip
modelin korunmasini saglamaktadir.

Modelin egitimi kapsaminda kullanilan parametre ayarlari
ise su sekildedir: Egitim siirecinde epoch sayist 5 olarak
belirlenmistir; bu dogrultuda model, egitim verisi lizerinde bes
kez tekrar eden bir dgrenme siirecinden gegirilmistir. Onceki
denemelerde ¢ epoch ile tutarsiz ¢iktilar iireten modelin, bes
epoch ile daha istikrarli ve giivenilir yanitlar verdigi
gozlemlenmistir. Egitim sirasinda batch boyutu 8 olarak
sec¢ilmistir; bu, modelin verileri sekizli mini kiimeler seklinde
isleyerek 6grenmesini saglamistir. Ogrenme orani (learning rate)
ise 0.005 olarak belirlenmistir. Bu diisiik 6grenme orani, modelin
agirliklarini her giincelleme adiminda daha kiiclik degisikliklerle
optimize etmesine olanak taniyarak, egitim siirecinde istikrar
arttrmigtir.  Son  olarak, optimizasyon surecinde AdamW
algoritmasi tercih edilmistir. Transformer tabanli mimarilerle
uyumlu olan bu algoritma, agirliklarin diizenlenmesini saglayarak
asir1 0grenme riskini azaltmakta ve genel 6grenme performansini
artirmaktadir. Model bu parametrelerle cuda kullanmadan CPU
lizerinde egitimi 9 saat 25 dakika, cuda kullanilarak GPU
tizerinde 2 dakika 34 saniyede egitilmistir. Model egitilirken
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colab sanal ortam1 kullanilmigtir. Ekran kartinda Tesla T4 grafik
kart1 tercih edilmistir.

5. GELISTIRILEN WEB UYGULAMASI

Bu bdlimde web uygulamasinin olusturulmasinda
kullanilan teknolojilerin ne amagcla kullanildigt ve web
uygulamasinin mimarisi detaylandirilmigtir. Kullanicidan alinan
dogal dil girdisinin, gelistirilen web tabanli sohbet botu
araciligiyla islenme siireci Sekil 5’te akis diyagrami seklinde
sunulmustur. Bu diyagram, kullanict arayiiziinden baslayarak
modelin cevap iiretimine kadar olan tiim siireci adim adim
gostermektedir.

Web uygulamasi istemci sunucu mimarisi olarak
diisiiniilmiistiir. Bu sayede arka yiiz ve On yiliz taraflarim
birbirinden ayirarak bagimsiz halde c¢alismasi hedeflenmistir.
Sunucu tarafinda Boliim 4° te bahsedildigi lizere Nodejs arayiizii
olan Express kullanilmistir. Express ile bir RESTful API
tasarlanip bu API sayesinde arka taraf ve on taraf arasinda iletisim
saglanmistir. Express kullanilirken Sequelize acik kaynak
kiitiiphanesi Nesne lliskisel Esleme (Object- Relational Mapping
- ORM) yontemi kullanilarak veri tabani tablolar1 Javascript
siiflar1 ile otomatik olarak olusturulur ayrica bir SQL kodu
yazilmadan tablolar olusturulup ve SQL sorgular1 kullanilmigtir.

On yiiz kismi gerceklenirken React ortaminda React
kiitiiphaneler toplulugu olan Material UI kiitiiphanesi kullanilarak
tasarim gerceklenmistir. On yiizde temel olarak kullanicilarin
chatbot ile diyalog kurabildigi bir pop-up sekmesi, kuaforlerin
goriintiilendigi,  kullanicinin ~ kuaforlerden  rezervasyon
yapabilecegi sayfalar bulunmaktadir.
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[ Chatbot divalog penceresi }

v

[ Sorunun arka yuze iletilmesi }

[ Sorunun Express cergevesi }

tarafindan model AFI'sine
aktanimasi

v

[ FastAPI ile gelen istedin modele }

girdi olarak verilmesi

v

[ Egitilmis LLM modelin soruyu }

yanitlamasi

Sekil 5. Akis Diyagrami

Egitilen model ve 6n yiiz tarafinda iletisim agamali olarak
gerceklesmektedir. Sekil 5’te gosterildigi gibi kullanicilar
soracaklar1 soruyu on yiizde tasarlanan pop-up igerisine yazar ve
Express sunucusuna istekte bulunmaktadir. Express sunucusu bu
istegin i¢cindeki soruyu istek yardimi ile FastAPI ile olusturulmus
modele veri girisini saglayan RESTful API’ye tekrar istek
gondererek on yiiz ile model arasindaki iletisimi saglamaktadir.
Model soruyu degerlendirdikten sonra olusturdugu metni
cevaplar seklinde sirayla FastAPI, Express ve On yiiz tarafina
iletilmektedir. On yiize gelen cevap icerisindeki metin kullaniciya
pop-up igerisinde bir diyalog olarak goriinmektedir.
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6. SONUCLAR VE TARTISMA

Bu caligmada gelistirilen chatbotun kapsamli bir
degerlendirmesi yapilmistir. Gergeklestirilen modelleme siireci,
LLM tabanli chatbot yapisinin basariyla entegre edildigi bir web
uygulamasiyla tamamlanmigtir. Uygulamanin genel kullanici
arayuzune ek olarak kullanici sorularina yanit iiretebilen chatbot
ekrani da tasarlanmistir. Asagida, gelistirilen web platformunun
genel yapist ve Ozel olarak chatbot bilesenine ait ekran
gorantileri  sunularak sistemin butinsel gorinima ortaya
konulmustur. Sekil 6’da sunulan ana ekran, gelistirilen
KuafoRezerve uygulamasinin baglangic arayiiziinii temsil
etmektedir ve gorselde goOriindiigli lizere sayfanin sag alt
boliimiinde chatbot ile iletisime gecilebilmektedir. Sekil 7°de yer
alan ekran ile kullanicilar tercih ettikleri kuaforii secebilmektedir.
Sekil 8’de gosterilen arayiliz ise kullanicilarin rezervasyon
islemlerini tamamlamalarina olanak saglamaktadir.

é Tugfofiezerve

Kuafdr Rezervasyonunda
o

e bakim'sektdrinde dijitallesme artik bir

Sekil 6. Uygulama Ana Ekrani
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Aradigin Kuaféra bul!

i \_ _\ Sahir J Elnsiyet

Karizma Kuafér
Uskud 4 Atoturk Coddesi Ko

Sekil 7. Kuafér Bulma Ekram

Y- il i S

Elite Tirag Kuafor

Sekil 8. Rezervasyon Tamamlama Ekrani

Sekil 9, 10 ve 11°de sirastyla gelistirilen chatbot arayiizii
sunulmaktadir. Bu arayiiz, kullanicilarin platform hakkinda bilgi
almasina, sehirdeki kuafor Onerilerini goriintiilemesine ve en
yiiksek puanli kuaforlere erigsmesini saglamaktadir. Chatbot,
kullanic1 sorularina yanit vererek gerekli sayfaya yonlendirme
saglamaktadir.
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Destek Chat X

@ Merhabat Size nasil yardimci

olabilirim?
KuaféRezerve Nedir? 2

o KuaféRezerve, kullanicilara gehir,
ilce, hizmet tard veya puan gibi
kriterlere gére kuafér dnerileri sunan
bir platformdur. Kullanicilar,
platformumuz Gzerinden kuaforler
hakkinda detayl bilgilere ulagabilir
ve kendilerine en uygun kuaforleri
bulabilirler.

Kuafarier Nasil Kayit Olur? KuafoRezerve Nedir? En Yiksek Puanh Kuaforer
Samsun $ehrindeki Kuaforier,

Mesajinizi yazin...

Fi

Sekil 9. Ornek Sohbet-1
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Destek Chat X

[ ]

samsun sehrindeki kuafbrler

bo
[ ]

= Samsun sehrindeki kuafér onerileri:

Keskin Cizgi:

4.35 puan (20 degerlendirme)
Samsun/Yakakent sehrinde
hizmetler: Genel Bakim, Sag Sakal
Kesimi, Sa¢ Boyama

adres: Kadikéy Mahallesi,
Cumbhuriyet Caddesi, No 5

Moda Tiras:

4.04 puan (24 degerlendirme)
Samsun/Canik sehrinde
hizmetler: Genel Bakim, Agda,
Agda, Sag Boyama

adres: Kadikéy Mahallesi, Yenikapi
Caddesi, No 12

Jilet Tarz:
4.04 puan (24 degerlendirme) v

KuafGrier Nasil Kayit Olur? KuafoRezerve Nedir? En Yiksek Puanh KuafGrier

Samsun Sehrindeki Kuafrier,
WA

Mesajinizi yazin... ]

Sekil 10. Ornek Sohbet-2
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Destek Chat X

En Yuksek Puanl Kuaférler l

»

I En yuksek puanh kuaférler:

1. Metin Kuafor:

4.7 puan (20 degerlendirme)
Ankara/Kazan, hizmetler: Sac Sakal
Kesimi, Maske, Sag Sakal Kesimi,
Damat Trasgl, Sag Kesimi

adres: Beyoglu Mahallesi, Geyve
Sokak, No 10

2. Mavi Tarz Kuafér:

4.6 puan (20 degerlendirme)
Drdu;"UIubey, hizmetler: Sag Kesimi,
Sac Sakal Kesimi, Sag Boyama
adres: Kadikdy Mahallesi, Camlik
Saokak, No 2

3. Cazibe Kuafdr:
4.5 puan (20 degerlendirme) |
Ankara/Kizilcahamam, hizmetler:

e L B S e e e e e .
Kuafarier Nasil Kayit Olur? KuafoRezerve Nedir? En Yaksek Puanh Kuaforer
Samsun $ehrindeki KuafGrier

| Mesajinizi yazin.. ‘

Sekil 11. Ornek Sohbet-3

7. GENEL DEGERLENDIRMELER VE GELECEK
CALISMALAR

Kuaforlere yapilan rezervasyonlarda zorluklar gozlenmis
olup bu sorunlar1 gidermek amaci ile kullanicilarin chatbot
destegi alarak rezervasyon yapmasini saglayan bir uygulama
gelistirilmesi amaglanmistir.  Sohbet botunun kullanicilarin
yonelttigi sorular1 dogru big¢imde isleyip en uygun yanitlar

305



Bilgisayvar Bilimleri ve Miihendisligi

olusturmasi temel hedef olarak belirlenmistir. Gergeklestirilen
testler dogrultusunda chatbot ¢ogu senaryoda kullanici taleplerini
dogru anlamlandirmis ve basarili  cevaplar  sundugu
gozlemlenmistir. Bu baglamda, belirlenen hedeflerin biiytik
Olciide basariyla gergeklestirildigi soylenebilir. Bu ¢alismada,
Tiirkce dilinde bir sohbet botu gelistirmek amaciyla BERT
tabanli bir model kullanilmistir. Ancak, dilenirse GPT, RoBERTa
veya TS5 gibi farkli biiylik dil modelleri de entegre edilerek
sistemin yanit cesitliligi artirilabilir. Kuaforlere 6zgii bir
rezervasyon veri kiimesinin literatiirde veya agik kaynaklarda
bulunmamasi1 nedeniyle bu alandaki eksiklikten kaynakli
zorluklar yasanmis ve bunun sonucunda 6zgiin bir veri kiimesi
tarafimizdan olusturulmustur. Bu katkilar, dogal dil isleme
alaninda Tirkce dilinde kaynak niteliginde kullanilabilecek
durumdadir. Gelistirilen KuafoRezerve sistemi su an igin
yalnizca web tabanli bir platformda ¢aligmakta olup gelecekte
diger dijital platformlara entegrasyonu planlanmaktadir. Ayrica
sistem, yalnizca kuafor hizmetleriyle sinirli kalmayip giizellik
salonlar1, spa merkezleri, saglik ve bakim hizmetleri, hali sahalar
gibi farkl sektorlere uyarlanabilecek esnek bir yapiya sahiptir.
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AKILLI TARIM UYGULAMALARI
KAPSAMINDA MULTISPEKTRAL
KAMERALAR ILE DOMATES HASTALIK
ANALIZI

Mahmut DURGUN!

1. GIRIS

Kiiresel niifus artis1 ve iklim degisikligi baskilar altinda,
tarimsal {retimde sirdiiriilebilirlik ve verimlilik arayist,
geleneksel yontemlerden teknoloji tabanli yaklasimlara dogru
radikal bir doniisiimii zorunlu kilmaktadir. Bu doniisiimiin
merkezinde, siklikla birbirinin yerine kullanilsa da niianslara
sahip olan "hassas tarim" ve "akilli tarim" kavramlar1 yer
almaktadir. Hassas tarim (Precision Agriculture), bilgi
teknolojilerini kullanarak tarladaki degiskenlikleri dlcen, analiz
eden ve gubre, su gibi girdilerin mekénsal ve zamansal olarak
optimize edilmesini saglayan bir yonetim stratejisidir(Getahun,
Kefale, & Gelaye, 2024). Akilli tarim (Smart Farming) ise bu
yaklasimi bir adim Steye tasiyarak; Nesnelerin interneti (IoT),
yapay zeka (AI), robotik ve biiyilk veri analitigi gibi
teknolojilerin entegrasyonuyla, sadece tarlay1 degil, tiim ¢iftlik
operasyonlarint kapsayan, veriye dayali, biitiinciil ve otonom
karar alma streclerini ifade etmektedir(Sharma & Shivandu,
2024). Bu teknolojik paradigma, ozellikle domates (Solanum
lycopersicum L.) gibi ekonomik degeri yiiksek ancak hastalik ve

1 Dog. Dr., Tokat Gaziosmanpasa Universitesi, Turhal Uygulamali Bilimler

Fakiltesi, Elektronik Ticaret ve Yonetimi Bolimi, ORCID: 0000-0002-5010-
687X.
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zararhilara karg1 hassas tirlinlerin yoOnetiminde kritik bir rol
oynamaktadir.

Domates, dunya genelinde taze tiketim ve endustriyel
isleme acgisindan stratejik bir {riindiir; ancak tretim siireci,
biyotik stres faktorlerinin siirekli tehdidi altindadir. Fungal (6rn.
Erken Yaniklik, Alternaria solani), bakteriyel ve viral (6rn.
Domates Lekeli Solgunluk Virust - TSWV) patojenler, bitki
fizyolojisini bozarak hem verim miktarinda hem de iiriin
kalitesinde dramatik diistislere neden olabilmektedir (Nazarov,
Baleev, lvanova, Sokolova, & Karakozova, 2020). Ornegin,
Samsun ilinde yiiriitiilen bir saha ¢alismasinda, TSWV
enfeksiyonunun domates veriminde %42,1 oraninda azalmaya ve
pazarlanabilir liriin degerinde %95,5’lik bir kayba yol actigi,
bunun da yaklagik 0,9 milyon dolarlik ekonomik zarara tekabiil
ettigi rapor edilmistir (Sevik & Arli-Sokmen, 2012). Geleneksel
hastalik teshis yontemleri olan manuel gozlem ve laboratuvar
testleri, genellikle zaman alicidir, uzmanlik gerektirir ve insan
hatasina agiktir; bu durum, hastaliklarin erken evrede tespit
edilerek yayilmasinin 6nlenmesini zorlastirmaktadir(Jafar, Bibi,
Naqvi, Sadeghi-Niaraki, & Jeong, 2024).

Bu zorluklarin asilmasinda, multispektral goriintiilleme
teknolojileri devrim niteliginde bir ¢dziim sunmaktadir. insan
gozilinlin algilayabildigi goriiniir 151k (RGB) spektrumunun
Otesine gecen bu kameralar; Yesil, Kirmizi, Kirmizi-Kenar (Red-
Edge) ve Yakin Kizilotesi (NIR) gibi spesifik dalga boylarinda
veri toplayarak bitki sagliginin hassas bir sekilde izlenmesine
olanak tanir(Abdulridha, Ampatzidis, Kakarla, & Roberts, 2020).
Bitki dokusundaki klorofil icerigi, hiicre yapist ve su stresi gibi
fizyolojik degisimler, yapraklarin spektral yansima 6zelliklerini
degistirmektedir. Multispektral kameralar, Normalize Edilmis
Fark Vejetasyon indeksi (NDVI) ve Normalize Edilmis Kirmizi
Kenar Indeksi (NDRE) gibi vejetasyon indekslerini kullanarak,
hastalik belirtileri heniliz insan goziiyle fark edilemezken
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(asemptomatik evre) stresi tespit edebilmekte ve miudahale
imkani saglamaktadir(J. Lu, Ehsani, Shi, de Castro, & Wang,
2018; Verma, Chug, & Singh, 2018).

Bu kitap boliimiiniin  temel amaci, akilli tarim
uygulamalart ~ ¢ercevesinde = multispektral ~ goriintiileme
teknolojilerinin domates hastaliklarinin tespiti ve analizindeki
roliinii kapsamli bir gekilde incelemektir. Boliim kapsaminda;
hassas tarim teknolojilerinin teorik temelleri, domates bitkisinde
yaygin goriilen hastaliklarin spektral imzalar1, multispektral veri
toplama siiregleri ve elde edilen verilerin islenerek anlamli
tarimsal i¢goriilere doniistiiriilmesi siiregleri ele alinacaktir.
Ayrica, bu teknolojilerin hastalik ydnetiminde sagladigi
ekonomik ve cevresel avantajlar, literatirdeki giincel vaka
analizleri ve deneysel bulgular 1s181nda tartigilacaktir.

2. MULTISPEKTRAL KAMERA SISTEMLERI VE
SPEKTRAL BANTLAR

2.1. Multispektral kamera teknolojisinin c¢alisma
prensibi

Multispektral —gorlntileme (MSI), elektromanyetik
spektrumun gorindr ve gorindr olmayan bolgelerindeki verilerin,
belirli ve ayrik dalga boyu araliklarinda (bantlarda) toplanmasi
prensibine dayamir. Insan goziiniin algiladign goriiniir 151k
spektrumunun o6tesine gegen bu teknoloji, genellikle 3 ila 10
arasinda degisen sayida spektral banttan veri yakalar(J. M.
Amigo, 2019). Hiperspektral goriintiilemeden (HSI) temel farki,
yiizlerce dar ve siirekli bant yerine, daha az sayida ancak tarimsal
analiz i¢in stratejik Oneme sahip daha genis bantlara
odaklanmasidir. Bu 6zellik, multispektral sistemlerin daha az veri

liretmesini saglayarak isleme hizim1 artirir ve maliyet etkin bir
¢6zim sunar(B. Lu, Dao, Liu, He, & Shang, 2020).
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Bu kameralarin ¢aligma mimarisinde, gelen 15181 sensore
ulasmadan oOnce belirli dalga boylarina ayiran optik filtreler
(6rnegin, filtre tekerlekleri veya desenli filtreler) veya 1s18a
duyarli 6zel sensor dizileri kullanilir(J. M. Amigo & Grassi,
2019). Elde edilen veriler, radyometrik kalibrasyon sureclerinden
gecirilerek dijital sayilardan (DN) mutlak ylizey yansima
degerlerine doniistiiriiliir ve bu sayede bitki sagliginin hassas bir
sekilde analiz edilmesine olanak tanir(Pourazar, Samadzadegan,
& Dadrass Javan, 2019).

2.2. Tarimda yaygin kullamlan spektral bantlar

Tarimsal analizlerde kullanilan multispektral kameralar,
bitki fizyolojisindeki degisimleri tespit etmek amaciyla
elektromanyetik spektrumun spesifik bolgelerine odaklanir.

2.2.1. Goriiniir 151k (RGB) bantlar1 Bu bolge 400 nm ile
700 nm arasindaki dalga boylarini kapsar ve Mavi (450-520 nm),
Yesil (520-600 nm) ve Kirmizi (600-700 nm) bantlarindan olusur.
Bitkilerdeki klorofil pigmenti, fotosentez sureci icin mavi ve
kirmiz1 15181 gli¢li bir sekilde emerken, yesil 15181 yansitir; bu
durum saglikli bitkilerin insan goziine yesil goriinmesinin
nedenidir(Rehman vd., 2024). RGB bantlari, bitki morfolojisi ve
pigmentasyon degisimlerinin gorsel analizi i¢in temel teskil eder.

2.2.2. Kirmz1 kenar (red edge) bandi Kirmiz1 kenar
bandi (700-730 nm), kirmizi 151tk emilim bolgesi ile yakin
kiz1l6tesi yansima bolgesi arasindaki gegis araliginda yer alir. Bu
bant, bitki stresine ve klorofil i¢cerigindeki degisimlere karst son
derece hassastir(Filella & Penuelas, 1994). Klorofil miktarindaki
en ufak bir azalma, bu bolgedeki spektral egride kaymalara neden
oldugu igin, hastaliklarin ve besin eksikliklerinin erken dénem
tespitinde kritik bir rol oynar(Rehman vd., 2024).

2.2.3. Yakin kizilotesi (NIR) bandi NIR bandi (700-1300
nm), bitki saglig1 analizlerinde en sik kullanilan bolgelerden
biridir. Saglikli bitki yapraklarinin i¢indeki siingerimsi mezofil
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tabakasi, bu dalga boyundaki 15181 yiiksek oranda yansitir. Bu
banttaki yansima degerleri, bitki canlili§1 (vigour) ve biyokiitle
yogunlugu ile dogrudan iligkilidir(De Silva & Brown, 2024;
Sarvakar & Thakkar, 2024).

2.3. Spektral bantlarin  bitki saghg1 ve stres
durumlariyla iliskisi

Multispektral bantlardan elde edilen veriler, bitkilerin
biyotik ve abiyotik stres faktorlerine verdigi tepkileri izlemek i¢in
kullanilir. Saglikli bir bitki, yiliksek klorofil icerigi ve saglam
hiicresel yapisi sayesinde goriiniir 15181 (6zellikle kirmiziy1)
emerken, NIR 151811 giiglii bir sekilde yansitir(Berger vd., 2022).
Ancak hastalik veya stres durumunda bu denge bozulur.

Ornegin, domates bitkisinde fungal enfeksiyonlar (&rn.
Erken Yaniklik) veya su stresi meydana geldiginde, yaprak
dokusundaki klorofil yikima ugrar. Bu durum, kirmizi banttaki
emilimin azalmasina ve yansimanin artmasina neden olurken;
hiicresel yapinin bozulmasi NIR yansimasinin diismesine yol agar
(Muhammad vd., 2025). Bu spektral degisimler, Normalize
Edilmis Fark Vejetasyon Indeksi (NDVI) veya Normalize
Edilmis Kirmizi Kenar Indeksi (NDRE) gibi algoritmalar
araciligiyla sayisallastirilarak, hastalik belirtileri heniliz insan
goziyle gorilemeyen "asemptomatik™ evredeyken tespit
edilebilir(Nguyen vd., 2021). Ozellikle NDRE, yogun bitki
ortiisiinde doygunluga ulasan NDVI'ya kiyasla, ge¢ donem
hastaliklarin ve azot eksikliginin tespitinde daha hassas sonuglar
sunmaktadir(de Castro, Shi, Maja, & Pefia, 2021).

3. DOMATES BITKIiSINDE YAYGIN OLARAK
GORULEN HASTALIKLAR

Domates (Solanum lycopersicum), kuiresel 6lcekte
ekonomik degeri yliksek bir iiriin olmasina ragmen, iiretim siireci

315



Bilgisayvar Bilimleri ve Miihendisligi

boyunca c¢esitli biyotik stres faktorlerinin tehdidi altindadir.
Hastalik etmenleri, bitkinin fizyolojik siireclerini bozarak verim
ve kalite kayiplarina yol ag¢maktadir. Bu hastaliklarin
siniflandirilmasi ve bitki dokularinda yarattig1 gorsel ve spektral
degisimlerin anlagilmasi, uzaktan algilama teknolojilerinin
basarisi i¢in temel teskil etmektedir.

3.1. Fungal, bakteriyel ve  viral domates
hastaliklariin siniflandirilmasi

Domates hastaliklar1 temel olarak fungal, bakteriyel ve
viral patojenler olmak Uzere U¢ ana kategoride incelenmektedir.
Fungal hastaliklar, domates {iretiminde en sik Kkarsilasilan
sorunlarin basinda gelmektedir. Ozellikle Alternaria solani
tarafindan olusturulan Erken Yaniklik (Early Blight) ve
Phytophthora infestans kaynakli Ge¢ Yaniklik (Late Blight),
yaprak, govde ve meyvede ciddi hasarlara neden olmaktadir.
Ayrica, Septoria lycopersici’nin neden oldugu Septoria Yaprak
Lekesi ve Botrytis cinerea kaynakli Kursuni Kiif, bitkinin
fotosentetik  alanim1i  daraltan  diger  Onemli  fungal
enfeksiyonlardir(Sanoubar & Barbanti, 2017). Bakteriyel
hastaliklar arasinda, Xanthomonas tiirlerinin neden oldugu
Bakteriyel Leke (Bacterial Spot) ve Pseudomonas syringae pv.
tomato kaynakli Bakteriyel Benek (Bacterial Speck) o©ne
cikmaktadir. Bu hastaliklar genellikle tohum kaynakli olup, nemli
kosullarda hizla yayilmakta ve meyve kalitesini dogrudan
etkileyen lezyonlar olusturmaktadir(Catara & Bella, 2020). Viral
hastaliklar ise vektor bocekler veya mekanik yollarla taginan ve
sistemik enfeksiyonlara yol agcan patojenlerdir. Domates Lekeli
Solgunluk Virlisi (Tomato Spotted Wilt Virus - TSWV),
Domates Sar1 Yaprak Kivircikligi Viriisii (Tomato Yellow Leaf
Curl Virus - TYLCV) ve Domates Mozaik Virust (ToMV) en
yikict  viral  etmenler arasindadir.  Ornegin, TSWV
enfeksiyonunun domates veriminde %40 ila %90 oraninda kayba
neden olabildigi rapor edilmistir(Sevik & Arli-Sokmen, 2012).
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3.2. Hastaliklarin bitki yapraklari iizerindeki gorsel ve
fizyolojik etkileri

Hastalik etmenleri, bitki yapraklarinda karakteristik
gorsel semptomlar ve fizyolojik bozulmalar meydana getirir.
Fungal enfeksiyonlar genellikle nekrotik lezyonlar, kloroz
(sararma) ve yaprak dokiimii ile sonuclanir (Sekil 1). Ornegin,
Erken Yaniklikta yapraklarda i¢ ice gegmis halkalar (hedef tahtasi
gorlinlimii) olusurken, Ge¢ Yaniklikta suda haglanmis gibi
goriinen gri-yesil lekeler ve ardindan doku 6limii gozlenir(Ally,
Neetoo, Ranghoo-Sanmukhiya, & Coutinho, 2023). Bakteriyel
enfeksiyonlarda ise genellikle yaprak kenarlarinda yanikliklar,
sar1 haleli kiiclik siyah lekeler ve vaskiiler dokularda bozulmalar
meydana gelir. Viral hastaliklar ise yapraklarda mozaik desenleri,
sekil bozukluklar1 (kivrilma, kiigiilme), bodurluk ve bronzlasma
gibi sistemik belirtilerle kendini gosterir(Muhammad vd., 2025).

bl

Bakteriyel leke Erken yanikhk Saglikh Geg yaniklik Yaprak kiifti
Septoria yaprak Iki noktali Hedef leke Domates mozaik  Domates sarl yaprak
lekesi oriimcek akar virlisti kivirciklik virtisti

Sekil 1. Bitki yapraklarinda karakteristik gorsel semptomlar ve
fizyolojik bozulmalar
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Fizyolojik diizeyde bu patojenler; klorofil pigmentinin
yikimina, hiicre duvar biitlinliigiiniin bozulmasina, su iceriginin

azalmasina ve fotosentez kapasitesinin diismesine neden
olmaktadir(Chhabra, Kaur, Vij, & Gaur, 2020).

3.3. Hastaliklarin spektral yansima o6zelliklerini
degistirmesi

Bitki hastaliklari, yapraklarin elektromanyetik spektrumu
yansitma  bi¢imini  (spektral imza) dramatik  sekilde
degistirmektedir. Saglikli bitki ortiisii, fotosentez i¢in goriiniir
151k (VIS) bolgesindeki kirmizi ve mavi 15181 emerken, yakin
kizilotesi (NIR) 15181 giiglii bir sekilde yansitir. Ancak hastalik
durumunda bu denge bozulur. Klorofil kaybi (kloroz), goriiniir
bolgedeki (6zellikle kirmizi bantta, ~680 nm) 151k emilimini
azaltarak yansimanin artmasina neden olur. Hiicresel yapinin
bozulmasi ve su stresi ise NIR bolgesindeki (700-1300 nm)
yansimanin azalmasina yol acar(Xu, Ying, Fu, & Zhu, 2007).
Oregin, Xanthomonas enfeksiyonu sonucu olusan su emmis
(water-soaked) lezyonlar, ozellikle 1400 nm civarindaki kisa
dalga kizilotesi (SWIR) bantlarinda belirgin spektral degisimler
yaratir(Zhang, Vinatzer, & Li, 2024). Bu spektral farkliliklar,
hastaliklarin insan goziiyle goriilmeden Once (asemptomatik
evre) tespit edilmesine olanak tanir.

4. MULTISPEKTRAL GORUNTULER
KULLANILARAK DOMATES BITKIiSINDE
HASTALIK ANALIZi

Multispektral goriintiileme, bitki sagliginin izlenmesinde
ve hastaliklarin erken teshisinde hassas tarimin en etkili
araclarindan biridir. Bu siire¢, verinin toplanmasindan
islenmesine kadar titiz bir metodoloji gerektirir.
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4.1. Multispektral veri toplama sureci

Veri toplama siireci, genellikle insansiz Hava Araclar
(IHA) veya yer tabanli platformlar {izerine monte edilmis
multispektral kameralar araciligiyla gerceklestirilir.  Bu
kameralar; Yesil, Kirmizi, Kirmiz1 Kenar (Red-Edge) ve Yakin
Kizilstesi (NIR) gibi spesifik dalga boylarini kaydeden sensorlere
sahiptir. Veri toplama sirasinda giines a¢is1, bulutluluk durumu ve
ucus ylksekligi gibi ¢evresel faktorler kritik dneme sahiptir.
Tutarl veriler elde etmek icin genellikle 6gle saatlerinde ve agik
hava kosullarinda ¢ekim yapilmasi tercih edilir. Ayrica, elde
edilen  goriintiilerin ~ dogru  bir  sekilde  radyometrik
kalibrasyonunun yapilabilmesi i¢in, bilinen yansima degerlerine
sahip referans panellerinin (beyaz/gri referanslar) ugus 6ncesinde
veya sirasinda goriintiilenmesi gerekmektedir(Daniels vd., 2023).

4.2. On isleme ve goriintii isleme adimlar1

Ham multispektral — goriintiilerin ~ anlamli  verilere
doniistiiriilmesi icin bir dizi 6n isleme adimi1 uygulanir. i1k olarak,
sensor kaynakli giiriiltiilerin  giderilmesi ve radyometrik
diizeltmelerin yapilmast gerekir. Bu asamada, dijital sayilar
(DN), kalibrasyon panelleri kullanilarak mutlak yansima
degerlerine donistirilir(Daniels vd., 2023). Ardindan, g¢oklu
kamera lenslerinden kaynaklanan hizalama sorunlarini gidermek
icin geometrik diizeltme ve goriintii kaydi (co-registration)
islemleri uygulanir. Goriintii isleme asamasinda ise, bitki
olmayan arka planin (toprak, golge vb.) goriintiiden ayristirilmasi
(segmentasyon) oOnemlidir. Bu islem genellikle belirli esik
degerleri veya bitki indeksleri kullanilarak yapilir(Tan, Lu, &
Jiang, 2021). Son olarak, bitki sagligin1 temsil eden vejetasyon
indeksleri (NDVI, GNDVI, NDRE vb.) hesaplanarak hastalik
analizi i¢in Ozellik haritalar1 olusturulur.
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4.3. Saghkh ve hastalikh bitkilerin spektral olarak
ayirt edilmesi

Saglikli ve hastalikli bitkilerin ayrimi, spektral yansima
egrilerindeki farkliliklarin analizi ile saglanir. Saglikli domates
yapraklari, yliksek klorofil igerigi nedeniyle goriiniir 15181
emerken, NIR bolgesinde yiiksek yansima gosterir. Buna karsin
hastalikli dokularda, klorofil yikimi nedeniyle kirmizi banttaki
yansima artarken, hiicresel hasar nedeniyle NIR yansimasi diiger.
Bu zithik, Normalize Edilmis Fark Vejetasyon Indeksi (NDVI)
gibi  indekslerde belirgin bir diigiis olarak  kendini
gosterir(Sarvakar & Thakkar, 2024). Ayrica, termal goriintiileme
ile entegre edilen multispektral analizler, hastalikli bitkilerin
stoma kapanmasi sonucu artan yaprak sicakligini tespit ederek
(transpirasyonun azalmasi), gorsel belirtiler olusmadan Once
biyotik stresi ortaya ¢ikarabilmektedir(Scutelnic, Muradore, &
Daffara, 2024).

5. AKILLI TARIM UYGULAMALARINDA
MULTISPEKTRAL VERILERIN ANALIZINDE
KULLANILAN YAPAY ZEKA YONTEMLERI

Multispektral goruntileme ile elde edilen blylik ve
karmagsik veri setlerinin islenmesinde geleneksel istatistiksel
yontemler yetersiz kalabilmektedir. Bu noktada yapay zeka (YZ)
algoritmalari, hastaliklarin otomatik tespiti ve
smiflandirilmasinda devreye girmektedir.

5.1. Makine 6grenmesi ve derin 6grenme yaklasimlar:

Makine 6grenmesi (ML) ve derin 6grenme (DL), tarimsal
veri analizinde kullanilan iki temel YZ yaklagimidir. Geleneksel
ML yontemleri (Destek Vektor Makineleri - SVM, Rastgele
Orman - RF, K-En Yakin Komsu - KNN), genellikle uzmanlar
tarafindan belirlenen ve el ile ¢ikarilan 6zelliklere (renk, doku,
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sekil) dayanir. Ornegin, Tan ve arkadaslari (2021), domates
yaprak hastaliklarinin siniflandirilmasinda SVM, KNN ve RF
algoritmalarin1 karsilastirmig ve el ile ¢ikarilan o6zelliklerle
SVM'nin yiiksek basar1 oranlarina ulastigini rapor etmistir(Tan
vd., 2021). Ancak bu yontemler, 6zellik ¢ikarimi asamasinda
insan mdudahalesine ihtiyag duyar ve biyuk veri setlerinde
genelleme yetenekleri smurlt olabilir(Tan vd., 2021). Derin
o0grenme (DL) ise, Ozellikle Evrisimli Sinir Aglar1 (CNN)
araciligiyla, ham veriden Ozellikleri otomatik olarak 6grenme
yetenegine sahiptir. Bu sayede, karmasik ve diizensiz arka
planlara sahip tarla goriintiilerinde bile hastaliklar1 yiiksek
dogrulukla tespit edebilir(De Silva & Brown, 2024).

5.2. Domates hastaliklarinin  siniflandirilmasinda
kullamilan algoritmalar

Domates hastaliklarinin = siniflandirilmasinda  en sik
kullanilan DL mimarileri arasinda VGG16, ResNet50,
InceptionV3  ve DenseNetl2]l  bulunmaktadir. Yapilan
calismalarda, ResNet50 ve DenseNet121 gibi derin mimarilerin,
%90'in tizerinde dogruluk oranlariyla domates hastaliklarini
siniflandirabildigi gdsterilmistir(Gatla vd., 2024). Ornegin, "E-
TomatoDet" gibi Ozellestirilmis modeller, global ve lokal
ozellikleri birlestirerek domates yaprak hastaliklarint %97.2
dogrulukla tespit edebilmektedir(Sun vd., 2025). Ayrica, YOLO
(You Only Look Once) gibi nesne algilama algoritmalari,
hastaliklarin sadece varligini degil, yaprak {izerindeki konumunu
da ger¢cek zamanli olarak belirleyebilmekte ve bu da robotik
ilaglama sistemleri ig¢in zemin hazirlamaktadir(Khan, Shen, &
Liu, 2025).

5.3. Multispektral veri ile yapay zekanin entegrasyonu

Yapay zekd modellerinin  multispektral verilerle
entegrasyonu, sadece RGB goriintiilerine kiyasla daha zengin bir
veri havuzu sunar. RGB goruntiler sadece yuzeyel renk
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degisimlerini yakalarken, multispektral veriler bitkinin igsel
fizyolojik durumunu yansitan NIR ve Red-Edge bantlarin1 da
icerir. Bu veriler, CNN veya Vision Transformer (ViT) gibi
modellere girdi olarak verildiginde, modelin ayirt etme giicii
artar. Ornegin, De Silva ve Brown (2024), multispektral
goriintiilerle egitilen ViT modellerinin, domates hastaliklarin
tespit etmede CNN modellerine kiyasla daha yiiksek performans
(%89.92 dogruluk) gosterdigini belirtmistir. Ayrica, spektral
indekslerin (NDVI, NDRE) yapay zek& modellerine ek 0zellik
olarak sunulmasi, ozellikle erken donem hastalik tespitinde
model hassasiyetini artirmaktadir(Zhong vd., 2025).

6. MULTISPEKTRAL KAMERALAR
KULLANILARAK DOMATES HASTALIK
ANALIZININ AVANTAJLARI,
SINIRLILIKLARI VE GELECEKTEKI
ARASTIRMA ALANLARI

6.1. Yontemin tarimsal uygulamalardaki avantajlari

Multispektral goriintiileme destekli hastalik analizi,
geleneksel gozlem yontemlerine gore devrim niteliginde
avantajlar sunar. En  Onemli avantaji, hastaliklarin
"asemptomatik™ dénemde, yani insan goziyle gorilur belirtiler
olugsmadan once tespit edilebilmesidir. Bu erken uyar1 sistemi,
tireticilere enfeksiyon yayilmadan miidahale etme sansi verir,
bdylece kimyasal ila¢ kullanimi azalir ve verim kayiplari
minimize edilir(Zhang vd., 2024). Ayrica, IHA'lar ile genis
alanlarin hizli ve yiiksek ¢Oziintirliiklii taranabilmesi, is giicii
maliyetlerini diisiiriir ve tarla genelinde homojen bir izleme
saglar(Radocaj, Radocaj, Plascak, & Jurisi¢, 2025).
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6.2. Teknik ve ekonomik simirliliklar

Teknolojinin sundugu firsatlara ragmen bazi sinirliliklar
mevcuttur. Teknik acidan, degisen 151k kosullari, riizgar ve
karmasik arka planlar (toprak, yabanci otlar), goriintii kalitesini
ve model dogrulugunu olumsuz etkileyebilir. Ayrica,
multispektral ve 0zellikle hiperspektral verilerin islenmesi
yuksek hesaplama glcu gerektirir(Scutelnic vd., 2024).
Ekonomik ag¢idan ise, multispektral sensorlerin ve bu verileri
isleyecek donanimlarin maliyeti, kiigiik dl¢ekli ciftciler i¢in hala
yiiksek bir bariyer teskil etmektedir. Veri analizi i¢in gereken
teknik uzmanlhik ihtiyact da teknolojinin yayginlagmasini
zorlastiran bir diger faktordiir.

6.3. Gelecekte yapilabilecek arastirma ve gelistirme
alanlan

Gelecekteki arastirmalar, daha uygun maliyetli ve
kullanic1 dostu sensorlerin gelistirilmesine odaklanmalidir. "Ug
Yapay Zeka" (Edge Al) teknolojileri, verilerin buluta
yiklenmeden cihaz iizerinde (Ornegin drone iizerinde)
islenmesini  saglayarak ger¢ek zamanli karar vermeyi
hizlandirabilir(Gatla vd., 2024). Ayrica, farkli sensor tiplerinin
(termal, floresan, LIDAR ve multispektral) birlestirildigi "sensor
flizyonu" caligmalari, hastalik teshisinin  giivenilirligini
artiracaktir(Lagiewska & Panek-Chwastyk, 2025). Laboratuvar
ortaminda egitilen modellerin gercek tarla kosullarina
adaptasyonunu saglayan transfer oOgrenme tekniklerinin
gelistirilmesi de dnemli bir arastirma alanidir.

7. SONUC

Multispektral goriintiileme teknolojileri, akilli tarim
uygulamalar cer¢evesinde domates hastaliklarinin yonetiminde
kritik bir déniisiim saglamaktadir. insan goziiniin algi sinirlarimi
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asan bu teknoloji, bitkilerin spektral imzalarindaki mikroskobik
degisimleri analiz ederek hastaliklarin erken evrede teshis
edilmesine olanak tanimaktadir. Fungal, bakteriyel ve viral
hastaliklarin yarattig1 fizyolojik stresin, NIR ve Red-Edge gibi
bantlarda yarattigi yansima degisimleri, lireticilere proaktif bir
yonetim imkan1 sunar.

Yapay zeka ve derin 6grenme algoritmalarinin bu siirece
entegrasyonu, veri analizini otomatiklestirerek insan hatasin
ortadan kaldirmakta ve hastalik tespit dogrulugunu %99
seviyelerine kadar ¢ikarmaktadir. Bu teknolojiler, sadece verim
kayiplarim1  6nlemekle kalmayip, agrokimyasal kullanimini
optimize ederek gevresel siirdiiriilebilirlige ve gida giivenligine
dogrudan katki saglamaktadir. Gelecekte, sensor maliyetlerinin
diismesi ve otonom sistemlerin (robotik ve IHA) yayginlasmasi
ile birlikte, multispektral analiz tabanli hastalik yonetiminin
modern tarimin standart bir parcast haline gelmesi
beklenmektedir.
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