CAPABILITY STATEMENT

CyberKrush delivers expert cybersecurity

services that help federal contractors and

government organizations protect sensitive

information, achieve compliance, and
Secure Systems. Strengthen Missions.

strengthen their security posture.
Cyber Risk.

COMPANY OVERVIEW CORE CAPABILITIES

CYBERSECURITY COMPLIANCE & ASSESSMENTS
Gap assessments, NIST CSF and ISO 27001 alignment,
RMF implementation, and security control assessments

CyberKrush is a cybersecurity consulting
firm dedicated to helping organizations

secure their systems, safeguard sensitive
data. and meet federal C)FbPTSE.‘CL.Irit)F to help organizations achieve and maintain compliance.
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requiremens. RMF & eMASS SUPPORT

We SpPCiEIJi7F‘ in 5upp0rt|'ng Defense Expert support for RMF (Prepare, Categorize, Select,

Implement, Assess, Authorize, Monitor) and eMASS

Industrial Base (DIB) and federal
contractors with NIST CSF and
ISO 27001 alignment, RMF, eMASS,
and secure environment solutions,
ensuring mission readiness and
compliance.

CORPORATE DATA

CyberKrush, LLC
UEI: ULRUJJSX9L33
CAGE Code: 9FM93

Gulf Breeze, FL 32563

Barry Kimmell

Founder
barryk@cyberkrush.com
724-689-2063

documentation, submission, and POA&M management.

SECURE ENVIRONMENTS & SCIF SUPPORT

Design, implementation, and assessment of secure

enclaves and SCIF environments in alignment with

ICD 705, NISPOM, and DoD requirements.

CYBERSECURITY PROGRAM MANAGEMENT

Development and management of cybersecurity programs,
policies, procedures, SSPs, and Plans of Action & Milestones

to support ongoing authorization and compliance.

SECURITY OPERATIONS & INCIDENT RESPONSE
Security monitoring strategy, incident response planning,
vulnerability management, and threat mitigation to

strengthen organizational resilience.

TRAINING & AWARENESS

Role-based cybersecurity training and security awareness

programs to build a culture of security and reduce human

risk across the organization.

Website

www.cyberkrush.com PAST PERFORMANCE

CyberKrush has supported a variety of clients across the defense
industrial base and private sector with cybersecurity program

development, NIST C5F and I1SO 27001 alignment, RMF
implementation, and secure environment support.

CORE COMPETENCIES

Cybersecurity Program Development
Risk Management Framework (RMF)

NIST CSF and ISO 27001 Alignment
Secure Enclave / SCIF Support

VYWe are committed tc 1'.-'|i‘-.-'f-'*|'ir“1:_| i"ig!"l--_{ilr'“.y, results-driven

solutions that ensure compliance and protect mission-critical data.

. . o VIEEERENTIATORS
Incident Response & Security Monitoring DIFFERENTIATORS
Policy, SOP, & Documentation Development
B Security Awareness & Training
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Continuous Monitoring & POA&M Management MISSION FOCUSED ~ COMPLIANCE EXPERTISE | TAILORED SOLUTIONS | RESPONSIVE PARTNER

oC A A
eMASS & DoDA Cﬂmphdﬂtﬁ' SUPF}Ol't We understand the Deep knowledge of Custom solutions Agile, reliable,
. ¥ y : s i H g aral H e
ngh-tG-HrC]h / Cross Domain Solutions unique challenges DD, IC, and federa aligned to your and committed
& of the DIB and cybersecurity organization’s risk to your success.
federal missions. requirements. and mission needs.

CyberKrush — Secure Today. Compliant Tomorrow. Mission Always. Y)Y www.cyberkrush.com




SELECTED PAST PERFORMANCE
& ACCOMPLISHMENTS

Secure Systems. FRAMACO
Strengthen Missions. ’ Guided organization through full RMF lifecycle and

KRUSH Cyber Risk.

_ ATO preparation 2-YEAR
- Developed S5Ps, security documentation, and control ATO
implementation strategies

\

FRAMACO * Supported vulnerability assessments, remediation,
and authorization activities Achieved
» Assisted organization in achieving a successful 2-Year ATO
Cyberl(rush, LLC 2-Year Authorization to Operate (ATO)
UEI: URLUJJSXIL33
CAGE: 9FM93 e
SKYWATER TECHNOLOGIES
: * Supported secure system authorization efforts using
Barry Kimmell _'-_ RMF methodologies 2-YEAR
Founder '-.=.- » Assisted with access control implementation, ATO
barryk@cvberkrush. com Sk w t incident response capabilities, and continuous monitoring
724-689 '? 063 g aler * Conducted vulnerability assessments and
= -2U0 i A penetration testing support Achieved
* Successfully supported erganization in obtaining 2-Year ATO
a 2-Year Authorization to Operate (ATO)
Gulf Breeze, FL 32563
HAIGH FARR
Earlalah * Performed security posture assessments and
WWW.CyDerkrusn.com F RMF implementation support 3-YEAR
o Assisted with secure enclave architecture and ATO

system boundary protection

HalghFarr s Developed authorization documentation and

CY B E R K RUS H . :z;:;tiji::cz‘::::?i:;hieue ment of a 3-Year ATO Sﬁ'(;l.:f;?l'dﬂ
DIFFERENTIATORS

Veteran-Owned

@ CRITICAL INFRASTRUCTURE & ISSM SUPPORT

Leadership
ol 0 BAE SYSTEMS DRAPER Aeroser_]
RMF / eMASS LABORATORY ROCKETDYNE
Expertise . Supp:::rted gec:r_spatial Spaiam * Provided IS5M oversight * Supported SIPRNet-focused
;E;:"tr Dperatt'mg ang supporting ballistic missile RMF and cybersecurity
Secure Environment " :;gnlin:n _ defense information systems operations
* Assisted with continuous i .
& SCIF Support monitoring and secure ¢ Managed ciamsifiac aysterm ; Implemnlant?d muFtnfactcarl
_ r e 2 | security operations and authentication and intrusion
Hit High Transf L. ; ¢ compliance activities detection controls
- - -
=l t_D Ignh EbamiSiEr d:;jient:::f;i?j e s Conducted risk assessments, * Developed incident response
E)(pEI’IE!‘ICE‘ B e % security policy development, and continuous monitoring
o 2 g and audit support capabilities
» ( ts
Mission-Focused ::or::i:;;:n o * Implemented cybersecurity « Maintained alignment with
awareness and continuous DISA 5TIGs and NIST

Cybersecurity Operations ~ 100+ networked workstations eness and co >
- Multiple servers and monitoring initiatives guidance
continuity systems @

ISSM /1SS0
COMMERCIAL & STATE CYBERSECURITY INITIATIVES

Advisory Support
STATE OF HAWAII - DBEDT

* Supported cybersecurity modernization efforts for 15 Hawaii small businesses

NIST CSF &
ISO 27001 Alignment

@

* Delivered comprehensive cybersecurity services including:

Rapid Documentation T Y

& Compliance Support DBEDT
Department of Business, Firewall Business Incident VendorRisk = Cyber Hygiene Security
Economic Development  pscocsments Continuity Response Management | Assessments Awareness
& Tourism Planning Planning Training

CyberKrush - Secure Today. Compliant Tomorrow. Mission Always. &73YY  www.cyberkrush.com



