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Every person is a target, not just corporations.
A single mistake (like clicking a phishing link) can
compromise entire networks.
Awareness turns your workforce from a liability into
a line of defense (defense in depth).

Chapter 1:Chapter 1:  
What is Cybersecurity Awareness?What is Cybersecurity Awareness?

Protecting Starts With UnderstandingProtecting Starts With Understanding
Cybersecurity awareness is the knowledge and behavior
that empowers individuals to protect themselves and
their organizations from digital threats. It’s not about
becoming a cybersecurity expert, it’s about knowing
enough to make smart, safe choices.

Why It Matters:

Key Concepts:

Confidentiality, Integrity, and Availability (The “CIA
Triad”)
Human error is responsible for 88% of breaches
Cybersecurity is everyone’s responsibility, not just
IT

The term “computer bug” originated in 1947 when
engineers found an actual moth causing issues in the Mark
II computer at Harvard; it was literally a bug in the system!



       - "I'm not technical; I don’t need to worry about this
stuff."
       Reality: Everyone with a phone, computer, or email
address is part of the cyber ecosystem and vulnerable to
threats.
       - "I’m too small to be targeted."
       Reality: Cybercriminals target small businesses more
frequently; they assume SMBs are easier to exploit.
       - "Strong antivirus software is enough."
       Reality: Antivirus helps, but it can't stop social
engineering, insider threats, or human error.

Common Misconceptions and TruthsCommon Misconceptions and Truths

Truths Everyone Should Know:

Security awareness isn’t a one-time event; it’s a habit.
Clicking on unknown links, weak passwords, and
ignoring software updates are the top user mistakes.
It’s not just about protection; it’s about detection and
response too.

People are the first line of defense, and often the weakest.
Training turns them into assets, not liabilities.



To truly understand cybersecurity awareness, we need to
break it down into five foundational components:

Components of Cybersecurity AwarenessComponents of Cybersecurity Awareness

Cybersecurity awareness is more than just knowing; it’s
doing. It’s a mindset of caution, curiosity, and

responsibility

Recognizing Threats

Practicing Good Cyber Hygiene

Using Tools Efficiently

Understanding Your Role

Continuous Learning

Phishing, smishing, ransomware, social
engineering
Knowing what these look like in real life

Strong passwords, locking devices, and logging out
Regular updates, backups, and device
management

MFA (Multi-Factor Authentication), password
managers, email filters
Being aware of what software is safe to use

Whether you’re a CEO or intern, your actions
matter
Reporting incidents, complying with security
policies

Threats evolve contantly; awareness must keep up
Monthly training, newsletters, phishing simulations



Threat actors target individuals as much as
organizations.
Awareness of common threats helps reduce risk
by up to 70%.
Cybercriminals use psychological manipulation,
automation, and deception.

Cybersecurity threats are constantly evolving; becoming
faster, more convincing, and more automated. To
protect yourself and your organization, you must first
recognize what these threats are and how they work.

Cybercriminals - (for profit)
Hacktivists - (for political or social motives)
Nation-State - (for espionage or disruption)
Insider Threat - (negligent, malicious, or
compromised employees)

Chapter 2:Chapter 2:  
Introduction to Cyber ThreatsIntroduction to Cyber Threats

What You Don’t See Can Hurt YouWhat You Don’t See Can Hurt You

Why This Matters:

Types of Threat Actors:

The first known computer virus, called “Creeper“, was
created in 1971 and it displayed the message: “I’m the

creeper, catch me if you can!” It wasn’t malicious, but it
paved the way for future cyber threats.



The Big Five - Know These ThreatsThe Big Five - Know These Threats
Below are the five most common and dangerous cyber
threats facing individuals and businesses today:

Phishing

Ransomware

Social Engineering

Fake emails or messages that trick users into clicking
malicious links, entering credentials, or downloading
malware.

Often mimics trusted brands or coworkers
Responsible for 95% of data breaches
Can lead to account compromise, ransomware, or
wire fraud

Malicious software that encrypts files and demands
payment for their release.

Can paralyze operations for days or weeks
Usually enters through phishing or unpatched
vulnerabilities
Average ransom demand: Over $1M (for larger
organizations

Psychological manipulation to get someone to break
normal security protocols.

Includes vishing (voice solicitation), smishing (SMS/
text scams), quishing (QR code scam), impersonation
Often targets front desk staff, customer service, or
vendors
Success depends on human trust, not software
flaws



The Big Five - Know These Threats (Cont.)The Big Five - Know These Threats (Cont.)

Insider Threats

Unpatched Software

Risks from employees, contractors, or partners with
legitimate access.

Can be malicious, negligent, or compromised
Hard to detect with standard tools
Often goes unnoticed for weeks or months

Running outdated systems or applications with known
vulnerabilities.

Easy entry point for attackers
60% of breaches involve unpatched systems
Applies to servers, desktops, phones, IoT devices,
and routers

In 2021, a hacker group used a single unpatched printer
server vulnerability to breach over 30,000 organizations
worldwide, including schools, small businesses, and even

local governments, all from one exploit
Lesson:

Always. Update. Everything



How These Threats Impact Real LifeHow These Threats Impact Real Life
Let’s connect the dots. Here’s how these threats show up
in everyday work and life:

You receive an email from your “CEO” asking for
gift cards. It looks urgent. You want to respond
quickly.
        → That’s phishing – take a second look at the
sender address.

Your screen appears frozen, and a message says
your files are locked until you pay $5,000 in Bitcoin.
        → You’ve been hit by ransomware – and
backups are your best friend.

You get a call from “IT” asking for your username for
a system check.
        → That’s vishing, a social engineering tactic.

A team member uploads sensitive client data to a
public Dropbox folder.
        → That’s a negligent insider – and a compliance
nightmare.

Your office Wi-Fi router hasn’t been updated in 3
years.
        → That’s an unpatched vulnerability waiting to
be exploited.

These threats don’t just live in headlines, they live in
inboxes, phone calls, and browser tabs. Awareness gives

you the power to pause, question, and prevent.



Cybersecurity isn’t only about technology, it’s about
people. A strong security culture ensures everyone
understands their role in protecting the organization.

In one real-world test, employees at a security
conference were offered a free USB drive at the door.
Over 60% plugged it into their laptops within hours.

Culture matters, even among the “experts”.

Chapter 3:Chapter 3:  
Building a Culture of SecurityBuilding a Culture of Security

Security Isn’t Just a Policy – It’s a MindsetSecurity Isn’t Just a Policy – It’s a Mindset

Why Culture Matters:

Policies are meaningless if people don’t follow
them.
Employees are your first line of defense – or your
greatest risk
Culture shifts cybersecurity from a burden to a
shared vision.

Key Elements of a Strong Security Culture:

Clear leadership commitment
Ongoing employee training
Open communication about risks
Rewarding secure behavior
Leading by example



Security is seen as “It’s IT’s job”.
Mistakes are hidden, not reported.
Training is treated like a chore.
Users find ways to bypass security for
convenience.

Building Blocks of a Security-Minded TeamBuilding Blocks of a Security-Minded Team
To build a culture of security, focus on empowering
your people, not just punishing mistakes.

In 2019, a UK government office had over 100
passwords written on sticky notes, some taped to

monitors. One was literally “password123“.

Even strong policies fail without a strong culture.

How to Spot a Healthy Culture:

Employees pause and verify before clicking links.
IT isn’t the only department talking about security.
Teams report suspicious activity early & often.
Password managers, MFA, and screen locks are
commonplace.

How to Spot a Toxic Security Culture:



From Compliance to CommitmentFrom Compliance to Commitment
Security culture isn’t just about checking boxes, it’s about
building commitment.

According to a report by the SANS Institute,
organizations that conduct monthly security awareness

training see a 50% reduction in phishing click rates
compared to those doing it annually. 

Leadership Buy-In
If leaders don’t prioritize security, no one else will.
Executives should participate in training and reinforce
the message.

Clear & Consistent Communication
Use newsletters, posters, short videos, and alerts.
Avoid jargon. Speak to people, not techs.

Regular, Actionable Training
Bite-sized training is more effective than yearly
lectures.
Include phishing simulations, gamified content, or
microlearning.

Positive Reinforcement
Reward secure behaviors (spotting a phishing email).
Celebrate teams that meet security goals.
Safe Reporting Culture

Employees should feel safe reporting mistakes or
near misses.
Eliminate fear of blame and replace it with a chance
to improve.



Your First Line of Digital DefenseYour First Line of Digital Defense
In a world of biometrics, passkeys, and facial recognition,
passwords remain the most common, and most
targeted, form of authentication. Unfortunately, they’re
also one of the easiest things to get wrong.

Chapter 4:Chapter 4:  
Password Security Best PracticesPassword Security Best Practices

The Problem:

Many users still rely on weak, reused passwords.
Stolen credentials are used in over 80% of
hacking-related breaches.
Automated bots can test billions of
combinations in seconds.

Why They’re Targeted:

Passwords can be guessed, stolen, or phished.
People use the same password across multiple
platforms.
Default or simple passwords often go
unchanged.

The most commonly used password in the world is still
“123456“, followed closely by “password“. 

          In cybersecurity, “convenience” is often the enemy of
safety.



Pro Tip: Use a passphrase such as 
BlueTiger!42@RocketDance

The 3 Golden Rules of Password SecurityThe 3 Golden Rules of Password Security
To build stronger digital habits, follow these three
simple, powerful rules:

Rule 1: Make it Long and Strong
Use at least 12 characters
Include a mix of uppercase, lowercase, numbers, and
symbols
Avoid real words, birthdates, or predictable patterns

Rule 2: Never Reuse Passwords
Every account should have a unique passphrase
Reusing passwords is like using one key for your
house, car, and office; if one is stolen, all are
compromised

Rule 3: Use a Password Manager
The tools generate, store, and auto-fill strong
passwords
Top picks: Bitwarden, 1Password, LastPass
No need to memorize everything, just one strong
master password

In 2019, hackers leaked 2.2 billion usernames and
passwords in a massive combo list called “Collection #1”.

Most came from reused or weak credentials.
        A password manager could have prevented the

spread of damage for many users.



Passwords are powerful, but they’re even better when
paired with additional layers of defense.

Going Beyond PasswordsGoing Beyond Passwords

Multi-Factor Authentication (MFA)
Adds a second step (app, biometric, token, text)
Even if a hacker has your password, it’s very difficult
to get in without the second factor

Avoid Password Pitfalls
Don’t share passwords, even with coworkers
Don’t store them in plain text (sticky notes or
spreadsheets)
Don’t use the browser’s built-in password storage if
you’re on a shared or work device

Enterprise Tip: Implement role-based access controls
(RBAC) so employees only access what they need,

nothing more.

Takeaway
Strong passwords + MFA + smart storage habits = major
protection gains. 

In a test by the UK’s National Cyber Security Centre, 15%
of people used their pet’s name as their password,

and 6% used their favorite sports team.

Hackers know this, and they check social media first.



Chapter 5:Chapter 5:  
Recognizing Social EngineeringRecognizing Social Engineering

TacticsTactics
The Human Hack: When The Weakest Link IsThe Human Hack: When The Weakest Link Is

TrustTrust
Social engineering is the art of manipulating people into
giving up sensitive information, clicking malicious links, or
granting unauthorized access, all without hacking a single
line of code.

Why It Works:
People are naturally helpful, curious, and
trusting.
Attackers exploit emotion (urgency, fear,
authority, or greed).
Most social engineering attacks succeed
because of behavior, not broken technology.

Common Tactics Include:
Pretending to be someone you trust (IT, HR,
Law Enforcement).
Creating fake emergencies (“Your account is
locked!”).
Offering something tempting (gift cards, tech
support, free Wi-Fi).



Deceptive emails that appear to come from
legitimate sources.
Often include links, attachments, or urgent requests.
May spoof brands, coworkers, or even the CEO

The Most Common Types of Social EngineeringThe Most Common Types of Social Engineering
Understanding the methods is key to avoiding the trap.
These are the most common social engineering tactics
used today:

Phishing

Smishing (SMS + phishing)

Vishing (voice phishing)

Text messages pretending to be from banks, delivery
services, or security teams.
Often includes a suspicious link to “verify” something.

Phone calls from someone impersonating support
staff, vendors, or leadership.
Often designed to get passwords or remote access.

Pretexting
A detailed lie backed by a believable identity or
scenario.
“I’m from your building’s maintenance office and I
need to access to the server room.”

Baiting
Leaving infected USB drives or devices labeled
“Confidential”.
When plugged in, the device installs malware or
launches exploits.



How to Detect and Defend Against ItHow to Detect and Defend Against It
You can’t stop someone from attempting a social
engineering attack, but you can make sure you don’t fall
for it.

Red Flags to Watch For:
Urgency: “You must act NOW”
Authority: “This is your CEO, do as I say”
Unusual Requests: “Can you buy gift cards and
send me the codes?”
Suspicious Links: Misspelled domains, short
URLs, mismatched email addresses
Inconsistencies: Grammar mistakes, strange
tone, odd timing

Defense Strategies:
Always verify before you trust
Hover over links before clicking
Report suspicious emails, text, or calls to IT/Sec
Use MFA to protect against credential theft
When in doubt – slow down and ask someone

Pro Tip: If something feels “off“, it probably is – trust
your instincts.

In one test, 90% of people gave away their passwords
when offered a free chocolate bar during a fake survey.

Social engineering doesn’t need to be high-tech, just
convincing.



Cybersecurity Is a Habit, Not a DestinationCybersecurity Is a Habit, Not a Destination
You’ve learned the risks, tactics, and the defenses. Now
it’s time to turn that awareness into consistent action.

Key Themes So Far:
Everyone is a target, not just big companies.
Human behavior is the #1 entry point for
attackers
Awareness, when practiced daily, can stop the
majority of threats

Here’s What Staying Secure Looks Like:
Thinking before clicking.
Locking your screen when you step away.
Using password managers and enabling MFA
Reporting suspicious emails or incidents.
Staying curious, not careless.

Chapter 6:Chapter 6:  
Your Next Steps for Staying SecureYour Next Steps for Staying Secure

Google reported that enabling MFA on an account
blocks 100% of automated bots, 99% of phishing

attacks, and 66% of targeted attacks, and it takes less
than 60 seconds to set up.



Your Personal Cybersecurity Action PlanYour Personal Cybersecurity Action Plan
Here’s a practical 5-step plan you (or your team) can
start using immediately:

Check for software updates
Restart your computer/phone at least once a
week
Use a VPN when connecting to public Wi-Fi

According to the National Cybersecurity Alliance, only
45% of employees feel confident they could identify a

phishing email. Training and reminders make a huge
difference.

Step 1: Enable MFA
Why It Matters: It adds a second wall of protection for
logins.

Step 2: Use a Password Manager
Why It Matters: Unique passwords for every account
= less exposure.

Step 3: Update Regularly
Why It Matters: Patching closes doors before
attackers find them.

Step 4: Think Before You Click
Why It Matters: Most attacks succeed because
someone acted too fast.
Step 5: Report Anything Suspicious

Why It Matters: IT/Sec can’t respond if they don’t
know; silence the risk.

Bonus Tip: Set a recurring reminder to:



The cost of a data breach in the U.S. averaged $9.48M in
2023, but organizations with strong security awareness

programs saved nearly $1.5M per incident.
Awareness = ROI

Subscribe to cybersecurity newsletters (CISA, SANS
Newsbites).
Take free online courses (Google, LinkedIn,
Coursera).
Follow credible cybersecurity professionals on
LinkedIn or other social media platforms.

Stay Secure, Stay InformedStay Secure, Stay Informed
Cybersecurity doesn’t have to be overwhelming, it just
needs to be consistent. Here’s how to keep growing:

Keep Learning:

Share the Knowledge:

What Comes Next?

Subscribe to cybersecurity newsletters (CISA, SANS
Newsbites).
Take free online courses (Google, LinkedIn,
Coursera).
Follow credible cybersecurity professionals on
LinkedIn or other social media platforms.

Apply the steps outlined in this guide.
Use this book to spark conversation in your team.
Reach out to PORT::ZERO Cyber Solutions for
training, incident response planning, or strategy
consulting.



Have I Been Pwned – Check if your email/passwords
were leaked in a breach.
      https://haveibeenpwned.com/
CISA’s Cyber Essentials – Free guidance for SMBs.
      https://www.cisa.gov/cyber-essentials
SANS Institute Security Awareness Planning
Toolkit – Enables you to build or beef up your
Security Awareness Program.

 https://www.sans.org/tools/security-awareness-planning-
toolkit/

NIST Publications – Downloadable PDFs of
regulatory, compliance, and best practices.
       https://www.nist.gov/ 
Ad Blocking Browser Extension - Multipurpose
tools that block ads, controls access to dangerous
sites, protects children from inappropriate content.

 https://adguard.com/en/welcome.html

1Password - Password storage for all your devices
       https://1password.com/ 
Bitwarden - Password, passkeys, credit card data
storage.

 https://bitwarden.com/

Continue Learning. Stay Protected.Continue Learning. Stay Protected.

Free Tools to Explore:

Password Managers:

ResourcesResources

https://haveibeenpwned.com/
https://www.cisa.gov/cyber-essentials
https://www.sans.org/tools/security-awareness-planning-toolkit/
https://www.sans.org/tools/security-awareness-planning-toolkit/
https://www.sans.org/tools/security-awareness-planning-toolkit/
https://www.nist.gov/
https://adguard.com/en/welcome.html
https://1password.com/
https://bitwarden.com/


Authy – 2FA application for added security.
        https://www.authy.com/
Microsoft Authenticator – Free app that helps sign
in to all your accounts.
        https://support.microsoft.com/en-us/account-billing/

download-microsoft-authenticator-351498fc-850a-45da-
b7b6-27e523b8702a

Google Authenticator – 2FA application for added
security.
        https://play.google.com/store/apps/details?

id=com.google.android.apps.authenticator2&hl=en_US&pli=1

Authenticators:

News Outlets & Newsletters:

ResourcesResources

SANS Newsbites - https://www.sans.org/
newsletters/newsbites/
The Hacker News - https://thehackernews.com/
Darknet Diaries - https://darknetdiaries.com/
Bleeping Computer - https://
www.bleepingcomputer.com/
FBI Cyber News - https://www.fbi.gov/investigate/
cyber/news
Hackread - https://hackread.com/
CISA Alerts & Advisories - https://www.cisa.gov/
news-events/cybersecurity-advisories

https://www.authy.com/
https://support.microsoft.com/en-us/account-billing/download-microsoft-authenticator-351498fc-850a-45da-b7b6-27e523b8702a
https://support.microsoft.com/en-us/account-billing/download-microsoft-authenticator-351498fc-850a-45da-b7b6-27e523b8702a
https://support.microsoft.com/en-us/account-billing/download-microsoft-authenticator-351498fc-850a-45da-b7b6-27e523b8702a
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&pli=1
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&pli=1
https://www.sans.org/newsletters/newsbites/
https://www.sans.org/newsletters/newsbites/
https://thehackernews.com/
https://darknetdiaries.com/
https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/
https://www.fbi.gov/investigate/cyber/news
https://www.fbi.gov/investigate/cyber/news
https://hackread.com/
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
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Contact InformationContact Information

Cybersecurity Awareness Training
Cyber Incident Response Planning
Tabletop Exercises & Risk Assessments

Let’s Take the Next Step TogetherLet’s Take the Next Step Together

Services Available:

rgkelly@portzerocyber.com

(877) 317-4422

www.portzerocyber.com

@PORTZEROCyberSolutions

mailto:rgkelly@portzerocyber.com
http://www.portzerocyber.com/
https://www.youtube.com/@PORTZEROCyberSolutions

