Bitcoin Node Runners - A Fifty State Survey of Possible Criminal Liability Post-Core 30
Introduction: What a pity that I should even think to write this. The OP_RETURN debate has exposed the risk that Bitcoin nodes, particularly those running Core 30, could end up serving as vectors for the electronic storage and distribution of Child Sexual Abuse Material (CSAM)[footnoteRef:1]. The mere possibility of this occurring disgusts me, and you. I really hope that a year from now this article ends up being nothing more than an academic curiosity, but, this is the world we live in, and the question we must now answer is, “will running a Bitcoin node land me in jail”? I explore that question below. My audience for this piece is bitcoiners of all stripes, especially node runners. While law, like Bitcoin itself, can get pretty technical, I will make every effort to break these concepts down into plain English. [1:  What constitutes “CSAM” is a threshold legal issue. For purposes of this article, we are going to assume that the “images” or “videos” under discussion satisfy the legal definition of “CSAM” in all fifty states.
] 

Background: I am an attorney of many years of experience. I am good at researching and understanding legal issues. While I am not a developer, I also have a reasonably good understanding of how Bitcoin works at the technical level. I did a very deep dive on the specifics of OP_RETURN, and have carefully and objectively considered both sides of the arguments around this change. 
Disclaimers: That all said, what kind of lawyer would I be without a few disclaimers? The disclaimers are:
(i) My analysis considers the laws of all fifty states. Nothing in this article is intended to substitute for the opinion and experience of licensed attorneys in each state, especially those who are intimately familiar with each state’s criminal[footnoteRef:2] code; [2:  I focus here only on criminal statutes. Civil liability for CSAM possession or distribution is a whole separate kettle of fish.] 

(ii) Nothing in this article should be considered to be any form of legal, financial or other advice. Despite the standard assumptions I discuss below, the facts of every situation will differ;
(iii) Nothing in this article, or any related interactions with me, should they occur, electronically or otherwise, forms or continues an attorney-client relationship, or establishes attorney-client privilege or confidentiality;
(iv) This article is intended for informational purposes only. Contact a licensed attorney in your state for more definitive, personalized legal advice;
(v) While I have been careful to review and verify everything in this article, it is nevertheless likely to contain errors. It is solely the reader’s responsibility to verify any of the information contained herein. I welcome good faith corrections and respectful, topical feedback;
(vi) I received no sponsorship or payment of any kind from anyone in connection with this article. It is entirely my thought, work and opinion.
Assumptions: In order for us to unpack these issues in a meaningful way, we need to work from some assumptions, that is, we need to conceive of a “typical” node runner (who I will refer to herein as the “User”), as follows:
a) The User is an individual node runner, that is, a human being running a Bitcoin node on his or her computer. While many of the concepts I discuss in this article would apply to all node runners (including large pools, mining companies, and so forth), my hypothetical User is an individual;
b) The User is at least 18 years old;
c) The type of hardware the User is running is irrelevant. It could be the User’s desktop computer, a phone, tablet or a dedicated device like a Start9;
d) The User controls the device (that is, the User exercises his or her own discretion over what the computer does and has on it, even if the User does not “own” the device (like a work or borrowed computer) or shares ownership or control with, say, family members or friends);
e) The User is voluntarily running a Bitcoin node on the device. In other words, there has been no unauthorized breach or infection of the User’s computer for the purpose of “crypto mining”, planting CSAM, or the like;
f) The User has been following the OP_RETURN debate and understands the basic issues. “Expertise” in every technical specific is not required, however, the user understands that there is a heightened risk that, post-Core 30, there could be CSAM in the OP_RETURN field, and elsewhere, in Bitcoin transaction data;[footnoteRef:3] [3:  One of Core’s principal arguments in this whole mess is that “there’s already non-monetary (potentially including CSAM) in the UTXO set”. This is true, but it is also very likely that, before this debate began, node runners’ general awareness of and attention to CSAM pollution was far less than it is now. This is important because it goes to the User’s state of mind, that is, what he or she “knows” now, which I get into in much more detail below.] 

g) The User is a normal human being in the sense that he or she has zero desire, or intent, to possess, transmit or view CSAM under any circumstances, whether on the User’s computer or otherwise;
h) The User does NOT use any tool, indexer, parser, viewer or other software or website external to the node software itself which is designed to render (that is, make viewable to the human eye) images or videos in the User’s mempool, or on the Bitcoin blockchain; and
i) The release of Core 30 results in materially more CSAM being present on the Bitcoin blockchain than may have been present prior to its release.
The sensitive issues discussed in this article are already out there, in volume, and the laws I consider are public and easily found online. I was cautious not to give anyone any ideas, any “ways around” the law. If you’re looking for that, you’re in the wrong place.
Change any assumption, and you could change the result of the Legal Analysis.
Legal Analysis: I created a companion table that goes into each state’s laws, and the specifics of what kinds of circumstances could give rise to criminal liability for running a Bitcoin node. Be sure to hover over the column headings for definitions. If you are a lawyer, or just want to skip ahead and see for yourself, go there now. If you would like a little background on what I’m talking about here, please read on. The following concepts are common threads that run through many areas of United States law, and the laws of other countries as well.
What makes up a criminal law?
Law is a reflection of society, its values, its principles, its history. They exist because countries’ elected bodies, whoever that may be, come together and decide to identify conduct, or even ideas (especially these days!) that they deem to be “bad”. They define the conduct to be punished, and specify how severely the offender will be punished. In criminal law, this can a monetary penalty, jail or even death. A criminal law has several “ingredients”, as follows:
(1) A legal definition of the prohibited conduct, that is, what behavior or actions must the offender exhibit or undertake in order to be potentially liable? This conduct is referred to as the actus reus, Latin for “guilty act”;

(2) The state of mind, or mens rea, that must be present for the offender to be guilty of the crime. In Western society, we often make distinctions between different states of mind in assigning criminal liability for the prohibited actus reus. For example, we may treat someone deemed to be “legally insane” (more of a popular, rather than a technical, term) differently from someone who is “in their right mind”. Mens rea breaks down into four main categories:

a. Intent – The actor’s goal is to cause the harm.
b. Knowledge – The actor is aware the harm is virtually certain to occur.
c. Recklessness – The actor consciously disregards a “substantial and unjustifiable” risk of the harm occurring, even if he or she is not 100% sure as to whether or not it will actually come to pass.
d. Negligence – The actor has some duty to be aware of a “substantial and unjustifiable” risk of harm occurring, but nevertheless acts in a manner other than how a “reasonable person” would act in the same situation. 
There are couple of rubs on these concepts, namely:
· Strict Liability: We don’t care what was in the perpetrator’s mind. If the harm occurred, the actor is punished.
· Willful Blindness: We will assume the actor knew what he or she was doing, if the actor took some affirmative step to avoid knowing. Also called "conscious avoidance" or "deliberate ignorance".
(3) Some standard for causation, in other words, is there a connection between the actor’s conduct and the resulting harm. Pointing a gun at someone, pulling the trigger, and the victim dying as a result of the bullet wound is treated differently than, for example, pointing a gun at someone who then has the misfortune to be killed by a passing car that had nothing to do with it. The victim died in both cases, but for different reasons. These are two different crimes.
These are not the only elements or nuances of criminal law, but they suffice for these purposes.
What are the defenses to criminal liability?
OK, so now we know what it takes to commit a crime. Is that the end of the story? No.
The best way not to be a criminal is for the law to say so. As a society, we often carve out exceptions for people who could be viewed as criminals under the statute, but are given a “pass” from the law applying to them based on who they are. This is typically to serve some purpose that is external to the criminal law itself, that is, there is some “greater reason” why a person or company should be exempt despite the harm occurring.
This phenomenon goes by several names, such as having “immunity” or an “exemption” from the criminal statute. We also say that a law provides a “safe harbor” for certain actors. So, for example, if a private citizen takes property from another person without permission, we call it theft, and punish the thief[footnoteRef:4]. If the police take property from another person, the police officer is probably exempt from criminal liability under doctrines like “sovereign immunity” or “asset forfeiture”. In these cases, the law is essentially saying, “yes, this is the same act, but it is justified because the police officer is an agent of the state, and must have the ability to use force to protect public safety”, etc. The policeman is exempt because of who he is, not because he didn’t take the property. If he retired from the force, and then committed the same act, the law would view him differently.  [4:  Although I haven’t been to California in years.] 

As you look at the table, consider columns H and I. In the technology world, companies that provide access to information, like ISPs, cloud services providers and other middlemen in the information chain enjoy an exemption from certain criminal statutes, including those that punish people for possessing or transferring CSAM. Why? Because the government decided that the ability to transfer information, or provide Internet service, or what have you, is too important to society to hold such companies liable for the information that they are carrying, provided they did not create it, in most circumstances. These companies are sometimes referred to as “mere conduits”. 
A second approach to exempting or protecting some people over others is when the law allows for an affirmative defense. See columns H-J. This is a slightly different approach in that the actor is not exempt from punishment merely because of who they are, but rather, because they took some action, or the facts were such, that the person should not be punished despite the harm occurring. In the case of CSAM, some states provide an affirmative defense to criminal liability where a person “inadvertently” possesses or transfers CSAM (let’s say a hacker planted CSAM on the victim’s computer without their knowing) and the person promptly reports the incident to police upon finding out. This is more of a policy approach, that is, the law says: “we’ll give you an out if it wasn’t your fault, and you did the right thing.” In a sense, an affirmative defense is the opposite of strict liability, mentioned above, which punishes the actor for the harm regardless of the facts and circumstances, regardless of who they are or their state of mind.
How does this apply to Bitcoin nodes?
Here’s what we know about Bitcoin nodes, by definition and taking our assumptions into account:
The principal elements
· Is there an actus reus, a harmful act, here - the “possession” or “transmission” of CSAM – under our assumptions? Unfortunately, this is more likely than not to be the case. To run a node, one must initially download the Bitcoin blockchain to one’s computer. If the worst comes to pass, the blockchain will contain CSAM, both on one’s hard drive, and in one’s mempool, for unconfirmed transactions, which uses the computer’s RAM. What’s more, one’s node technically transmits CSAM by relaying it to other nodes.

· Is there the requisite mens rea, the “state of mind”, that must be present for a node runner to potentially be criminally liable? Consider column C of the table. While there is variation, the overwhelming majority of states punish the knowing possession and transmission of CSAM, regardless of the wrapper. Refer to our definition of “knowledge”, above - the actor is aware the harm is virtually certain to occur. Is the node runner “aware” that the blockchain contains CSAM? Based on our assumptions, probably yes. Is the harm “virtually certain” to occur. Given Bitcoin’s largely unbroken uptime, probably also yes. 

· Is there causation, that is, did running the node cause the CSAM to be downloaded and transmitted? Through the basic operation of the network, probably yes.
In my opinion, the node software you run makes a difference as to whether these elements are present. We’ll get to that at the end.
Exemptions, safe harbors and affirmative defenses
Are node runners exempt, immune, or qualified for a safe harbor? Are there any affirmative defenses? Look again at Columns H through J[footnoteRef:5]. I do not see any legislation explicitly exempting node runners (whether specific to Bitcoin or otherwise) from liability in the same way that the law exempts ISPs, for example, though there are a small handful of states[footnoteRef:6] that provide narrow exemptions for certain types of “software” services. One could certainly make the argument that there is no qualitative difference between a transmission network like an ISP or network services provider and a Bitcoin node runner. Both are designed to facilitate the agnostic transmission of data. Neither intentionally create CSAM. Both are mere conduits. This may be convincing, but whether that argument ultimately wins – whether that could get through most state legislatures - is unknown.  [5:  Admittedly, there is a little mixing and matching of the “exemptions” (i.e. not liable because of who you are), and “affirmative defenses” (i.e. not liable because of what you do, or don’t do) in these columns. This is attributable to differences in they ways that the ways the statutes are drafted.
]  [6:  The Louisiana statute, for example, provides an exemption for providers of interactive computer services, telecommunications services, or cable operators from the provisions related to child sexual abuse materials. This suggests that if a Bitcoin node operator could be classified under one of these categories, they might not be held liable under this statute for the automatic processing and relaying of blockchain data that may contain CSAM, provided they do not intentionally possess, distribute, or promote such materials. La. R.S. § 14:81.1.] 

You may also notice that in some states there are affirmative defenses for: (i) “inadvertent” or “innocent” possession of CSAM, usually with a “prompt reporting” (to law enforcement) obligation; and (ii) “unsolicited” CSAM. Whether these affirmative defenses would apply in a given situation comes down to what trial lawyers would call a “question of fact”. In other words, what do the facts and circumstances show with respect to whether one was “innocently” possessing CSAM, or whether possession was “unsolicited”? Fact questions are always tricky. That’s why we have juries, or “triers of fact” to decide them. Contrast this with a “questions of law” (like the statutory exemptions for ISPs) which are often decided by judges and prosecutors, who can look at the statute and say yay or nay.
First, it would be tricky to say that node runners are, legally speaking, “inadvertently” possessing or transmitting CSAM if they know (or perhaps, have reason to know) about what has been going on with Core 30. Put another way, node runners’ sophistication with Bitcoin (normies don’t run nodes) works against them. Second, can we make the argument that the CSAM is “unsolicited”? Yes and no. Per our assumptions, node runners absolutely do not solicit CSAM, but they do solicit (i.e. voluntarily download and configure) the node software itself. In my view this is a critical distinction, but again, what if it goes to a jury? What would they think? That’s the issue with questions of fact. They are often in the eye of the beholder.
What about our assumption that the node runner has zero intention of viewing the CSAM? Is this an affirmative defense? Look at Column E. In most states, the answer is no. Even those who do have this as a defense limit it to the “access” or “viewing” violation, not for possession, control or transmission of CSAM.
Does the amount of CSAM matter? In some states, yes, however, the exceptions, if they exist, are pretty narrow. Idaho, as an example, provides an affirmative defense for possession or receipt of fewer than five “visual depictions”[footnoteRef:7], but only when the User destroys the images and reports the matter to law enforcement. Given the amount of CSAM that could potentially end up on the blockchain, whether in the OP_RETURN output or otherwise, it’s not hard to see these thresholds being crossed pretty quickly. [7:  Idaho Code § 18-1507C.] 

What about AI generated images? In most states, it doesn’t matter.
All told, the best we can say about whether node runners qualify for safe harbors, or have affirmative defenses to these statutes is, maybe.

So, what does all of this mean as a practical matter?
Practical prosecution
What the law says is not the end of the story, it is the beginning. To answer the difficult question we are facing, “will running a Bitcoin node land me in jail”, we should consider how the law might be applied in the real world. Prosecutors have discretion as to which cases to bring, and generally have finite resources. Where they spend those resources is often as much a question of the politics of the time as it is what the law says. That means that perception matters. The Bitcoin community has taken some time to recover from its black eyes from the likes of Celsius, FTX and the incessant media drumming about how bitcoin is “only used by money launderers and drug dealers”. We need this like a hole in the head.
In other words, it is conceivable, perhaps probable, that under our assumptions the anti-Bitcoin forces of the world will use this to say “see, we told you, they’re just a bunch of perverts and criminals”! Make no mistake: many of these voices are very powerful, well-connected people with the ability to shape public opinion. The public might not understand the nuances of running a node, or care about node runners’ intentions. To them, it’s all strict liability, regardless of what the law says. If they didn’t like or understand Bitcoin before, they certainly won’t now. What’s more, some may begin calling their state representatives and demanding that they “do something”! The representatives could call the District Attorneys and tell them to prioritize node runners for prosecution. See what’s going on here?
Or, maybe not. Maybe people will see this for what it is, a royal scam, and won’t start calling those state representatives. Maybe people who know and care about Bitcoin will be successful in getting a “node runner exemption” passed in state legislatures, of course with the necessary restrictions and limitations, because no sane person wants to provide cover for filth. This is all certainly possible, but I’m not holding my breath. Mobs don’t ask questions.
But what about Wall Street? After all, it’s not just our hypothetical User running a Bitcoin node. It’s huge, publicly traded companies and the biggest investment managers in the world. They have a lot invested in Bitcoin, from ETFs to corporate treasuries. They have powerful lawyers and consultants to explain all of this to them. It is reasonable to assume that most of these actors have zero interest in getting involved in such an ugly thing. It’s embarrassing and risky, and therefore a threat to their portfolios. Have they concluded that this is just a bunch of techie hand wringing and fear mongering? A big old nothing burger? I don’t have an answer to that question. If that’s what they think, I hope they’re right. I’m just here to explore the law, and the risks of violating it.
Handicapping risk
So, now, for some of you, your favorite part. Am I immune from liability if I run Knots?
The short answer is no, you are not immune. As explored above, immunity would require a specific legal exemption that expressly removes the User from legal liability.
Does it help? Yes, absolutely, but understand why, and what the limitations might be. 
Here’s what I understand:
1. Knots nodes’ default settings (unlike Core’s 30’s default settings) retain the -datacarrier and -datacarriersize policy switches so you can disable OP_RETURN relay or cap it tightly. Historically, Knots deployments and templates have used 42 bytes as a ceiling, well below Core 30’s relaxed default;

2. Knots adds a policy toggle so you can refuse OP_RETURN that does not match the standard pattern, blocking attempts to sneak larger payloads past the normal checks. Release notes describe this as an “accept non-std datacarrier” policy flag that lets operators control acceptance of non-standard OP_RETURNs. Default behavior is to reject non-standard datacarrier.
End result: less spam, whether CSAM or otherwise.
The significance of this is that running Knots, in my opinion, establishes good faith and reasonable efforts to avoid the receipt and transmission of CSAM, and, more obviously, reduces the amount of trash that is relayed around the network. That said, running Knots does not categorially prevent the receipt of mined blocks that already contain CSAM under current law, even if you prune the node. Also, the node runner does not have ultimate control over what’s in the mined blocks. The miners do, so in essence they have the “final say”. We should hope that most miners are decent people with common sense, but again, I’m not holding my breath. It’s also important that, as of the time I wrote this, only around 20% of all Bitcoin nodes are Knots, although a much higher percentage of all nodes are running either Knots or <Core 30. The problem begins (or perhaps gets worse) as node runners downgrade to Core 30. I hate to say it, but in a sense, either we all run Knots, or none of us do. I’m not sure the court of public opinion will pick up on the finer points.

So what do I do?
If it wasn’t clear by now, my answer would be to do what feels right to you, and you are solely responsible for your own decisions. That said, I see bitcoiners falling into three main categories here:
(1) “Yikes, what a mess. I’m staying out of this whole thing until it all gets sorted out. I can’t take any risk of being called a criminal (or much, much worse). I’m out.”
(2) “I’m nervous about this whole thing, but look, I’m already running a node, or have already decided to run one. I’m going to run Knots, pay attention to my settings, and wait and see”;
(3) “I’m a bitcoiner. We didn’t get here in the first place by bowing to intimidation, smears, and attacks on the network. Did you really think this was going to be easy? I know I have a pure heart, and I stand by my convictions. I’m going to run Knots, and affiliate with decent miners. I know there’s some risk here, but it is what it is.”
I personally honor and respect all three points of view. People have different risk tolerances and needs. 
What about those bitcoiners who want to run Core 30? Again, that’s up to you. It certainly wouldn’t be my cup of tea, and I’m not sure why you would want to either. I believe Core cleverly threw a few, non-controversial goodies into 30, but is that worth it? Perhaps you don’t buy into any of this. As one very prominent bitcoiner, also a lawyer, put it to me privately (to my great surprise and disappointment) “I’m not really that worried about a few .gifs on the blockchain”. Yikes.
Which bitcoiner are you?
Conclusion
I hope this Article has been helpful and informative. Most of all, I hope I am completely wrong. I hope I look back on this article and laugh at how much time I spent on it. I hope that CSAM is wiped off the face of the Earth, and the impetus to create it purged from the minds that do. As mentioned, I welcome any factual or legal corrections, and good faith debate or discussion. 
God Bless.
