Closed Circuit Television (CCTV) Policy

Purpose and Legal Basis
Scallywags use Closed circuit television (CCTV) cameras to maintain the safety of children, staff and visitors, protect property and support safeguarding investigations. This system is operated in strict compliance with the UK general data protection regulation (UK GDPR), the Data Protection Act 2018 and the information Commissioners Office (ICO) CCTV code of practice. The legal basis for processing this data is the legitimate interest of ensuring workplace safety and child protection.

Camera Placement and Privacy
· Visible signage – prominent signs are displayed at all entrances and key locations to notify individuals that CCTV is in operation.
· Permitted zones – Cameras are positioned to monitor external perimeters, car park, main entrance gates/doors and communal indoor play areas.
· Strict privacy zones – Under no circumstances will cameras be installed in private or sensitive areas, including toilets, bathrooms, nappy changing areas or staff rest areas(office)
· Field of View – Camera angles are precisely adjusted to avoid capturing public spaces outside the nursery boundaries or adjacent private residential properties.

Storage, Security and Retention
· Encryption and Passwords – System software is password protected and encrypted to prevent unauthorised digital tampering or data breaches.
· No Cloud Streaming – Live footage is strictly for internal monitoring and is never streamed online or made accessible via unsecure remote networks.

Access to and sharing of footage
· Authorised staff only – Reviewing recorded footage is strictly restricted to the Manager, Deputy and safeguarding leads. 
· Log of Access – Every instance of reviewing, downloading or exporting CCTV footage must be recorded in a dedicated logbook, detailing the date, time reason and names of staff involved.
· Third Party disclosures – Footage will only be shared with external bodies (such as the police, social services or Ofsted) to assist in an investigation of a crime or serious safeguarding concern in accordance with data protection laws.
· Subject access requests (SARs) – parents and individuals have the right to request access to footage of themselves or their child. Any such request must be made in writing to the data protection officer. To protect third party privacy the footage must be professionally redacted or pixelated to obscure other children and adults before disclosure.

Signed on behalf of the pre-school ……………………………..
Adopted on ………………………………………………………….

