





E-SAFETY POLICY
At Scallywags, we recognise the value that communication and technology plays in the learning and development of the children. Children are given access to ICT equipment, to develop skills that are vital to life-long learning. We acknowledge that there are potential risks involved, and therefore follow this policy to ensure E-Safety is followed for the benefit of the children, parents, staff, and visitors to the pre-school.

1. Information Communication Technology (ICT) equipment 

· Only ICT equipment belonging to the setting is used by staff and children.
· All computers have virus protection installed.
· Safety settings are set to ensure that inappropriate material cannot be accessed.
2. Internet Use

· Children do not normally have access to the internet and never have unsupervised access.
· Staff access the internet with children for the purposes of promoting their learning.  
· Staff have access to age-appropriate resources to enable them to support children with their learning.
· Staff using personal computers at home for the purposes of work are made aware that they should be protected by secure passwords and have recognised spyware software installed.
  3. Emails
· The pre-school has a designated email address. 

· The names of children should be kept to a minimum.
· Correspondence should be polite, respectful and remain professional.
   4. Storage of Documentation 

Scallywags recognise that personal computers are used to create working documents such as registers, invoicing, and planning.
· Access to documents with personal information is limited as much as possible, and is usually only available to the Manager, Deputy, Chair of the Pre-school
· All home computers must be password protected.
· Work documents are placed in locked filing cabinets.
· Only acceptable use is permitted.
· Personal details are kept to a minimum.
· All confidentiality is assured, with breaches considered serious misconduct, and dealt with accordingly.
 5. Social Media
Scallywags has a closed face book group (scallywags playgroup)

· Staff, parents, or committee members should not upload photos taken of children in setting to any social network site. Parents are reminded of this at occasions where photographs are taken (sports day, nativity etc)
· Students on commencement of placement sign to say they will abide by our student policy and always maintain confidentiality.
· Social chat rooms should not be used to communicate with children or parents other than through our closed face book group.
              6. Use of Cameras and IPADS
· Personal cameras belonging to staff are not permitted in the pre-school.  The pre-school provides an IPAD for use by staff.
· Under no circumstances should photos be taken on a mobile phone other than the Scallywags phone.

· Parental permission is sought before any photographs are taken of children.
· All staff are made aware of any parental photographic objections or restrictions.
· Staff are permitted to take children’s photographs to capture spontaneous moments to support the Early Years Foundation Stage or to share with parents once consent is granted.  Images taken must be deemed suitable without putting the child/children in any position that could cause embarrassment or distress. 
· All staff are responsible for the location of the IPADS; these should be placed within the lockable filing cabinet when not in use.  
· The IPADS must be locked away at the end of every session.
· If photographs of children are used for publicity purposes, parental consent must be given, and safeguarding risks minimised. 
   7. Mobile Phones and Wearable technology
·  Children do not bring mobile phones or other ICT devices with them to the setting. If a child is found to have a mobile phone or ICT device with them, this is removed and stored in the kitchen until the parent collects them at the end of the session.  
·   The pre-school has an authorised mobile phone for use in setting, 
·   All contact details for children are kept in the filling cabinet as well as in the Scallywags mobile phone. 
·   Staff mobile phones are put in the lockers in the disabled toilet and should not be used   during pre-school hours except in the office at lunch time.
·   Under no circumstances does the pre-school allow a member of staff to contact a parent/carer using their personal phone.  
·   Staff must ensure that their mobile phones which are bought into setting do not have any inappropriate or illegal content on.
·  Under no circumstances should a member of staff use their phone to take photos in setting.  
·   Smart watches worn by staff must have the internet and camera turned off before entering the nursery.
·   Staff needing to use a phone in setting (due to personal reasons/ an emergency) etc, do so at the discretion of the Pre-school Manager 
·   If a member of staff has a family emergency or similar and it is necessary to keep their phone to hand, prior permission should be sought from the Pre-school Manager

·   Any personal phone calls should be taken in the staff toilet or office. 

·   During outings and walks the Pre-school Manager takes responsibility for the phone to ensure parents can be contacted in case of an emergency.  
·   Visitors are requested not to use their mobiles within the pre-school and are asked to place it in the visitors’ box.
·   If a visitor needs to use their mobile phone to fulfil the reason for their visit/job, then they will ask permission from the Pre-school Manager and be always supervised. 
·   It is the responsibility of all members of staff to be vigilant and report any concerns to the Designated safeguarding lead. Concerns will be taken seriously, logged, and investigated appropriately. 
·   The Safeguarding lead reserves the right to check the image contents of a member of staff’s mobile phone should there be any cause for concern over the appropriate use of it.  Should inappropriate material be found then our Local Authority Designated Officer (LADO) will be contacted immediately. We will follow the guidance of the LADO as to the appropriate measures for the staff member’s disciplinary action.  
                 8. CCTV
 

Scallywags uses CCTV outdoors for security and safety only. 

Please also see our Acceptable Use Policy and Safeguarding policy.

This policy was adopted at a meeting if the pre-school held on 08.10.19.

Signed on behalf of the pre-school   Gary Cox
Revised 30.08.12, 13.08.13, 04.01.14, 25.08.14, 31.08.15, 28.08.16, 25.06.17, 30.08.17, 12.08.18, 08.08.19,19.07.20, 08.08.21, 24.05.22, 15.08.23,05.08.24
Guidelines for pre-school staff using Social Networking Sites

Social networks are very popular and used by all ages in society. The most popular social networks are web-based, commercial, and not designed for educational use. They include sites like Facebook and Twitter. For individuals, social networking sites provide tremendous potential opportunities for staying in touch with friends and family.
As childcare workers we have a professional image to uphold and how we conduct ourselves online helps determine this image. As reported by the media, there have been instances of childcare professionals demonstrating professional misconduct while engaging in inappropriate dialogue about their setting and/or children, staff and parents; or posting pictures and videos of themselves engaged in inappropriate activity. Increasingly, staffs’ online identities are too often public and can cause serious repercussions, both privately and professionally. 
One of the hallmarks of social networks is the ability to “friend” others – creating a group of others that share interests and personal news. You are advised not to accept invitations to friend parents or carers within these social networking sites. When children and parents gain access into a worker’s network of friends and acquaintances and are able to view personal photos, the dynamic is altered. ‘Friending’ children and parents provide more information than one should share in an educational setting. It is important to maintain a professional relationship to avoid relationships that could misconstrued; and/or are contrary to the ‘Guidance for Safer Working Practices for Adults who Work with Children and Young People (November 2007). 
For the protection of your professional reputation, it is expected that you comply with the following practices: 
Friends and friending  
· Do not accept parents and carers as friends on personal social networking sites.
· Do not initiate friendships with parents.
· Remember that people classified as “friends” can download and share your information with others. 
· If there is a pre-existing relationship this should be discussed with the Designated safeguarding lead who will need to consider how this is managed, provide staff with clear guidance and boundaries and record action taken.

          Content 
· Do not write or respond to anything deemed to be defamatory, obscene, proprietary, or libellous.
· Exercise caution with regards to exaggeration, colourful language, guesswork, obscenity, copyrighted materials, legal conclusions, and derogatory remarks or characterisations.  Weigh whether a particular posting puts your effectiveness as a childcare professional at risk.
· Post only what you want the world to see. Imagine that all work contacts can visit the site. It is not like posting something to your web site or blog and then realizing that a story or photo should be taken down. On a social networking site, basically once you post something it may be available, even after it is removed from the site.  
· Do not discuss children, parents or co-workers or publicly criticize the pre-school’s policies activities or personnel. 
· Do not post images that include childcare and/or parents.
Security  
· Visit your profile’s security and privacy settings. At a minimum, childcare professionals should have all privacy settings set to “only friends”.  “Friends of friends” and “Networks and Friends” open your content to a large group of unknown people. Your privacy and that of your family may be a risk. People you do not know may be looking at you, your work, your home, your kids, your grandchildren - your lives!
Online Bullying
· If you or another member of staff are targeted online, for example online bullying or harassment you must inform the designated safeguarding lead who will take the appropriate action (Cyberbulling: advice for headteachers and school staff)
