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The Research Pod:

Discovering the cloud’s
emerging risks

Dedicated researchers finding

emerging cloud native threats

h Major cloud native CVEs disclosed,

including AutoWarp, BreakingFormation,
7 Superglue, and SynLapse

1200+ risks publicly detailed in
the Cloud Risk Encyclopedia
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Cloud Risk Encyclopedia a

Search 1200+ cloud security risks or filter by cloud vendor, compliance framework, risk category, and criticality.
3 cloud platforms. 29 compliance frameworks. 18 risk categories. 4 risk levels.
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Orca Security Tells : Major Microsoft Cross- : Microsoft Mitigates RCE
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Happy Ending : Caught by Orca Security : Synapse & Data Factory
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Our Principles:

Coverage

Cloud security requires 100% visibility and
coverage of the entire cloud estate.

Comprehensive

The cloud must be secured holistically
- one solution to detect all security risks.

Context

Cloud security findings are best understood
as attack vectors, rather than siloed alerts.

Consumable

It's all about taking loads of data and making
it consumable and actionable so that teams can
use it to support decision making.
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Problem #1: Problem #2:

Agents Don't Scale Alert Overload
Less than 50% of cloud assets are For every 100 assets there are an
covered by host security solutions average 10,000 alerts
Difficult to deploy everywhere Multiple tools working in silos
Significant performance degradation Prioritization is difficult
Causes organization friction Alert fatigue

Very high Total Cost of Ownership (TCO)
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Risks Dashboard

What is Orca?
SECURITY SCORE

Complete Coverage WggEt

MAJOR RISKS SECURITY SCORE ANALYSIS ® @ Typical

Across Cloud Risks o 20 ~

& Security Score breakdown

% Suspicious Activity © > Y IAMO 2 [ Data at Ri

B 1o 41 62— 76

Agentless scanning provides complete gy estuiie 3 Responsiveness o
coverage of all cloud assets v —— 30

@ Authentication
_ o MAJOR INSIGHTS 0 FROM TH
Identify, address and prioritize , R p——
: (EEm
all cloud risks { . 114 Assets with critical vulnerabilities
o (&)
. o 103 Assets with multiple vulnerabilities ORAC

% Lateral movement

IAM roles, unused and with access to many

Automatically surface attack paths to 8 Network misconfurtions 34 cervices
find the vital risks that matter :

Assets with unsolved vulnerabilities for

®  Vendor services misconfigurations 25
more than a year

& 1AM misconfigurations

Implement CI/CD controls to embed security ~ | @ oo rmcn
early in the development process '

11 Publicly accessible buckets

e ALERTS PENDING FOR ACTION . TOP 5 AL
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Orca is Powered by our Patent Pending

SideScanning”

STORAGE

Eliminate the need for Agents
and Sidecars

Collect data directly from
« Each workload’s runtime block storage
« Cloud APIs

Gain immediate context to understand
risks and their importance across your
entire cloud estate
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Data Sources

" Cloud Control CI/CD Scans

Plane \ )
v O &

Network
Probing

" CloudEvents +
Audit Logs

Unified Data Model
e .

Contextualizing all data sources to unify the
. intelligence collected from deep inside the workload
% ay with cloud configuration data, identities, and more.
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Security Outcomes

Asset Inventory

Prioritized Alerts
IAM Risks

Cloud Compliance

Remediation &
Orchestration Integrations

Cloud Detection
& Response

Isolation & Control
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Risks

Vulnerabilities
Misconfigurations

Data Exposure

Authentication & Entitlements
Malware

API & Web Application Exposure

Lateral Movement Risks

D

Identify & Address

All Cloud Risks

Orca Capabilities

Coverage of OS, applications, and libraries

Prioritization across cloud infrastructure and workloads

Alert on insecure data and Pl

Identify over-permissioned accounts and identity risks

Signature- and heuristic-based detection
Inventory of managed and unmanaged APIs

Alert on insecure keys and improper segmentation
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< Attack Path Info

°
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INTERNET FACING WEB-PRD WITH LATERAL MOVEMENT TO HIGH-PRIVILEGED IAM ROLE DEVOPS_ADMIN

Automatically Surface Attack Paths o

Risks that Matter = -

O Asset @ Alert  ©) Crown jewel

@ RHELS Dev Server a DevOps_admin &
D AdministratorAccess
°~ Service Vulnerability & 0 Insecure Private Key &
ca-9221 orca-131117

Deeply understand toxic N . N
combinations of security issues -\ - Sarvce Vet &

Unpatched 0S &
orca-11962
TR il occe

Easily understand top risks with scoring
and identification of crown jewel risks

&  Seeallalerts

3

MITRE ATT&CK mappings and detailed

Attack Story ensure you and your teams
understand the risk

ATTACK STORY.
(1) ATTACK STORY
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Integrated CI/CD Controls

To Shift

< Single scan result

]
=
[2]
Q

@ postgres:14.2

ATTACHED POLICIES

Identify vulnerabilities and P
misconfigurations across the pipeline et

Container image should be created with a non-root user

Enforce policies to prevent insecure Sl | e @ o
deployments in container images and [aC Y LR
templates ' : | [ [
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Nat|Ve|y Integrated tO C|Oud natlve Warning CVE-2022-1292 05 Packages debion @ Critica 08 10 libssiL.1 1.1.1n-0sdeb11ul 03.05.2022
technolog Ies and Devops tools Warning VE-2022-1202 05 Packages debion @ Ciitco 98 10 openssl 1.1.1n-Osdebllul 03052022

arning CVE-2022-1271 05 Packages debian igh 71 azip 110-4 1.10-4+deb11ul @

05 Packages debian High 71 liblzmas 5252 525-21-deb11ul a

.H’Terraform @docker @ Jenkins

0S Packages debian High 78 68 e2fsprogs 14622

 Bitbucket ‘ Lo ! S

14.04.2022

ccccccccccccc

) GitHub i J Dcircleci
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Life with Orca

Orca Security:
The Cloudis Yours

© Easy 1-2-3 one-time deployment
© scans your entire cloud estate in minutes

© Actoncritical issues immediately

© shifts security left - as part of
development and DevOps workflows

© Covers100% of your assets --
now and in the future
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< Attack Path Info

INTERNET FACING ASSET WITH LATERAL MOVEMENT TO DEV-RND

@ 85 Your path score ® + Probability score 81 + Risk score 90

ATTACK FLOW

@ Service Vulnerability 2

MITRE init; and 9 more MITRE [atera

@ Insecure Private Key &

Top Alerts a
Service Vulnerability &
Mm; t and 5 more
Service Vulnerability &
M it ocoss [RiTRSEE
Service Vulnerability &
e i

A Seeall alerts
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