
The Leading 
Provider of Real, 
Actionable
Intelligence

Proactive defense against digital crimes.



Precision over Volume: Prioritize spot-on, actionable data over vast amounts of irrelevant information

Real vs. Fake: Ensure the authenticity and accuracy of posted data

Credibility Assessment: Evaluate the reliability and trustworthiness of each data point

Selectivity is Key: Filter out noise and focus on relevant sources

Prioritizing Quality Intelligence over Information Overload
Quality is the cornerstone of intelligence in a modern world



Prevent Digital Crimes with Real Intelligence
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Achieve complete visibility and mitigate hidden threats with accurate and actionable intelligence
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Monitor, Investigate and 
Mitigate Threats with 
Real Intelligence.
Automatically uncover hidden risks by leveraging 
attackers’ views for proactive protection.



KELA’s Comprehensive Cyber Intelligence Platform
Empowering security professionals at all levels with four seamless modules for unmatched intelligence

Monitor

Investigate 

Threat Actors 

Threat Landscape 

Identity Guard

Technical Intelligence



KELA’s Comprehensive Cyber Intelligence Platform

Monitor

Investigate 

Centralizing comprehensive 
information on threat actors from 
diverse web sources, this hub 
facilitates thorough investigations 
with links to related actors. Offering 
deep insights through a user-friendly 
interface and concise threat actor 
summaries, it enhances decision-
making. Tailored for proactive 
defense against nation-state 
attacks, hacktivists, and malicious 
actors, it serves as a vital intelligence 
asset for security teams.

Threat Actors Identity Guard

Supports operational security 
roles by providing attack 

surface and asset 
management capabilities. It 

alerts on targeted threats 
specifically aimed at the 

organization by analyzing the 
adversary's perspective of the 
organization's external attack 

surface.

Proactive protection against 
compromised accounts tailored 
for diverse businesses. Monitors 

and detects compromised 
accounts across all organizational 

domains, subdomains, and SaaS 
accounts, utilizing data from 

millions of infected machines. 
Categorizes incidents based on 

severity and seamlessly 
integrates with other security 
appliances for an immediate 

response.

Offers decision makers high-level 
intelligence on the ever-changing 
cybercrime ecosystem, including 
dashboards of top trends, daily highlights, 
and finished intelligence feed by KELA's 
cyber intelligence experts.

Helps analysts to perform successful threat 
hunting and deepen their cyber 
investigations with contextualized 
intelligence insights as to attackers’ TTPs, 
threat actor profiles and identities, hacking 
discussions, and more. Technical Intelligence

Available via KELA’s API, 
provides SOC teams with 
automated detection and 
monitoring of potentially 
compromised IPs and 
domains involved in 
cybercrime activity. 

Threat 
Landscape 



Company’s Mission

Industry Expertise 

Customer Base

Global Presence

Deliver 100% real, actionable intelligence on threats emerging from the 

cybercrime underground, to support the prevention of digital crimes. 

The only company with a comprehensive cyber intelligence solution, comprising four 

modules offering unparalleled intelligence to security professionals

at all levels, empowering them to proactively protect their organizations and nations.

Our customers base includes leading enterprises, MSSPs and governments in

EMEA, APAC, North America, and LATAM.

100 employees - Headquarters in Israel, with offices in United States,

Japan, United Kingdom, Mexico, and Singapore.

We 
Are
KELA



Our Competitive Edge

Unique Security Data Lake
Access KELA's comprehensive data lake which 
holds a rich bank of processed intelligence, for a 
clear, easy view of structured data and finished 
intelligence insights. 

Secured and Anonymous Access
Obtain access to raw data straight from KELA's data 
lake while meeting legal and compliance 
requirements, and without exposing your scope.

Complete Automation
Fully operational, automated, and scalable cyber 
intelligence platform used daily by Tier 1 security 
and intelligence professionals worldwide.

Actionable Asset and Identity 
Intelligence 
Neutralize relevant threats by monitoring and acting on 
your essential assets.

Deep Intelligence Expertise 
Cover the entire intelligence life cycle with 
technology and products designed by Israeli army 
intelligence professionals and veteran intelligence 
experts with deep cyber defense expertise.



Our Demonstrated Success



Platform 
Overview



KELA’s Comprehensive Cyber Intelligence Platform
Empowering security professionals at all levels with four seamless modules for unmatched intelligence
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Threat Landscape

• Offers decision makers high-level intelligence on the 

ever-changing cybercrime ecosystem.

• Includes dashboards of top trends, daily highlights, 

and finished intelligence feed by KELA's cyber 

intelligence experts.

• Continually informs about ransomware events, 

network access on sale, leaked databases, and new 

threats across all industries.

• Includes an “Export” report allowing a simple export 

of the data to present to different stakeholders.

Stay ahead of the threats with KELA’s intelligence insights



Monitor
Monitor cybercrime sources for essential assets

Contextualized Intelligence

• Supports operational security roles
• Tailored monitoring and alerting

• Automated analysis of relevant collected data

• Real-time targeted alerts

• Machine-readable intelligence reports

Actionable Intelligence

• Intuitive and interactive dashboards

• Specific remediation recommendations for targeted cybercrime 
threats

Complete Coverage

• Monitors an organization’s entire cybercrime attack surface 

• Maps the network and watches the perimeter and domains for 
exposed databases, open ports and other vulnerable 
technologies



Investigate
Investigate and analyze threats, targets, topics 
and groups anonymously and in real-time

In-depth Investigation

• Helps analysts to perform successful threat hunting and deepen 
their cyber investigations

• Intuitive search functionality 

• Investigate any data point in real-time 
• Perform complex query searches

Security Data Lake

• Access intelligence from database dumps, Telegram groups, 
botnet markets, hacking chatter and more

• Enables anonymous and safe investigations
• Avoid exposing your scope and obtain access to raw data

Finished Intelligence

• Gain full access to research from KELA’s world-class Cyber 
Intelligence Center.



Technical Intelligence

• Available to consume via API

• Provides SOC teams with automated detection and 

monitoring of potentially compromised IPs and domains 

involved in cybercrime activity. 

• A structured, machine-readable format

• The detected assets, their context, and MRTI properties, 

such as STIX, are shared with the users via API

• Easily integrates into a SIEM, SOAR, or any other security 

solution

Detect suspicious IPs and domains involved in cybercrime activities



Threat Actors
Discover, Analyze, and Defend Your Organization
from Threat Actors with Real, Actionable Intelligence.

Enhanced Search and Filtering

• Utilize advanced filters and targeted search capabilities for specific threat 
actors.

• Easily search for a threat actor's profile using handles on cybercrime 
underground sources.

• Search by additional identifying details such as social media accounts, 
bitcoin wallet numbers, names, etc.

Analyst Recommendations and Proactive Insights

• Leverage KELA's Threat Intelligence Analysts' recommendations for initial 
investigations.

• Access proactive insights on individual threat actor’s overview pages.

• Access consolidated profiles of threat actors based on their personas on 
different cybercrime underground sources.

• Obtain comprehensive data aggregation and visual graphs to gain a 
wide-angle view of threat actor profile metrics.

Seamless Integration
• Streamline API integration with in-house security appliances and tools for 

comprehensive investigations.



Identity Guard

Simplified Self-Service Onboarding

• Offers tailored value and capabilities designed to meet the 

organization's specific needs

Severity-Based Classification

• Includes automatic severity classification for compromised 

accounts

• Ensures smart prioritization and resource allocation to allow for 

timely remediation efforts.

Streamlined Webhook Automation

• Eliminates the need for complex integrations

• Enabling effortless communication between the module, internal 

teams, and applications. 

• Facilitates seamless initiation of a wide range of workflows through 

intuitive playbook setup.

SAAS Protection:

• Enhances the security of the company's accounts across cloud 

service providers.

Proactive Protection Against Compromised Account



KELA’s Architecture



Cybercrime 
Sources

Collectors Data 
Processing Data Lake Analytics 

Engine

New 
Data 
Point

Contextualized, 
Scored 

Intelligence

Source Context Entity Mining Data Lake Enrichment

New data point is enriched 
with structured, curated 
intelligence on the source

Multiple entities are mined 
from the raw data

Based on exquisite 
intelligence from KELA’s 
security data lake, the new 
data point is being 
enriched, scored and 
categorized

Automated Analysis
New data point is 
automatically evaluated 
against PIRs maintained by 
KELA’s research team to 
assert relevance 

Source Type

Source Reliability

Private / Public
NLP ATT&CK Tags

Threat Actor Analysis

Post History

Client PIRs
File Extractions

Known Reputation Finished Intelligence

Analyst Insights

Indicator Enrichment

PROXY

KELA’s Automated and Scalable Engine



KELA’s cybercrime sources are being 
evaluated for their reliability and scope to 
provide solely valid and enriched data.

Expand Your
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Thank You
21 HaArba’a st., Tel Aviv

www.kelacyber.com

https://ke-la.com/

