
THREAT INTELLIGENCE



WHAT IS A THREAT?

Cybersecurity threats are acts performed by individuals with harmful intent, 

whose goal is to steal data, cause damage to or disrupt computing systems. 

Common categories of cyber threats include malware, social engineering, man in 

the middle (MitM) attacks, denial of service (DoS), and injection attacks



APT – ADVANCE PERSISTENT THREAT

• An advanced persistent threat (APT) is an attack or state-sponsored group that 

occurs when an unauthorized user utilizes advanced and sophisticated 

techniques to gain access to a system or network. Phishing, ransomware, 

malware, and data breaches are common techniques used by APTs to attack 

their targets.



TOP APT TEAMS















WHAT IS A VULNERABILITY

• A vulnerability is a weakness, it is a flaw in software 

or hardware or process that can be exploited by an 

attacker.



WHAT IS A RISK?

• A risk is the likelihood of a weakness(vulnerability) 

to be exploited.



WHAT IS A CVE?

Common Vulnerabilities and Exposures (CVE) is a list of publicly 

disclosed information security vulnerabilities and exposures. 

- It is a vulnerability ID



SAMPLE CVE’S

• CVE-2021-1675
• CVE-2022-30190
• CVE-2021-44228
• CVE-2022-22965
• CVE-2022-1388
• CVE-2017-0144

• CVE-2022-0609
• CVE-2017-11882
• CVE-2022-41082
• CVE-2022-27925
• CVE-2022-26134
• CVE-2022-30525



QUESTION??????

• Does every vulnerability have a CVE number?



ZERO DAY VULNERABILITY/ATTACK

• A zero day is a security flaw(vulnerability) for 

which the vendor of the flawed system has yet to 

make a patch(fix) available to affected users.



CVE CALCULATOR 

•https://chandanbn.github.io/cvss/

https://chandanbn.github.io/cvss/


VULNERABILITY RATING

àà https://nvd.nist.gov/vuln/detail/CVE-2021-1675

https://nvd.nist.gov/vuln/detail/CVE-2021-1675


VULNERABILITY MANAGEMENT TOOLS

✅1. Vulnerability Scanning Tools

• https://lnkd.in/gbKnkgdt

• ✅ 2. Greenbone OpenVAS

• Download Link: https://www.openvas.org/

• ✅ 3. Tenable Nessus Essentials

• Download Link: https://lnkd.in/gzNsE_kW

• Nessus Training: https://lnkd.in/gQEUxFeu

• ✅ 4. Qualys

• Link: https://www.qualys.com/

• Training: https://lnkd.in/gvNKJnni

• ✅ 5. Rapid7 InsightVM

• Nexpose Link: https://lnkd.in/gdARCttE

• InsightVM Link: https://lnkd.in/gCtiQgyA

• Training: https://lnkd.in/g3Q5i6fT

✅ 6. Agentless Vulnerability Scanner for Linux/FreeBSD: 
https://vuls.io/

✅ 7. Vulnerability Database / Datasource
NVD Full Listing: https://lnkd.in/gSNNgY9W
Link: https://nvd.nist.gov/
CVE Details: https://lnkd.in/gXm_2Z5h
CVE Report: https://cve.report/
Mitre CVE: https://cve.mitre.org/
Mitre CWE: https://cwe.mitre.org/
Vulnerability search: https://vulners.com/
Vulnerability database: https://vuldb.com/
Known Exploited Vulnerabilities: https://lnkd.in/gHAFJEtS
Cyberscan : https://lnkd.in/eRS6W_w3

✅ 8. CVSS Calculator
Link: https://lnkd.in/gNqYyqKx

✅ 9. Bug Bounty Programs: find vulnerability and get paid - 
https://www.hackerone.com/
Mozilla Observatory: https://lnkd.in/e7AbJDEh
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VULNERABILITY MANAGEMENT STAGES

• 1. Discover 
• 2. Assess 
• 3. Remediate 
• 4. Verify 
• 5. Report



DISCOVER

• • Make sure you detect all vulnerabilities in all web 

applications before a hacker finds them 

• • Create an accurate inventory for websites 

• • Check all your Web Applications regularly



ASSESS

- Which vulnerability is more important for us? Which 
one to fix first?
- Severity of the vulnerability (CVSS score, CVSS 
vector string),
- Asset criticality
- Risk and impact



REMEDIATE

• - Effectively communicate the risk to the organization, provide practical 
recommendations, and empower defenders so validate fixes are properly 
implemented.

• - Remediation options-solutions
• - Compensating controls-if there is no patch, upgrade or configuration 

settings; enhanced monitoring, WAF
• - Accepting a risk
• - Check if it is a False positive



VERIFY

• - Track and verify that the vulnerability has been 
remediated

• - Run a Remediation Scan
• - Assign a confidence value, reduce false positives or 

negatives
• - Understand the source of vulnerabilities to enable 

upcoming remediation



REPORT

• - share scan report with web app owner
• - Document vulnerability findings
• - Scan remediation process should be documented



VULNERABILITY ANALYST DAY-TO-DAY

• - Check scans results
• - Communicate all vulnerability findings to the web application owner
• - Validate remediation-rerun the scan
• - Attend meetings with InfoSec and web owners/developers
• - Research on latest vulnerabilities



OWASP TOP-10

• The Open Web Application Security Project (OWASP) is a nonprofit 

foundation dedicated to improving software security(web apps). 

• - The OWASP Top 10 provides rankings of the top 10 most critical web 

application vulnerabilities.

• - It provides remediation guidance for those vulnerabilities.



OWASP IS UPDATED EVERY 4 YEARS



WHAT IS AN EXPLOIT?

• An exploit is a piece of software, data or sequence of 

commands that takes advantage of a vulnerability to 

cause unintended behavior or to gain unauthorized access 

to sensitive data.



EXPLOIT DATABASE

• https://www.exploit-db.com/

ExploitDB is an archive of exploits for the purpose of public 

security, and it explains what can be found on the 

database.

https://www.exploit-db.com/


IOC - INDICATORS OF COMPROMISE

Ø* IOCs serve as forensic evidence of potential intrusions on a host 

system or network. 

Ø* These artifacts enable information security (InfoSec) professionals and 

system administrators to detect intrusion attempts or other malicious 

activities. 

• * Security researchers use IOCs to better analyze a particular malware’s 

techniques and behaviors.



QUESTION???

•What is the difference between 

vulnerability assessment and 

penetration testing?






