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ilk olarak topolojiyi yonetmek ve karisiklik olmamasi adina tiim cihazlarin hostname yapilandirmasini
gerceklestirmemiz gerekmektedir.

configure <device host name> kismini topolojideki gibi Switch-A,B,C,D
hostname <device host name> . L. . . ) I
seklinde isimlendirmeleri gergeklestirebiliriz.

ikinci adim olarak baglantilari gerceklestirmis oldugumuz fiziksel portlarin “UP” konumda oldugundan
emin olalhm.

int 1/1/1-1/1/3 Switch-A ve Switch-B igin 1/1/1, 1/1/2 ve 1/1/3 portlarini konfigire
no routing etmemiz yeterli olacaktir.

no shutdown
int 1/1/2-1/1/3 Switch-C ve Switch-D igin 1/1/2 ve 1/1/3 portlarini konfigiire etmemiz
no routing yeterli olacaktir.

no shutdown

“exit” komutu ile interface altindan global konfig moda geri dénis yapabiliriz.

Tum portlari aktif ettikten sonra switch’lerin LLDP komsuluklarini kontrol etmemiz gerekmektedir.

SwitchAf#show lldp neighbor-info

LLDP Neighbor Information

Total Neighbor Entries

Total Neighbor Entries Deleted
Total Neighbor Dr ed
Total Neighber Entri

TTL SYS-NAME

1/1/2 08:00:09:16:7b:7e 1/1/2 1/1/2 120 SwitchC

1/1/3 08:00:09:ee:11:82 1/1/3 1/1/3 120 SwitchD



Sekilde goruldigu gibi Switch-A igin Gzerindeki fiziksel portlar araciligi ile baglanti kurdugu komsu
switch’lerin bilgilerini gorebiliriz. Burada ben sadece Switch-A icin paylastim. Diger switchler igindeki
¢ikti da buna benzer olacaktir.

Simdi MSTP kurulumunu gergeklestirelim. MSTP altinda bizim parametrelerimiz Root Bridge, Alternate
Port, Root Port ve Designated Port seklindedir.

- Vlan 10 ve Vlan 11 i¢in MSTP instance-1 kullanalim. Bu vlanlar i¢in Root Bridge’ i Switch-A ve
Secondary Root Bridge ise Switch-B olsun.

- Vlan 20 ve Vlan 21 i¢in MISTP instance-2 kullanalim. Bu vlanlar icin Root Bridge’ i Switch-B ve
Secondary Root Bridge ise Switch-A olsun.

- Diger tim vlanlar (Default Dahil) Switch-A’ da default MSTP 0 altinda olsun.

MSTP instance 2 - Vian 20 ve Vian 21

. Rt — usNe ik Blocked . oot UnkNat ik Blocked . oot P — ik Blocked
o s =5
= =
e S p o p e
O %% © s N O %= © s CRET O = © o =

Switch-A’ da Vlan 10, Vlan 11, Vlan 20 ve Vlan 21 olustururuz. Vlan 10 ve 11’ i Switch-A icerisinde
instance 1 altina root olarak ve Vlan 20 ve 21’ i instance 2 altina secondery olarak ekleyelim. Tim
fiziksel portlar Layer-2 olarak Trunk-Vlan All seklinde konfiglire edelim.

SwitchA#

configure

vlan 10-11,20-21

exit

spanning-tree

spanning-tree config-name spl
spanning-tree config-revision 1

spanning-tree instance 1 vlan 10-11 < ----—- Map vlans to instance
spanning-tree i ance 2 wvlan 20-21
spanning-tree priority 0 < — MST 0 Root

1

2

spanning-tree instance 1 priority 0 < ----——- MST 1 Root
spanning-tree instance 2 priority 1 <----—— MST 2 Secondary Root
int 1/1/1-1/1/3
vlan trunk allowed all
vlan trunk native 1

exit



Switch-B’ de Vlan 10, Vlan 11, Vlan 20 ve Vlan 21 olustururuz. Vlan 10 ve 11’ i Switch-B igerisinde
instance 1 altina secondery olarak ve Vlan 20 ve 21’ i instance 2 altina root olarak ekleyelim. Tim
fiziksel portlar Layer-2 olarak Trunk-Vlan All seklinde konfiglire edelim.

SwitchB#

configure

vlan 10-11,20-21

exit

spanning-tree

spanning-tree config-name spl
spanning-tree config-revision 1
spanning-tree instance 1 vlan 10-11

spanning-tree instance 2 vlan 20-21
spanning-tree instance 1 priority 1 <-— MST 1 Secondary Root
spanning-tree instance 2 priority 0 < ----- MST 2 Root

int 1/1/1-1/1/3

vlan trunk allowed all

vlan trunk native 1
exit

Switch-C ve Switch-D altinda ilgili vlanlari ve MSTP stattisini aktif edelim.

configure

vlan 10-11,20-21

exit

spanning-tree

spanning-tree config-name spl
spanning-tree c
spanning-tree
spanning-tree 1ir
int 1/1/2-1/1/3
vlan trunk allowed all
vlan trunk native 1

exit

fig-revision 1
tance 1 vlan 10-11
tance 2 vlan 20-21

Tum konfiglirasyonlari tamamladiktan sonra kontrol asamasina gegebiliriz. Switch-A igerisinde
kontrollerimizi gerceklestirelim.

SwitchAf#show spanning-tree mst-config
MST configuration inform
MST nfig ID
MST config re
MST config dige

Burada hangi vlanin hangi MST instance altinda
oldugunu goruntileyip check ederiz.

: 098798F08296B22CADCO650E39604C10

Number of instances : 2

0 1-9,12-19,22-4094

1 10,11

2 20,21

SwitchA#show spanning-tree summary root Root summary ile birlikte
STP status : Enabled

Protocol : MSTE Switch-A altinda  hangi
System ID : 08:00:09:8a:14:fa

instance’lar root konumda
bunu  gorintileyebiliriz.

Root bridge for STP Instance : 0,1

Instance ID Priority Root ID Root Port |nstance 2 bu SWItCh

0 0 08:00:09:8a:14:fa 0 2 20 1% o altnda secondary oldugu
0 08:00:09: :fa 0 2 20 15 0 L.

2 0 08:00:09:12:8e: % 20000 2 20 15 1/1/1  igin bu tabloda yoktur.

SwithcBf show spanning-tree summary root Root summary ile birlikte Switch-B

ST status : Enablec

z;(:;em ID t;;’?50:09:].2:89:99 altlnda hangi inStance'Iar rOOt

Root bridge for STP Instance : 2 konumda bunu gorintileyebiliriz.
instance 1 bu switch altinda

Instance ID Priority Root ID Root Port . L.

T T e T s T T vEe e N secondary oldugu icin bu tabloda

1 0 08: : ifa 0000 2 20 15 1
2 0 08:00:09:12:8e:%e 1] 2 20 1% 0 yoktur.



Simdi spanning-tree nasil bir davranis géstermis onu inceleyelim.

SwitchA# show spanning-tree ms
###% MsSTO
Vlans mapped:
Bridge

Root
Regiocnal Root
Operational
Configured
Root

1-9,12-19,22-40
Address:08:00:0

Hello time(in s
Hello time (in s
Address:08:00:0
Port:0

Address:08:00:0
Internal cost:0

Regional Root

Port Role

Rx

1/1/1 Designated
1/1/2 Designated
1/1/3 Designated

Topology change flag
Number of topology changes

Last topeology change occurred :

###4% MST1

Vlans mapped: 10,11

Bridge R :08:00:0

Root Address:08:00:0
Port:0, Cost:0,

Port Role

1/1/1 Designated

1/1/2 Designated

1/1/3 Designated

Topology change flag
Number of topology changes
Last topology change occurred

###4 MST2

Vlans mapped: 20,21

Bridge Address:08:00:0
Root :08:00:0

Port:1/1/1,

Cos

1/1/1 Root
1/1/2 Designated
1/1/3 Designated

Topology change flag

Number of topology changes
Last topology change occurred

t

94

9:8a:14:fa priority:0

conds
econds) :
9:8a:14:

2 Forward delay(in seconds):15
2 Forward delay(in seconds):15

fa Priority:0
Path cost:0
9:8a:14:fa Priority
Rem Hops:20

State Cost Priority Type BPDU-Tx
Forwarding 20000 128 P2P 32900
Forwarding 20000 128 P2P 32902
Forwarding 20000 128 P2P 32898

True

9

55669 seconds ago
9:8a:14:fa Priority:0
9:8a:14:fa Priority:0
Rem Hops:20
State Cost Priority Type BPDU-Tx
Forwarding 20000 128 p2p 32900
Forwar@ing 20000 128 P2P 32902
Forwarding 20000 128 P2P 32898
: True
: 9
: 55669 seconds ago
9:8a:14:fa Priority:4096
9:12:8e:9%e Priority:0
t:20000, Rem Hops:19

Priority Type BPDU-Tx
Forwarding 20000 128 P2P 32900
Forwarding 20000 128 P2P 32902
Forwarding 20000 128 P2P 32898
True
7

55673 seconds ago

Max-age (in seconds) :20
Max-age (in seconds) :20

BPDU-Rx

BPDU-Rx

BPDU-Rx

TCN-Tx

txHoldCount (in pps): 6
Max-Hops:20

Switch-A altinda MST davranisini inceledigimizde; instance 0 ve 1 tim portlar altinda role olarak
designated durumda ve state olarak forwarding durumdadir. instance 2 ise 1/1/1 portu altinda Root

olarak segilmis olup diger

portlar altinda designated durumdadir.



MSTP instance 1 — Vlan 10 ve Vlan 11
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Yukaridaki topolojide; Switch-A ile Switch-D arasindaki 1/1/3 portunun cost(maliyet) degeri 20,000’dir.
(Root Port path cost) Switch-D icin diger alternatif path Switch-B ile arasindaki 1/1/2 portu ve switch-

B’ nin 1/1/1 portudur. Bu path icin cost degeri 40,000 (20,000+20,000) seklindedir.
Not: Aruba CX switchlerde 1 GE portlar icin default cost degeri 20,000 seklindedir.

Switch-D’ nin port rollerini ve cost degerlerini kontrol edelim...

SwitchD#show spanning-tree mst 1

10,11
Addr 08:00:09:ee:11:82 Priority:32768
Addr 8:00 Ba:14:fa Priority:0

Co :20000, Rem Hops:19
Port Role State Priority Type BPDU-Tx BPDU-Ex TCN-Tx
1/1/2 Alternate Blocking 20000 128 P2P 25 41592 1
1/1/3 Root Forwarding 20000 128 P2P 31 41590 3

Yukanda da goraltugi gibi 1/1/3 portu forwarding ve 1/1/2 portu da blocked alternate port

konumundadir.

Switch-D tzerinde MSTP instance-1 i¢in cost degerlerini degistirelim.

SwitchD#

configure

int 1/1/3

spanning-tree instance 1 cost 40001 L === change the path cost on the interface to 40001 or more
exit

SwitchD#show spanning-tree mst 1 < -—-- check port roles

444 MSTL
Vlans mapped: 10,11

Bridge 1:82 Priority:32768
Root e :08: :14:fa Priority:0

Rem Hops:18
Port State Priority Type BPDU-Tx BPDU-Rx TCN-Tx
1/1/2 Root ding 20000 128 P2E 28 19916 1
1/1/3 Alternate Blocking 40001 128 P2P 34 719914 3

TCN-Rx

Switch-D Uzerinde 1/1/3 portunun cost degerini 40,001 yaptigimizda; cost degeri duslk olan 1/1/2

portu forwarding konumuna gecer, 1/1/3 portu da blocked alternate port konumuna gelir.



MSTP instance ve cost degerleri haricinde ayrica timers ve tunning degerleri bulunmaktadir. Genelde
ayni vendorlar arasinda kurulan topolojilerde bu parametreler default degerlerde birakirilir. Ancak icin
icine farkli vendor/ureticiler girdigi zaman uyum problemi olabilir. Burada mutlaka timer degerleri de
check edilmelidir.

- spanning-tree forward-delay listening ve learning sirecleri icin harcanan zamandir. Default
degeri 15 saniyedir.

- spanning-tree hello-time BDPU paketlerinin portlardan génderilme siresidir. Default degeri 2
saniyedir.

- spanning-tree max-age BPDU paketi alindiktan sonra gecerli oldugu siiredir. Buradaki sire
icerisinde yeni bir BPDU paketi gelmez ise STP algoritmasi yeniden hesaplanir. Default degeri
20 saniyedir.

- spanning-tree port-type admin-edge user baglanan portlarda STP algoritmasinin direkt es
gecilerek trafige izin verilmesini saglar.

Swiechch Switch-C’ de 1/1/9 numarali portta bilgisayar bagh oldugunu varsayalim. Bu
configure

tnt 17179 portu Vlan-10 altina assign edelim.

no shut

no routing
vlan access 10

show spanning-tree mst 1

444 MSTIL

Vlans mapped: 10,11

Bridge Priorit

Root Priorit

Por Role Type BPDU-Tx BPDU-Rx TCN-Tx TCN-Rx
Root

1/1/3 Alternate

1/1/9 Designated

Topology change flag : True

Number of polc Aanges : 3

Last topology change occurred : 476 seconds ago

1/1/9 portu STP algoritmasina katilip designated role ge¢mis durumdadir. Tabi bu duruma gelmesi icin
de default timer degerlerinin tamamlanmasi gerekir.

switfchc# Girdigim bu komut ile birlikte ben 1/1/9 portunun algoritma
con lgure
int 1/1/9 altina dahil olmasini engellemis olurum.

spanning-tree port-type admin-edge

Show spanning-tree mst 1

¥### MSTL
Vlans mapped:
Bridge :08:00:09:16:7h:7e 68
Root a
Rem Hops:
Port Role Cost riority ype BPDU-Rx TCN-Tx TCN-Rx
1/1/2 Root
1/1/3 Rlternate
1/1/9 Designated

Tekrardan STP giktisina baktigim zaman portun type’ inin P2P Edge oldugunu goriirim. Bu port artik
algoritmalara dahil degildir.



BPDU Protection: Bu yontem ile herhangi bir porttan gelen BPDU paketleri gormezden gelinir ve
boylece sisteme root olabilecek konumda dahil olan bir cihaz yiziinden, icerideki algoritmanin
degismesi engellenmis olur.

) SwitchX#
SwitchD# .-
. configure
configure : N )
o spanning-tree
/& . 9
- interf 1/1/8
l.lti‘iun'-'l no 1tdown
e ting no routing
vlan access 10 vlan access 1
spanning-tree bpdu-guard exit

Switch-X’ in sisteme dahil oldugunu varsayarsak Switch-D lzerinde Switch-X’ in bagh oldugu 1/1/8
portunda bpdu-guard aktif edildigi zaman Switch-X BPDU paketleri génderse bile Switch-D bunlari
discard edecektir.

SwitchD#show spanning-tree mst 1

10,11

08:00:09:ee:11:82 Priority:32768

3 3 Priority:0
Port:1/1/2, Cost:40000, Rem Hops:18

Port Role State Cost Priority Type BPDU-Tx BPDU-Rx TCN-Tx TCN-Rx

1/1/2 Root arding 20000 128 P2P 9 210294 0 8
1/1/3 Alternate Blocking 40001 128 B2P 11 210295 4 4
1/1/8 Disabled Bpdu-Errer 20000 128 P2P 31 0 0 0

Topelogy change flag : True
Number of rlogy changes H
Last topology change occurred : 350406 seconds ago

Switch-D Gzerinde MSTP ciktilarina bakildiginda 1/1/8 portu disable roliinde olup State olarak BPDU-
Error olarak goriintilenir.

Root Protection: Ustiin konumda bir BPDU paketine sahip cihaz, topolojiye dahil oldugunda root
protection ile birlikte root’ un degismesi engellenmis olur.

Switch-A ve Switch-B nin 1/1/2 ve 1/1/3 portlarinda root protection aktif edip Switch-C nin STP priority
degeri ile oynayalim.

Switcha#

configure

inter 1/1/2

ning-tree root-guard

exit

SwithB#

configure

1/1/3
ning-tree root-guard

interfa
sp

exit
SwitchC#

configure

spanning-tree instance 1 priority 0 < e Make Switch C Root for instance 1

exit



SwithcA#show spanning-tree mst
#### MSTO

Vlans mapped: 1-9,12-19,22-409
Bridge Address:08:00:09
Root

Regional Root

Operational Hello time(in sg
Configured Hello time{in se
Root Address:08:00:09

Port:0
Regional Root Address:08:00:09
Internal cost:0

Port Role s

1/1/1 Designated F

orwarding 20000 128 P2P
1/1/2 Designated Forwarding 20000 128 P2P
1/1/3 Designated Forwarding 20000 128 P2P
Topology change flag True
Number of topology changes 15
Last topology change occurred 908 seconds ago
#4#% MSTL
Vlans mapped: 10,11
Bridge Address:08:00:09:8a:14:fa Priority:0
Root Address:08:00:09:8a:14:fa Priority:0

Port:0, Cost:0, Rem Hops:20
Port Role State Cost Priority Type
1/1/1 Designated Forwarding 20000 P2P
1/1/2 Alternate Root-Inc 20000 P2F
1/1/3 Designated Forwarding 20000 P2P
Topology change flag True
Number of topology changes 18
Last topology change occurred 908 seconds ago
###F MST2
Vlans mapped: 20,21
Bridge Address:08:00:09:8a:14:fa Priority:4096
Root Address:08:00:09:12:8e:%e Priority:0
Port:1/1/1, Cost:20000, Rem Hops:19

Port Role State Cost Priority Typ
1/1/1 Root Forwarding 20000 128 P2P
1/1/2 Designated Forwarding 20000 128 P2P
1/1/3 Designated Forwarding 20000 128 P2P

Topology change flag
Number of topology changes
Last topology change occurred

SwithcB#show spanning-tree ms
###4 MSTO

Vlans mapped: 1-9,12-19,22-4
Bridge Address:08:00:
Operational Helle time(in

Configured Hello time(in
Root Address:08:00:
Port:1/1/1

Regional Root Address:08:00:

Internal cost:
Port Role
Rx
1/1/1 Root
1/1/2 Designated
1/1/3 Designated

Topology change flag
Number of topology changes
Last topology change occurred

4

:8a:ld:fa priority:0

conds): 2 Forward delay(in seconds):15
conds): 2 Forward delay(in seconds):15

:8a:14:fa Priority:0

Path cost:0

:8a:14:fa Priority:0

Rem Hops:20

tate Cost

: True
: 13

911 seconds ago

t

094

Priority Type

09:12:8e:9%e priority:32768

seconds): 2 Forward delay(in seconds):15 Max-age(in seconds):20
seconds): 2 Forward delay(in seconds):15 Max-age(in seconds):20

09:8a:14:fa Priority:0
Path cost:0

09:8a:14:fa Priority:0

20000 Rem Hops:19

State Cost

Priority

Max-age (in seconds) :20

Max-age (in seconds) :20 Max-Hops

BPDU-Tx EPDU-Rx TC

217571

217566 565 15
2177573 27 13
BPDU-Tx BPDU-Rx TCN-T

217571 217573 11

217566 565 15

217573 27 13
BPDU-Tx BPDU-Rx
217571 217573
217566 565
217573 27

BPDU-Tx

217300
217302
217900

BPDU-Tx

#### MST1

Vlans mapped: 10,11

Bridge Address:08:00:

Root Rddress:08:00:
Port:1/1/1, Co

Port Role

1/1/1 Root

1/1/2 Designated

1/1/3 Alternate

Forwarding 20000 128
Forwarding 20000 128
Forwarding 20000 128

: True

: 16

: 1560 seconds ago
09:12:8e:9%e Priority:4096
09:8a:14:fa Priocrity:0
st:20000, Rem Hops:19

State Cost Priority
Forwarding 20000 128
Forwarding 20000 128
Root-Inc 20000 128

217900
217902
217900

TCN-Tx

txHoldCount (in pps): 6
:20

TCN-.

Rx

6

txHeoldCount (in pps):
Max-Hops:20
BPDU-Rx TCN-Tx TCN-
217897 14 11
25 13
895 12
BPDU-Rx TCN-Tx TCN-Rx
217897 14 11
25 13 1
895 12 2



Topology change flag
Number of tepology changes

Last topology change occurred :

True
19

1560 seconds ago

F##$ MST2Z
Vlans mapped: 20,21
Bridge Addr :08:00:09:12:8e:9e Priority:0
Root Addr :08:00:09:12:8e:9%e Priority:0

Port:0, Cost:0, Rem Hops:20
Port Role State Cost Priocrity Type BPDU-Tx BPDU-Rx TCN-Tx TCHN-Rx
1/1/1 Designated Forwarding 20000 128 P2P 217900 217897 14 11
1/1/2 Designated Forwarding 20000 128 B2P 217902 25 13 1
1/1/3 Designated Forwarding 20000 128 B2P 217900 895 12 2

Topelogy change flag True
Number of topology changes : 13

Last topology change occurred : 1561 seconds ago

Son olarak genel lab ortamini diisliniince tiim switchlerin tam konfig hallerini asagida paylasiyorum...

Switch A

hostname SwitchA

|

!

ssh server vrf mgmt
vlan 1,10-11,20-21
spanning-tree

Switch B

hostname SwithcB

!

!

ssh server vrf mgmt
vlan 1,10-11,20-21
spanning-tree

spanning-tree
spanning-tree
spanning-tree

priority 0O
config-name spl
config-revision 1

spanning-tree
spanning-tree
spanning-tree

config-name spl
config-revision 1
instance 1 wvlan 10,11

spanning-tree
spanning-tree
spanning-tree
spanning-tree
interface mgmt

no shutdown

ip dhcp
interface 1/1/1

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed all
interface 1/1/2

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed all

spanning-tree root-guard
interface 1/1/3

no shutdown

no routing

vlan trunk native 1

instance 1 wvlan 10,11
instance 1 priority 0
instance 2 wvlan 20,21
instance 2 priority 1

vlan trunk allowed all
!
|

https-server vrf mgmt

spanning-tree
spanning-tree
spanning-tree
interface mgmt

no shutdown

ip dhep
interface 1/1/1

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed all
interface 1/1/2

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed all
interface 1/1/3

no shutdown

instance 1 priority 1
instance 2 vlan 20,21
instance 2 priority 0

no routing
vlan trunk native 1
vlan trunk allowed all
spanning-tree root-guard
|
|

https-server vrf mgmt



Switch C

hostname SwitchC

ssh server vrf mgmt
vlan 1,10-11,20-21

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

interface mgmt

config-name spl

Switch D

hostname SwitchD

!

!

ssh server vrf mgmt
vlan 1,10-11,20-21
spanning-tree

config-revision 1
instance 1 wvlan 10,11
instance 1 priority 0

spanning-tree
spanning-tree
spanning-tree
spanning-tree

config-name spl
config-revision 1
instance 1 vlan 10,11
instance 2 vlan 20,21

instance 2 vlan 20,21

no shutdown

ip dhcp

interface 1/1/2
no shutdown

no routing

vlan trunk native 1

vlan trunk allowed all
interface 1/1/3

no shutdown

interface mgmt
no shutdown
ip dhcp
interface 1/1/2
no shutdown
no routing
vlan trunk native 1
vlan trunk allowed all
spanning-tree instance
interface 1/1/3
no shutdown

2 cost 40001

no routing
vlan trunk native 1
vlan trunk allowed all

no routing

vlan trunk native 1
vlan trunk allowed all

interface 1/1/9

spanning-tree instance
interface 1/1/8

1 cost 40001

no shutdown
no routing
vlan access 10

spanning-tree port-type admin-edge

https-server vrf mgmt

no shutdown

no routing

vlan access 10

Switch X

hostname SwitchX
|

ssh server vrf mgmt
vlan 1
spanning-tree
interface mgmt

no shutdown

ip dhep
interface 1/1/8

no shutdown

no routing

vlan access 1

e e i — e

spanning-tree bpdu-guard

ttps-server vrf mgmt



