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1) Hypervisor Destegi

Cisco Catalyst 9800-CL Wireless Controller hypervisor gereksinimleri asagidaki gibidir.

Table 1.

Supported hypervisor versions for the 9800-CL private cloud running 17.6.x.

VMware ESXi

Microsoft Hyper-V'

Cisco NFVIS

ESXi vSphere: 6.0, 6.7, and 7.0
ESXi vCenter: 6.0, 6.5, 6.7, and 7.0

Red Hat Enterprise Linux: 7.6, 7.8, and 8.2
Ubuntu: 16.04 LTS, 18.04 LTS, 20.04.5 LTS

Microsoft Windows Server: 2016 or 2019 (Standard, Enterprise, and Datacenter)
Hyper-V Manager: 10.0.14393

Release 3.8.1 and 3.9.1

' Supported only on Cisco 10S XE Amsterdam 17.1.1 or later

2) Sistem Gereksinimleri

Cisco Catalyst 9800-CL Wireless Controller sistem gereksinimleri asagidaki gibidir.

Table 2.

Minimum virtual resource requirements for small, medium, and large configurations

Existing supported templates pre Cisco 10S XE Templates added as part of Cisco 105 XE
ease 17.3 Release 17.3

Model
configuration

Minimum number
of vCPUs"
(hyperthreading is
not supported)

Minimum CPU
allocation (MHz)

Minimum memory
(GB)

Required storage?®
(GB)

Virtual NICs
(vNICs)

(+) Third NIC is for High
Availability

ESXi vNIC

Linux KVM vNIC

KVM NIC
virtualization

Hyper-V vNIC

Hyper=-V NIC
Virtualization

Maximum access
points

Maximum clients
supported

vMotion, vNIC
teaming,
Snapshot, DRS?

Small

(Low
throughput)

4000

2/(3)

VMXNET3

ovs

Linux bridge
(bretl)

Virtio

NETVSC

VMBus

1000

10,000

Supported

Medium Large Medium Large

(Low (Low (High (High
throughput) throughput) throughput) | throughput)
6 10 7 9 13

6000 10,000 4000 6000 10,000

16 32 8 16 32

16 16 16 16 16

2/(3) 2/(3) 2/(3) 2/(3)y 2/(3)
VMXNET3 VMXNET3 VMXMET3 VMXNET3 VMXNET3
ovs ovs ovs ovs ovs

Linux bridge Linux bridge Linux bridge Linux bridge Linux bridge
(bretl) (bretl) (bretl) {bretl) (bretl)

Virtio Virtio Virtio Virtio Virtio
NETVSC NETVSC NETVSC NETVSC NETVSC
VMBus VMBus VMBus VMBus VMBus
3000 6000 1000 3000 6000
32,000 64,000 10,000 32,000 64,000
Supported Supported Supported Supported Supported



3) 9800-CL Software icin Gerekli Ova Dosya Formati
Cisco 9800-CL igin gerekli OVA dosyasina asagidaki linkten ulasabilirsiniz.

https://software.cisco.com/download/home/286322605/type/282046477 /release/Bengaluru-17.6.4

Catalyst 9800-CL icin OVA template (OVA) : C9800-CL-universalk9.BLD_V***,ova

Downloads Home / Wireless / Wireless LAN Controller / Standalone Controllers / Catalyst 9800 Wireless Controllers for Cloud / Catalyst 9800-CL Wireless Controller for Cloud
/ 10S XE Software- Bengaluru-17.6.4(MD)

(& search.. ) Catalyst 9800-CL Wireless Controller for Cloud
Release Bengaluru-17.6.4 MD Related Links and Documentation

A My Notifications Release Notes for 9800-CL

‘Suggested Release v

Amsterdam-17.3.6(MD) Cisco is aware of an issue affecting image validation at software upgrades or downgrades in the Cisco IW3702 Wave 1/I0S Access Points. We

recommend following the workarounds mentioned in the bug CSCwd80290.

Latest Release e
Dublin-17.11.1(ED) File Information Release Date Size
Amsterdam-17.3.7(MD) Cisco Catalyst 9800 Wireless Controller for Cloud.g 18-Aug-2022 1021.67 MB Y
C9800-CL-universalk9.17.06.04.SPA.bin
Cupertino-17.9.3(ED) Advisories [
Bengaluru-17.6.5(MD) Cisco Catalyst 9800 Wireless Controller for Cloud - Hyper-V / ESXi  18-Aug-2022 1031.62 MB i \_l
/KM@
All Release e G9800-GL-universalk9.17.06.04.is0
Advisories ]
17 >
Cisco Catalyst 9800 Wireless Controller for Cloud - Hyper-V / ESXi  18-Aug-2022 1032.97 MB i \_—_f
e > kMg
C9800-CL-universalk9.17.06.04.ova
Deferred Release hd

Advisories [

4) ESXI Uzerinde Cisco 9800-CL Kurulumu

4.1) Interface Arabirimleri

Catalyst 9800-CL, Gigabit Ethernet
interfacelerini VM tarafindan atanan logical
vNIC adiyla eslestirir. VM, logical vNIC adini
fiziksel bir MAC adresine egler. Catalyst
9800-CL ilk kez kurulurken, router
interfaceleri VM olusturuldugunda eklenen
vSerial logical vNIC arabirimleriyle eslenir.

Cisco Catalyst Virtual C9800

Serial

Uc adet interface vardir. Kurulum gergeklestirirken asagidaki diizende segmeliyiz.

e  GigabitEthernetl: Device management interface
e  GigabitEthernet2: Wireless management interface
e  GigabitEthernet3: High Availability interface

® Eger 9800-CL’de client’lar i¢in farkli vlanlara izin vermek amaciyla farkh data paketlerini
gecirecekseniz interfacelerin her biri kendi vSwitch'inde olmalidir. Catalyst 9800 temelde kablosuz
ozelliklere sahip bir switchtir. Ayni vSwitch tizerinde bu interfacelerin birden fazlasinin bulunmasi,
port channel olmadan multiple link kullanarak iki switch’i birbirine baglamak gibidir. Loop
olugmamasi icin iki interfacesi tek bir networke baglamamaliyiz.


https://software.cisco.com/download/home/286322605/type/282046477/release/Bengaluru-17.6.4

e Interfaceleri silecekseniz, bunu VM’i kurulum sonrasi ilk kez ¢alistirmadan 6nce yapmalisiniz.
Ornegin GigabitEthernet 2'yi silecekseniz kurulum esnasinda gergeklestirin ve VIV'i dyle galistirin.

4.2) ESXI Uzerinde Interface Ayarlari

ilk adimda portlarimizi olusturmaliyiz. Management icin ve Trunk icin portlar create etmeliyiz. Portlari
olustururken farkli vSwitch segimi yapmaliyiz. Clinkl birden fazla interface kullanacagiz. Eger tek bir
interface kullanacak olsaydik tek bir vSwitch kullanmak yeterli olurdu.

vm  ESXi Host Client r00t@192.168.1.100 | Help v | O, Search

{3 Navigator @ localhost.localdomain - Networking
[ Host Portgroups  Virtualswitches  Physical NICs ~ VMKernelNICs ~ TCP/IP stacks  Firewall rules
Manage
Monitor ® Add pon oup # Editsettings | C Refresh & Actions Q, search
& Virtual Machines "o Name v Activeports « VLANID  + Type ~  vSwitch ~ VMs v
= storage 1‘ @ VM Network o "o Standard port group vSwitchO [}
@ Networking @ Management Network 1 10 Standard port group. & vSwitcho N/A
G, vmko
= tul 2items
> @ VM Network :
More networks.
Recent tasks a
Task v Target v Initiator v Queued v Started v Resulta v Completed¥ v
Update Options localhost localdomain root 03/27/20232132:54  03/27/2023213254 (@ Completed successfully 03/27/2023 21:32:54
Auto Start Power On localhost localdomain root 03/27/2023 21:26:01 03/27/2023 21:26:01 @ completed successfully 03/27/2023 21:26:01

e Vlan ID: 4095 ile bitlin vlanlara izin verdigini belirttik.

*® Add port group - Trunk

Name
VLAN ID

Virtual switch

v Security
Promiscuous mode ® Accept O Reject

J Inherit from vSwitch

[MAC address changes] O Accept O Reject

® Inherit from vSwitch

Forged transmits ® Accept O Reject

) Inherit from vSwitch

e  Security de accep alanlarinin ikiside WLC'nin 802.1Q etiketlerini gegebilmesi icin gereklidir

Olusturdugumuz portlari asagidaki gibi gérebiliriz.

v [§] Host l Portgroups  Virtual switches  Physical NICS ~ VMKkernel NICs — [CP/IP stacks  Firewall rules
Manage
Monitor @ Add port group # Edit settings C Refresh £ Actions
@ Virtual Machines 1 Name « Activeports v VLANID ~ Type
|
& storage 1) @ ManagementVLAN 0 10 Standard port group

@ Networking @ Trunk 0 4095 Standard port group

@ VM Network 0 o Standard port group



Trunk olsun ya da olmasin, portlar igin ESX {izerinde asagidaki securty ayarinin muhakkak yapilmasi
gerekmektedir.

&% trunk - Edit Settings:

General
Advanced

Trafic shaping

VLAN

4.3) ESXI Uzerinde OVA Kurulumu

e Interfacelerimiz hazir. Simdi Ova dosyasini deploy etmeye gegebiliriz. ‘Create / Register VM ‘ butonu ile

kurulumu baslatiyoruz.

vm ESXi Host Client

{ Navigator « @ localhost.localdomain - Virtual Machines
~ [F] Host
Manage [*@ Create / Rinjster VM o > O F n 4 C Refresh & Act
Monitor Q, search
3 Virtual Machines o ] Virtual machine ~ Status ~ Used space v Guest0S ~ Host name v HostCPU ~ Host memory«
Storage 1 No virtual machines
@ Networking L Quick filters

No items to display

B Recent tasks

&
Task ~ Target ~ Initiator ~ Queued ~ Started ~ Result s ~ Completed v ~
Update Options localhost localdomain oot oz O 23213254 | (@) Completed successfully o03/2712023 2132 54
Auto Start Power O ocaihost ocaldomi 023 212601 23212601 (@) Completed successfully 03/2712023 2126.01

*&@ New virtual machine

I Select creation type Select creation type

How woul like Virtual Machine?
2 Select OVE and VMDK files jow would you like to create a Virtual Machine:

3 Select storage

A L This option guides you through the process of creating a

S VCaran aaranments virtual machine from an OVF and VMDK files.
Deploy a virtual machine from an OVF or OVA file
Deployment options

Register an existing virtual machine

6 Additional settings

Ready to complete

CANCEL

e Sanal Makineye isim verip, OVA dosyasini segiyoruz.



& New virtual machine - WLC

Select creation type

Select OVF and VMDK files
Select storage

License agreements

Deployment options

6 Additional settings

Ready to complete

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine.

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

C9800-CL-universalk9.17.06.04.ova

'i I CANCEL

e  Sanal makinenin bulunacagi Datastor’u segiyoruz.

*&@ New virtual machine - WLC

e Deployment opsiyonlarini (Network Mappings, Scale, Disk Provisioning, vb.) se¢iyoruz.

Select creation type

Select OVF and VMDK files
Select storage

License agreements
Deployment options
Additional settings

Ready to complete

Select storage

Select the storage type and datastore

Select a datastore for the virtual machine's configuration files and all of its virtual disks.

Name . Capacity ~ Free ~ Type Thin provisic Access

datastorel 9475GB  93.34GB  VMFS6 Supported  Single

1items

BACK J| CANCEL

v

e ’'Power on automatically’ seceneginin secilmediginden emin olalim.

1) New virtual machine - C9800-CL

¥ 1 Select creation type
V' 2 Select OVF and VMDK files
' 3 Select storage

0 miomentcoions

5 Ready to complete

Deployment type

Disk provisioning

Power on automatically

Deployment options

Select deployment options

Network mappings

Deployment type

Disk provisioning

Power on automatically

GigabitEthernet!  ManagementVlan
GigabitEthemet2  Trunk

GigabitEthernetd VM Network

1K APs, 10K Clients
4 vCPU, 8 GB RAM, 3 VNICs, 8 GB Disk

Thin @ Thick

AP ve Client
oOlgegini
secelim

1K APs, 10K Clients
1K APs, 10K Clients, High Throughput
3K APs, 32K Clients

3K APs, 32K Clients, High Throughput
6K APs, 64K Clients
6K APs, 64K Clients, High Throughput




e Ayarlari kontrol edip ‘Finish” butonuna tiklayabiliriz.

- Recent tasks [
Task ~ Target v Initiator v Queued v Started v Result & ~ Completed v v
Updoad disk - COBO0-CL-universalk_vga 170801 jsa (1. (5 COBO0-CL-Dopioyment-Guide-E8XI oot oaz92021 11:0031 0882021 11:00:31 © R 3%
Upload disk - vwic_harddisk vwndk (2 of 2) 247 C9800-CL -Deploymant-Guide-ESXI oot 062972021 11:0031 06292021 11:00:31 a successhilly 06/29/2021 11:00:32
Import VAgg Rescurces oot 062972021 01:52:36 08292021 01:52:36 © Fuming.2%
71 New virtual machine - C9800-CL-Deployment-Guide-ESXI
¥ 1 Select creation type Ready to complete
¥ 2 Select OVF and VMDK files Raoview your settings selection before finishing the wizard
+ 3 Select storage
+ 4 Deployment options
Product Cisco C9800-CL Wireless Lan Controller
o v o ompree ]
VM Name C9800-CL-Deployment-Guide-ESX1
Files wvwic_harddisk. vmdk
Co800-CL-universalkd_vga.17.05.01.is0
Datastore datastore1
Provisioning type Thin
Network mappings E netl: Lab iE: net2: Trunk_9300, 3: A
edundancy
Guest OS Name Cisco I0S-XE Software
Profile 4 vCPU, B GB RAM, 3 VNICs, 16 GB Disk
Do not refresh your browser while this VM is baing deployed.
[ Back Next Finish | [ Cancel
. ’ . e
e Ayarlamalari tamamladiktan sonra ‘power on’ butonu ile ¢alistirabiliriz.
 [7] Host
Manage +@ Create / Register VM £ console () Power off 11 suspend | C Refresh £ Actions
Monitor Q, search
3 Virtual Machines () Virtual machine ~ Status + Used space ~ Guest OS ~ Host name ~ HostCPU + Host memory..
Storage @ Nor..  Unknown Other 3.x or later Lin..  Unknown oM
@ Networking
& vSwitcho
‘G, vmko
> @ VM Network WLC o
Mo pen S Guest OS Other 3.x or later Linux (64-bit) 0 MHz
Compatibility MEMORY e
VMware Tools Yes oB Lo
CPUs 4

Pl e

STORAGE e




vm ESXi Host Client

v [i] Host
Manage

Monitor

@ Virtual Machines
B Storage
@ Networking

& vSwitcho
‘G, vmko
> @ VM Network

Virtual machine WLC was successfully reconfigured

root@192.168.1.100 ~ | Help v | Q, Search

@ Create / Register VM » Ay power off |l Suspend C Refresh £ Actions
1 Open browser gonsole Q, search
Virtual machine [2 Open const vindow [pace Guest OS Host name Host CPU Host memory.
’@ wi [7 Open console in n ab B Other 3.x or later Unknown 0 MHz OoMB
Quick filters. B Launch remc onsole 1items
L Download VMRC
WLC -
cPy
Guest OS Other 3.x or later Linux (64-bit) O MHz
Compatibility MEMORY
VMware Tools Yes
CPUs 4
[ Recent tasks
Task Target Initiator Queued Started Result &
Reconfig VM & wic Toot 57 | @ completed successfully
Hates N Syete all aldomai 05 (@ Completed successfully
S 05 @ Completed
@ completed s
aldomai o 03/27/2023 21:37:27 27/2023 21:37:2 @ complete 03/27/2023 21:37:27

wvm ESXi Host Client

[ Host

Manage

Monitor

(@ Virtual Machines
B storage
@ Networking

vSwitchO

G, vmko
> @ VM Network

Virtual machine WLC was successfully reconfigured

ro0l@192.168.1100 v | Help v | Q) Search

0 wLe Goo=E & X T
£ Actions

Q, search

Host CPU

GRUB wersion 2.82

98868-CL Virtual (UGA) Console - 2822-88-14_88.58

C9888-CL Serial Console 2822-88-14 3

Host memory.
0 MHz OoMB

1items

cPu
O MHz ‘
MEMORY ——m

T

STORAGE =3

Use the UP and DOWN arrom keys to
highlighted
Press <Enter> to boot the selected 0S or 'c’ for a command-line.
The highlighted entry will be executed automatically in Bs.

lect which entry is

Completed ¥

Pleted successfully
successfully
Iocalhost.localdomain 3/27/2023 21:38:05

Update Network Config successfully

Import VApp Resources root 03/27/2023 21 03/27/2023 2 @ completed successfully
Upload disk - €9800-CL-u & Wi root 27/2023 @ Completed successhully 03/27/202
sh Network System localhost.localdomain root 7:27 23 21:37:27 @ completed successfully 03)

Burada CLI ekrani Gzerinden interface’e ip verme, vlan create etme gibi islemler gerceklestirebiliriz.

vm ESXi Host Client
{y Navigator

v [i] Host
Manage

Monitor

@ Virtual Machines
B Storage

@ Networking

& vSwitcho

5, vmkO
> @ VM Network

100t@192.168.11100 ~ | Help v | QSearch

3: %PNP-6-PNP_SAVING_TECH_SUMMARY: Saving PnP tech summary (/
Please wait. Do not interrupt
Configured programmatically by proce

£ Actions
Q_ search

tech/pnp-tech-discovery-summary). .
r 27 8:42:33.585: SYS-5-CONFIG_P:
Discovery from console as vty@
:33.693: %XSYS-5-CONFIG_P

B Host CPU Host memory.
from console as utyB
18: 871 NFIG_P

0 MHz oMB
Discovery from console as vty@

(config-if)# 1items
(config-if)#

27 18:42:33.974:

pnp-tech-discovery

8:42:33.974: cPU

Hizard) -

(config-if)#

WLC (config-if)# MEMORY gy

top Autoip process 47868 MY

(=]

Configured programmatically by proce

Configured programmatically by proce

PNP-6-PNP_TECH_SUMMARY_SAUED_OR: PnP tech summary (/pnp-t
ummary) saved successfully (elapsed time: 8 seconds).
PNP-6-PNP_DISCOVERY_STOPPED: PnP Discovery stopped (Confi

WLC (config-if)#
>(config-if)#

LII.IZIrnnI ig ]»
*Mar 27 18:42:36.2 N_APP-6-PRE_INIT_DAYB_GS_INFO: DayB Guestshell de-init

Milization API being invoked

STORAGE

-

Completed v

>(config-if)#

(config-if)#
e

{pleted successfully

e

mmmdpleted successfully

Jpdate Network Config localhost localdomain root 03/27/2023 21:38:05 03/27/2023 21:38'05 ° Completed su 8:05

——_— —— 0 03/27/2023 213705 (@) Completed s 03/27/2 7:35
-1 03 @ completed successfull 03/

\ aldomai C 0 7:27 C 7:27

Goriindigi gibi, Cisco 9800 WLC lizerinde 17.06.04 software’i calismaktadir.



Ova dosyas! kurdugunuz sistemde VCenter varsa asagida yer alan bilgiler kurulum esnasinda gelecektir. Biz
sadece ESXI 7.0 versiyonunu kurduk ve bu bilgileri istemedigi icin bir sonraki adimda CLI ekrani Gzerinden

management interface’imize ip adresi vererek kurulumu tamamlayip web arayiiziine ulasacagiz.

Deploy OVF Template

+ 1Select an OVF template
+ 2 Select a name and fokder
+ 3 Select a compute resource
+ & Review detalis

+  Configuration

v 6 Select storage

v 7 Select networks

Customize template

Customize the depioyment properties of this software solution

12 Enable Password

2 Device
Management/Service Interface
Configuration

21 Device

Management/Service

co800-cL

4 settings.

Deploy OVF Template

+ 1 Select an OVF template

v 2 Select aname and folder
+ 3 Select a compute resource
v 4 Review detalls

+ 5 Canfiguration

& Select storage

« 7 Select networks

8 Customize template

Deploy OVF Template

+ 1Select an OVF template

v 2 Select a name and folder
+ 3 Select a compute resource
v 4 Review details

v & Configuration

v 6 Select storage

v 7 Select networks

8 Customize template

NEXT

2.3 Device
Management/Service
Interface IPva Gateway

2.4 Remote Device
Management/Service

Metwark Route/Netmask add

0000

3. User login Configuration 2 settings

3.1 Login Usermame. Username for remate logi
admin

3.2 Legin Password

Password

Confirm

Password

2. Device

Management/Service Interface

Configuration

2.1 Device
Management/Service

Interface

22 Device
Management/Service
Interface IPva
Address/Netmask

2.3 Device
Management/Sarvice

Interface IPvd Gateway

2.4 Remote Device
Management/Service

Network Route/Netmask

3. User login Cenfiguration

Uit roule enter 0.0.0.0)

4 settings

Management Interface (such as "GigabitEthernetr”

GigabitEthermett

a0d the det

oood

2 settings

route enter

Vcenter ile kurulujm icin detaylara 8 No’lu boliumdeki kaynaklardan detaylara ulasabilirsiniz.

5) Web Arayiiziine Erigim

‘ahcp* to configure via

emote network where
om (Hint: To

0.000)

WLC igin kullanacagimiz Management IP: 192.168.11.3 ‘tir. Initial config islemlerini tamamladiktan sonra

“https://192.168.11.3 ‘ adresi ile web lzerinden erisim saglayabiliriz.

e  CLl araciligiyla 9800-CL Konfiglirasyonu : Initial Konfiglirasyon

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]: yes

C(config)#tuser admin privilege 15 passw

e Agilan CLI ekrani Gizerinden Management interface olan GigabitEthernet 1’e ip adresi veriyoruz.

WLC(config)# interface GigabitEthernet 1

WLC(config-if)#no switchport

WLC(config-if)#ip address 192.168.11.3 255.255.255.0


https://192.168.11.3/

e Web arayiziine erismek icin default route yazalim.

WLC(config)# ip route 0.0.0.0 0.0.0.0 192.168.11.1

Wireless yonetimi icin management interface’i belirtmeniz, sertifika olusturmaniz ve sertifika kurulumunu
dogrulamaniz gerekir. Sertifika noktasi yapilandirmasini atlarsaniz AP'ler register olamaz. Ancak, GUl'ye gidebilir
ve istenen sertifikayi alarak yapilandirabilirsiniz.

WLC(config)# wireless management interface GigabitEthernet 1

WLC(config)# exit

WLCH wireless config vwlc-ssc key-size 2048 signature-algo sha256 password 0 A123456!

WLC# show wireless management trustpoint

e Konfiglrasyondan sonra https://192.168.11.3 adresine giderek arayuzin gelip gelmedigini kontrol
edelim.

€ C A Notsecure | htps://192.168.11.3/webui/ 2 % » 0O &

afea]n
CISCO

Copyright © 2005-2022 by Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its

affiliates in the United States and certain other countries. All third party trademarks are the property of their respective owners. Best viewed with Edge 40', Firefox 60*, Safari 10%,
Chrome 59*.

e  CLI ekrani Gizerinden olusturdugumuz username ve password ile girisimizi gerceklestirdikten sonra
temel ayarlamalari yapip, WLC’nin tamamen calisir durumda olmasini saglamak i¢in Configuration
Setup Wizard’i tamamlamak gerekir.

< C A Not 2 | hitps//192.168.11.3/wel JayzeroWire! e W

alialn e
cIsco N

wLC

TR (+]


https://192.168.11.3/

Burada Wireless Management Settings sekmesinde port number belirtirken GUI'ye erismek igin kullandigimiz
interface’den farkli bir interface segmeliyiz. Bu durumda Gigl’i kullandigimiz i¢in burada Gig2 ya da Gig3'i
segebiliriz. VLAN'I, IP adresini ve subnet mask’i segerek interface’i yapilandirin. Boylelikle, sunlar otomatik
olarak yapilandirilmis olur;

e  Trunk Interface
e Wireless Management icin SVl interface
e Subnet Mask

€« C A Notsecure | hitps//192.168.11.3/webui/#/dayzeroWireless

b
X
*

shial Configuration Setup Wizard

cisco

Wireless Management Settings Static Route Settings
Port Number GigabitEthernet2 v There are no routes configured
E cur rentfy
Wireless Management VLAN* 10
IPv4 Route
e 8 IPV6 Route
Wireless Management IP* 192.168.11.3
Subnet Mask* 255.255.255.0
IPv6 a]

Next dedikten sonra client’larin baglanabilmesi icin WLAN ekleyebilirsiniz. Bu tamamen optional’dir. isterseniz
next diyip gecebilir daha sonra ekleme yapabilirsiniz.

Add Network

Network Name* Enter Network Name

Network Type @ Employee () Guest
Security WPAZ Persanal

Pre-Shared Key*

'O Cancel

e Sonraki sayfada RF parametre ve AP sertifika ayarlarini yapilandirabiliriz. Virtual IP adresini yazabiliriz.



<«

C A Notsecure | https;//192.168.11.3/webui/#/dayzeroWireless 2 Y A
alrali ; :
ciseo Configuration Setup Wizard
Client Density < [ ] »
Low Typical High
RF Group Name* default i
Traffic Type Data and Voice v
Virtual IP Address 192.0.2.1 |
AP Certificate
Generate Certificate YES .
RSA Key-Size 2048 v
Signature Algorithm shal v
«  Trustpoint, dolayli olarak giivenilen bir sertifika yetkilisidir. Bir trustpoint sertifikasi kendinden imzal
bir sertifikadir, dolayisiyla baska birinin veya baska bir tarafin glivenine dayanmadigi icin "trustpoint"
adi verilir. Bir AP'nin 9800-CL'ye katilmasi icin trustpoint gerekir. ilk kurulum sirasinda otomatik olarak
olusturulabilir. Aksi takdirde burada Generate Certificate ‘No’ olarak segilirise bu kurulum
tamamlandiktan sonra AP'lerin katilmasi icin bir sertifika yetkilisinin yapilandirilmasi gerekir.
& C A Notsecure | hitps;//192.168.11.3/webui/#/dayzeroWireless e v » 0O
alialn : :
phichi: e Configuration Setup Wizard
Generate Certificate YES . B
RSA Key-Size 2048 v
Signature Algorithm shal v
Password* Admin123456! @
Create New AP Management User (optional)
New AP Management User admin %
Password Admin123456! @
Secret Admin123456! @
e Summary dedikten sonra yapilan config gériinmektedir.

< C A Notsecure | hitps//192.168.11.3/webui/#/dayzeroWireless 2 & A

150 Configuration Setup Wizard

% General Settings ‘
|
|
|
|

Deployment Made standalone
Host Name wLC

Country R

Date 27 Mar 2023

Time | Timezone 22:11:26 | GMT0300
Wireless Management Settings

Port Number GigabitEthernet2

Management VLAN 10
Management IP 192.168.11.3

Subnet Mask 255.255.255.0




e Finish dedikten sonra web arayliziimize erisim saglayabiliriz

2 % & 0 &

€ c A Not secure | hitps//192.168.11.3/webui/#/dashboar
rthilh - Cisco Catalyst 9800-CL Wireless Controller
: Velcome # € ABRDS WO Q Pl
Dashboard
Network Wireless LANS Access Points Clients Rogues Interferers
o = 0 “m 0 0 . 0
(4] = 0 o 0 0 0
) L
Overview
& Access Points
Access Pint Join Summary

6) Basic Wireless Konfigiirasyonu ve Flex Mode
e  SSID yayini yapmak i¢in yapacagimiz ilk adim Vlan create etmek olacaktir.
. [ ]
Lifl-HRELESS-USERS M Breavca: ]

Add VLAN for wireless users

Vlan create ettikten sonra data interfacelerinin olusturdugumuz Vlanlara izin verdigini dogrulamaliyiz.

Eger port channel kullaniyorsak;

o  Configuration> Interface> Logical> PortChannel name> General ayarina gidelim.
o Allowed Vlan = All yapilandirmasinin oldugunu dogrulayahm.
o Eger Allowed Vlan = Vlan ID ise izin verilmesi istenilen Vlan ID’leri kutucuga ekleyelim.

Configure Interface GigabitEthemet2 x

GigabitEthemet2

Port cahnnel kullanmiyorsak;

o Configuration> Interface> Ethernet> Interface Name>

X : General ayarina gidelim.
o o Allowed Vlan = All yapilandirmasinin oldugunu
= B dogrulayalim.

; o Eger Allowed Vlan = Vlan ID ise izin verilmesi istenilen Vlan
' : ID’leri kutucuga ekleyelim.




e Burada L3 Firewall lizerinde sonlaniyorsa Vlan create ettikten sonra SVI olusturmaya gerek yoktur.
Sadece Vlan create etmek yeterlidir. Kullanici VLAN'lari i¢in herhangi bir SVI varsa, bunlari silin, mdns
veya dhcp relay ihtiyaciniz olmadikga, kullanici vlan'lari igin herhangi bir SVI'ya ihtiyaciniz yoktur.

e Vlan create ettikten sonra SSID yayini igin asagida yer alan Tag&Profiles konfiglirasyonunu
gerceklestirmek gerekir.

ilk olarak basic konfigiirasyonumuzu gergeklestirelim.

Joined = Mot Janed

0 Client Device Types

w S\\)
L ficat
& -
B il Cisco Catalyst 9800-CL Wireless Controller v # % ABS WO Q S
-5 Basic
PIT_AP_roup ARA Senvers
PTT_AP_Group Available (0) Selected (0)
Local ' Flex
.
1
ACLJURL Filters
Pra 4
Central Y Auth
sl T we AL
Name utn Foer
B .l Cisco Catalyst 9800-CL Wireless Controller # € ABSTOC Q P
p” > Basic
~ Back .; Delete Location -mw
‘Wireless Networks
WLANS on this Location
WLAN Name VLANAVLAN Grovn

o«
O PoT-Mises LANGK
O "

Gordugiumuiz gibi apply ettigimiz zaman wireless basic configuration tamamlamis olduk.



B .y GCiscoCatalyst 9800-CL Wirsless Gontroller # % ABQTOC Q s @

cisco

= > Basic

PTT_AP_Group

PTT_AP_Group

ol M Through

7) SSID Yayini Yapma islemi

DESIGN PHASE
Tags & Profiles
]

T T 1
WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)

I WLAN Profile I AP Join Profile RF Profile

I Policy Profile I Flex Profile RF Tag &

Policy Tag & I Site Tag &
DEPLOY PHASE
Apply to APs

(Mandatory)

I Tag APs

Select APs and push configuration to them

o ilk olarak asagida yer alan sekmeden ‘Advance’ kismi segilmelidir. Secimden sonra asagidaki ‘Advanced
Wireless Setup’ men(su acllir.

Welcome admin A - &% ' @ =

Wireless Setup | Advanced v

Select Type

Basic

I Advanced

Advanced Wireless Setup

. .

o | -+
o | T ¢ =+
o E e = 4+
o | Fens =+
o EX el m o+
o - .
° ¢ =+

o
o [ rsass =




Yukaridaki mentide yer alan bitiin sekmelere sirasiyla konfiglirasyon yapacagiz. Asagidaki adimlari takip
edelim.

Step 1

Edit WLAN

General Security Advanced
Profile Name* 9800-PSK-Central Radio Policy All v

SSID 9800-PSK-Central Broadcast SSID
WLAN ID* )
Status ENABLED .]

WLAN Profile General tab

Edit WLAN

General Security Advanced
Layer2 Layer3 AAA
Layer 2 Security Mode WPA+WPA2 & Fast Transition | Disabled v
MAC Filtering ] Over the DS ¥
Reassociation Timeout ‘ 20 ‘

Protected Management Frame

PMF Disabled i

WPA Parameters

WPA Policy O

WPA2 Policy %)

WPA2 Encryption AES(CCMP128) %]
CCMP256 D
GCMP128 D
GCMP256 0

Auth Key Mgmt PSK -

PSK Format AscCll v

Pre-Shared Key &

WLAN Profile Security tab
Step 2

Edit Policy Profile

Description

Status

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

Enter Description

‘. DISABLED J

i . DISABLED

2-65519

Policy Profile — General Tab

General Access Policies QOS and AVC Mobility Advanced
—
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Name* LAB-Policy-Profile-Cen WLAN Switching Policy

Central Switching

Central Authentication

Central DHCP

Central Association

Flex NAT/PAT



Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching |—| IPv4 ACL
RADIUS Profiling a IPv6 ACL
DHCP TLV Caching O
URL Filters
Local Subscriber Policy Name | v
Pre Auth
VLAN
Post Auth

VLAN/VLAN Group

Multicast VLAN

Client Exclusion Timeout
(sec)

| LAB-WIRELESS-USE v

| Enter Multicast VLAN

Policy Profile — Access Policies Tab

Hotspot Server

\ v

Guest LAN Session O User Defined (Private) Network
Timeout
Status @]
DHCP
Drop Unicast D
IPv4 DHCP Required
DNS Layer Security
DHCP Server IP 10.1.2.100
Address —
DNS Layer ‘ Not Configured v ‘
Security — Clear
Show more >>> Parameter Map <
AAA Policy Option for DNS L
Allow AAA Override m] Flex DNS
Traffic Redirect
NAC State m]
WLAN Flex Policy
Policy Name | defauit-saa-policy % v |

VLAN Central SwitchinEd

Accounting List ‘ v \

®

Split MACACL | v

Update & Apply to Device

Step 3

Edit Policy Tag

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag

Name* LAB-Policy-Tag-Centre
Description Enter Description
WLAN Profile v Policy Profile v

["] 9800-PSK-Central LAB-Policy-Profile-Central

«$ 4 1 » »

Map WLAN and Policy

WLAN Profile* 9800-PSK-Central | w Policy Profile* LAB-Policy-Profile-C v

Policy Tag



Step 4

Add AP Join Profile x

AP Management

General Ci en, CAPWAP
fo— <
Name* Test
Description Enter Description
Country Code TR v
LED State
LAG Mode o
NTP Server 0.0.0.0
GAS AP Rate Limit o
USB Enable =]
Apphost @]
Fallback to DHCP

Security ICap QoS
OfficeExtend AP Configuration
Local Access
Link Encryption
Rogue Detection (]
Provisioning SSID
Antenna Monitoring
Antenna Monitoring (m}
RSS! Fail Threshold(dB)* 40
Weak RSSI(dBm)* -60
Detection Time(min)* 12

Add AP Join Profile

CDP Interface

General Client CAPWAP AP
Device User Credentials
User Management
Username admini
Password Type cleari
Password | e 4
Secret Type clear

Secret Enter Secret

Enter Secret

Step 5

Flex Profile Name
O default-flex-profile

1

Management

Security ICap QoS

Wireless Password Policy is Disabled (&)

Although disabled, it is recommended to follow the following
password rules

Do's:

o Password length range 8 - 120 characters

o At least one uppercase character

@ At least one lowercase character

@ Atleast one digit

Don'ts:

€© Default passwords (CiSc0) and reverse passwords (OcSlc) are
not allowed

© Alphabets repeated more than twice in sequence (CCC)

(x) Digits repeated more than twice in sequence (666)

© Ssequential digits are not allowed (234)

© Sequential characters are not allowed (Imn)

Y Description Y

10 v |item:

per page 1-10f1

default flex profile

tems



Edit Flex Profile ”

Genersl  Local Authenticatior licy AC AN DNS Layer Security .
Nama* PTT_AP_Group Fallback Radio Shut [u]
Yescription Entor Descript Flox Resiliont =]
ARP Caching &}
Native VLAN 1D 1
@ Upgrade a
HTTP Proxy Port 0
OffceExtond AP o
HTTP-Proxy IP Addrass 0.0.0.0
Join Minimum Latency =]
CTS Policy
1P Overiap a
] =]
mONS Flax -
SGACL Enfore o
TS Profila Name dotault-sxp-profiie ¥
Y

Edit Flex Profile "

B3 !y Cisco Catalyst S800-CL Wireless Controller y o % B ARG NS S o o

> Flex

T ossciption -

Step 6

Description Enter Description
AP Join Profile AP-Join-Profile-Cen v
Control Plane Name v

Enable Local Site

Site Tag configuration



Step 7

Add RF Profile x

General 802.11 RRM Advanced

Name* TEST_S ‘
Radio Band m‘
Status

Description Enter Description ‘

'O Cancel ‘ Apply to Device

Add Profile x

General 802.11 RRM Advanced

Name* TEST2

Radio Band 2.4 GHz Band v
Status
Description Enter Description

'O Cancel ‘ Appl\@n Device

Step 8

Add RF Tag x

Show slot configuration

Name* TEST

Description Enter Description

5 GHz Band RF Profile TEST_5 v
2.4 GHz Band RF Profile TEST2 v

L 'O Cancel = Apply to Device

Step 9

Tags

Policy LAB-Policy-Tag-Cer| » |
Site LAB-Site-Tag Cem!‘ v
RF LAB-RF-Tag ‘ v

Changing AP Tag(s) will cause associated AP(s) to reconnect

'O Cancel

Apply tags to APs

e Kontrol sagladigimizda bir yayinin geldigini géormeliyiz.



8) FAYDALANILABILECEK KAYNAKLAR

https://www.wifireference.com/2019/08/24/cisco-catalyst-9800-cl-deployment-guide/

https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-4/deployment-guide/c9800-
webui-dg.pdf

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html

https://wifininjas.net/2019/08/15/wn-blog-10-cisco-c9800-configuration-central-switching/

https://mrncciew.com/2023/01/21/9800-flexconnect-basics/

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-
understand-flexconnect-on-9800-wireless.html

https://wifininjas.net/2019/08/15/wn-blog-10-cisco-c9800-configuration-central-switching/

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-
understand-catalyst-9800-wireless-contro.html

https://www.wwt.com/article/demystifying-the-new-cisco-catalyst-9800

https://networkphil.com/2018/12/27/deploying-and-configuring-the-cisco-9800-virtual-wireless-
controller-for-the-first-time/



https://www.wifireference.com/2019/08/24/cisco-catalyst-9800-cl-deployment-guide/
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-4/deployment-guide/c9800-webui-dg.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-4/deployment-guide/c9800-webui-dg.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html
https://wifininjas.net/2019/08/15/wn-blog-10-cisco-c9800-configuration-central-switching/
https://mrncciew.com/2023/01/21/9800-flexconnect-basics/
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
https://wifininjas.net/2019/08/15/wn-blog-10-cisco-c9800-configuration-central-switching/
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.wwt.com/article/demystifying-the-new-cisco-catalyst-9800
https://networkphil.com/2018/12/27/deploying-and-configuring-the-cisco-9800-virtual-wireless-controller-for-the-first-time/
https://networkphil.com/2018/12/27/deploying-and-configuring-the-cisco-9800-virtual-wireless-controller-for-the-first-time/

