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Cyber Threats

November, 2015

 2010-2012 - WikiLeaks released information Iraq War, 
Afghan War, Guantanamo Bay, Diplomatic Cables, 
Stratfor, etc.

 2011 – Anonymous Group LulzSec and AntiSec begin to 
expand targets to include Government (CIA, FBI, 
Congress, Etc)

 2011-2012 - Occupy Wall Street followed by numerous 
protests in other cities across the nation.

 2011-2012 - Articles are published announcing the NSA 
Data Storage facility in Lehi, Utah. 

Background
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January 2012 - “Cabin Crew” targets Utah 

 Utah Chiefs of Police Association website hacked

 Salt Lake City Police Department website hacked

March 2012 – Health Breech

Utah Events

 Activists - Extremists

 Criminal
 Single Actor

 Teams / Groups

 Commercial / Organizations

 State Sponsored

 Terror Related

Current Threats
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 Ferguson

 Darrien Hunt

 Environmental Groups

 Vikingdom

 LulzSaints

 TeamPoison

Activists - Extremists

 Twitter

 Facebook

 Pastebin

 Dark Web Forums

 YouTube

 Chat Rooms

Communication Methods
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 Denial Of Service (DOS)

 “Doxing” Posting of Personal Information

 Socially Engineered Attacks

 Defacements - Hacks – SQL Injection - Dumps

 “SWATing”

 Extortion - Crypto Locker

Common Activities

 Email Attacks – Malware – Loaders – Redirectors

 Mobile Device Attacks

 Trolling – Cyber Bullying

 Black Faxing

 Protest Organization

Common Activities - Continued
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Blocking Profile Jan-Feb 2013

Blocking Profile Sept – Oct 2015
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DDOS

DDOS – Reverse Logging
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Vulnerability Intercept

Logging after Post
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Criminal – Commercial Hacking

Criminal – Credit Card Sales
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Criminal – Commercial Scanning

Scanning Results
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Criminal – Commercial 

Criminal – Commercial 
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SCADA 

SCADA
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SCADA

SCADA 
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 Policies

 Current Anti-Virus

 Education and Awareness

 Passwords – Dual Factor

 Social Media Awareness

 Personal Information Protection

Risk Reduction

 FISMA, PCI, HIPA, CJIS

 IC3.gov (FBI)

 MSISAC

 Utah Cyber Task Force

Resources
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Cyber Task Force

Questions


