Cyber Threats

November, 2015
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Background “C

2010-2012 - WikiLeaks released information Iraq War,
Afghan War, Guantanamo Bay, Diplomatic Cables,
Stratfor, etc.

2011 — Anonymous Group LulzSec and AntiSec begin to
expand targets to include Government (CIA, FBI,
Congress, Etc)

2011-2012 - Occupy Wall Street followed by numerous

protests in other cities across the nation.

2011-2012 - Articles are published announcing the NSA
Data Storage facility in Lehi, Utah.




Utah Events

January 2012 - “Cabin Crew” targets Utah
Utah Chiefs of Police Association website hacked

Salt Lake City Police Department website hacked

March 2012 — Health Breech

Current Threats

Activists - Extremists

Criminal
Single Actor
Teams / Groups

Commercial / Organizations

State Sponsored

Terror Related




Activists - Extremists

Ferguson

Darrien Hunt
Environmental Groups
Vikingdom

LulzSaints

TeamPoison

Communication Methods

Twitter

Facebook

Pastebin

Dark Web Forums

YouTube

Chat Rooms




Common Activities

Denial Of Service (DOS)

“Doxing” Posting of Personal Information
Socially Engineered Attacks

Defacements - Hacks — SQL Injection - Dumps
“SWATing”

Extortion - Crypto Locker
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Common Activities - Continued

Email Attacks — Malware — Loaders — Redirectors
Mobile Device Attacks

Trolling — Cyber Bullying

Black Faxing

Protest Organization




Blocking Profile Jan-Feb 2013

2013 Threat Events | Perimeter Firewall
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TeaMpOisoN @

Utah Department of Health - SQLi Vulnerable
(scroll down) - #TeaMpOisoN

health.utah.gov/myhealthcare/r...
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35 |318/2015 21:21:43 HTTP SQL Injection Attempt(30514) drop-all-packets 1 37.187.129.166 168.180.174.106
136 |3/1812015 21:20:43 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 FR 37.187.120.166 51308 Us 168.180.174.106
; 311812015 21:18:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 FR 37.187.126.166 58221 us 168.180.174.106
38 |31812015 21:18:53 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 DE §525.103.119 53268 Us 166 180.174.106
; 31812015 21:1747 HTTP SQL Injection Attempt{30514) drop-all-packets medium 1 FR 37.187.126.166 58970 us 188.180.174.106
H 311812015 21:16:48 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 us 96.47.226.22 41275 us 168.180.174.106
a1 |318i2015 2111584 HTTP SQL Injection Atiempt(30514) drop-al-packets medium 1 RO 109.163.234 4 80415 us 168.180.174.106
H 31812015 21:13:44 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DE 85.25.103.118 43979 us 168.180.174.106
a3 |318i2015 21:12:42 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 RO 109.163.234 4 4996 Us 168.180.174.106
W 31812015 21:11:44 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DE 85.25.103.118 43975 us 168.180.174.106
a5 (3182015 21:10:42 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 FR 37.167.120.166 51994 Us 166 180.174.106
E 311812015 21:06:43 HTTP SQL Injection Attempt{30514) drop-all-packets medium 1 RO 109163234 4 42376 us 188.180.174.106
F 311812015 21:08:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 FR 37.187.129.166 57698 us 168.180.174.106
L4 |31812015 21:08:16 HTTP SQL Injection Atiempt(30514) drop-al-packets medium 1 DE §5.26.103.119 53714 us 168.180.174.106
E 311812015 21:06:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 FR 37.187.126.166 40952 us 168.180.174.106
fi 50 |31802015 21:05:43 HTTP SQL Injection Atiemp(30514) dropeall-packets medium 1 DK 822112233 33708 Us 168.180.174.106
H 311812015 21:04:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 FR 37.187.128.166 42696 us 168.180.174.106
fi52 |318i2015 210343 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 FR 37.167.129.166 35797 Us 168.180.174.106
; 311812015 21:02:42 HTTP SQL Injection Attempt{30514) drop-all-packets medium 1 DK 822112233 35601 us 188.180.174.106
H 311812015 21:01:53 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 RO 176.126.252.11 60618 us 168.180.174.106
Ji55 (31812015 21:0084 HTTP SQL Injection Atiempt(30514) drop-al-packets medium 1 us 064722622 39306 us 168.180.174.106
; 31812015 20:59:44 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DE 85.25.103.118 42547 us 168.180.174.106
57 |318i2015 20:58:44 HTTP SQL Injection Atiemp(30514) dropeall-packets medium 1 RO 176.126.252.11 36586 Us 168.180.174.106
i 311812015 20:57:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 RO 176.126.252.11 58186 us 168.180.174.106
; 1311812015 20:56:43 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DE 85.25103.113 48905 us 168.180.174.106
R 311812015 20:54:42 HTTP SQL Injection Attempt{30514) drop-all-packets medium 1 DK 822112233 54414 us 188.180.174.106
E 311812015 20:63:42 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DE 85.25.103.118 48470 us 168.180.174.106
62 | 31812015 20:50:42 HTTP SQL Injection Atiempt(30514) drop-al-packets medium 1 RO 176.126.252.11 13202 Us 168.180.174.106
E 311812015 20:48:53 HTTP SQL Injection Attempt(30514) drop-all-packets medium 1 DK 82.211.2233 53114 us 168.180.174.106
64 | 31812015 20:48:45 HTTP SQL Injection Atiempl(30514) dropeall-packets medium 1 FR 37.167.120.166 38182 Us 166 180.174.106
E 311812015 204738 HTTP SQL Injection Attempt(33338) drop-all-packets medium 1 FR 37.187.128.166 56234 us 168.180.174.106
E 311812015 20:45:23 HTTP SQL Injection Attempt(33338) drop-all-packets medium 1 us 96.47.226.22 51315 us 168.180.174.106




EMAIL PASSWORD HACKING

Hotmail Password  Private Email Hacking  Facebook Password

000 o 0.0

Criminal — Credit Card Sales

EVEH MORE USA DUMPS UPDATED /57 07 SEPTEMBER 2014 ' COMMENTS:

Even more USA Dumps updated’

Base name: American Sanctions 6,7, 8, 9
Valid rate of: 100%
Track 1, Track 2, State/Zip. No replacements!

Base name: American Sanctions 10, 11, 12
Valid rate of: 100%
Track 1, Track 2, State/Zip. No replacements!

USA DUMPS UPDATE! / 57 04 SEPTEMBER 2014 / COMMENTS:

USA Dumps update you asked for!

Base name: American Sanctions 5
Valid rate of: 100%
Track 1, Track 2, State/Zip. No replacements!

Base name: American Sanctions 4
Valid rate of: 100%
Track 1, Track 2, State/Zip. No replacements!

Base name: American Sanctions 3
Valid rate of: 100%
Track 1, Track 2, State/Zip. No replacements!




Criminal = Commercial Scanning

Shodan Exploits Scanhub Maps Blog Anniversary Promotion

% sHopAN [ -

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

TAKE A TOUR

Scanning Results




Criminal — Commercial

Shodan Exploits Scanhub Maps Blog Anniversary Promotion

%sHopAN [ <<~

Home Search Directory Data Analytics! Exports Developer Center Labs

Browse All Searches

Tag: camera b
Red light enforcement camera:

red light enfo e

red light enforecement camera webcam

D-Link Int

emet Camera

sthanticatic

at Ca 5 sarias, W

dlink dcs5300 webcam camera netcam no  authentication

p camerasiwabeams

webcam cam camera ipcam ipcamera live

Ip camera

camera http trafficlight

Search

List All Searches By

= Popularity
» Recently Added

webcam 60
scada 48
http 41
camara 40
router 40
fip 36
test a5
cam as
clsco 30
ssh 28

Criminal — Commercial

ult Password List

2007-07-03
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ing rampant anarchy though.
Anarcho-syndicalist - HackerPunck-Art.com

15,59_7 }545 W Follow

syl Freedom of Info 4ALL Ciniisec 3 Aug

'@ - it Scary use of possibly blackhat #8cada hack so prisoners could kill
EHEF target by Opening Cell Doors in Max-Security Wing
wired comithreatievel/20.

[ view SuUMmmany
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Risk Reduction

Policies

Current Anti-Virus
Education and Awareness
Passwords — Dual Factor
Social Media Awareness

Personal Information Protection

Resources

FISMA, PCl, HIPA, CJIS
IC3.gov (FBI)
MSISAC

Utah Cyber Task Force
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Cyber Task Force

Department of Technology

Services
DTS
Technical Support

Statewide Information &

Analysis Center
—©- ©
| Intelligence

Threat Monitoring & Mitigation
Technical Assistance

Threat Monitoring
Alerts

Bulletins.

Investigative Case Support- SB1

| State Bureau of Investigations State Criminal Investigation: Utah-based Subjects

Utah Criminal Investigations

Security

Information Sharing

T— Private Sector Threat Adwi
Subject Matter Experts

— Partnerships
CIN, Infraguard, Utah Saint

Cyber Incident Response

& Threat Monitoring

Intelligence & Analysis Inteligence Reporting & Support: 10

Federal
Federal Bureau of
o Investigation
Cyber Crimes Task Force

Coordinate with State Prosecutors

Coardi Federal

Department of Homeland

National Cy v
Center (NCCIC): 24/7 Watch
U.S. CERT: Threat Manitoring & Operational Response

91

Federal Criminal Investigations: Cyber Task Force
Intelligence Reporting

Questions
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