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PCI'S CHANGING ENVIRONMENT –
“WHAT YOU NEED TO KNOW & WHY

YOU NEED TO KNOW IT.”

Kevin R Perry – PCI ISA, PCIP
kperry@utah.gov
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How in the world did we get here and WHY 

is Securing Credit Card Data so Important?
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DABC PCI CONCERNS
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Breaches Continue in 2015

 Marriott Hotels

 2nd time for White Lodging Services

 Chick-fil-A (Suspected)

 April 27, 2015 case closed and no breach evidence found

 Hard Rock Hotel – Restaurant and Gift Shop

 Malware went undetected for 7 months including exfiltration

 Mandrin Oriental – The Hotel Group 

 Sally Beauty – Just two weeks ago

 2nd time since March 2014

 ?? Who’s next??
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BEYOND PENALTIES AND FINES

“Forty percent of consumers change their relationship with 
a business affected by a security breach.”

Linda Tucci, “PCI Standard Still Packs Little Punch,”  SearchCIO.com
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PCI COMPLIANCE – TRENDS AND TIPS

PCI is not about securing sensitive data, it’s 
about eliminating data altogether.

John Kindervag, Forrester Analyst and former QSA

PCI OVERVIEW

 What is PCI DSS?
 Payment Card Industry (PCI) Data Security Standard (DSS)
 All member organisations that issue or acquire information from cards 

with the Visa, MasterCard, American Express and Discover logos are 
required to comply with a range of information security requirements. 

 Where does it apply?
 Applies to organisations where cardholder data is stored, processed, or 

transmitted.

 PCI DSS How does it works?
 The PCI DSS standard sets common requirements for securing card 

information, and lays out a range of controls relating to auditing, 
scanning and assessment.
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PCI OVERVIEW

 Why is it needed?
 Encourage and enhance cardholder data security
 Facilitates the broad adoption of consistent data security measures 

globally.
 Prevent breaches of card data like “Example”

 Compliance
 PCI Security Standards Council sets the requirements, but each card 

association implements and enforces the standard, fines/fees, and 
compliance levels and deadlines.

 Validation versus Compliance
 Compliance: 24x7x365
 Validation: Yearly task. 

PCI OVERVIEW

 Do I really need to be PCI Compliant?
 PCI is a contractual clause originating with the Card Brands 
 Not a legislative requirement.
 Has Data Protection considerations
 Card brand  and/or acquiring bank could remove the facility to 

store/process/issue cards if not compliant.  
 Service Provider could lose merchants confidence.
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THE TWELVE HIGH LEVEL REQUIREMENTS

CHANGE HIGHLIGHTS

Types of changes to the Standards are categorized 
as follows: 

1.Clarification – Clarifies intent of requirement. 
Ensures that concise wording in the standard 
portrays the desired intent of requirements. 
2.Additional Guidance – Explanation, definition, 
and/or instruction to increase understanding or 
provide further information or guidance on a 
particular topic. 
3.Evolving Requirement – Changes to ensure that 
the Standards are up to date with emerging threats 
and changes in the market. 
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PCI V3 CHANGE OVERVIEW

 Network Diagrams

 Depicting the flow of cardholder data

 Maintaining an Inventory

 E.g. Configuration Management Database 

 Consideration for Other Authentication Mechanisms

 Physical security tokens, smart cards and certificates

 Documentation

 Requirement 12 previously a “Catch All”.

PCI V3 CHANGES CONTINUED

 Protection of POS Terminals

 Protected from tampering and/or substitution

 Service Provider: Clear Demarcation of Responsibilities

 Maintain a list of the responsibilities fulfilled by their service 

providers.

 Service providers with remote access to customer 

premises 

 Must use a unique authentication credential (such as a 

password/phrase) for each customer., e.g. no generic accounts
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PCI V3 CHANGES CONTINUED

 SNMP V1 & V2

 Considered to be insecure. 

 Documentation and business justification for use

 Malware & Commonly Affected Systems

 Perform periodic evaluations to identify and evaluate evolving 

malware threats in order to confirm whether such systems 

continue to not require anti-virus software

 Ensure that anti-virus mechanisms are actively running and 

cannot be disabled or altered by users, unless authorized

PCI V3 CHANGES CONTINUED

 Implement a Methodology for Penetration Testing
 Is based on industry-accepted penetration testing approaches 
 Includes coverage for the entire CDE perimeter & critical 

systems 
 Includes testing from both inside and outside the network 
 Includes testing to validate any segmentation and scope-

reduction controls 
 Includes review and consideration of threats and 

vulnerabilities experienced in the last 12 months 

 New requirement for coding practices to protect against 
broken authentication and session management.

 New requirement to implement a process to respond to any 
alerts generated by a change detection software.
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PCI V3 CHANGES CONTINUED

 Re-direct services now in scope
 New SAQ A-EP
 138 requirements

 SAQ A-EP
 Developed to address requirements applicable to e-commerce 

merchants with a website that does not itself receive 
cardholder data but which does effect the security of the 
payment transaction and/or the page that accepts the 
consumers cardholder data.

 SAQ A-EP merchants are e-commerce merchants who  
partially outsource their e-commerce payment channel to a 
PCI  DSS validated  third party  and do not electronically 
store, process or transmit data on their systems or premises.

PCI V3.1 NOW IN EFFECT

 April 15, 2015
 Version 3.1 effective immediately
 Version 3.0 will be retired June 30, 2015

 Highlights
 Removal of SSL and earlier versions of TLS as secure 

protocols
 29 Clarifications
 4 Evolving Requirements (SSL)
 4  Additional Guidance (SMS for end-user messaging)
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ADDITIONAL INTERESTING
REQUIREMENTS

 Requirement 6.6 : For public-facing web applications, address 
new threats and vulnerabilities on an ongoing basis and ensure 
these applications are protected against known attacks by either 
of the following methods: 
 Reviewing public-facing web applications via manual or 

automated application vulnerability security assessment tools 
or methods, at least annually and after any changes 

 Installing an automated technical solution that detects and 
prevents web-based attacks (for example, a web-application 
firewall) in front of public-facing web applications, to 
continually check all traffic.

 Requirement 11.3.1: Perform external penetration testing at 
least annually and after any significant infrastructure or 
application upgrade or modification (such as an operating system 
upgrade, a sub-network added to the environment, or a web 
server added to the environment). 

ADDITIONAL INTERESTING
REQUIREMENTS

 Requirement 11.3.2: Perform internal penetration testing at 
least annually and after any significant infrastructure or 
application upgrade or modification (such as an operating system 
upgrade, a sub-network added to the environment, or a web 
server added to the environment). 

 Requirement 11.3.4: If segmentation is used to isolate the CDE 
from other networks, perform penetration tests at least annually 
and after any changes to segmentation controls/methods to verify 
that the segmentation methods are operational and effective, and 
isolate all out-of-scope systems from in-scope systems. 



18 May 2015

espion presentation 17

WHAT IS EMV?

 EMV = Europay, Mastercard and Visa

 EMV, is a global standard for cards equipped with computer chips 
and the technology used to authenticate chip-card transactions.

 “Chip and Pin” is not an accurate description for the US 
implementation.  More like “Chip and Signature”

 Main purpose is to reduce fraud by de-valuing stolen credit card 
data for “card present” transactions.

 Expect major fraud shift towards Mail Order/Telephone Order 
(MOTO) or “card not present” transactions

EMV LIABILITY SHIFT

 Liability Shift begins October 1, 2015

 Following the deadline “card-present” fraud liability will shift to 
whoever is the least EMV-compliant party in a fraudulent 
transaction.

 Any parties not EMV-ready by October 2015 could face much 
higher costs in the event of a large data breach.

 Automated fuel dispensers (pay at the pump) will have until 2017 
to make the shift to EMV. Until then, they will follow existing 
fraud liability rulings.
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EMV CREDIT CARD

EMV CREDIT CARD PROCESSING
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Q & A

PCI Questions?

kperry@utah.gov


