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Purpose & Audience

Objective: To document and analyse visible/accessible activities on dark web
forums; to provide information on threat actors, discussed tooling/services, and
current dark web search engines.

Target Audience METHODOLOGY

The forum information was
obtained through open source
intelligence (OSINT) methods via
the Tor network. Only accessible
.onion forums were included in the
report. The accuracy of the data was
assessed based on the date of
access and the forum's activity
status. Links are provided for
informational purposes only, and
direct access to the forum content
itself is not recommended.

Forum Catalogue

The forums listed below are platforms that are active as of 2025 and are used
among threat actors. Each forum description summarises the forum's primary
purpose, content type, and potential value for analysts.
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Current Dark Web Search
Engines Used in 2025

The screenshots and forum examples shared in this report have been
deliberately censored where they could jeopardise public safety or contain
personal data or harmful content. The images are included solely to provide
context and facilitate CTl analysis; direct access to the content itself is not
encouraged. Analysts are advised to remain within legal and ethical boundaries
when reviewing this material, to open raw content only in isolated, secure
analysis environments, and to classify and share findings in accordance with
TLP/internal sharing policies. (Tor/onion addresses are provided in the report as
defanging format where necessary.)

Add onion Add MOTD Contact us Index

psst, truth ain't where they told you.

)

Today's Random MOTD:

Total onions Total users Version
76 23834 Beta 1.0.2

Search Engine Name
Raven

Onion Link
hxxp[://lJoxasnbql7rut76nwhbjh3j6x74b7c2fnzauzmupustv34zo4f3fecqad[.]Jonion
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Light links  Add site

O
Light

Search Engine Name
Light

Onion Link
hxxp[://1light3232mz4dnbomv2dxyffonsitcz7kvo6uvxvzbxrvrw5ygozxfqd[.Jonion

Ddrk Engine advenise Directory Add onion

Dark Engine

The darknet search engine with anonymity and privacy!

Search Engine Name
Dark Engine

Onion Link
hxxp[://]darkent74yfc3qe7vhd2ms53ynr3I5hbjz4on2x76e7odjiyrjlirvid[.Jonion
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Home About Us Add Page Advertising Contact

NAVIGATOR

Search

Search Engine Name
Navigator

Onion Link
hxxpl[://l1deeplb2lk36x3vqtfe7foobnr7cc7qtliogkp4jad57xIxorwqgs4qtad[.Jonion

z . z I
_./‘.
Zoozle for something

Find it!

Tips & Tricks
with intithe-Search berrm or just n lext walh inléxd Search tenr

About Zoozle

Search Engine Name
Zoozle

Onion Link
hxxp[://]zoozle4qpbnectvv3ndvcalisaka65kven4xiomvs55otfnuaxewa2yd[.Jonion
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Unigue

SEARCH ENGINE
Ahmia

Search Engine Name
Unique

Onion Link
hxxp[://]luniquelidkc3s2dussvwp473o06dtcaireqivgbfts6oh3n74270ojlad[.Jonion

LAY/

RABBITHOLE

Search Engine Name
Rabbit Hole

Onion Link
hxxp[://lrabbitholen2e2u335zvvqubf4732vq6xi2sxyiuy5uk75mysn4o62ad[.]Jonion
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Q, Find Tor

Search Engine Name
Find Tor

Onion Link
hxxp[://Ifindtorroveq5swdnipkaojfpquixnkhblymc7aramjzajcvpptd4rjqd[.Jonion

§ amnesiaTuSodsSxbwipngk3edybgudSbmiaguTSbngx2erntwSkryTad. onion L B

Welcome to the Darknet. Amnesia is your go-to search engine for exploring hidden

services. We keep an eye on content, but sit can change. Be smart.

ABOUT DIRECTORY ADD ONION SERVICE ADVERTISING CONTACT

AMDGSE]

:sic Tor Search Engine

Search Engine Name
Amnesia

Onion Link
hxxp[://]amnesia7u5o0dx5xbwtpngk3edybgud5bmiagu75bnqx2crntw5kry7ad[.Jonion
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DARK

Darknat Search Engine

Place your banners on the biggest
AdH Oo ADS Network of the dark welb!

The Dark Web Ads Network

£2020¢2025 GDARK || ABOUT || ADVERTISING >

sl LATEST COMMERCIALSI

& BioHazard

Search Engine Name
GDARK

Onion Link
hxxp[://1zb2jtkhnbvhkya3d46twv3g7lkobi4s62tjffqmafjibixk6pmq75did[.Jonion

@NPEX

FRAUD - DRUGS - HACKING

Search Engine Name
Ondex

Onion Link
hxxp[://londexcylxxxq6vcc62l3r2m6rypohvvymsvqeadhin5mjo73pf6ksjad[.Jonion
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Search Engine Name
Haystak

Onion Link
hxxpl[://]lhaystak5njsmn2hgkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid[.Jonion

...........

Fake URLs of Onion Center, aware!
Top 15 searches
1. poion (3605642 2. pommunitees (2038 TR 3. Besouces (2023518,

Search Engine Name
Onion Center

Onion Link
hxxp[://15qqric7hw3tsgokkqifb33p3mripnleka2bjg7n46vih2synghb6ycid[.Jonion

Pa——
' ‘OSINTCTI OSINTCTI.COM
\_/




++ ICE DEEP

Search Onion Sites

Search Engine Name
ICE DEEP

Onion Link
hxxp[://]toex4tt4gmo2jt26wioio67z42acx6uwm2z504q756cbpdntobgemaqyd[.Jonion

Images Advertising About

Torch: The O0riginal Ter Search Engine

Search

Search Engine Name
Torch

Onion Link
hxxp[://ltorchdeedp3i2jigzjdmfpn5ttjhthh5wbmda2rr3jvqjg5p77c54dqd[.Jonion
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EXCAVATOR

SEARCH

Search Engine Name
EXCAVATOR

Onion Link
hxxp[://12fd6cemt4gmccflhm6imvdfvli3nf7zn6rfrwpsy7uhxrgbypvwfsfad[.Jonion

B = 110533 Usp

Discover Hidden Services and access to onion sites...

Search

Advertising

Search Engine Name
Onionway

Onion Link
hxxp[://loniwayzz74cv2puhsgx4dpjwieww4wdphsydqvf5q7eyz4myjvyw26ad[.Jonion
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Hoodle

'WE WILL SHOW TOUR ADS WEWILL BRING THEM
ALL OVER THE DARKMET | TO DA JUST IN MEBMUTES |

WE WILL BRIRG THEM
TOVOU JUST IK WINUTES |

WE WILL SHOW YOUR ADS
ALL OVER THE DARKRET

Search Engine Name
Hoddle

Onion Link
hxxp[://Inr2dvqdot7yw6b5poyjb7tzot7fjrrweb2fhugvytbbioZijkrvicuid[.]Jonion

Gram

Search Engine Name
Grams

Onion Link
hxxp[://ljubfkzevojgh5x2v6nacdirrmsfps65favaeqghfvc3uo5dxzxg3m4sqd[.Jonion
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Qij,] Labyrinth Search

@ Labyrinty Search

The Dark Web's Best Chat App

Search Engine Name
Labyrinth Search

Onion Link
hxxp[://]labyrinthkh3uokhu2a5nwi4e6kedmbkxar3w6vgm2ipdb7ms3zdzlad[.]Jonion

Search Add Advenise Trusted Mirrors About

Search Engine

Search Text :

Search Engine Name
Venus

Onion Link
hxxp[://][venusosejno7oie4c73vsvrdw5k5gyhrhmqg3apovwvy3qgihub2dfppad[.Jonion
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Homa Images Directory  Adwartising Aot Add Onion
% THE ANONTMOUS TOR SEARCH ENGIME

{m’t D'Eép Market *"

ﬂLlnksm

WESTERH| | MTCN GEMERATING

UNION WITHIN 2 HOURS
—— -
Search Engine Name

Tordex

Onion Link
hxxpl[://]tordexu73joywapk2txdr54jed4imgledpcvcuf75qsas2gwdgksvnyd[.Jonion

Sara Search

Explore Hidden *

Library Market Directory Crypto Chat Forum

Search Engine Name
Sara Search

Onion Link
hxxp[://ldgwq7uzh5ro2f7p34begy4kmxue5gst7lk2spxda63zkrpuegtj4opyd[.Jonion
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g DhadcSoaich Foboadod as bosn wdoosod - Dbgockivss foohuies discover shal rakes i diffesent!

- DarkSearch

Your gateway to the dark webl!

TorZen | WE ACCEPT

M A REKET

BITCOIN & MONERD i-g
N E U S SUPPORT 24/7 i

Search Engine Name
DarkSearch

Onion Link
hxxp[://ldarkzqtmbdeauwg5mzcmgeeuhet42fhfjj4p5Swbak3ofx2yqgecoeqyd[.Jonion

.........

Enter your search o Lery

Sponsored

é i NKS ok

Search Engine Name
TorSearch

Onion Link
hxxp[://1tz750xijdfwnobeh3sn6évfethrz4zqdasylrmp7euntqgivbsaubojmyd[.Jonion
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VormWeb

Search Engine Name
VormWeb

Onion Link
hxxp[://lvolkancfcoeoq2trbcypcorao3z6zz6izfprpwe6czsoiy6cizptq3yd[.Jonion

rdbzzxdha3ssmaxubylpzniSoxabdgvd Gapfd7y32dsj4jSweqvgid.onion B

Fva SEARCH
Uncensored W Dark Web Search Enging
# Load Onion Thumbs

|

Ads by AdHsek|

Search Engine Name
EvoSearch

Onion Link
hxxp[://]wbr4bzzxdha355maxubylpznt5oxab4gv46qpfd7y32dsj4j5wéqvgid[.Jonion

Pa——
' ‘OSINTCTI OSINTCTI.COM
\_/




TORGOL Home About Contact SubmitURL Blog  Advertise

Torgol

Search the Onion Network securely and privately

Welcome to Torgol

Enier your search query above 0 explore the Tor dark web network.

Our tor search engine halps you ar legitimate .o websites while filtering out potentially harmful content.

= Search through indexed Tor websiles

» Filter out banned or malicious sites

Search Engine Name
Torgol

Onion Link
hxxp[://ltorgolnpgaztxr7mvjdz2idhg4vwp2sndydirjkcqwuwqe6u7tjoipgd[.Jonion

Torland

2 TORNQDE The Hidden [T
@ SALENMARKEVE ;o APD LINIK

Search Engine Name
Torland

Onion Link
hxxp[://ltorigu6zhhtwe73fdu76uiswgnkfvukqgfujofxjfo7vzoht2rndyhxyd[.]Jonion
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Search Hidden Senvices

B Arariion Wa Sn BOT sk bar payrmeed by sl or null messsnges

* Monelize your
» Monetize your

i LY

» Man ul:lz ur
| Maonelize
IAdMate e " et

HEED THE ADVERTISERS
FORYOUR PROJECT 7

Search Engine Name
Submarine

Onion Link
hxxp[://Ino6m4wzdexe3auiupv2zwif7Zrméqwxcyhslkcnzisxgeiw6pvjsgafad[.Jonion

OnionLand Search

Discover Hidden Services and access 1o Tor's onion sites

Frn Feelireg Lucky

Search Engine Name
OnionLand

Onion Link
hxxp[://]13bbad7fauom4d6sgppalyqddsqbf5u5p56b5k5uk2zxsy3d6ey2jobad[.Jonion
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Current Dark Web Forums
Used in 2025

(Only Onion URL)

MEMBERS =~ FAQ ADS MANAGER ~ ESCROW ~

XSS5.is (ex DaMaGelLaB)

UNDERGROUND
== YAIBMMOCTH wWeb-NpunokeHni Mo ATk G LATLIR
=t 37K M 27.5K 108 e

f"l“‘ _] xsstorumy Tmmh....yd.onion

B0 YA3euMOCTH ceTei [t
& 19K M 17.5K.
@° SUPPORT
IIRL ATaku Ha EEE!’LDOBOAHL-IE CETH ;! Oifiaop npoexTa Rayhy
S01 M 39K Vsl sbepar
LATEST POSTS
| YazeuMocTH B MO | SKCnAoRTHHT Korga apxuesl CTAHOBATCA ONACHL!
5 1.1K 61K i [QE&A] OSINT - Namy-H NOMOLWL OF
KOMMEIOHHMTH Jamarnd.
. Malware ,
(o “ HEnaTeL fin 1Tl ETHA
a 4,58 M 48.1K Ei g
& Naxepn | Kpuntopist et HENATENLHD NIt WMETL CTHANED K
HVYNC?
[£= Cracking | Reversing Need metatrad acked
=== 791 M 54K 1 thignt Zmar
POCT Nouxmyecinx 3aboneaaqwi
— e no MURY
i'-'E AnnapaTHiIA B3NoM | DPUMEMHT ARTyiL ] i
Vet 500 M 5.5K
TXT Kyminio Kop noumy EU -USA
Kpunrorpachmua a [BECIMNATHO) Pacumpoaka xewed . - e, 2
=" E75 M 46K e 2 '

Dark Web Forum Name
XSS is

Onion Link
hxxps[://]xssforum7mmh3n56inuf2h73hvhnzobi7h2ytb3gvkirfgm7ut3xdnyd[.Jonion
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wyad.anion o O

= ®Threads
Fefedk LUKICROWN CC SHOP v ---| Reliakility, Efficien... Vaerified Sellers by DNA Admin in All Darknet Categories
BLACKPASS - The Best Accounts Shop | BANKS | Airlines | ... verified Sellers by DNA Admin in All Darknet Categories
OT) TELEGRAM DOXXING BOT - FREE DATABREACH SEA..,
007exchange - Cryptocurren id exchange
ing Bot [Fl.,r]l Tutori..,
ycuments professional authentic..
DRAWING & EDITS documents | FAKE DOCS | High quality! Low y DMA Adimin in All Dark

B B B '+ MAKE MONEY BETTING (100% SAFE) 4+ ACTUAL WAY ... White Hat [ Gray Hat Money Mak ses & Methods

@ Verified Sellers by DNA-Admin iii AU Darkniet Categoties

& Verified Datknet Markets & Diréctories

Dark Web Forum Name
DarknetArmy

Onion Link
darknet77vonbgeatfsnawmb5jtnoci5z22mxay6cizmoucgmz52mwyad|.Jonion

CrypiBo

Helle Thise, Guest!  Login | Register Search

Home  Search  Members Challenges  Mimors  Escrow  XMPP  File Shasing  Stafl

CryptBB

Dark Web Forum Name
CryptBB

Onion Link
hxxp[://lcryptbbtg65gibadeeo2awe3j7s6evg7ekiserehqr4w4e2bis5tebid[.Jonion

OSINTCTI.COM




W Upgrades O th & Hidden Service 2+ Reglaer

T,
FORUN{YE

A DarkForums

L Upgrade your account to access Premium section
w Access to DarkForums Private Archive Telegram Channel

W General

Wy Latest Posts
Home

Fl Annsuncements

=l Introductions
[29]

Dark Web Forum Name
DarkForums

Onion Link
hxxp[://lqeei4m7a2tve6ityewnezvcnf647onsqbmdbmlicw4y5préuwwfwa35yd[.Jonion

HeLL Forum

el
% you can handle then

Features

= High-secured forum based in TOR v3 cb wers every month.

encrypied with PGP,

Top Posts to Check Out Now

Dark Web Forum Name
HelLL Forum

Onion Link
hxxp[://]hellccam72ck3wajux74nordnnx6aoj5odun2bqntévggfzSnca4noyd[.]Jonion
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Dark Web Forum Name
Best Carding World

Onion Link
hxxp[://]bestteerthxiimlv2pchq6ua426isw2mbjt7y5fy7smvc5ejcgievaid[.]Jonion

¥ what's new

Your name or email address:

Password:

Dark Web Forum Name
Ramp Forum

Onion Link
hxxp[://lrampjcdlqvgkoz5oywutpo6ggl7g6tvddysustfléqzhr5osr24xxqqd[.Jonion
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= perway 1. §
w (L Superwave - New Private Shop! & | Limited Time Coupon ) | Free Test Strips @ | ™ 1 # Frontpage

é‘ @ Hugsunte [ € oread
v  Dread update is now live! [l e« ¥ @6 e 1 W1 ¥

;5 @ semwhiskey - @ oarknietMarkets ) .
w  The Weekly Whiskey 08/25/2025 . Suggestions
¥ Cinarte.
0 fd/Dmad
f &) NewStockCounterBilasE @ parkieMakets g EE——
w  PurelyBestQUALITY(C@unterfits\BILL 10 20 50 100 (u'S D) and others you can obtain from us',we
shipWORLDWIDE 9 f/HarmREduetion
@) [DvImatetors
& riOpSes
T &) DaveyDreadiocks ) DarknetMarkel shoobs ¥
W  Questions about pgp in kleopatra when placing an erder Q iMoo

Dark Web Forum Name
Dread

Onion Link
hxxps[://ldreadytofatroptsdj6io7I3xptbet6onoyno2yv7jicoxknyazubrad[.Jonion

& supr baydvdcaynfoddgdzgxbdzusaTitliSyg Skapeinwdwigdulcad.onion :', ﬂ-’

Search: © posis @ ttles  Results: @ posts O tiweads)

S— ¥

Hello There, Guest! ¥ Login  Register = TPB Status [ FAQ  mm Chat i Forum Team & MemberList .® Advanced Search
SuprBay: The PirateBay Forum

Overview

T S B S

Thriad Author Replies Subject Author Question Authar

Site Forums

Forum Last Post

Researchers lssue Securit...
. MNews | Announcements 156 2.060 A 14, 2025, 0257 am
ey graanimy Zix

Arenunt losiac

Dark Web Forum Name
Suprbay

Onion Link
hxxp[://lsuprbaydvdcaynfo4dgdzgxb4zuso7rftlilsyg5kqgjefnw4wq4ulcad[.Jonion
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* PavRC

O Maraian O Bitcoin Mixer O Fapamt O Npamwna 0 Homoctw [ i | 0K

Cnmncok hopymos § Houwie cooBujeinn

IAPLEATWEAR EEZONACHD ©

p2e KRAKEN r2¢

GPOKEP PRO

DARKNET MARKETPLACE

# KRAKEN DARKNET MARKETPLACE [HasS) HANOGE KA AMCNYTE # PELS
= Moagopym mutfahar

Sellers - NAB

Dark Web Forum Name
PavRC

Onion Link
hxxp[://lpavrciouasz7jixh6aulmhoez7uaiéprutvyjipsfibw3zxgxli3y6yd[.Jonion

Russian DarkMNet Hub
SO Py CEOD SafmHET B

= Cowno @ Fan I - T

# Comcon dopymon

POTHRNE MG TEL COOGUEIe® NOCNEQHEE COOGUEIE
. Beabope 2024
-, PRIAMAHOS
w, FEHB MOGARIIHDORRK b 1 1 0 pasgent
eviathan
ORLAILNEHAR (AIVERTISEMENTS ) TS COOGWEeS  NOCAERHMER CODGUEMHE
. Mowes padore (& Darknet n Offline) T Pee: WILLY PABOTY ORAARM
WA £
(E) Frparrg I
=, Moxynea n NPogasa opy=mra Rz Npas Tpansar
MPACHOE AP0 &
e 16 fysx 2004, O4:43
-, MhoRyNeEd W NPOJIG QOCYMERTOR

Dark Web Forum Name
Russian DarkNet Hub

Onion Link
hxxp[://]4n6enyz6oenoaqtmchbvippilm5zilps4apudlhw3ei7mcstzmj56fyd[.Jonion
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@ Popyas & Nomacsarems B npasana @ Aptwpax O

Hopwe coobugerun  Mouck cooliuenni

WWH-CLUB - mecTo BcTpeuW NpogeccuoHanoe

T RubySellers

e HotSocks OBEZKEYS
= 9 g 1] B Ruby Selle
Peaty, S0¢ ks, DedEated 58 rvers, VP WIOC, e, e, g [T, 62/ V0 R b, Iy e s

Mo gosten | hotsocks.online | h. Tyaiensi YN WIP. HOMBSANB FO-8.,

v & T HOCMUYECKAR OTPMCOBKA, ..

By FSEHMA BCNERT B
OTPUCOn &

i Bugingss | Cm Parsonal |
Chase Business I with creds limat

M Kapmenr oTWWH-CLUB
Fpynna 1508, 250 BoTyn as!

@ NPUMY WIREIACH/Chargelnene,

T peifdy BSAIM CRH AN C BALINK
CaMOperoe 4o 90%

0 Sombrero Checker s MCATDOG CASHOUTH VCCIAC

AeTol apamT

@ rapm

T

B oty Seller

Oduan VEC, Wire, ACH, Credit Car...

@ WAGG MIXER
Mixer - BTC ETH USDT | Exchange
« XMAR BTC ETH USDT

ARCHMMHOCTE 25,

S SEOULES TEAMS CASHOUT VT,

HaREH LT — ST NP0 HAC
Modpo nowancaaTs!

* EROLEX CASHOUT - ACH [ WCC

Dark Web Forum Name
Cytrongift

Onion Link

hxxp[://]lwwhclubxlgeb6z6fkyqngrgjfsxlligytrnaék2ayx3i2zzx4upiezid[.Jonion

= 8 frenchpoolhdakynrvubhndrdihShoe

1p5prvhid 5 Tmv2Bebednbgayhgyd.onion

T le
renchZ--- Webh

1 une comiv unaiité francophone bore, enH!tn..r de route legislation

AN

Demier

Dark Web Forum Name
Poule French Deep Web

Onion Link

hxxp[://Ifrenchpoolhdakynrvuhndrdlh5Ixqp5prvh457mv26ebcdnbgqyhgyd[.Jonion

OSINTCTI

OSINTCTI.COM

FerncTpayma

& MeueHat Asryer

n Cash_Big bro %¥ faoran

i mriryCanh S0

. Wi 2o

.:.-\Tl.. T SRATI00NTTIVE O
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[GD0 NORANCEATE, [OCTL. Mosimicrs

e i

Flanpamnscn S NoAgepunte Sy wibepniies, Hicsn: bl iy Tewdnbamilamyd Tena’ T Iyt Tel

Fnassan Capant Mipogasgad  Baog
Fuulark - apee T Gopys

TAENHE PAIAEA

.CnpmrHolw-cn :K.-u.e 2
I BT pogrynia RuDa o CTAT RN, QUL WL bl Tou

MOCNEAMED CoDGENSE

Mecneases coobuyese

e A —
3« OBMERHIS | O

g WHBKOSS | CEEPEANK | HATIHIMBIE | MO KYCAMA
B T r.n:napn np.\m MWL, M O [k
Mrstins PSR NPOSREER. PAIASSRETER N FPARLY P o o :
.J WA

Mosnc i 18 OB s OPUR Ly, 52 158 0 besti
I e B

Neapaaaema: Fara famss Lanaar aea,

op

7 MPOSABUCE. PAIMEESATCR S MPABLK PERaML

NMpcrase ToBapes s
Phirsaiinds UL 30 e RREOR. PRI RRTER il APABAX Pt
. i s neanaktes neill

Dark Web Forum Name
RuDark

Onion Link
hxxp[://l[rudarkznow3mhg6ékdbwvvpkzsupjfgrt6id5hae53fdm5iikf77t4pid[.Jonion

KpuMUHaNLHBIA hopym

Forums  What's new

. ,D.oﬁpo MOXaNOBaTk Ha MasHLIR ,qapr:HET thopym!

MR BOIMOKHOCTA COZAABATE TEMBI H OTBEWATL JAPETHCTPHRYATECH

SAPEFMCTPUPOBATLCR

i, Forum statistics
Ann obecnewsditi NONHOR AHOHMMHOCTH i GE30NACHOCTH, pemun m‘\-em HCNONBI0RATE "0NION" AOMEN HALLETO (OpyMa.

3 4 A CTROMTL MOCTES BopRANG:
166
1,816
Z,800
UnknOwh

Forum list
- Latest profile posts
O3HaKoMUTENLHLIAM pazgen ~

L

Dark Web Forum Name
KpuMunHanbHbi popym

Onion Link
hxxp[://]Ib45aqyhwqsnnr7ljygvdwhlsmzhxsevaab2au6hvroasyhxbxw6q4ayd[.Jonion
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I DOp Ml O MNpamina B Y10 opore? = SAapadt = P Pewnass (D ATISCTALMA NpOAAELOE Brog  Penecpaymn

DarkMarket - TEHEEO# PbIHOK
W

HosssmoooBuwens | Homwe teums | ApSempam | HOBMS NOMIOSSTRNN | CAMLN RPOGMATHBASNLN Tosk b v m

B} «DOBERMANM. - CEPBIG KBMECTBEHHEK YCmyT. (MPOGHE, OTPWCOBKA, &-Sam, MK) RN CHEAS T NRRC0 PONC DML HUR

B} «DOBERMANN= - OTPHCOBEA BORYMEHTOR

3 «DOBERMANN: - Mausbie KafusieTsl Ganmos Kazaxetas (AllynBank, SmanBank, RE.. BgnOM

B | =PArYHOEs NOQIENKA ODKYMEHTOB | Bl myawero kasectea 1 He Tonsso Pd... CEPBHC

B} San b - QBHAN cpancTe MoGoD NPOMCIRLEH MR

B} Banom anermpokissn: novmosss Aumeos B | Apxae Tebegram [ | Brompoess Whats..,

B Sl GENERATOR 3.0 | OTPH ’Jb'll KM BONMBAE HE HYXHBE
B Ofmen kpunTE: No BeeMy MHDY - StuanExchan

& g =
B

== ZEKANA NPOSKTA

oz - _Jor_

N dmlinkb
pul i
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Dark Web Forum Name
DarkMarket - TeHeBOM pbIHOK

Onion Link
hxxp[://ldmlinkbiixI5rwsfiz2mxfcepjcibltéuz2pxufnpwe5ekmvmchjtyyd[.]Jonion

Log in
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Dark Web Forum Name
BHF

Onion Link
hxxp[://]lbhf2b5nb3lb2kxpaoyqz7cuk2dkgej5n2refuffxzyhldwt4d7de4zqd[.Jonion
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Dark Web Forum Name
Outlaw

Onion Link
hxxp[://Irtfsqcutyytak3hrpdefjub6aip3yq545xzvvgz27otncuovyfzyevid[.Jonion
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Dark Web Forum Name
Lulzsec Muslims

Onion Link
hxxp[://1zZ7mpzmyk7peuk4oesqufgx5u6zg3kixgxrgscehse7tjlefsibwpmcqd[.Jonion
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Dark Web Forum Name
Cloak

Onion Link
hxxp[://lcloak2yayxbqywine5h5qytcbave7bpe6o4u2wfgkay4u2hmjisdtvad[.Jonion
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Dark Web Forum Name
BVCC

Onion Link
hxxp[://lcrdprondzi3hijg5xaen67qcwotoc6e43hqvrauxgke3t766pjdoe5ad[.Jonion
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A Powerful Link Directory on TOR
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Darkzone Discussion Board

Membership

Dark Web Forum Name
Darkzone

Onion Link
hxxp[://]darkobds5j7xpsncsexzwhzaotyc4sshuiby3wtxslq5jy2mhrulnzad[.Jonion
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Dark Web Forum Name
NZ Darknet Market Forums

Onion Link
hxxp[://Inzdnmfcf2z5pd3vwfyfy3jhwoubv6gnumdglspqghurqnuvr52khatdad[.Jonion
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Shadow Forum

Dark Web Forum Name
Shadow Forum

Onion Link
hxxp[://lw4ljqtyjnxinknz4hszn4bsof7zhfy5z2h4srfss4vvkoikiwz3603id[.Jonion
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Dark Web Forum Name
TUF

Onion Link
hxxp[://lufxm2wtr2o06wvk76pxqgsyctgtcldres44t44mnmhhygfm7lhhpbzsdyd[.]Jonion
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Dark Web Forum Name
GhostHub Forum

Onion Link
hxxp[://laniozgjgplzthohfehz6cqidnkyydvon77kynurvxx5omcg2ywr3b3yd[.]Jonion
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Dark Web Forum Name
Hack Liberty

Onion Link
hxxp[://lyw7nc56v4nsudvwewhmhhwltxpncedfuc43qbubj4nmwhdhwtiu4o6yd[.]Jonion
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Dark Web Forum Name
Nemesis

Onion Link
hxxp[://lnemesiskhmw5fumayc5pzdnu67ndrjpg7hoat4igmex62v45i54p7qqd[.Jonion
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Dark Web Forum Name
Mazafaka

Onion Link
hxxp[://Juwovoq3luqdzqkuy5ynjl3Ixh2gqbib2ceb77kcbr47ww4oyqyiahuid[.Jonion
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Baba Forum
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posts)
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Dark Web Forum Name
Baba Forum

Onion Link
hxxp[://]lbabahwciuev5ivtwwfb574gmd3ti36yafgzccca4odvtgp3ves3yyyad[.Jonion
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Dark Web Forum Name
Oberbaum

Onion Link
hxxp[://lpjynx7h2fag2nkg7yqj2rtboovryn7azeovvw7fxruuaeabiewar5wid[.Jonion
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Dark Web Forum Name
Gerki Tor

Onion Link
hxxp[://lgerkifrm6éga4yh6iivdijl6iswjsvslgmxgauwpf4qldeyv5rmo55fid[.Jonion
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Dark Web Forum Name
Breaking Bad

Onion Link
hxxp[://]lbbzzzsvqgcrqgtki6umymeéitiixfhni37ybtt7mkbjyxn2pglizxf2qgyd[.]Jonion
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Dark Web Forum Name
Bizzle

Onion Link
hxxp[://]1bizzle7qdloigdiiqgionusf7dfw6tmrqhtjwkjviwtimwovphqftvaid[.]Jonion
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Dark Web Forum Name
Altenen

Onion Link
hxxp[://ldydaofm5uefuulnzb63uh6coodgbxigndk4eosoopbekebttkdxshlyd[.Jonion
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Dark Web Forum Name
Rehub

Onion Link
hxxp[://lrehubg7wpn5vuwttbzqrzm5epq6tasmgmeécbfpn7wtukaskzte3ehcyd[.Jonion
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Dark Web Forum Name
The Secret Garden

Onion Link
hxxp[://lgardeni2xtbqdpn3mndvod5rzewor2rlo2g5iuyniqwd7vbyt7cwcrqd[.Jonion

¥, BSOSINTCTI OSINTCTI.COM




Closure and SIEM Integration

This study aims to provide CTI (Cyber Threat Intelligence) teams with an
operational and tactical reference that can be used immediately by
presenting a comprehensive inventory of accessible Dark Web forums as of
2025. Each record in the report is presented with its access date and
reliability assessment; URLs are published in a defanged format (e.g.
exampl[e].onion, hxxps://...) to prevent accidental clicks. Analysts can
quickly prioritise, extract IOCs, and formulate follow-up queries using the
contextual information obtained from the tables and explanations.

Operational Outputs and Integration
Recommendations

The data provided in the report can be directly integrated into the
following workflows:

SIEM/SOAR feed: Defanged onion addresses and hashes can be
organised in STIX2 or CSV format and loaded as an automated
rule/indicator feed.

Threat Hunting: Sigma/ELK queries and threat hunting playbooks
can be created based on prominent forum topics highlighted in the
report.

Triage & Prioritisation: Triage rules and incident escalation
thresholds can be determined based on the reliability scores of the
forums.

The purpose of this report is to provide information and assist in
identifying risks at an earlier stage; when the findings are integrated into
internal processes, they enhance your capacity for proactive detection
and intervention. At OsintCTIl, we provide support in cataloguing,
monitoring, and structured |OC feeds.
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