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Target Audience

Purpose & Audience01

02

Objective: To document and analyse visible/accessible activities on dark web
forums; to provide information on threat actors, discussed tooling/services, and
current dark web search engines.
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Forum Catalogue
The forums listed below are platforms that are active as of 2025 and are used
among threat actors. Each forum description summarises the forum's primary
purpose, content type, and potential value for analysts.

The forum information was
obtained through open source
intelligence (OSINT) methods via
the Tor network. Only accessible
.onion forums were included in the
report. The accuracy of the data was
assessed based on the date of
access and the forum's activity
status. Links are provided for
informational purposes only, and
direct access to the forum content
itself is not recommended.

METHODOLOGY

2

CTI Analysts
SOC Teams

DFIR Teams



Current Dark Web Search
Engines Used in 2025
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hxxp[://]oxasnbql7rut76nwhbjh3j6x74b7c2fnzauzmupustv34zo4f3fecqad[.]onion

Search Engine Name
Raven

Onion Link

The screenshots and forum examples shared in this report have been
deliberately censored where they could jeopardise public safety or contain

personal data or harmful content. The images are included solely to provide
context and facilitate CTI analysis; direct access to the content itself is not

encouraged. Analysts are advised to remain within legal and ethical boundaries
when reviewing this material, to open raw content only in isolated, secure

analysis environments, and to classify and share findings in accordance with
TLP/internal sharing policies. (Tor/onion addresses are provided in the report as

defanging format where necessary.)
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hxxp[://]light3232mz4dnbomv2dxyffonsltcz7kvo6uvxvzbxrvrw5ygozxfqd[.]onion

Search Engine Name
Light

Onion Link

hxxp[://]darkent74yfc3qe7vhd2ms53ynr3l5hbjz4on2x76e7odjiyrjlirvid[.]onion

Search Engine Name
Dark Engine

Onion Link
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hxxp[://]deeplb2lk36x3vqtfe7foobnr7cc7qtlioqkp4jad57xlxorwqs4qtad[.]onion

Search Engine Name
Navigator

Onion Link

hxxp[://]zoozle4qpbnectvv3ndvcalisaka65kven4xiomvs55otfnuaxewa2yd[.]onion

Search Engine Name
Zoozle

Onion Link
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hxxp[://]uniquelidkc3s2dussvwp473o6dtcaireq2ivgbfts6oh3n7427ojlad[.]onion

Search Engine Name
Unique

Onion Link

hxxp[://]rabbitholen2e2u335zvvqubf4732vq6xi2sxyiuy5uk75mysn4o62ad[.]onion

Search Engine Name
Rabbit Hole

Onion Link
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hxxp[://]findtorroveq5wdnipkaojfpqulxnkhblymc7aramjzajcvpptd4rjqd[.]onion

Search Engine Name
Find Tor

Onion Link

hxxp[://]amnesia7u5odx5xbwtpnqk3edybgud5bmiagu75bnqx2crntw5kry7ad[.]onion

Search Engine Name
Amnesia

Onion Link



OS IN TC T I . COM 8

hxxp[://]zb2jtkhnbvhkya3d46twv3g7lkobi4s62tjffqmafjibixk6pmq75did[.]onion

Search Engine Name
GDARK

Onion Link

hxxp[://]ondexcylxxxq6vcc62l3r2m6rypohvvymsvqeadhln5mjo73pf6ksjad[.]onion

Search Engine Name
Ondex

Onion Link
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hxxp[://]haystak5njsmn2hqkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid[.]onion

Search Engine Name
Haystak

Onion Link

hxxp[://]5qqrlc7hw3tsgokkqifb33p3mrlpnleka2bjg7n46vih2synghb6ycid[.]onion

Search Engine Name
Onion Center

Onion Link



OS IN TC T I . COM 10

hxxp[://]toex4tt4gmo2jt26wioio67z42acx6uwm2z5o4q756cbpdntobqemqyd[.]onion

Search Engine Name
ICE DEEP

Onion Link

hxxp[://]torchdeedp3i2jigzjdmfpn5ttjhthh5wbmda2rr3jvqjg5p77c54dqd[.]onion

Search Engine Name
Torch

Onion Link
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hxxp[://]2fd6cemt4gmccflhm6imvdfvli3nf7zn6rfrwpsy7uhxrgbypvwf5fad[.]onion

Search Engine Name
EXCAVATOR

Onion Link

hxxp[://]oniwayzz74cv2puhsgx4dpjwieww4wdphsydqvf5q7eyz4myjvyw26ad[.]onion

Search Engine Name
Onionway

Onion Link
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hxxp[://]nr2dvqdot7yw6b5poyjb7tzot7fjrrweb2fhugvytbbio7ijkrvicuid[.]onion

Search Engine Name
Hoddle

Onion Link

hxxp[://]jubfkzevojqh5x2v6nacdlrrmsfps65favaeqhfvc3uo5dxzxg3m4sqd[.]onion

Search Engine Name
Grams

Onion Link
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hxxp[://]labyrinthkh3uokhu2a5nwi4e6kedmbkxar3w6vgm2ipdb7ms3zdzlad[.]onion

Search Engine Name
Labyrinth Search

Onion Link

hxxp[://]venusosejno7oie4c73vsvrdw5k5gyhrhmq3apovwvy3qihub2dfppad[.]onion

Search Engine Name
Venus

Onion Link
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hxxp[://]tordexu73joywapk2txdr54jed4imqledpcvcuf75qsas2gwdgksvnyd[.]onion

Search Engine Name
Tordex

Onion Link

hxxp[://]dgwq7uzh5ro2f7p34begy4kmxue5gst7lk2spxda63zkrpuegtj4opyd[.]onion

Search Engine Name
Sara Search

Onion Link
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hxxp[://]darkzqtmbdeauwq5mzcmgeeuhet42fhfjj4p5wbak3ofx2yqgecoeqyd[.]onion

Search Engine Name
DarkSearch

Onion Link

hxxp[://]tz75oxijdfwnobeh3sn6vfethrz4zqdasylrmp7euntqivbsaubojmyd[.]onion

Search Engine Name
TorSearch

Onion Link
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hxxp[://]volkancfcoeoq2trbcypcorao3z6zz6izfprpwe6czsoiy6cizptq3yd[.]onion

Search Engine Name
VormWeb

Onion Link

hxxp[://]wbr4bzzxdha355maxubylpznt5oxab4gv46qpfd7y32dsj4j5w6qvgid[.]onion

Search Engine Name
EvoSearch

Onion Link
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hxxp[://]torgolnpgaztxr7mvjdz2idhq4vwp2sndydirjkcqwuwqe6u7tjoipqd[.]onion

Search Engine Name
Torgol

Onion Link

hxxp[://]torlgu6zhhtwe73fdu76uiswgnkfvukqfujofxjfo7vzoht2rndyhxyd[.]onion

Search Engine Name
Torland

Onion Link
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hxxp[://]no6m4wzdexe3auiupv2zwif7rm6qwxcyhslkcnzisxgeiw6pvjsgafad[.]onion

Search Engine Name
Submarine

Onion Link

hxxp[://]3bbad7fauom4d6sgppalyqddsqbf5u5p56b5k5uk2zxsy3d6ey2jobad[.]onion

Search Engine Name
OnionLand

Onion Link
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hxxps[://]xssforum7mmh3n56inuf2h73hvhnzobi7h2ytb3gvklrfqm7ut3xdnyd[.]onion

Dark Web Forum Name
XSS is

Onion Link

Current Dark Web Forums
Used in 2025

(Only Onion URL)
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darknet77vonbqeatfsnawm5jtnoci5z22mxay6cizmoucgmz52mwyad[.]onion

Dark Web Forum Name
DarknetArmy

Onion Link

hxxp[://]cryptbbtg65gibadeeo2awe3j7s6evg7eklserehqr4w4e2bis5tebid[.]onion

Dark Web Forum Name
CryptBB

Onion Link
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hxxp[://]qeei4m7a2tve6ityewnezvcnf647onsqbmdbmlcw4y5pr6uwwfwa35yd[.]onion

Dark Web Forum Name
DarkForums

Onion Link

hxxp[://]hellccam72ck3wajux74nordnnx6aoj5odun2bqnt6vggfz5nca4noyd[.]onion

Dark Web Forum Name
HeLL Forum

Onion Link
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hxxp[://]bestteerthxiimlv2pchq6ua426isw2mbjt7y5fy7smvc5ejcgievaid[.]onion

Dark Web Forum Name
Best Carding World

Onion Link

hxxp[://]rampjcdlqvgkoz5oywutpo6ggl7g6tvddysustfl6qzhr5osr24xxqqd[.]onion

Dark Web Forum Name
Ramp Forum

Onion Link



OS IN TC T I . COM 23

hxxps[://]dreadytofatroptsdj6io7l3xptbet6onoyno2yv7jicoxknyazubrad[.]onion

Dark Web Forum Name
Dread

Onion Link

hxxp[://]suprbaydvdcaynfo4dgdzgxb4zuso7rftlil5yg5kqjefnw4wq4ulcad[.]onion

Dark Web Forum Name
Suprbay

Onion Link



OS IN TC T I . COM 24

hxxp[://]pavrciouasz7jlxh6aulmhoez7uai6prutvyjipsfibw3zxgxli3y6yd[.]onion

Dark Web Forum Name
PavRC

Onion Link

hxxp[://]4n6enyz6oenoaqtmchbvippilm5zilps4apudlhw3ei7mcstzmj56fyd[.]onion

Dark Web Forum Name
Russian DarkNet Hub

Onion Link
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hxxp[://]wwhclubxlgeb6z6fkyqngrgjfsxlllqytrna6k2ayx3i2zzx4upiezid[.]onion

Dark Web Forum Name
Cytrongift

Onion Link

hxxp[://]frenchpoolhdakynrvuhndrdlh5lxqp5prvh457mv26ebcdnbgqyhgyd[.]onion

Dark Web Forum Name
Poule French Deep Web

Onion Link
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hxxp[://]rudarkznow3mhg6kdbwvvpkzsupjfgrt6id5hae53fdm5iikf77t4pid[.]onion

Dark Web Forum Name
RuDark

Onion Link

hxxp[://]b45aqyhwqsnnr7ljygvdwhlsmzhxsevaab2au6hvroasyhxbxw6q4ayd[.]onion

Dark Web Forum Name
Криминальный форум

Onion Link
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hxxp[://]dmlinkbiixl5rwsfiz2mxfcepjciblt6uz2pxufnpwe5ekmvmchjtyyd[.]onion

Dark Web Forum Name
DarkMarket – теневой рынок

Onion Link

hxxp[://]bhf2b5nb3lb2kxpaoyqz7cuk2dkgej5n2refuffxzyhldwt4d7de4zqd[.]onion

Dark Web Forum Name
BHF

Onion Link
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hxxp[://]rtfsqcutyytak3hrpdefjub6aip3yq545xzvvgz27otncuovyfzyevid[.]onion

Dark Web Forum Name
Outlaw

Onion Link

hxxp[://]z7mpzmyk7peuk4oesqufgx5u6zg3klxgxrqscehse7tjlefsibwpmcqd[.]onion

Dark Web Forum Name
Lulzsec Muslims

Onion Link
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hxxp[://]cloak2yayxbqywine5h5qytcbave7bpe6o4u2wfqkay4u2hmjisdtvad[.]onion

Dark Web Forum Name
Cloak

Onion Link

hxxp[://]crdprondzi3hijq5xaen67qcwotoc6e43hqvrauxgke3t766pjdoe5ad[.]onion

Dark Web Forum Name
BVCC

Onion Link
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hxxp[://]darkobds5j7xpsncsexzwhzaotyc4sshuiby3wtxslq5jy2mhrulnzad[.]onion

Dark Web Forum Name
Darkzone

Onion Link

hxxp[://]nzdnmfcf2z5pd3vwfyfy3jhwoubv6qnumdglspqhurqnuvr52khatdad[.]onion

Dark Web Forum Name
NZ Darknet Market Forums

Onion Link
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hxxp[://]w4ljqtyjnxinknz4hszn4bsof7zhfy5z2h4srfss4vvkoikiwz36o3id[.]onion

Dark Web Forum Name
Shadow Forum

Onion Link

hxxp[://]ufxm2wtr2o6wvk76pxqsyctgtcldres44t44mnmhhygfm7lhhpbzsdyd[.]onion

Dark Web Forum Name
TUF

Onion Link



OS IN TC T I . COM 32

hxxp[://]aniozgjgplzthohfehz6cqidnkyydvon77kynurvxx5omcg2ywr3b3yd[.]onion

Dark Web Forum Name
GhostHub Forum

Onion Link

hxxp[://]yw7nc56v4nsudvwewhmhhwltxpncedfuc43qbubj4nmwhdhwtiu4o6yd[.]onion

Dark Web Forum Name
Hack Liberty

Onion Link
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hxxp[://]nemesiskhmw5fumayc5pzdnu67ndrjpq7hoat4iqmex62v45i54p7qqd[.]onion

Dark Web Forum Name
Nemesis

Onion Link

hxxp[://]uwovoq3luqdzqkuy5ynjl3lxh2gqbib2ceb77kcbr47ww4oyqyiahuid[.]onion

Dark Web Forum Name
Mazafaka

Onion Link
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hxxp[://]babahwciuev5ivtwwfb574qmd3tl36yafqzccca4odvtgp3ves3yyyad[.]onion

Dark Web Forum Name
Baba Forum

Onion Link

hxxp[://]pjynx7h2fag2nkg7yqj2rtboovryn7azeovvw7fxruuaeabiewar5wid[.]onion

Dark Web Forum Name
Oberbaum

Onion Link
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hxxp[://]gerkifrm6ga4yh6iivdijl6i5wjsvslgmxgauwpf4qldeyv5rmo55fid[.]onion

Dark Web Forum Name
Gerki Tor

Onion Link

hxxp[://]bbzzzsvqcrqtki6umym6itiixfhni37ybtt7mkbjyxn2pgllzxf2qgyd[.]onion

Dark Web Forum Name
Breaking Bad

Onion Link
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hxxp[://]bizzle7qdloigdiiqionusf7dfw6tmrqhtjwkjviwtjmwovphqftvaid[.]onion

Dark Web Forum Name
Bizzle

Onion Link

hxxp[://]dydaofm5uefuulnzb63uh6coodgbxlgndk4eosoopbekebttkdxshlyd[.]onion

Dark Web Forum Name
Altenen

Onion Link
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hxxp[://]rehubg7wpn5vuwttbzqrzm5epq6ta5mqm6cbfpn7wtukaskzte3ehcyd[.]onion

Dark Web Forum Name
Rehub

Onion Link

hxxp[://]gardeni2xtbqdpn3mndvod5rzewor2rlo2g5iuyniqwd7vbyt7cwcrqd[.]onion

Dark Web Forum Name
The Secret Garden

Onion Link



Closure and SIEM Integration
This study aims to provide CTI (Cyber Threat Intelligence) teams with an
operational and tactical reference that can be used immediately by
presenting a comprehensive inventory of accessible Dark Web forums as of
2025. Each record in the report is presented with its access date and
reliability assessment; URLs are published in a defanged format (e.g.
exampl[e].onion, hxxps://…) to prevent accidental clicks. Analysts can
quickly prioritise, extract IOCs, and formulate follow-up queries using the
contextual information obtained from the tables and explanations.

The data provided in the report can be directly integrated into the
following workflows:

SIEM/SOAR feed: Defanged onion addresses and hashes can be
organised in STIX2 or CSV format and loaded as an automated
rule/indicator feed.

Threat Hunting: Sigma/ELK queries and threat hunting playbooks
can be created based on prominent forum topics highlighted in the
report.

Triage & Prioritisation: Triage rules and incident escalation
thresholds can be determined based on the reliability scores of the
forums.
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Operational Outputs and Integration
Recommendations

The purpose of this report is to provide information and assist in
identifying risks at an earlier stage; when the findings are integrated into
internal processes, they enhance your capacity for proactive detection
and intervention. At OsintCTI, we provide support in cataloguing,
monitoring, and structured IOC feeds.


