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Profiling China’s Al Developers:

NUDT and Chinese Military
Education In Artificial Intelligence

Summary

What kinds of artificial-intelligence- National University of Defense Technology (NUDT)
enabled weapons or systems are the o
Chinese currently developing? The
answers are not yet clear. A look at the
work underway at the People’s
Liberation Army (PLA) Artificial
Intelligence Research Center in Beijing
showed that many of the key Al
researchers there had been professors
or doctoral students at the PLA’s
National University of Defense 5 &
Technology. NUDT is the top Chinese Source: kknews.cc

military institution for scientific

research and education. This report takes a look at the undergraduate and graduate
curriculum at NUDT for potential indicators of Al-related themes in Chinese military
education and, by extension, Al development goals for enhancing Chinese military
power.

NUDT documents show a robust Al-related curriculum that can be divided into four
categories that appear to contribute directly to military systems and operations:

* Intelligence analysis, supported by courses in big data intelligence analysis and
smart intelligence processing;

* Target identification, supported by courses in cognitive science, pattern
recognition, intelligent sensing and processing, and automatic target recognition;

* Autonomous weapons operations, supported by courses in intelligent
unmanned systems, robot technology, cluster groups and cooperative control,
and intelligent vehicle driving technology; and

* Command control, supported by courses in command control systems
optimization, optimized decision-making, and intelligent task assignment.

In sum, NUDT appears to have a significant Al development program underway and

serves as a central institution in the development of PLA personnel capable of creating
and functioning in a future Al-enabled combat operations system.
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Background

China is in the midst of a technological revolution that is driven in part by government
policy and investment in high-tech development. One major component of this
government-supported technology effort is artificial intelligence (Al), a capability that is
being introduced into the service of many commercial, social, and government
functions. China’s State Council issued an Artificial Intelligence Development Plan in
2017 calling specifically for Al theoretical research in eight areas: advanced machine
learning, big data intelligence, perceptual computing, intelligent man-machine
symbiosis, collective intelligence, autonomous collaborative control and decision
optimization, brain-like intelligent computing, and quantum intelligence computing.

In Chinese government guidance, Al is foreseen as impacting a full range of functions
such as education, medical care, social governance, government decision-making, the
courts system, transportation systems, and public safety monitoring and control
systems. In addition, the Al Development Plan calls for its application to military power
through Al-enabled weapons technology, command control and decision-making, and
military analysis.

What new high-tech military systems, specifically, is China trying to develop with Al
technology? Obviously, they are unlikely to describe these publicly while in still
development. Some insight has been gained by examining publicly-posted research
documentation from the PLA’s new Artificial Intelligence Research Center (AIRC).
Journal articles by this center’s key Al researchers revealed, for example, that
development of Al-enabled swarm robots such as swarm unmanned aerial vehicles is
currently a central research focus for this institute.

Prior to assignment at AIRC, several of these researchers were either professors or
doctoral students at NUDT, itself the central institution in the Chinese military education
system for technology research and development. If the Al researchers at AIRC got their
education at NUDT, a look at the full scope of Al-related education at NUDT might
further illuminate the Al technologies that the Chinese military sees as keys to
enhancing military power.

Insight into the NUDT program is available from open sources. Documents that outline
the undergraduate majors taught at NUDT are available from the university’s website.
These show no academic major in Al, but do list several education programs that pertain
to Al development. Documentation on NUDT graduate majors and graduate research
topics, available because NUDT advertises for civilian graduate students in addition to
educating military personnel, shows a great range of Al-related graduate programs.
These programs could be viewed as the threads of Al development that the PLA,
through NUDT, is attempting to develop. Details on both undergraduate and graduate
programs are discussed below.
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Undergraduate Programs

The National University of Defense Technology
(NUDT), located in Changsha, Hunan Province, is the
top Chinese military institution for scientific
research and education. Subordinate to the Central
Military Commission, NUDT has developed a
sterling international reputation based on
achievements such as its development of the Tianhe
series of supercomputers and China’s Beidou
navigation satellite system. NUDT is currently the
home of major research labs in information
technology including the State Key Laboratory of
High Performance Computing, the National Key
Laboratory for Parallel and Distributed Processing,
and the National Laboratory of Science and
Technology for Automatic Target Recognition.
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The NUDT undergraduate curriculum for 2020 was spelled out in the document entitled
“NUDT Officer Development Undergraduate Education Majors” (£ K< EB AR E
7 48) that is posted at the university’s website (nudt.edu.cn). The full set of majors
named in this document is shown in the table below. Again, there is no undergraduate
major called “Artificial Intelligence” taught at this school. However, there is a full range
of technical majors that are applicable to Al development as indicated by how they flow
into the Al-related graduate programs at this institution. Based on the titles of the
undergraduate majors, those highlighted in green below are assessed to be applicable

to graduate Al programs at this school.

NUDT Undergraduate Majors

(in Chinese)

Aircraft Design and Engineering RITERRITSITE
Applied Meteorology NAS&RE

Applied Statistics MRSt
Atmospheric Science RKERZE

Big Data Engineering AEEIRE
Command Information Systems Engineering IBEESER4IRE
Command Network Engineering MEBEIESTIE
Communications Engineering BELRE

Computer Science and Technology HENNESHEAR
Cyberspace Security Mgz B R &
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Earth Information Science and Technology

Mk fEERFESRA

Electronic Information Engineering BHFrEEIE
Electronic Science and Technology BHFRES5REAR
Foreign Affairs ShRE

Foreign Languages and Literature IENESCF
Guided Missile Engineering EwTiz
Information Combat Technology FEEXMEAR
Information Engineering SETTE
Information Security SELZE

Integrated Circuits Design and Integrated Systems

SHREBRITSRERRS

Intelligence Analysis and Imagery Interpretation

Bk, Ef&RFE

International Affairs and International Relations

EfrESSERX SR

Internet Of Things Engineering Y EE N T 15
Management Science and Engineering EEMNEETRE
Marine Technology EIEFERAR
Materials Science and Engineering MRRZESTIE
Mathematics W=
Measurement Control Technology and Instrumentation TFER AR 5L 88
Mechanical Engineering R
Micro-Electronics Science and Engineering MEFREETIE
Military Oceanography FEIgEF
Navigation Engineering EinIiz
Network Engineering W& Ti2
Network Intelligence Analysis DY) B, 175 4] 43 47
Nuclear Engineering and Nuclear Technology ZIIESZEAR
Operations Research and Task Planning EES5EFEEMR
Opto-Electronics Information Science and Technology FSHEEERFEETRE
Physics YIgE

Radar Engineering BIATH=E
Simulation Engineering HEIFRE
Software Engineering RETIE

Space Science and Engineering TEBFESHEAR
Target Engineering B#IiE
Unmanned Equipment Engineering EANEZEITE
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Unmanned Systems Engineering EANRGTIE
Weapons Systems and Engineering REREGESTE

Graduate Programs

The graduate curriculum is enumerated NUDT Students and faculty on campus
in a recruiting document entitled “NUDT
2020 Graduate Student Recruiting
Catalog” which was posted at the NUDT
website and could be found at many
other graduate education reference
websites. The catalog is organized by the
various colleges (¥B5) at NUDT, then by
graduate major (%), and under these
the courses (literally, “research
directions,” #5277 [a]) available for each
major were listed. The tables below show
the colleges, majors (with major
number), and courses from the catalog
that appeared to have an Al association.

Source: 163.com

Based on the course names themselves, those highlighted in blue appear to be courses
that directly apply to Al development. Many include the term “intelligent” (Z§E) in the
title, a term in Chinese that could also be translated as “smart” and usually connotes a
technology that is Al-enabled. Those highlighted in green are topics that are not
themselves Al technologies but can be categorized as either supporting development of
Al technologies or are enhanced by Al technologies. Courses with titles that include
terms such as distributed computing, high-performance simulation, quantum control,
virtual reality, systems optimization, and decision-making appear to fit into this
category.

The Al-related majors and courses shown in these tables are, of course, a subset of the
full graduate curriculum. For comparison, see the fuller list of technical majors and
courses for NUDT graduate students in the Appendix on page 10 of this report.

NUDT College of Computers

Computer Science and Technology (0812) HENRESHEAR
Distributed Computing Technology SHEHEFEAR

Artificial Intelligence ANILERE

Digital Media and Virtual Reality Technology BEHEEEENMSSHEAR
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High-Performance Simulation SMEHE

Quantum Computing EFitE

Software Engineering (0835) BHTiE

Intelligent Software Technology ERIHEEAR
Parallel and Distributed Software Technology HIT5E BT HEREAR

NUDT College of Electronic Science

Electronic Science and Technology (0809) HFRESHEA
Intelligent Information Components and Circuits HHEEERESHEE
Information and Communications Engineering EEEEEIRE
(0810)

Intelligent Sensing and Processing HEERMS A TE
Automatic Target Recognition Bz B2 5]
Intelligent Electronic Combat and Assessment HEEHR FX i 51

NUDT College of Intelligent Sciences

Control Science and Engineering (0811) BHERNEESTIE
Artificial Intelligence ALE&E

Cognitive Science and Information Processing N FES5EE4E
Control Theory and Applications E41Eie 5N B
Intelligent Unmanned Systems EREARS
Intelligent Vehicle Driving Technology EREREEFEAR
Machine Learning HEFES]

Pattern Recognition =R H

Quantum Control =TiEH

Robot Technology MEBEAFAR

Task Planning Technology FEEHRYUEAR
Mechanical Engineering (0802) MW ITIE

Intelligent Equipment Precision Engineering BHREEERIRE
Intelligent Mechanical Systems ERHERES
Photo-Electronic Intelligent Task Loading KXNEERETEEHEGT
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NUDT College of Systems Engineering

Control Science and Engineering (0811) ISR EETIE
Cluster Groups and Cooperative Control EHEALASHEIET
High-Performance Simulation BEEEAE
Intelligent Energy Systems Engineering EmaelE 2 TIE

Multimedia Information Systems and Virtual Reality
Technology

SHRFERRGEEEMH
SRR

Systems Optimization and Decision-making ARG ERE
Management Science and Engineering (0871) BHEPEESTE

Big Data Analysis and Intelligence ABESHEERE EE
Big Data Analysis and Social Computing AEESTEHSHE
Command Control and Decision-making IBEERHERE
Computer Intelligence and Optimized Decision-making HERESHRERAR

Technology

Information Management and Intelligent Decision-making
Technology

EEREESERRERAR

Intelligent Human Resources Planning EEAAOBERR
Intelligent Planning Systems Technology ERMNRERZHEAR
Intelligent Task Planning and Assignment BEEENNE5AE
Systems Optimization and Meta-Synthesis Technology ARG EEZEERBEAR
Military Command Studies (1105) ZFER\IBIEEFE

Command Control and Intelligent Decision-making BRI E8aERE
Command Control Systems Optimization EEESRSGMK
Intelligent Information Processing FrBEiRE

Comments

What does the NUDT curriculum for undergraduate and graduate education tell us
about Chinese military goals for the use of artificial intelligence? It should be
remembered that the nature and purpose of this institution—military officer and
military systems development—make clear that each topic outlined above is one with
importance to Chinese military power. None of these classes are offered merely to
stimulate the interest of the student or give him training for life after military service.
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The focus on NUDT academic training and research is the development of intelligent
personnel capable of creating and operating modern military systems.

The most obvious feature of the catalog contents shown above is that NUDT has a very
robust, broad, and technologically-oriented set of Al-related courses. Of the 109 courses
offered by the four NUDT colleges profiled here, 41 appeared to be about Al-related
technologies. NUDT’s College of Intelligent Sciences dominates in terms of the number
of Al-related courses offered. As a major, Control Science and Engineering has the
deepest Al-related program, with a total of 15 Al courses available. This major is
available from either the College of Intelligent Sciences or the College of Systems
Engineering, with different Al-related courses covered separately by these two colleges.

It should be noted that the range of intelligent systems topics covers many military
applications other than weapons systems or combat operations. Some of the graduate
offerings cover artificial intelligence and machine learning and are apparently directed
at general development of Al technologies, applicable across the spectrum of military
missions and systems. Others focus on aspects of virtual reality, simulation, and
guantum computing that are likewise applicable to general Al development. Some focus
on Al aspects of hardware and software. There are even specific programs for Al
implementation in human resources planning and energy systems engineering.

However, many of the remaining graduate topics available can be divided into four
categories that appear to contribute directly to military systems and operations.
These tasks are:

* Intelligence Analysis: The courses Big Data Analysis and Intelligence and Smart
Intelligence Processing appear targeted on Al support to the intelligence analysis
mission.

* Target Identification: The Al-enabled acquisition and identification of targets
would be supported by the classes Cognitive Science and Information Processing,
Pattern Recognition, Intelligent Sensing and Processing, and Automatic Target
Recognition.

* Autonomous weapons operations: Development of Al weapons themselves
would be supported by courses such as Intelligent Unmanned Systems, Robot
Technology, Cluster Groups and Cooperative Control, and Intelligent Vehicle
Driving Technology.

* Command Control: The implementation of Al support to command operations

would be fostered by courses including Command Control Systems Optimization,
Optimized Decision-making, and Intelligent Planning and Task Assignment.
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In summary, the NUDT curriculum suggests that the PLA is investing significant human
capital and research resources to develop Al technologies for all four of these military
functions. The goal is more than autonomous weapons systems; it is the development of
a full combat operational system that is enhanced by Al technology. More to the point,
NUDT appears to be a central institution in the development of PLA personnel capable
of creating and functioning in a combat operations system that employs Al technology
to advance Chinese military power.
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Appendix: NUDT 2020 Graduate Student Recruiting Catalog

The tables below show NUDT colleges, graduate majors, and all research areas for each
college as they appeared in the catalog. As above, those highlighted in blue appear to
be courses that directly apply to Al development. Those highlighted in green are
courses that either support development of Al technologies or are enhances by Al
technologies. There are several other colleges at NUDT: Arts and Sciences, Advanced
Interdisciplinary Sciences, Aerospace Science, International Relations, Information and
Communications, Electronic Combat, Atmospherics and Hydrology, and Basic Military
Education. Some of these have technical majors, but these did not appear to include

courses that were Al-related.

NUDT College of Computers

Cyberspace Security (0839)

P 4% =5 5] R &

Basic Theory For Cyberspace Security

P4 == jB] R = B ALTR IS

System Security

RGgrE

Network Technology and Network Security MBI AREMBZ L L
Cryptography and Its Applications BHRERHENAH
Content Security and Application Security N 5NEZe
Computer Science and Technology (0812) HENMRESHEAR
Computer Science Theory TTENRZIER
Computer Architecture TTENIA RGN
Microprocessor Architecture AT R L5
Computer Networks and Communications HEINESEBE
System Software ARG

Distributed Computing Technology SHEHEFEAR
Artificial Intelligence ATLEEE

Large-Scale Science and Engineering Computing

AMEREETIRHE

Digital Media and Virtual Reality Technology

BFRESEUAIHEAR

High-Performance Simulation SMEERE
Information Security Technology SELZEHAR
Quantum Computing EFitE

Ocean Hydrology and Atmospheric Numeric Modeling HFEK LS REEFE
Marine Information Engineering EEEEIRE
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Electronic Science and Technology (0809) BFRE=5RAR
Microprocessor Technology BEUSEL RN
On-Chip Systems and Embedded Applications KR EREG S8R NA

Super-Large-Scale Integrated Circuit Cad and Physical
Production Technolog

BARMBREREHE cad 519
BESLIFAR

Micro- and Nano- Electronic Components and Circuits e FRE 5 R
Software Engineering (0835) HwEgEITE

Software Engineering Theory and Methodlogy HHETIEEL S ES
Intelligent Software Technology ERTREEA

Parallel and Distributed Software Technology HIT5E BT HEREAR
System Software and Software Engineering REHERETIE
Equipment Software Technology KERHEFHRAR
High-Reliability Software Technology SRR AR
Embedded Software Engineering BARSREGTITIE
Software Engineering For Scientific Computing MEtESUE R ETIE
Software Project Management Rt EER

NUDT College of Electronic Science

Cyberspace Security (0839)

P 4% =5 8] R &

Cyberspace Control and Use

P 4 == [B) ¥ 1) 5 1 A

Cyberspace Security Modeling, Simulation and Assessment

Mg RERIEMESIT
il

Electronic Science and Technology (0809) HFRES5HEAK
Intelligent Information Components and Circuits HEEES4EE5HEER
Radio Frequency Microwave Technology SRR AR
Integrated Design Of Electrical Systems B RSGEKITIT
Information and Communications Engineering =E5EETIE
(0810)

Navigation and Space-Time Technology EmS5etEHAR
Intelligent Sensing and Processing HEERMS ATE
Automatic Target Recognition Bah B xR 3
Intelligent Electronic Combat and Assessment HEEHR FX i 51EE
Communications and Information Processing BESERAE
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NUDT College of Intelligent Sciences

Control Science and Engineering (0811) BHERNEESTIE
Artificial Intelligence AILEEE
Automated Monitoring and Troubleshooting Bai#e N 5 HiE12 i
Cognitive Science and Information Processing INHBE5EELIE
Control Theory and Applications E41Eie 5N B
Electromagnetic Suspensions and Emissions Technology BEZ5 K BTHE AR
Intelligent Unmanned Systems EREX ARG
Intelligent Vehicle Driving Technology EHEREERER
Machine Learning HEFES]

Navigation Technology SR

Pattern Recognition =3I A

Precision Guidance and Control HEiaE S 5T
Quantum Control =TiEH

Robot Technology M AFAR

Systems Simulation RGhE

Task Planning Technology FEEHRYUEAR
Instrument Science and Technology (0804) NERESHEAR

Equipment Testing and Military Measurement

*EMNASERITE

Network Space Monitoring and Control

o B8 == [ 4%

Sensing and Detection R RSN

Space Apparatus Engineering TEMLELIE
Mechanical Engineering (0802) MW ITIE
Equipment Integration Safeguards EEIEFEERE
Intelligent Equipment Precision Engineering BHREEERIRE
Intelligent Mechanical Systems IR EY
Micro- and Nano- Electro-Mechanical Systems WML RS
Photo-Electronic Intelligent Task Loading KXNEERETEEHET
Reliability Testing and Assessment AT S MR IS 5T
Status Monitoring and Troubleshooting RSB SHREIZE
Vibration and Noise Control e SR EES
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NUDT College of Systems Engineering

Control Science and Engineering (0811)

EHNFESTEE

Cluster Groups and Cooperative Control SHELSHEES
High-Performance Simulation SMEERE
Information Fusion and Situational Awareness SEMAE5SHIAA
Information Systems Engineering SERZTIE
Intelligent Energy Systems Engineering BEREFERgILE
Mathematical Modeling and Data Analysis HEEESEES

Multimedia Information Systems and Virtual Reality
Technology

SHRFERRGEEEMH
SRR

Network Information Systems and Complexity Science

RIS SRR S 8 2R

Systems Optimization and Decision-making ARGk 5RE

System Simulation RGhE

Systems Verification and Simulation Assessment RAGIIESHEITM
Management Science and Engineering (0871) BHEPEESTE

Big Data Analysis and Intelligence ABIESHTSIERE &
Big Data Analysis and Social Computing AEESTEHSHE
Command Control and Decisonmaking IBEERHERE
Complex Systems and Complex Networks SERRGE5E LM
Complex Information Systems Analysis and Design SRERRZ SR
Computer Intelligence and Optimized Decision-making HEERESHUERERAR
Technology

Equipment Reliability and Integrated Safeguards KETEMSEERE

Information Management and Intelligent Decision-making

EREESERRERAR

Technology

Intelligence and Security Informatics BIRELZLEFEEF
Intelligent Human Resources Planning EEAAOBERR
Intelligent Planning Systems Technology ERMNRERZHEAR
Intelligent Task Planning and Assignment BHRESHNYNEBE
Knowledge Management and Knowledge Engineering MREIESMIRTIE
Military Cyber-Physical Systems Technology FEEEMEAGEHEAR

National Defense Purchasing and Systems Engineering
Management

EpiRMSHERIIZERE

National Security and Risk Management

ERZE5EIEE
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Project Management and Engineering Management

LEEESTEEE

Social Systems and Group Behavior Computational Analysis

HERFESHATHITES
r

Systems Engineering and Systems Simulation HTRIEERRFE
Systems Optimization and Meta-Synthesis Technology RGN EESERBEAR
Systems Structural Development and Application REREWHMFESNH
Systems Testing and Assessment RGN 51T
Military Command Studies (1105) ZFER\IBIEEFE

Combat Data Analysis TERBUR D R

Command Control and Intelligent Decision-making BRI E8aERE
Command Control Systems Optimization EEESRSGMK
Command Control Theory and Methodology EBIEEFHIEL S A
Command Information Systems IBIEEERYS

Complex Information Systems Analysis and Design EXREERESERIT
Intelligent Information Processing =R IE IR AL TR

Military Operations Theory and Applications FEEHILENA
Systems Structure Development and Application EREWF LSRN
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