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Knowledge Applied

Full-Time / Part-Time:
Full-Time
OSINT Professional — active TS/SCI required

Gnosis Solutions is seeking to fill a Journeyman Level OSINT Professional (collector/analyst)
position to support a Federal client at Fort Bragg, NC.

Responsibilities

Work under limited supervision to support the collection, exploitation and analysis of publicly
available information (PAI), to produce open source intelligence (OSINT). Specific
responsibilities include:

e Conduct collection and exploitation of PAI via OSINT tools.

e Exploit social media, mass media, publicly accessible databases, gray literature and
geospatial data.

e Produce Open Source Intelligence Reports (OSIRs), OSINT analytical products, and
conduct social network analysis.

e Coordinate and collaborate with other intelligence disciplines to produce finished
intelligence products, including threat assessments.

e Assess and provide recommendations on emerging OSINT tactics, techniques and
procedures (TTPs).

e Respond accurately, and in a timely manner to Requests for Information (RFls).

e Provide support to operational planning, technical papers, and other tasks as directed
by the customer.

e Develop briefing materials as well as brief senior personnel and officers as needed.

Required Skills and Education — Journeyman Level

e 7+yrs demonstrated intelligence experience with a High School Diploma; 5+yrs
demonstrated intelligence experience with an Associate Degree; or 3+years
demonstrated intelligence experience with a Bachelor of Arts/ Science Degree.

e Strong writing and presentation skills.

o Demonstrated experience in a field related to OSINT research, collection management,
or analysis or the exploitation of PAI or social media.



Experience utilizing Commercial Off The Shelf (COTS) OSINT tools which include but are
not limited to the Berber Hunter Tool Kit applications (e.g., SILO, SCRAAWL, Data Miner,
or Babel).

Prior military or government analytical training (e.g., all source, OSINT, SIGINT, HUMINT
or GEOINT).

Demonstrated knowledge of signature reduction as well as experience collecting and
exploiting from the deep and dark web.

Preferred Skills and Education (Journeyman Level)

Graduate of IC or Defense OSINT Training courses (e.g., DIA 0S1, OSC 101, FBI 0S101,
Army 05301/0S302, CASO).

Experience conducting intelligence analytical support for the Department of Defense or
Intelligence Community.

Knowledge of scripting languages and technologies, including Java, R Script, JEMA,
and/or Python.

Disclaimer

Gnosis Solutions, Incorporated is an equal opportunity employer. Employment decisions are
made without regard to characteristics protected by law.



