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1. Introduction


ENTIFY introduces a new paradigm for digital identity: 
Identity created by the human, owned by the human, and cryptographically defined by the 
human.


Unlike traditional identity systems rooted in external authorities, government records, or 
server-side databases, ENTIFY establishes identity through:


• Affidavit-based intent


• Copyright ownership of all personal biometrics


• Human-generated symbolic cryptographic keys


• Witnessable authentication ceremonies


• Local embodiment of trust within the ENTIFY device


This whitepaper focuses exclusively on the initial creation of identity within ENTIFY — the 
process by which a human being generates, signs, and activates their identity using an 
affidavit, an autograph, and a triad of “magic symbols.”


This process is the heart of ENTIFY’s entire architecture.


2. Identity in ENTIFY: Human-Centric 
Cryptography

The ENTIFY system is built upon a radical but intuitive principle:


Cryptographic identity must originate from the Conscious Human, not a machine.


Machines can store keys. 
Networks can verify signatures. 
Hardware can protect secrets.


But only a human can provide:




• intent


• awareness


• ownership


• accountability


• agency


ENTIFY’s identity model operationalizes this through three human-generated elements:


1. The Autograph


2. The Magic Symbols (3 Secret Symbols)


3. The Proof-of-Life Affidavit


Together, these constitute the Human Root of Trust, replacing passwords, seed phrases, 
and remote authorities.


3. The Autograph: The Public Human Key

The autograph is the user’s unique, behaviour-rich handwritten signature created on the 
ENTIFY device.


It functions as:


• a public key analogue


• a proof of life gesture


• a biometric behavioural pattern


• a statement of intent


• a legal identifier


• a signature of authorship


The autograph includes:


• stroke dynamics


• pressure variations


• acceleration and deceleration


• micro-tremor patterns


• curvature and flow


• start/end pressure signatures




• innate neuro-motor traits


These create a uniquely human, unforgeable signature that no machine can replicate.


Why the autograph is the foundation of ENTIFY


All layers of the system rely upon it:


• identity creation


• affidavit signing


• witness confirmation


• dispute resolution


• transaction attestation


• key-pair derivation


• fallback authentication


• device upgrade continuity


The autograph is the first “public declaration of self” and the human-to-machine 
handshake.


4. Magic Symbols: The Private Human Key

Magic symbols are ENTIFY’s alternative to passwords, PINs, and seed phrases.


A magic symbol is a simple shape or glyph drawn by the user, but the security arises from:


• its biomechanics


• its repeatability


• its invisible micro-patterns


• its motor-memory imprint


• the user’s conscious mental representation


A magic symbol is:


• not typed


• not spoken


• not stored in the cloud


• not susceptible to relay attacks




• not guessable


• not brute-forceable


The user creates three magic symbols:


1. Primary symbol


2. Secondary symbol


3. Tertiary symbol


This triad increases usability without sacrificing security.


5. Why Three Magic Symbols?

Traditional authentication systems seek ease of use. ENTIFY seeks awareness and 
agency.


A single symbol can be forgotten; 
Three symbols create:


• redundancy


• psychological reinforcement


• intentional practice


• depth of human involvement


• multiple fallback paths


The ENTIFONE monitors attempts:


• If one symbol fails, try the second


• If two fail, try the third


• If all three are attempted, the system recognises a legitimate user through 
behavioural biometrics and allows entry, applying additional checks


This allows:


Maximum human involvement + maximum resilience + maximum security.


6. The Training Ritual: Transforming 
Technology Into Human Meaning

ENTIFY requires each user to train their autograph and magic symbols.




This may seem “difficult” compared to simple passcodes — but this difficulty is a virtue.


Why difficulty matters


• It requires presence


• It requires intention


• It forms deep motor memory


• It creates emotional meaning


• It builds user-device connection


• It eliminates careless usage


• It establishes responsibility


• It forms a psychological contract


The ENTIFONE includes guided training modules:


• visual repetition


• flow-based tracing games


• consistency scoring


• kinetic feedback


• “readiness” assessment


Only when the symbol or autograph is:


• stable


• repeatable


• embodied


…does ENTIFY accept it as a cryptographic key.


This is the initiation ritual into digital sovereignty.


7. Proof-of-Life Affidavit

ENTIFY identity is activated through the signing of a self-authored affidavit, in controlled 
natural language, with clear legal intent.


This affidavit:


• establishes existence




• asserts agency


• declares ownership of biometrics


• claims authorship of the autograph


• claims authorship of the magic symbols


• copyright-protects all personal biometric data


• defines the identity as self-sovereign


• requires conscious awareness and intent


Affidavit Text (Sample Version)


Affidavit of Self-Identity and Biometric Copyright


1. I am a living human being. 
2. I create and control my personal identity. 
3. I create my autograph and magic symbols through conscious intent. 
4. I own the copyright to my autograph, my magic symbols, and all associated biometric 
data. 
5. I grant no third party permission to copy, extract, store, or process my biometric data. 
6. My identity is self-sovereign and remains under my exclusive control. 
7. I understand that my autograph is my public expression of authorship. 
8. I understand that my magic symbols are my private expressions of authority. 
9. I intentionally activate my ENTIFY identity through this affidavit. 
10. I sign this affidavit knowingly, willingly, and in full awareness.


Autograph: [User signs] 
Witness(es): [Optional ENTICARD-to-ENTIFONE confirmations]


This affidavit is stored on the user’s ENTICARD, protected by post-quantum keys.


8. Witnessing: The Social Layer of Identity

ENTIFY supports peer witnessing:


• Another ENTIFY user taps their ENTICARD


• Their autograph signs the witnessing


• A cryptographic link is formed


• No central authority is involved


This mirrors ancient legal customs:


• seals


• witnesses




• signatures


• rituals of intent


Identity is strengthened socially, not bureaucratically.


9. Activation Ceremony: Binding Human & 
Machine

Identity activation occurs when:


1. The user completes symbol training


2. The user completes autograph training


3. The affidavit is signed


4. The ENTICARD confirms ownership


5. Optional witnesses confirm presence


At this moment:


• the magic symbols become private keys


• the autograph becomes the public key


• the ENTIFY identity is bound to the living human


The ENTIFONE becomes a personal sovereign device, psychologically closer to a ritual 
object than a modern phone.


10. The Psychological Dimension: Why 
ENTIFY Feels Different

ENTIFY aims not only for secure identity, but responsible identity.


The system intentionally introduces:


• a sense of ownership


• a sense of personal power


• a sense of ritual


• a sense of embodiment


• a feeling of “magic”




Users often report:


• higher attention


• more intentional interactions


• increased confidence


• lowered anxiety


• a feeling of self-sovereignty


• perception of technology as a personal tool, not a controlling system


The magic symbol becomes:


• a personal cipher


• a meditative gesture


• a self-affirmation


• a moment of presence


• a personal bond with the device


This is the first authentication system designed with psychological enhancement as a 
benefit.


11. Why the ENTIFY Identity System Is 
Unprecedented

ENTIFY is the first system in history where:


• identity is created by the user, not an authority


• biometrics are owned by the user, never stored externally


• signatures (autographs) become cryptographic tools


• symbols become private keys


• the affidavit is self-signed and self-owned


• identity creation requires conscious practice


• the login gesture itself reinforces sovereignty


It is:


• human-first




• human-authored


• human-controlled


• human-embodied


• human-secured


This is human-centric cryptography, not machine-centric cryptography.


12. Conclusion

ENTIFY’s identity creation process is a fusion of:


• ancient legal tradition


• behavioural biometrics


• cryptographic engineering


• human psychology


• personal sovereignty


The autograph and the magic symbols are not merely security mechanisms—they are the 
foundational mathematical keys of the system.


This model transforms authentication from a trivial action into a moment of intentional 
authorship — restoring identity to the human where it belongs.



